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Package winappdbg

1 Package winappdbg

Windows application debugging engine for Python.

by Mario Vilas (mvilas at gmail.com)

Project: hitp://sourceforge.net/projects/winappdbg/

Web:
Blog:

1.1

http:/ /winappdbg.sourceforge.net/

http://breakingcode.wordpress.com

Modules

breakpoint: Breakpoints module.
(Section 2, p. 9)
crash: Crash logging module.
(Section 3, p. 10)
debug: Debugging module.
(Section 4, p. 11)
event: Event handling module.
(Section 5, p. 12)
system: Instrumentation module.
(Section 6, p. 13)
textio: Functions for text input, logging or text output.
(Section 7, p. 14)
util: Miscellaneous utility classes and functions.
(Section 8, p. 15)
Win32 API wrappers
— win32: Debugging API wrappers in ctypes.
(Section 9, p. 19)
*x advapi32: Wrapper for advapi32.dll in ctypes.
(Section 10, p. 21)
x context_amd64: CONTEXT structure for amd64.
(Section 11, p. 26)
x context_i386: CONTEXT structure for i386.
(Section 12, p. 29)
*x context_ia64: CONTEXT structure for ia64.
(Section 18, p. 81)
x dbghelp: Wrapper for dbghelp.dll in ctypes.
(Section 14, p. 33)
x defines: Common definitions.
(Section 15, p. 40)
x gdi32: Wrapper for gdi32.dll in ctypes.
(Section 16, p. 45)
x kernel32: Wrapper for kernel32.dll in ctypes.
(Section 17, p. 53)
+x ntdll: Wrapper for ntdll.dll in ctypes.
(Section 18, p. 78)

+x peb_teb: PEB and TEB structures, constants and data types.

(Section 19, p. 85)
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Classes

Package winappdbg

x psapi: Wrapper for psapi.dll in ctypes.
(Section 20, p. 88)
x shell32: Wrapper for shell32.dll in ctypes.
(Section 21, p. 90)
x shlwapi: Wrapper for shlwapi.dll in ctypes.
(Section 22, p. 91)
x user32: Wrapper for user32.dll in ctypes.
(Section 23, p. 97)
* version: Detect the current architecture and operating system.
(Section 24, p. 108)

1.2 Classes

e Debugging

Debug: The main debugger class.

(Section 54, p. 250)

EventHandler: Base class for debug event handlers.
(Section 60, p. 306)

DebugLog: Static functions for debug logging.
(Section 76, p. 894)

e Instrumentation

System: Interface to a batch of processes, plus some system wide settings.
(Section 71, p. 859)

Thread: Interface to a thread in another process.

(Section 72, p. 367)

Process: Interface to a process.

(Section 70, p. 349)

Window: Interface to an open window in the current desktop.

(Section 74, p. 878)

Module: Interface to a DLL library loaded in the context of another process.
(Section 69, p. 843)

e Crash reporting

DummyCrashContainer: Fakes a database of volatile Crash objects, trying to mimic part of
it’s interface, but doesn’t actually store anything.

(Section 52, p. 239)

CrashTableMSSQL: Manages a database of persistent Crash objects, trying to avoid duplicates
only when requested.

(Section 51, p. 236)

VolatileCrashContainer: Manages a database of volatile Crash objects, trying to avoid dupli-
cates if requested.

(Section 53, p. 245)

Crash: Represents a crash, bug, or another interesting event in the debugee.

(Section 48, p. 221)

CrashContainer: Manages a database of persistent Crash objects, trying to avoid duplicates.
(Section 49, p. 229)

CrashTable: Manages a database of persistent Crash objects, trying to avoid duplicates only
when requested.

(Section 50, p. 233)

CrashDump: Static functions for crash dumps.

(Section 75, p. 889)

e Debug events
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UnloadDLLEvent: Module unload event.
(Section 68, p. 339)

ExitThreadEvent: Thread termination event.
(Section 63, p. 323)

RIPEvent: RIP event.

(Section 67, p. 336)

ExitProcessEvent: Process termination event.
(Section 62, p. 319)

CreateProcessEvent: Process creation event.
(Section 55, p. 290)
OutputDebugStringEvent: Debug string output event.
(Section 66, p. 333)

LoadDLLEvent: Module load event.

(Section 64, p. 326)

Event: Event object.

(Section 57, p. 299)

ExceptionEvent: Exception event.

(Section 61, p. 312)

CreateThreadEvent: Thread creation event.
(Section 56, p. 295)

e Win32 API wrappers

Handle: Encapsulates Win32 handles to avoid leaking them.
(Section 189, p. 575)

ProcessHandle: Win32 process handle.

(Section 221, p. 623)

ThreadHandle: Win32 thread handle.

(Section 231, p. 642)

FileHandle: Win32 file handle.

(Section 185, p. 565)

e Miscellaneous

HexDump: Static functions for hexadecimal dumps.
(Section 77, p. 896)

HexOutput: Static functions for user output parsing.
(Section 79, p. 408)

Table: Text based table.

(Section 81, p. 413)

HexInput: Static functions for user input parsing.
(Section 78, p. 404)

Logger: Logs text to standard output and/or a text file.
(Section 80, p. 411)

MemoryAddresses: Class to manipulate memory addresses.
(Section 83, p. 419)

DebugRegister: Class to manipulate debug registers.
(Section 82, p. 415)

PathOperations: Static methods for filename and pathname manipulation.

(Section 84, p. 422)

1.3 Functions

Mziscellaneous
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WriteableAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that are writeable.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: Writeable memory is always readable too.

CustomAddresslterator(memory_map, condition)

Generator function that iterates through a memory map, filtering memory
region blocks by any given condition.
Parameters

memory map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

condition: Callback function that returns True if the memory
block should be returned, or False if it should be
filtered.

(type=function)
Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)
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MappedAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that belong to memory mapped files.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

ReadableAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that are readable.

Parameters
memory map: List of memory region information objects. Returned
by Process.get _memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

DataAddresslIterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that contain data.

Parameters
memory map: List of memory region information objects. Returned
by Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)
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Executable AndWriteableAddresslIterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that are executable and writeable.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: The presence of such pages make memory corruption vulnerabilities
much easier to exploit.

ExecutableAddresslterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that are executable.

Parameters
memory map: List of memory region information objects. Returned
by Process.get _memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: Executable memory is always readable too.

ImageAddresslIterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that belong to executable images.

Parameters
memory map: List of memory region information objects. Returned
by Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)
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1.4 Variables

Name

Description

version

This WinAppDbg release version.
Value: ’Version 1.4’ (type=str)
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2 Module winappdbg.breakpoint

Breakpoints module.

2.1 Classes

e Breakpoints
— Breakpoint: Base class for breakpoints.
(Section 41, p. 154)
— CodeBreakpoint: Code execution breakpoints (using an int3 opcode).
(Section 44, p. 193)
— PageBreakpoint: Page access breakpoint (using guard pages).
(Section 47, p. 214)
— HardwareBreakpoint: Hardware breakpoint (using debug registers).
(Section 45, p. 200)
— Hook: Used by Debug.hook_function.
(Section 46, p. 209)
— ApiHook: Used by EventHandler.
(Section 40, p. 149)
— BufferWatch: Used by Debug.watch buffer.
(Section 43, p. 190)
e Capabilities (private)
— BreakpointContainer: Encapsulates the capability to contain Breakpoint ob-
jects.
(Section 42, p. 162)
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3 Module winappdbg.crash

Crash logging module.

3.1 Classes

e Crash reporting

— CrashContainer: Manages a database of persistent Crash objects, trying to avoid
duplicates.
(Section 49, p. 229)

— CrashTable: Manages a database of persistent Crash objects, trying to avoid
duplicates only when requested.
(Section 50, p. 233)

— CrashTableMSSQL: Manages a database of persistent Crash objects, trying to
avoid duplicates only when requested.
(Section 51, p. 256)

— VolatileCrashContainer: Manages a database of volatile Crash objects, trying
to avoid duplicates if requested.
(Section 53, p. 245)

— DummyCrashContainer: Fakes a database of volatile Crash objects, trying to
mimic part of it’s interface, but doesn’t actually store anything.
(Section 52, p. 239)

— Crash: Represents a crash, bug, or another interesting event in the debugee.
(Section 48, p. 221)
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4 Module winappdbg.debug

Debugging module.

4.1 Classes

e Debugging

— Debug: The main debugger class.

(Section 54, p. 250)
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5 Module winappdbg.event

Event handling module.

See Also: http://apps.sourceforge.net /trac/winappdbg/wiki/Debugging

5.1 Classes

e Debugging

— EventHandler: Base class for debug event handlers.

(Section 60, p. 306)
e Debug events

— Event: Event object.
(Section 57, p. 299)

— NoEvent: No event.
(Section 65, p. 330)

— ExceptionEvent: Exception event.
(Section 61, p. 312)

— CreateThreadEvent: Thread creation event.
(Section 56, p. 295)

— CreateProcessEvent: Process creation event.
(Section 55, p. 290)

— ExitThreadEvent: Thread termination event.
(Section 63, p. 323)

— ExitProcessEvent: Process termination event.
(Section 62, p. 319)

— LoadDLLEvent: Module load event.
(Section 64, p. 326)

— UnloadDLLEvent: Module unload event.
(Section 68, p. 339)

— OutputDebugStringEvent: Debug string output event.
(Section 66, p. 333)

— RIPEvent: RIP event.
(Section 67, p. 336)

— EventFactory: Factory of Event objects.
(Section 59, p. 304)

— EventDispatcher: Implements debug event dispatching capabilities.
(Section 58, p. 302)
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6 Module winappdbg.system

Instrumentation module.

6.1 Classes

e Instrumentation

— Window: Interface to an open window in the current desktop.
(Section 74, p. 378)

— Module: Interface to a DLL library loaded in the context of another process.
(Section 69, p. 343)

— Thread: Interface to a thread in another process.
(Section 72, p. 367)

— Process: Interface to a process.
(Section 70, p. 349)

— System: Interface to a batch of processes, plus some system wide settings.
(Section 71, p. 359)
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7 Module winappdbg.textio

Functions for text input, logging or text output.

7.1 Classes

e Debugging
— DebugLog: Static functions for debug logging.
(Section 76, p. 394)
e Crash reporting
— CrashDump: Static functions for crash dumps.
(Section 75, p. 389)
e Miscellaneous
— HexInput: Static functions for user input parsing.
(Section 78, p. 404)
— HexOutput: Static functions for user output parsing.
(Section 79, p. 408)
— HexDump: Static functions for hexadecimal dumps.
(Section 77, p. 396)
— Table: Text based table.
(Section 81, p. 413)
— Logger: Logs text to standard output and/or a text file.
(Section 80, p. 411)
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8 Module winappdbg.util

Miscellaneous utility classes and functions.

8.1 Classes

e Miscellaneous
— Regenerator: Calls a generator and iterates it.
(Section 85, p. 425)
— PathOperations: Static methods for filename and pathname manipulation.
(Section 84, p. 422)
— MemoryAddresses: Class to manipulate memory addresses.
(Section 83, p. 419)

— DebugRegister: Class to manipulate debug registers.
(Section 82, p. 415)

8.2 Functions

Maiscellaneous

CustomAddresslterator(memory-map, condition)

Generator function that iterates through a memory map, filtering memory
region blocks by any given condition.
Parameters
memory map: List of memory region information objects. Returned
by Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

condition: Callback function that returns True if the memory
block should be returned, or False if it should be

filtered.
(type=function)
Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)
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DataAddresslterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that contain data.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

ImageAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that belong to executable images.

Parameters
memory map: List of memory region information objects. Returned
by Process.get _memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

MappedAddressIterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that belong to memory mapped files.

Parameters
memory map: List of memory region information objects. Returned
by Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)
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ReadableAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that are readable.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

WriteableAddresslterator(memory_map)

Generator function that iterates through a memory map, returning only those
memory blocks that are writeable.

Parameters
memory map: List of memory region information objects. Returned
by Process.get _memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: Writeable memory is always readable too.

ExecutableAddresslterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that are executable.

Parameters
memory map: List of memory region information objects. Returned
by Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: Executable memory is always readable too.
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Executable AndWriteableAddresslIterator(memory_-map)

Generator function that iterates through a memory map, returning only those
memory blocks that are executable and writeable.

Parameters
memory_map: List of memory region information objects. Returned
by Process.get_memory_map.

(type=list( win32.MemoryBasicInformation ))

Return Value
Generator object to iterate memory blocks.

(type=generator of win32.MemoryBasicInformation)

Note: The presence of such pages make memory corruption vulnerabilities
much easier to exploit.
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9 Package winappdbg.win32

Debugging API wrappers in ctypes.

9.1 Modules

e advapi32: Wrapper for advapi32.dll in ctypes.
(Section 10, p. 21)

e context_amd64: CONTEXT structure for amd64.
(Section 11, p. 26)

e context _i386: CONTEXT structure for i386.
(Section 12, p. 29)

e context_ia64: CONTEXT structure for ia64.
(Section 13, p. 31)

e dbghelp: Wrapper for dbghelp.dll in ctypes.
(Section 14, p. 33)

e defines: Common definitions.
(Section 15, p. 40)

e gdi32: Wrapper for gdi32.dll in ctypes.
(Section 16, p. 45)

e kernel32: Wrapper for kernel32.dll in ctypes.
(Section 17, p. 53)

e ntdll: Wrapper for ntdll.dll in ctypes.
(Section 18, p. 718)

e peb_teb: PEB and TEB structures, constants and data types.
(Section 19, p. 85)

e psapi: Wrapper for psapi.dll in ctypes.
(Section 20, p. 88)

e shell32: Wrapper for shell32.dll in ctypes.
(Section 21, p. 90)

e shlwapi: Wrapper for shlwapi.dll in ctypes.
(Section 22, p. 91)

e user32: Wrapper for user32.dll in ctypes.
(Section 23, p. 97)

e version: Detect the current architecture and operating system.
(Section 24, p. 108)

9.2 Variables

Name Description
__revision__ Value: *$Id: __init__.py 618 2010-02-11
02:15:09Z qvasimodo $’

continued on next page
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Name

Description

__package__

Value: ’winappdbg.win32’
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10 Module winappdbg.win32.advapi32

Wrapper for advapi32.dll in ctypes.

10.1 Classes

e LUID (Section 86, p. 427)
e PLUID (Section 88, p. 429)
e LUID_AND_ATTRIBUTES (Section 87, p. 428)
TOKEN PRIVILEGES (Section 91, p. 432)
PTOKEN PRIVILEGES (Section 89, p. 430)
WAITCHAIN _NODE_INFO (Section 93, p. 436)
PWAITCHAIN NODE_INFO (Section 90, p. 431)
e TokenHandle: Access token handle.

(Section 92, p. 433)

10.2 Functions

OpenProcessToken(ProcessHandle, DesiredAccess)

OpenThreadToken( ThreadHandle, DesiredAccess, OpenAsSelf=True)

LookupPrivilegeValueA (IpSystemName, [pName)

LookupPrivilegeValueW (IpSystemName, lpName)

LookupPrivilegeNameA (IpSystemName, IpLuid)

LookupPrivilegeNameW (IpSystemName, IpLuid)

AdjustTokenPrivileges(TokenHandle, NewState=())

CreateProcessWithLogonW (Ip Username=None, IpDomain=None,
IpPassword=None, dwLogonFlags=0, IpApplicationName=None,
IpCommandLine=None, dwCreationFlags=0, lpFEnvironment=None,
IpCurrentDirectory=None, IpStartupInfo=None)

CreateProcessWithTokenW (hToken=None, dwLogonFlags=0,
IpApplicationName=None, IpCommandLine=None, dwCreationFlags=0,
Ip Environment=None, lpCurrentDirectory=None, IpStartupInfo=None)
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OpenThread WaitChainSession(Flags=0, callback=None)

GetThread WaitChain( WctHandle, Context, Flags, Threadld)

CloseThread WaitChainSession( WetHandle)

10.3 Variables

Name Description
__revision__ Value: ’$Id: advapi32.py 720 2010-07-11
12:38:14Z gvasimodo $’
SE_CREATE_TOKEN_N- | Value: ’SeCreateTokenPrivilege’

AME

SE_ASSIGNPRIMARYT- | Value: ’SeAssignPrimaryTokenPrivilege’
OKEN_NAME

SE_LOCK_MEMORY _NA- | Value: ’SeLockMemoryPrivilege’

ME

SE_INCREASE_QUOTA_- | Value: ’SeIncreaseQuotaPrivilege’
NAME

SE_UNSOLICITED_INPU- | Value: ’SeUnsolicitedInputPrivilege’
T_NAME

SE_MACHINE_ACCOUN- | Value: ’SeMachineAccountPrivilege’
T _NAME

SE_-TCB.NAME Value: ’SeTcbPrivilege’

SE_SECURITY_NAME Value: ’SeSecurityPrivilege’
SE_TAKE_OWNERSHIP - | Value: ’SeTakeOwnershipPrivilege’

NAME

SE_LOAD_DRIVER_NA- Value: ’SeLoadDriverPrivilege’

ME

SE_SYSTEM_PROFILE_- | Value: ’SeSystemProfilePrivilege’

NAME

SE_SYSTEMTIME NAM- | Value: ’SeSystemtimePrivilege’

E

SE_PROF _SINGLE_PRO- | Value: ’SeProfileSingleProcessPrivilege’
CESS_NAME

SE_INC_BASE_PRIORIT- | Value: ’SelncreaseBasePriorityPrivilege’
Y_NAME

SE_CREATE_PAGEFILE- | Value: ’SeCreatePagefilePrivilege’
-NAME

SE_CREATE PERMANE- | Value: ’SeCreatePermanentPrivilege’
NT_NAME

SE_BACKUP_NAME Value: ’SeBackupPrivilege’

continued on next page
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Name Description
SE_RESTORE_NAME Value: ’SeRestorePrivilege’
SE_SHUTDOWN_NAME | Value: ’SeShutdownPrivilege’
SE_DEBUG_-NAME Value: ’SeDebugPrivilege’
SE_AUDIT_NAME Value: ’SeAuditPrivilege’
SE_SYSTEM_ENVIRON- | Value: ’SeSystemEnvironmentPrivilege’
MENT _NAME
SE_CHANGE_NOTIFY_N- | Value: ’SeChangeNotifyPrivilege’
AME
SE_REMOTE_SHUTDO- Value: ’SeRemoteShutdownPrivilege’
WN_NAME
SE_UNDOCK_NAME Value: ’SeUndockPrivilege’
SE_SYNC_AGENT_NAM- | Value: ’SeSyncAgentPrivilege’

E

SE_ENABLE DELEGATI- | Value: ’SeEnableDelegationPrivilege’
ON_NAME

SE_MANAGE_VOLUME_- | Value: ’SeManageVolumePrivilege’
NAME

SE_IMPERSONATE_NA- | Value: ’SeImpersonatePrivilege’

ME

SE_CREATE_GLOBAL_N- | Value: ’SeCreateGlobalPrivilege’
AME

SE_PRIVILEGE_ENABL- | Value: 1
ED BY_DEFAULT
SE_PRIVILEGE_ENABL- | Value: 2

ED

SE_PRIVILEGE_REMOV- | Value: 4
ED

SE_PRIVILEGE_USED_F- | Value: 2147483648
OR_ACCESS
TOKEN_ADJUST_PRIVI- | Value: 32
LEGES

LOGON_WITH_PROFIL- | Value: 1
B

LOGON_NETCREDENTI- | Value: 2
ALS_ONLY

HKEY_CLASSES_ROOT Value: 2147483648
HKEY_CURRENT_USER | Value: 2147483649
HKEY_LOCAL_MACHIN- | Value: 2147483650

B

HKEY_USERS Value: 2147483651
HKEY_PERFORMANCE- | Value: 2147483652
_DATA

continued on next page
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Name Description
HKEY_CURRENT_CON- | Value: 2147483653
FIG
WCT_-MAX_NODE_COU- | Value: 16
NT
WCT_OBJNAME_LENG- | Value: 128
TH
WCT_ASYNC_OPEN_FL- | Value: 1
AG
WCTP_OPEN_ALL _FLA- | Value: 1
GS
WCT_OUT_OF_PROC_F- | Value: 1
LAG
WCT_OUT_OF_PROC_C- | Value: 2
OM_FLAG
WCT_OUT_OF_PROC_C- | Value: 4
S FLAG
WCTP_GETINFO_ALL_F- | Value: 7
LAGS
WetCriticalSectionType Value: 1
WetSendMessageType Value: 2
WetMutexType Value: 3
WetAlpcType Value: 4
WetComType Value: 5
WetThreadWaitType Value: 6
WetProcessWait Type Value: 7
WetThread Type Value: 8
WetComActivationType Value: 9
WetUnknownType Value: 10
WetMaxType Value: 11
WetStatusNoAccess Value: 1
WetStatusRunning Value: 2
WetStatusBlocked Value: 3
WetStatusPidOnly Value: 4
WetStatusPidOnlyRpess Value: 5
WetStatusOwned Value: 6
WetStatusNotOwned Value: 7
WetStatusAbandoned Value: 8
WetStatusUnknown Value: 9
WetStatusError Value: 10
WetStatusMax Value: 11
LookupPrivilegeValue Value:

GuessStringType (LookupPrivilegeValueA,
LookupPrivilegeVal. ..

continued on next page
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Name Description
LookupPrivilegeName Value:
GuessStringType (LookupPrivilegeNameA,
LookupPrivilegeNameW)
CreateProcessWithLogon- | Value:
A <winappdbg.win32.defines.MakeANSIVersion

object at O0xOOES6...
CreateProcessWithLogon Value:
<winappdbg.win32.defines.MakeANSIVersion
object at OxOOE6...
CreateProcessWithToken- | Value:

A <winappdbg.win32.defines.MakeANSIVersion
object at O0xOOES6...
CreateProcessWithToken Value:
<winappdbg.win32.defines.MakeANSIVersion
object at O0xOOES6...

__package__ Value: ’winappdbg.win32’
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11 Module winappdbg.win32.context_amd64

CONTEXT structure for amdo64.

11.1 Classes

e XMM SAVE_AREA32 (Section 106, p. 455)
PXMM_SAVE_AREA32 (Section 102, p. 447)
LPXMM_SAVE_AREA32 (Section 102, p. 447)
CONTEXT (Section 7?7, p. 77)

PCONTEXT (Section 97, p. 442)

LPCONTEXT (Section 97, p. 442)

Context (Section 95, p. 439)

LDT_ENTRY BYTES._ (Section 108, p. 459)
_LDT_ENTRY BITS_ (Section 107, p. 457)
_LDT_ENTRY _HIGHWORD_ (Section 109, p. 461)
LDT_ENTRY (Section 96, p. 440)

PLDT_ENTRY (Section 98, p. 443)

LPLDT ENTRY (Section 98, p. 443)

WOW64 FLOATING _SAVE_AREA (Section 104, p. 451)
WOW64_CONTEXT (Section 103, p. 448)
WOW64_ LDT _ENTRY (Section 105, p. 453)

PWOWG64 FLOATING _SAVE_AREA (Section 100, p. 445)
e PWOWG64_CONTEXT (Section 99, p. 444)

e PWOW64_ LDT_ENTRY (Section 101, p. 446)

11.2 Functions

GetThreadSelectorEntry (hThread, dwSelector)

GetThreadContext(hThread, ContertFlags=None)

SetThreadContext(hThread, lpContext)

Wow64GetThreadSelectorEntry (hThread, dwSelector)

Wow64ResumeThread(hThread)

Wow64SuspendThread(hThread)
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Wow64GetThreadContext(hThread, ContertFlags=None, [pContert=None)

Wow64SetThreadContext(hThread, IpContext)

11.3 Variables

Name Description
__revision__ Value: ’$Id: context_amd64.py 655
2010-03-30 17:00:27Z gvasimodo $’
EXCEPTION_READ_FA- | Value: 0

ULT

EXCEPTION_WRITE_F- | Value: 1
AULT

EXCEPTION_EXECUTE- | Value: 8
_FAULT

CONTEXT_AMD64 Value: 1048576

CONTEXT_CONTROL Value: 1048577
CONTEXT_INTEGER Value: 1048578
CONTEXT_SEGMENTS Value: 1048580
CONTEXT_FLOATING_- | Value: 1048584

POINT

CONTEXT_DEBUG_RE- | Value: 1048592
GISTERS

CONTEXT_MMX_REGIS- | Value: 1048584
TERS

CONTEXT_FULL Value: 1048587
CONTEXT_ALL Value: 1048607
CONTEXT_EXCEPTION- | Value: 134217728
_ACTIVE

CONTEXT_SERVICE_A- | Value: 268435456
CTIVE

CONTEXT_EXCEPTION- | Value: 1073741824
_REQUEST

CONTEXT_EXCEPTION- | Value: 2147483648
_REPORTING

INITIAL_MXCSR Value: 8064
INITIAL_FPCSR Value: 639
LEGACY_SAVE_AREA - | Value: 512
LENGTH

WOW64_CS32 Value: 35

WOWE64_CONTEXT 1386 | Value: 65536
WOW64_CONTEXT_ 1486 | Value: 65536

continued on next page
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Name Description
WOW64_CONTEXT_CO- | Value: 65537
NTROL
WOW64_ CONTEXT_INT- | Value: 65538
EGER
WOW64 CONTEXT_SE- | Value: 65540
GMENTS

WOW64_CONTEXT_FL- Value: 65544
OATING_POINT
WOW64_CONTEXT_DE- | Value: 65552
BUG_REGISTERS
WOW64_CONTEXT_EX- | Value: 65568
TENDED_REGISTERS
WOW64_CONTEXT_FU- | Value: 65543

LL

WOW64_CONTEXT_AL- Value: 65599
L

WOWG64_SIZE_OF_80387_- | Value: 80
REGISTERS

WOW64_ MAXIMUM _SU- | Value: 512
PPORTED_EXTENSION
__package__ Value: ’winappdbg.win32’
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12 Module winappdbg.win32.context_i386

CONTEXT structure for i386.

12.1 Classes

FLOATING_SAVE_AREA (Section 112, p. 464)
PFLOATING _SAVE_AREA (Section 115, p. 469)
LPFLOATING_SAVE_AREA (Section 115, p. 469)
CONTEXT (Section 7?7, p. 77)

PCONTEXT (Section 114, p. 468)

LPCONTEXT (Section 114, p. 468)

Context (Section 111, p. 463)

LDT_ENTRY BYTES._ (Section 118, p. 473)
LDT_ENTRY BITS_ (Section 117, p. 471)
_LDT_ENTRY _HIGHWORD_ (Section 119, p. 475)
LDT_ENTRY (Section 113, p. 466)
PLDT_ENTRY (Section 116, p. 470)

LPLDT ENTRY (Section 116, p. 470)

12.2 Functions

GetThreadSelectorEntry (hThread, dwSelector)

GetThreadContext(hThread, ContextFlags=None)

SetThreadContext(hThread, lpContext)

12.3 Variables

Name Description
__revision__ Value: ’$Id: context_i386.py 655
2010-03-30 17:00:27Z gqvasimodo $’
EXCEPTION_READ_FA- | Value: 0

ULT

EXCEPTION_WRITE_F- | Value: 1
AULT

EXCEPTION_EXECUTE- | Value: 8
_FAULT

CONTEXT 386 Value: 65536

continued on next page
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Name Description
CONTEXT'_i486 Value: 65536
CONTEXT_CONTROL Value: 65537
CONTEXT_INTEGER Value: 65538
CONTEXT_SEGMENTS Value: 65540
CONTEXT_FLOATING_- | Value: 65544

POINT

CONTEXT_DEBUG_RE- Value: 65552
GISTERS

CONTEXT_EXTENDED_- | Value: 65568
REGISTERS

CONTEXT_FULL Value: 65543
CONTEXT_ALL Value: 65599
SIZE_OF _80387_REGIST- | Value: 80
ERS

MAXIMUM_SUPPORTE- | Value: 512
D_EXTENSION
__package__ Value: ’winappdbg.win32’
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13 Module winappdbg.win32.context_ia64

CONTEXT structure for ia64.

13.1 Classes

CONTEXT (Section 7?7, p. 77)
PCONTEXT (Section 122, p. 478)

LPCONTEXT (Section 122, p. 478)

Context (Section 121, p. 477)

13.2 Functions

GetThreadContext(hThread, ContextFlags=None)

SetThreadContext(hThread, lpContext)

13.3 Variables

Name Description

__revision__ Value: ’$Id: context_ia64.py 655
2010-03-30 17:00:27Z qvasimodo $’

EXCEPTION_READ_FA- | Value: 0
ULT
EXCEPTION_WRITE_F- | Value: 1
AULT
EXCEPTION_EXECUTE- | Value: 2
_FAULT
CONTEXT_TA64 Value: 524288
CONTEXT_CONTROL Value: 524289
CONTEXT_LOWER_FL- | Value: 524290
OATING_POINT
CONTEXT_HIGHER_FL- | Value: 524292
OATING_POINT
CONTEXT_INTEGER Value: 524296
CONTEXT_DEBUG Value: 524304
CONTEXT_TA32_CONT- | Value: 524320
ROL
CONTEXT_FLOATING_- | Value: 524294
POINT
CONTEXT_FULL Value: 524335
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Name Description
CONTEXT_ALL Value: 524351
CONTEXT_EXCEPTION- | Value: 134217728
_ACTIVE
CONTEXT_SERVICE_A- | Value: 268435456
CTIVE
CONTEXT_EXCEPTION- | Value: 1073741824
_REQUEST
CONTEXT_EXCEPTION- | Value: 2147483648
_REPORTING
__package__ Value: ’winappdbg.win32’
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14 Module winappdbg.win32.dbghelp

Wrapper for dbghelp.dll in ctypes.

14.1 Classes

e IMAGEHLP MODULE (Section 125, p. 483)

e PIMAGEHLP _MODULE (Section 135, p. 500)

e IMAGEHLP _MODULEG64 (Section 126, p. 485)

e PIMAGEHLP MODULEG64 (Section 136, p. 501)
IMAGEHLP MODULEW (Section 127, p. 487)
PIMAGEHLP MODULEW (Section 137, p. 502)
IMAGEHLP _MODULEWS4 (Section 128, p. 489)
PIMAGEHLP MODULEWG64 (Section 138, p. 503)
SYM_INFO (Section 145, p. 511)

PSYM _INFO (Section 142, p. 507)

SYM_INFOW (Section 146, p. 513)
PSYM_INFOW (Section 143, p. 508)
IMAGEHLP _SYMBOL64 (Section 129, p. 491)
PIMAGEHLP _SYMBOLG64 (Section 139, p. 504)
IMAGEHLP_SYMBOLWG64 (Section 130, p. 493)
PIMAGEHLP_SYMBOLWG4 (Section 140, p. 505)
API_VERSION (Section 124, p. 481)
PAPI_VERSION (Section 134, p. 499)
LPAPI_VERSION (Section 134, p. 499)
ADDRESS64 (Section 123, p. 479)
LPADDRESS64 (Section 132, p. 497)
KDHELPG64 (Section 131, p. 495)

PKDHELPG64 (Section 141, p. 506)
STACKFRAMEG64 (Section 144, p. 509)
LPSTACKFRAMES4 (Section 133, p. 498)

14.2 Functions

Symlnitialize(hProcess, UserSearchPath=None, fInvadeProcess=False)

SymCleanup(hProcess)

SymRefreshModuleList(hProcess)

SymSetParentWindow (hwnd)
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SymSetOptions(SymOptions)

SymGetOptions()

SymLoadModule(hProcess, hFile=None, ImageName=None,
ModuleName=None, BaseOfDll=None, SizeOfDll=None)

SymLoadModule64(hProcess, hFile=None, ImageName=None,
ModuleName=None, BaseOfDll=None, SizeOfDll=None)

SymUnloadModule(hProcess, BaseOfDII)

SymUnloadModule64(hProcess, BaseOfDIl)

SymGetModuleInfoA (hProcess, dwAddr)

SymGetModuleInfoW (hProcess, dwAddr)

SymGetModuleInfo64A (hProcess, dwAddr)

SymGetModuleInfo64W (hProcess, dwAddr)

SymEnumerateModulesA (hProcess, EnumModulesCallback,
UserContext=None)

SymEnumerateModulesW (hProcess, EnumModulesCallback,
UserContert=None)

SymEnumerateModules64A (hProcess, EnumModulesCallback,
UserContert=None)

SymEnumerateModules64W (hProcess, EnumModulesCallback,
UserContert=None)

SymEnumerateSymbolsA (hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContexrt=None)

SymEnumerateSymbolsW (hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContexrt=None)
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SymEnumerateSymbols64A (hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContext=None)

SymEnumerateSymbols64W (hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContert=None)

UnDecorateSymbolNameA (DecoratedName, Flags=0)

UnDecorateSymbolNameW (DecoratedName, Flags=0)

SymGetSearchPathA (hProcess)

SymGetSearchPathW (hProcess)

SymSetSearchPathA (hProcess, SearchPath=None)

SymSetSearchPathW (hProcess, SearchPath=None)

SymGetHomeDirectory A (type)

SymGetHomeDirectory W (type)

SymSetHomeDirectoryA (hProcess, dir=None)

SymSetHomeDirectoryW (hProcess, dir=None)

SymFromName(hProcess, Name)

SymFromNameW (hProcess, Name)

SymFromAddr(hProcess, Address)

SymFromAddrW (hProcess, Address)

SymGetSymFromAddr64(hProcess, Address)

ImagehlpApiVersion|()

ImagehlpApiVersionEx(MajorVersion, MinorVersion, Revision)
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StackWalk64(Machine Type, hProcess, hThread, StackFrame, ConteztRecord,
ReadMemoryRoutine=None, FunctionTableAccessRoutine=None,
GetModuleBaseRoutine=None, TranslateAddress=None)

14.3 Variables
Name Description
__revision__ Value: ’$Id: dbghelp.py 668 2010-04-25
15:55:23Z gvasimodo $’
hdBase Value: 0
hdSym Value: 1
hdSrc Value: 2
UNDNAME_32_BIT_DEC- | Value: 2048
ODE
UNDNAME_COMPLETE | Value: 0
UNDNAME _NAME_ONL- | Value: 4096
Y
UNDNAME_NO_ACCESS- | Value: 128
_SPECIFIERS
UNDNAME_NO_ALLOC- | Value: 16
ATION_LANGUAGE
UNDNAME_NO_ALLOC- | Value: 8
ATION_MODEL
UNDNAME_NO_ARGUM- | Value: 8192
ENTS
UNDNAME_NO_CV_THI- | Value: 64
STYPE
UNDNAME_NO_FUNCTI- | Value: 4
ON_RETURNS
UNDNAME_NO_LEADIN- | Value: 1
G_UNDERSCORES
UNDNAME_NO_MEMBE- | Value: 512
R_TYPE
UNDNAME_NO_MS_KEY- | Value: 2
WORDS
UNDNAME_NO_MS_THI- | Value: 32
STYPE
UNDNAME_NO_RETUR- | Value: 1024
N_UDT_MODEL
UNDNAME_NO_SPECIA- | Value: 16384
L_SYMS
UNDNAME_NO_THISTY- | Value: 96
PE

continued on next page
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Name Description
UNDNAME_NO_THROW- | Value: 256
SIGNATURES
SYMOPT_ALLOW_ABS- | Value: 2048
OLUTE_SYMBOLS
SYMOPT_ALLOW_ZER- | Value: 16777216

O_ADDRESS

SYMOPT_AUTO_PUBLI- | Value: 65536

CS

SYMOPT_CASE_INSENS- | Value: 1

ITIVE

SYMOPT_DEBUG Value: 2147483648
SYMOPT_DEFERRED_L- | Value: 4

OADS

SYMOPT_DISABLE_SY- Value: 33554432
MSRV_AUTODETECT
SYMOPT EXACT_SYM- | Value: 1024

BOLS

SYMOPT_FAIL_CRITIC- | Value: 512
AL_ERRORS

SYMOPT_FAVOR_COM- | Value: 8388608
PRESSED

SYMOPT_FLAT_DIREC- | Value: 4194304
TORY

SYMOPT_IGNORE_CVR- | Value: 128

EC

SYMOPT_IGNORE_IMA- | Value: 2097152
GEDIR

SYMOPT_IGNORE_NT_S- | Value: 4096
YMPATH

SYMOPT_INCLUDE_32B- | Value: 8192
IT_-MODULES

SYMOPT_LOAD_ANYT- | Value: 64
HING

SYMOPT_LOAD_LINES Value: 16
SYMOPT_NO_CPP Value: 8
SYMOPT_NO_IMAGE_S- | Value: 131072
EARCH

SYMOPT_NO_PROMPT- | Value: 524288
S

SYMOPT_NO_PUBLICS Value: 32768
SYMOPT_NO_UNQUALI- | Value: 256
FIED_LOADS

continued on next page
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Name Description
SYMOPT_OVERWRITE | Value: 1048576
SYMOPT_PUBLICS_ON- | Value: 16384
LY
SYMOPT_SECURE Value: 262144
SYMOPT_UNDNAME Value: 2
SymNone Value: 0
SymCoff Value: 1
SymCv Value: 2
SymPdb Value: 3
SymExport Value: 4
SymDeferred Value: 5
SymSym Value: 6
SymDia Value: 7
SymVirtual Value: 8
NumSymTypes Value: 9
SymGetModulelnfo Value:

GuessStringType (SymGetModuleInfoA,
SymGetModuleInfoW)
SymGet ModuleInfo64 Value:
GuessStringType (SymGetModuleInfo64A,
SymGetModuleInfo64W)
SymEnumerateModules Value:

GuessStringType (SymEnumerateModulesA,
SymEnumerateModulesW)

SymEnumerateModules64

Value:
GuessStringType (SymEnumerateModules64A,
SymEnumerateModul. ..

SymEnumerateSymbols

Value:
GuessStringType (SymEnumerateSymbolsA,
SymEnumerateSymbolsW)

SymEnumerateSymbols64

Value:
GuessStringType (SymEnumerateSymbols64A,
SymEnumerateSymbo. . .

UnDecorateSymbolName

Value:
GuessStringType (UnDecorateSymbolNameA,
UnDecorateSymbolNa. ..

SymGetSearchPath

Value:
GuessStringType (SymGetSearchPathA,
SymGetSearchPathW)

SymSetSearchPath

Value:

GuessStringType (SymSetSearchPathA,
SymSetSearchPathW)

continued on next page
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Name Description

SymGetHomeDirectory Value:
GuessStringType (SymGetHomeDirectoryA,
SymGetHomeDirectoryW)

SymSetHomeDirectory Value:
GuessStringType (SymSetHomeDirectoryA,
SymSetHomeDirectoryW)

MAX_SYM_NAME Value: 2000

AddrModel616 Value: 0

AddrModel632 Value: 1

AddrModeReal Value: 2

AddrModeFlat Value: 3

IMAGE_FILE_ZMACHINE- | Value: 332

_1386

IMAGE_FILE_MACHINE- | Value: 512

_TA64

IMAGE_FILE_MACHINE- | Value: 34404

_AMD64

__package__ Value: ’winappdbg.win32’
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15 Module winappdbg.win32.defines

Common definitions.

15.1 Classes

WinDI1lHook (Section 165, p. 536)
WinFuncHook (Section 166, p. 537)
WinCallHook (Section 164, p. 535)

e GuessStringType: Decorator that guesses the correct version (A or W) to call based

on the types of the strings passed as parameters.

(Section 149, p. 518)

MakeANSIVersion: Decorator that generates an ANSI version of a Unicode (wide)

only APT call.

(Section 158, p. 528)

PSIZE_T (Section 154, p. 524)
PPVOID (Section 162, p. 532)
LPBYTE (Section 151, p. 521)
LPSBYTE (Section 152, p. 522)
LPWORD (Section 156, p. 526)
LPSWORD (Section 153, p. 523)
LPDWORD (Section 154, p. 524)
LPSDWORD (Section 161, p. 531)
LPULONG (Section 154, p. 524)
LPLONG (Section 161, p. 531)
PDWORD (Section 154, p. 524)
PDWORD PTR (Section 154, p. 524)
PULONG (Section 154, p. 524)
PLONG (Section 161, p. 531)
PBOOL (Section 154, p. 524)
LPBOOL (Section 154, p. 524)
LPDWORD32 (Section 154, p. 524)
LPULONGS32 (Section 154, p. 524)
LPDWORDG64 (Section 155, p. 525)
LPULONGG64 (Section 155, p. 525)
PDWORDS32 (Section 154, p. 524)
PULONGS32 (Section 154, p. 524)
PDWORDG64 (Section 155, p. 525)
PULONGG64 (Section 155, p. 525)
PHANDLE (Section 162, p. 532)
LPHANDLE (Section 162, p. 532)
PNTSTATUS (Section 161, p. 531)
FLOAT128 (Section 147, p. 515)
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PFLOAT128 (Section 159, p. 529)
M128A (Section 157, p. 527)

PM128A (Section 160, p. 530)

e UNICODE _STRING (Section 163, p. 533)
e GUID (Section 148, p. 516)

e LIST ENTRY (Section 150, p. 520)

15.2 Functions

winerror(e)

Auxiliary function to extract the Windows error code from a WindowError
exception instance. This is only needed for compatibility with Python 2.3.

For example, replace this code:

try:
# ...some stuff...
except WindowsError, e:
if e.winerror == ERROR_ACCESS_DENIED:
print "Access denied!"
else:
print "Error: %s" % str(e)

With this code:

try:
# ...some stuff...
except WindowsError, e:
if win32.winerror(e) == ERROR_ACCESS_DENIED:
print "Access denied!"
else:
print "Error: ¥%s" % str(e)

And it’ll be automagically compatible with Python 2.3. :)

RaiselfZero(result, func=None, arqguments=())

Error checking for most Win32 API calls.

The function is assumed to return an integer, which is 0 on error. In that case
the WindowsError exception is raised.

15.3 Variables
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Name

Description

__revision__

Value: ’$1d:
16:09:38Z qvasimodo $’

defines.py 687 2010-06-06

METER

WIN32_VERBOSE_MOD- | Value: False
E

windll Value: WinD11Hook ()
NULL Value: None
INFINITE Value: -1
TRUE Value: 1
FALSE Value: 0
ANYSIZE_ARRAY Value: 1
INVALID HANDLE _VAL- | Value: 4294967295
UE

MAX_MODULE_NAME3- | Value: 255
2

MAX_PATH Value: 260
ERROR_SUCCESS Value: 0
ERROR_INVALID FUNC- | Value: 1
TION

ERROR_FILE_NOT_FOU- | Value: 2
ND

ERROR_PATH_NOT_FO- | Value: 3
UND

ERROR_ACCESS_DENIE- | Value: 5

D

ERROR_INVALID _HAN- Value: 6
DLE

ERROR_NOT_ENOUGH_- | Value: 8
MEMORY

ERROR_INVALID_DRIV- | Value: 15
E

ERROR_NO_MORE_FIL- Value: 18
ES

ERROR_BAD_LENGTH Value: 24
ERROR_HANDLE_EOF Value: 38
ERROR_HANDLE_DISK - | Value: 39
FULL

ERROR_NOT_SUPPORT- | Value: 50
ED

ERROR_FILE_EXISTS Value: 80
ERROR_INVALID_PARA- | Value: 87
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Name Description
ERROR_BUFFER_OVER- | Value: 111
FLOW
ERROR_DISK_FULL Value: 112
ERROR_CALL_NOT_IM- | Value: 120
PLEMENTED
ERROR_SEM_TIMEOUT | Value: 121
ERROR_INSUFFICIENT- | Value: 122
_BUFFER
ERROR_INVALID_NAM- | Value: 123
E
ERROR_-MOD_NOT_FOU- | Value: 126
ND
ERROR_PROC_NOT_FO- | Value: 127
UND
ERROR_DIR.NOT_EMP- | Value: 145
TY
ERROR_BAD_THREADI- | Value: 159
D_ADDR
ERROR_.BAD_ARGUME- | Value: 160
NTS
ERROR_.BAD_PATHNA- | Value: 161
ME
ERROR_ALREADY _EXI- | Value: 183
STS
ERROR_INVALID_FLAG- | Value: 186
_NUMBER
ERROR_FILENAME_EX- | Value: 206
CED_RANGE
WAIT_TIMEOUT Value: 258
ERROR_NO_MORE_ITE- | Value: 259
MS
ERROR_PARTIAL_COP- | Value: 299
Y
ERROR_INVALID_ADD- | Value: 487
RESS
ERROR_THREAD_NOT_- | Value: 566
IN_PROCESS
ERROR_.CONTROL_C_E- | Value: 572
XIT
ERROR_.UNHANDLED_E- | Value: 574
XCEPTION
ERROR_ASSERTION_F- | Value: 668
AILURE

continued on next page
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Name Description
ERROR_-WOW_ASSERTI- | Value: 670
ON
ERROR_DBG_EXCEPTI- | Value: 688
ON_NOT_HANDLED
ERROR_DBG_REPLY_L- | Value: 689
ATER
ERROR_DBG_UNABLE_- | Value: 690
TO_PROVIDE_HANDLE
ERROR_DBG_TERMINA- | Value: 691

TE_.THREAD
ERROR_DBG_TERMINA- | Value: 692
TE_PROCESS
ERROR_DBG_CONTRO- | Value: 693
L.C

ERROR_DBG_PRINTEX- | Value: 694
CEPTION_C

ERROR_DBG_RIPEXCE- | Value: 695
PTION

ERROR_DBG_CONTRO- | Value: 696
L_BREAK

ERROR_DBG_.COMMAN- | Value: 697
D_EXCEPTION
ERROR_DBG_EXCEPTI- | Value: 766

ON_HANDLED
ERROR_DBG_CONTINU- | Value: 767
E

ERROR_NOACCESS Value: 998
ERROR_DEBUGGER_IN- | Value: 1284
ACTIVE

__package__ Value: ’winappdbg.win32’
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16 Module winappdbg.win32.gdi32

Wrapper for gdi32.dll in ctypes.

16.1 Classes

e RECT (Section 172, p. 544)
PRECT (Section 171, p. 543)
LPRECT (Section 171, p. 543)
POINT (Section 169, p. 541)
PPOINT (Section 170, p. 542)
LPPOINT (Section 170, p. 542)
BITMAP (Section 167, p. 538)
PBITMAP (Section 168, p. 540)
LPBITMAP (Section 168, p. 540)

16.2 Functions

GetDC(hWnd)

GetWindowDC(hWnd)

ReleaseDC(hWnd, hDC')

SelectObject(hdc, hgdioby)

GetStockObject(fnObject)

GetObjectType(h)

GetObject(hgdiobj, cbBuffer=None, lpvObject=None)

GetBitmapBits(hbmp)

CreateBitmapIndirect(lpbm)

16.3 Variables
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Name Description

__revision__ Value: ’$Id: gdi32.py 687 2010-06-06
16:09:38Z qvasimodo $’

OBJ_PEN Value: 1
OBJ_BRUSH Value: 2
OBJ_DC Value: 3
OBJ_METADC Value: 4
OBJ_PAL Value: 5
OBJ_FONT Value: 6
OBJ_BITMAP Value: 7
OBJ_REGION Value: 8
OBJ_METAFILE Value: 9
OBJ_MEMDC Value: 10
OBJ_EXTPEN Value: 11
OBJ_ENHMETADC Value: 12
OBJ_ENHMETAFILE Value: 13
OBJ_COLORSPACE Value: 14
GDI_.OBJ_LAST Value: 14
SRCCOPY Value: 13369376
SRCPAINT Value: 15597702
SRCAND Value: 8913094
SRCINVERT Value: 6684742
SRCERASE Value: 4457256
NOTSRCCOPY Value: 3342344
NOTSRCERASE Value: 1114278
MERGECOPY Value: 12583114
MERGEPAINT Value: 12255782
PATCOPY Value: 15728673
PATPAINT Value: 16452105
PATINVERT Value: 5898313
DSTINVERT Value: 5570569
BLACKNESS Value: 66
WHITENESS Value: 16711778
NOMIRRORBITMAP Value: 2147483648
CAPTUREBLT Value: 1073741824
ERROR Value: 0
NULLREGION Value: 1
SIMPLEREGION Value: 2
COMPLEXREGION Value: 3
RGN_ERROR Value: 0
RGN_AND Value: 1
RGN_OR Value: 2
RGN_XOR Value: 3

continued on next page
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Name Description
RGN_DIFF Value: 4
RGN_COPY Value: 5
RGN_MIN Value: 1
RGN_MAX Value: 5
BLACKONWHITE Value: 1
WHITEONBLACK Value: 2
COLORONCOLOR Value: 3
HALFTONE Value: 4
MAXSTRETCHBLTMO- | Value: 4
DE
STRETCH_ANDSCANS Value: 1
STRETCH_ORSCANS Value: 2
STRETCH_DELETESCA- | Value: 3
NS
STRETCH_HALFTONE Value: 4
ALTERNATE Value: 1
WINDING Value: 2
POLYFILL_LAST Value: 2
LAYOUT_RTL Value: 1
LAYOUT_BTT Value: 2
LAYOUT_VBH Value: 4
LAYOUT_ORIENTATIO- | Value: 7
NMASK
LAYOUT_BITMAPORIE- | Value: 8
NTATIONPRESERVED
WHITE_BRUSH Value: 0
LTGRAY_BRUSH Value: 1
GRAY_BRUSH Value: 2
DKGRAY_BRUSH Value: 3
BLACK_BRUSH Value: 4
NULL_BRUSH Value: 5
HOLLOW_BRUSH Value: 5
WHITE_PEN Value: 6
BLACK_PEN Value: 7
NULL_PEN Value: 8
OEM_FIXED_FONT Value: 10
ANSI_FIXED_FONT Value: 11
ANSI_VAR_FONT Value: 12
SYSTEM_FONT Value: 13
DEVICE_DEFAULT_FO- | Value: 14
NT
DEFAULT_PALETTE Value: 15

continued on next page
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Name Description
SYSTEM_FIXED_FONT Value: 16
META_SETBKCOLOR Value: 513
META_SETBKMODE Value: 258
META_SETMAPMODE Value: 259
META_SETROP2 Value: 260
META_SETRELABS Value: 261
META_SETPOLYFILLM- | Value: 262
ODE
META_SETSTRETCHBL- | Value: 263
TMODE
META_SETTEXTCHAR- | Value: 264
EXTRA
META_SETTEXTCOLO- | Value: 521
R
META_SETTEXTJUSTI- | Value: 522
FICATION
META_SETWINDOWOR- | Value: 523
G
META_SETWINDOWEX- | Value: 524
T
META_SETVIEWPORT- | Value: 525
ORG
META_SETVIEWPORT- | Value: 526
EXT
META_OFFSETWINDO- | Value: 527
WORG
META_SCALEWINDOW- | Value: 1040
EXT
META_OFFSETVIEWP- | Value: 529
ORTORG
META_SCALEVIEWPO- | Value: 1042
RTEXT
META_LINETO Value: 531
META_MOVETO Value: 532
META_EXCLUDECLIPR- | Value: 1045
ECT
META_INTERSECTCLI- | Value: 1046
PRECT
META_ARC Value: 2071
META_ELLIPSE Value: 1048
META_FLOODFILL Value: 1049
META_PIE Value: 2074

continued on next page
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Name Description
META_RECTANGLE Value: 1051
META_ROUNDRECT Value: 1564
META_PATBLT Value: 1565
META_SAVEDC Value: 30
META_SETPIXEL Value: 1055
META_OFFSETCLIPRG- | Value: 544
N
META_TEXTOUT Value: 1313
META_BITBLT Value: 2338
META_STRETCHBLT Value: 2851
META_POLYGON Value: 804
META_POLYLINE Value: 805
META_ESCAPE Value: 1574
META_RESTOREDC Value: 295
META_FILLREGION Value: 552

META_FRAMEREGION Value: 1065
META_INVERTREGION | Value: 298
META_PAINTREGION Value: 299
META_SELECTCLIPRE- | Value: 300
GION
META_SELECTOBJECT | Value: 301
META_SETTEXTALIGN | Value: 302

META_CHORD Value: 2096
META_SETMAPPERFL- | Value: 561
AGS

META_EXTTEXTOUT Value: 2610
META _SETDIBTODEV Value: 3379
META _SELECTPALETT- | Value: 564
E
META REALIZEPALET- | Value: 53
TE
META_ANIMATEPALE- | Value: 1078
TTE
META _SETPALENTRIE- | Value: 55
S
META _POLYPOLYGON | Value: 1336
META _RESIZEPALETT- | Value: 313

B

META _DIBBITBLT Value: 2368
META _DIBSTRETCHBL- | Value: 2881
T

META_DIBCREATEPA- | Value: 322
TTERNBRUSH

continued on next page
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Name Description
META_STRETCHDIB Value: 3907
META_EXTFLOODFILL | Value: 1352
META_SETLAYOUT Value: 329
META_DELETEOBJEC- Value: 496
T
META_CREATEPALET- | Value: 247
TE
META_CREATEPATTE- | Value: 505
RNBRUSH
META_CREATEPENIN- Value: 762
DIRECT
META_CREATEFONTI- Value: 763
NDIRECT
META_CREATEBRUSHI- | Value: 764
NDIRECT
META_CREATEREGIO- | Value: 1791
N
NEWFRAME Value: 1
ABORTDOC Value: 2
NEXTBAND Value: 3
SETCOLORTABLE Value: 4
GETCOLORTABLE Value: 5
FLUSHOUTPUT Value: 6
DRAFTMODE Value: 7
QUERYESCSUPPORT Value: 8
SETABORTPROC Value: 9
STARTDOC Value: 10
ENDDOC Value: 11
GETPHYSPAGESIZE Value: 12
GETPRINTINGOFFSET | Value: 13
GETSCALINGFACTOR Value: 14
MFCOMMENT Value: 15
GETPENWIDTH Value: 16
SETCOPYCOUNT Value: 17
SELECTPAPERSOURC- | Value: 18
E
DEVICEDATA Value: 19
PASSTHROUGH Value: 19
GETTECHNOLGY Value: 20
GETTECHNOLOGY Value: 20
SETLINECAP Value: 21
SETLINEJOIN Value: 22
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Name Description
SETMITERLIMIT Value: 23
BANDINFO Value: 24

DRAWPATTERNRECT Value: 25
GETVECTORPENSIZE Value: 26
GETVECTORBRUSHSIZ- | Value: 27

E

ENABLEDUPLEX Value: 28
GETSETPAPERBINS Value: 29
GETSETPRINTORIENT | Value: 30
ENUMPAPERBINS Value: 31
SETDIBSCALING Value: 32
EPSPRINTING Value: 33

ENUMPAPERMETRICS | Value: 34
GETSETPAPERMETRI- | Value: 35

CS

POSTSCRIPT_DATA Value: 37
POSTSCRIPT_IGNORE Value: 38
MOUSETRAILS Value: 39
GETDEVICEUNITS Value: 42
GETEXTENDEDTEXT- Value: 256
METRICS

GETEXTENTTABLE Value: 257

GETPAIRKERNTABLE Value: 258
GETTRACKKERNTABL- | Value: 259

E

EXTTEXTOUT Value: 512
GETFACENAME Value: 513
DOWNLOADFACE Value: 514
ENABLERELATIVEWID- | Value: 768
THS

ENABLEPAIRKERNING | Value: 769
SETKERNTRACK Value: 770
SETALLJUSTVALUES Value: 771
SETCHARSET Value: 772
STRETCHBLT Value: 2048
METAFILE_DRIVER Value: 2049
GETSETSCREENPARA- | Value: 3072
MS

QUERYDIBSUPPORT Value: 3073
BEGIN_PATH Value: 4096
CLIP_.TO_PATH Value: 4097

END_PATH Value: 4098

continued on next page
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Name Description
EXT_DEVICE_CAPS Value: 4099
RESTORE_CTM Value: 4100
SAVE_CTM Value: 4101

SET_ARC_DIRECTION Value: 4102
SET BACKGROUND_C- | Value: 4103

OLOR

SET_POLY_MODE Value: 4104
SET_SCREEN_ANGLE Value: 4105
SET_SPREAD Value: 4106
TRANSFORM_CTM Value: 4107
SET_CLIP_BOX Value: 4108
SET_BOUNDS Value: 4109
SET_MIRROR_MODE Value: 4110
OPENCHANNEL Value: 4110
DOWNLOADHEADER Value: 4111
CLOSECHANNEL Value: 4112
POSTSCRIPT_PASSTHR- | Value: 4115
OUGH

ENCAPSULATED_POST- | Value: 4116
SCRIPT

POSTSCRIPT_IDENTIF- | Value: 4117
Y

POSTSCRIPT_INJECTI- | Value: 4118
ON

CHECKJPEGFORMAT Value: 4119
CHECKPNGFORMAT Value: 4120
GET_PS_FEATURESET- | Value: 4121
TING
GDIPLUS_TS_QUERYVE- | Value: 4122
R
GDIPLUS_TS_RECORD Value: 4123

SPCLPASSTHROUGH2 Value: 4568

__package__ Value: ’winappdbg.win32’
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17 Module winappdbg.win32.kernel32

Wrapper for kernel32.dll in ctypes.

17.1 Classes

e Handle: Encapsulates Win32 handles to avoid leaking them.
(Section 189, p. 575)

e ProcessHandle: Win32 process handle.
(Section 221, p. 623)

e ThreadHandle: Win32 thread handle.
(Section 231, p. 642)

e FileHandle: Win32 file handle.
(Section 185, p. 565)

e FileMappingHandle: File mapping handle.
(Section 186, p. 568)

e SnapshotHandle: Toolhelp32 snapshot handle.
(Section 228, p. 635)

e ProcessInformation: Process information object returned by CreateProcess.
(Section 222, p. 626)

e MemoryBasicInformation: Memory information object returned by VirtualQueryEx.
(Section 211, p. 605)

e ProcThreadAttributeList: Extended process and thread attribute support.
(Section 220, p. 621)

e OVERLAPPED (Section 213, p. 611)

e LPOVERLAPPED (Section 199, p. 589)

e SECURITY ATTRIBUTES (Section 224, p. 628)

e LPSECURITY _ATTRIBUTES (Section 202, p. 592)

e VS FIXEDFILEINFO (Section 233, p. 646)

e THREADNAME_INFO (Section 230, p. 640)

e MEMORY BASIC_INFORMATION32 (Section 208, p. 599)

e MEMORY _BASIC_ INFORMATIONG64 (Section 209, p. 601)

e MEMORY _BASIC_INFORMATION (Section 207, p. 597)

e PMEMORY BASIC_INFORMATION (Section 217, p. 616)

e FILETIME (Section 183, p. 563)

e LPFILETIME (Section 194, p. 584)

e SYSTEMTIME (Section 227, p. 633)

e LPSYSTEMTIME (Section 205, p. 595)

e BY HANDLE FILE INFORMATION (Section 173, p. 546)

e LPBY HANDLE FILE INFORMATION (Section 192, p. 582)

e FILE INFO_BY _HANDLE _CLASS (Section 184, p. 564)

e PROCESS INFORMATION (Section 219, p. 619)

e LPPROCESS_ INFORMATION (Section 201, p. 591)

78



Functions Module winappdbg.win32.kernel32

STARTUPINFO (Section 225, p. 630)
LPSTARTUPINFO (Section 203, p. 593)
STARTUPINFOEX (Section 226, p. 652)
LPSTARTUPINFOEX (Section 204, p. 594)

JIT_ DEBUG_INFO (Section 190, p. 578)

JIT_ DEBUG_INFO32 (Section 190, p. 578)

JIT_ DEBUG_INFOG64 (Section 190, p. 578)

LPJIT _DEBUG_INFO (Section 197, p. 587)

LPJIT DEBUG_INFO32 (Section 197, p. 587)

LPJIT DEBUG_INFO64 (Section 197, p. 587)
EXCEPTION _RECORD32 (Section 179, p. 557)
PEXCEPTION _RECORD32 (Section 215, p. 614)
EXCEPTION _RECORDG64 (Section 180, p. 559)
PEXCEPTION RECORDG64 (Section 216, p. 615)
EXCEPTION_RECORD (Section 178, p. 555)
PEXCEPTION _RECORD (Section 214, p. 613)
EXCEPTION_DEBUG_INFO (Section 177, p. 554)
CREATE THREAD DEBUG_INFO (Section 175, p. 550)
CREATE PROCESS DEBUG INFO (Section 174, p. 548)
EXIT THREAD DEBUG_INFO (Section 182, p. 562)
EXIT_PROCESS_DEBUG_INFO (Section 181, p. 561)
LOAD DLL_DEBUG_INFO (Section 191, p. 580)
UNLOAD DLL_DEBUG_INFO (Section 232, p. 645)
OUTPUT_DEBUG_STRING _INFO (Section 212, p. 609)
RIP_INFO (Section 223, p. 627)
_DEBUG_EVENT_UNION_ (Section 234, p. 648)
DEBUG _EVENT (Section 176, p. 552)

LPDEBUG _EVENT (Section 193, p. 583)
THREADENTRY32 (Section 229, p. 638)
LPTHREADENTRY32 (Section 206, p. 596)
PROCESSENTRY32 (Section 218, p. 617)
LPPROCESSENTRY32 (Section 200, p. 590)
MODULEENTRY32 (Section 210, p. 603)
LPMODULEENTRY32 (Section 198, p. 588)
HEAPENTRY32 (Section 187, p. 571)
LPHEAPENTRY32 (Section 195, p. 585)
HEAPLIST32 (Section 188, p. 573)

LPHEAPLIST32 (Section 196, p. 586)

17.2 Functions

GetLastError()
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SetLastError(dwErrCode)

CloseHandle(hHandle)

DuplicateHandle(hSourceHandle, hSource ProcessHandle=None,
hTargetProcessHandle=None, dwDesiredAccess=2031616,
bInheritHandle=False, dwOptions=2)

LocalFree(hMem)

GetDIllDirectoryA()

GetDIlIDirectoryW()

SetDllDirectoryA (lpPathName=DNone)

SetDIllDirectory W (IpPathName)

LoadLibraryA (pszLibrary)

LoadLibraryW (pszLibrary)

LoadLibraryExA (pszLibrary, dwFlags=0)

LoadLibraryExW (pszLibrary, dwFlags=0)

GetModuleHandleA (IpModuleName)

GetModuleHandleW (IpModule Name)

GetProcAddress(hModule, lpProcName)

FreeLibrary(hModule)

QueryFullProcessImageNameA (hProcess, dwFlags=0)

QueryFullProcessImageNameW (hProcess, dwFlags=0)

GetLogicalDriveStringsA ()

80



Functions Module winappdbg.win32.kernel32

GetLogicalDriveStringsW()

QueryDosDeviceA (IpDeviceName=None)

QueryDosDeviceW (IpDeviceName)

MapViewOfFile(hFileMappingObject, dwDesiredAccess=983103,
dwFileOffsetHigh=0, dwF'ileOffsetLow=0, dwNumberOfBytesToMap=0)

UnmapViewOfFile(lpBaseAddress)

OpenFileMappingA (dwDesiredAccess, binheritHandle, lpName)

OpenFileMappingW (dwDesiredAccess, bInheritHandle, [pName)

CreateFileMappingA (hFile, lpAttributes=None, flProtect=64,
dwMazimumSize High=0, dwMazimumSizeLow=0, [pName=None)

CreateFileMappingW (hFile, IpAttributes=None, flProtect=64,
dwMazimumSize High=0, dwMazimumSizeLow=0, [pName=None)

CreateFileA (lpFileName, dwDesiredAccess=268435456, dwShareMode=0,
IpSecurityAttributes=None, dwCreationDisposition=4,
dwFlagsAndAttributes=128, hTemplateFile=None)

CreateFileW (IpFileName, dwDesiredAccess=268435456, dwShareMode=0,
IpSecurityAttributes=None, dwCreationDisposition=4,
dwFlagsAndAttributes=128, hTemplateFile=None)

FlushFileBuffers(hFile)

FlushViewOfFile(lpBaseAddress, dwNumberOfBytesToFlush=0)

SearchPathA (IpPath, lpFileName, lpExtension)

SearchPathW (IpPath, IpFileName, lpExtension)

SetSearchPathMode( Flags)
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DeviceloControl(hDevice, dwloControlCode, IpInBuffer, ninBufferSize,
IlpOutBuffer, nOutBufferSize, lpOverlapped)

GetFileInformationByHandle(hFile)

GetFileInformationByHandleEx(hFile, FileInformationClass,
IpFileInformation, dwBufferSize)

GetFinalPathNameByHandleA (hFile, dwFlags=0)

GetFinalPathNameByHandleW (hFile, dwFlags=0)

GetFullPathNameA (lpFileName)

GetFullPathNameW (IpFileName)

GetTempPathA ()

GetTempPathW()

GetTempFileNameA (lpPathName=None, IpPrefizString=>TMP’,
uUnique=0)

GetTempFileNameW (IpPathName=None, IpPrefizString=u’TMP’
uUnique=0)

GetCurrentDirectoryA()

GetCurrentDirectoryW ()

SetConsoleCtrlHandler(HandlerRoutine=None, Add=True)

GenerateConsoleCtrlEvent(dwCtrlEvent, dwProcessGroupld)

WaitForSingleObject(hHandle, dwMilliseconds=-1)

WaitForSingleObjectEx(hHandle, dwMilliseconds=-1, bAlertable=True)

WaitForMultipleObjects(handles, b WaitAll=False, dwMilliseconds=-1)
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WaitForMultipleObjectsEx(handles, bWaitAll=False, dwMilliseconds=-1,
bAlertable=True)

WaitForDebugEvent(dwMilliseconds=-1)

ContinueDebugEvent(dwProcessld, dwThreadld,
dwContinueStatus=2147549185)

FlushInstructionCache(hProcess, lpBaseAddress=None, dwSize=0)

DebugA ctiveProcess(dwProcessld)

DebugA-ctiveProcessStop(dwProcessld)

CheckRemoteDebuggerPresent(hProcess)

DebugSetProcessKillOnExit( KillOnFEzit)

DebugBreakProcess(hProcess)

OutputDebugStringA (Ip OutputString)

OutputDebugStringW (Ip OutputString)

ReadProcessMemory (hProcess, lpBaseAddress, nSize)

WriteProcessMemory (hProcess, lpBaseAddress, lpBuffer)

VirtualAllocEx(hProcess, lpAddress=0, dwSize=4096,
flAllocation Type=12288, flProtect=64)

VirtualQueryEx(hProcess, lpAddress)

VirtualProtectEx(hProcess, IpAddress, dwSize, fiINewProtect=64)

VirtualFreeEx(hProcess, lpAddress, dwSize=0, dwFree Type=32768)

CreateRemoteThread(hProcess, lp ThreadAttributes, dwStackSize,
IpStartAddress, lpParameter, dwCreationFlags)
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CreateProcessA (IpApplicationName, lpCommandLine=None,
IpProcessAttributes=None, Ip ThreadAttributes=None, bInheritHandles=False,
dwCreationFlags=0, [pEnvironment=None, [pCurrentDirectory=None,
IpStartupInfo=None)

CreateProcessW (lpApplicationName, IpCommandLine=None,
IpProcessAttributes=None, Ip ThreadAttributes=None, bInheritHandles=False,
dwCreationFlags=0, lpEnvironment=None, [pCurrentDirectory=None,
IpStartupInfo=None)

CreateProcessAsUserA (hToken, IlpApplicationName,
IpCommandLine=None, lpProcessAttributes=None, [pThreadAttributes=None,
bInheritHandles=False, dwCreationFlags=0, IpFEnvironment=None,
IpCurrentDirectory=None, IpStartupInfo=None)

CreateProcessAsUserW (hToken, lpApplicationName,
IpCommandLine=None, [pProcessAttributes=None, Ip ThreadAttributes=None,
bInheritHandles=False, dwCreationFlags=0, lpEnvironment=None,
IpCurrentDirectory=None, IpStartupInfo=None)

InitializeProcThread AttributeList(dwAttribute Count)

UpdateProcThread Attribute(lpAttributeList, Attribute, Value,
cbSize=None)

DeleteProcThread AttributeList(lpAttributeList)

OpenProcess(dwDesiredAccess, bInheritHandle, dwProcessId)

OpenThread(dwDesiredAccess, bInheritHandle, dwThreadld)

SuspendThread(hThread)

ResumeThread(hThread)

TerminateThread(hThread, dwEzitCode=0)

TerminateProcess(hProcess, dwEzitCode=0)

GetCurrentProcess()
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GetCurrentThread|)

GetCurrentProcessId()

GetCurrentThreadld()

GetProcessId(hProcess)

GetThreadld(hThread)

GetProcessIdOfThread(hThread)

GetExitCodeProcess(hProcess)

GetExitCodeThread(hThread)

GetProcessVersion(Processld)

GetPriorityClass(hProcess)

SetPriorityClass(hProcess, dwPriorityClass=32)

GetProcessPriorityBoost(hProcess)

SetProcessPriorityBoost(hProcess, DisablePriorityBoost)

GetProcessAffinityMask(hProcess)

SetProcessAffinityMask(hProcess, dwProcessAffinityMask)

CreateToolhelp32Snapshot(dwFlags=15, th32ProcessID=0)

Process32First(hSnapshot)

Process32Next(hSnapshot, pe=None)

Thread32First(hSnapshot)

Thread32Next(hSnapshot, te=None)
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Module32First(hSnapshot)

Module32Next(hSnapshot, me=None)

Heap32First(th32ProcessID, th32HeapID)

Heap32Next(he)

Heap32ListFirst(hSnapshot)

Heap32ListNext(hSnapshot, hl=None)

Toolhelp32ReadProcessMemory (th32ProcessID, lpBaseAddress, cbRead)

GetCurrentProcessorNumber()

FlushProcessWriteBuffers|()

GetGuiResources(hProcess, uiFlags=0)

GetProcessHandleCount(hProcess)

GetProcessTimes(hProcess)

FileTimeToSystemTime(lpFile Time)

GetSystemTimeAsFileTime()

GlobalAddAtomA (IpString)

GlobalAddAtomW (IpString)

GlobalFind AtomA (IpString)

GlobalFind AtomW (IpString)

GlobalGet AtomNameA (nAtom)

GlobalGet AtomNameW (nAtom)
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GlobalDeleteAtom(nAtom)

IsWow64Process(hProcess)

Wow64EnableWow64FsRedirection( Wow64FsEnableRedirection)

Wow64DisableWow64FsRedirection()

Wow64Revert Wow64FsRedirection(Old Value)

17.3 Variables

Name Description

__revision__ Value: *$Id: kernel32.py 720 2010-07-11
12:38:14Z gvasimodo $’

ContextArchMask Value: 1638400
STILL_ACTIVE Value: 259
WAIT_TIMEOUT Value: 258
WAIT_FAILED Value: -1
WAIT_OBJECT_0 Value: 0
EXCEPTION_NONCON- | Value: 1
TINUABLE
EXCEPTION_MAXIMU- | Value: 15
M_PARAMETERS
MAXIMUM_WAIT_OBJE- | Value: 64
CTS
MAXIMUM_SUSPEND _C- | Value: 127
OUNT
FORMAT_MESSAGE_AL- | Value: 256
LOCATE_BUFFER
FORMAT_MESSAGE_FR- | Value: 4096
OM_SYSTEM
GR_GDIOBJECTS Value: 0
GR_USEROBJECTS Value: 1
PROCESS_NAME_NATI- | Value: 1
VE
MAXINTATOM Value: 49152
DONT_RESOLVE_DLL R~ | Value: 1
EFERENCES
LOAD_LIBRARY_AS DA- | Value: 2
TAFILE
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Name Description
LOAD_WITH_ALTERED- | Value: 8
SEARCH_PATH
LOAD_IGNORE_CODE_- | Value: 16
AUTHZ_LEVEL
LOAD_LIBRARY_AS_IM- | Value: 32
AGE_RESOURCE
LOAD_LIBRARY_AS_DA- | Value: 64
TAFILE_EXCLUSIVE
CTRL_.C_LEVENT Value:
CTRL_BREAK_EVENT Value:
CTRL_CLOSE_EVENT Value:
CTRL_LOGOFF_EVENT | Value:
CTRL_SHUTDOWN_EV- | Value:
ENT
HEAP_NO_SERIALIZE Value:
HEAP_GENERATE_EXC- | Value: 4
EPTIONS
HEAP_ZERO_MEMORY Value: 8
HEAP_CREATE_ENABL- | Value: 262144

| O N~ O

—_

E_EXECUTE

DELETE Value: 65536
READ_CONTROL Value: 131072
WRITE_DAC Value: 262144
WRITE_OWNER Value: 524288
SYNCHRONIZE Value: 1048576
STANDARD_RIGHTS_R- | Value: 983040
EQUIRED

STANDARD_RIGHTS_R- | Value: 131072
EAD

STANDARD_RIGHTS_W- | Value: 131072
RITE

STANDARD_RIGHTS_E- | Value: 131072
XECUTE

STANDARD_RIGHTS_A- | Value: 2031616
LL

SPECIFIC_RIGHTS_ALL Value: 65535
PROCESS_.TERMINATE | Value: 1
PROCESS_.CREATE_TH- | Value: 2

READ

PROCESS_SET_SESSION- | Value: 4
ID

PROCESS_-VM_OPERAT- | Value: 8
ION
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Name Description
PROCESS_VM_READ Value: 16
PROCESS_-VM_WRITE Value: 32
PROCESS_DUP_HANDL- | Value: 64
E
PROCESS_CREATE_PR- | Value: 128
OCESS
PROCESS SET_QUOTA Value: 256
PROCESS SET_INFORM- | Value: 512

ATION

PROCESS_QUERY _INF- Value: 1024
ORMATION

PROCESS_SUSPEND_RE- | Value: 2048
SUME

PROCESS_ALL_ACCESS | Value: 2035711
DEBUG_PROCESS Value: 1
DEBUG_ONLY_THIS_PR- | Value: 2
OCESS

CREATE_SUSPENDED Value: 4
DETACHED_PROCESS Value: 8
CREATE_NEW_CONSO- | Value: 16
LE
NORMAL_PRIORITY_C- | Value: 32
LASS
IDLE_PRIORITY_CLASS | Value: 64
HIGH_PRIORITY_CLAS- | Value: 128

S

REALTIME_PRIORITY_- | Value: 256
CLASS

CREATE_NEW_PROCES- | Value: 512
S_.GROUP

CREATE_UNICODE_EN- | Value: 1024
VIRONMENT
CREATE_SEPARATE_W- | Value: 2048
OW_VDM

CREATE_SHARED_WO- Value: 4096
W_VDM

CREATE_FORCEDOS Value: 8192
BELOW_NORMAL_PRIO- | Value: 16384
RITY_CLASS
ABOVE_NORMAL_PRIO- | Value: 32768
RITY_CLASS
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Name Description
INHERIT_PARENT_AFF- | Value: 65536
INITY
STACK_SIZE_.PARAM_IS- | Value: 65536
_A_RESERVATION
INHERIT_CALLER_PRI- | Value: 131072
ORITY
CREATE_PROTECTED_- | Value: 262144
PROCESS
EXTENDED_STARTUPI- | Value: 524288
NFO_PRESENT
PROCESS_MODE_BACK- | Value: 1048576
GROUND_BEGIN
PROCESS_-MODE_BACK- | Value: 2097152
GROUND_END
CREATE_BREAKAWAY- | Value: 16777216
_FROM_JOB
CREATE_PRESERVE_C- | Value: 33554432
ODE_AUTHZ_LEVEL
CREATE_DEFAULT_ER- | Value: 67108864

ROR_MODE

CREATE_NO_WINDOW Value: 134217728
PROFILE_USER Value: 268435456
PROFILE_KERNEL Value: 536870912
PROFILE_SERVER Value: 1073741824

CREATE_IGNORE_SYS- Value: 2147483648
TEM_DEFAULT
THREAD_BASE_PRIORI- | Value: 15
TY_LOWRT
THREAD_BASE_PRIORI- | Value: 2
TY_MAX
THREAD_BASE_PRIORI- | Value: -2
TY_MIN
THREAD_BASE_PRIORI- | Value: -15
TY_IDLE
THREAD_PRIORITY_LO- | Value: -2
WEST
THREAD_PRIORITY _BE- | Value: -1
LOW_NORMAL
THREAD_PRIORITY_N- | Value: 0
ORMAL
THREAD_PRIORITY_HI- | Value: 2
GHEST

continued on next page

90



Variables Module winappdbg.win32.kernel32

Name Description
THREAD_PRIORITY_A- | Value: 1
BOVE_NORMAL
THREAD _PRIORITY_E- | Value: 4294967295
RROR_RETURN
THREAD _PRIORITY_TI- | Value: 15
ME_CRITICAL
THREAD PRIORITY _ID- | Value: -15

LE

PAGE_NOACCESS Value: 1
PAGE_READONLY Value: 2
PAGE_READWRITE Value: 4
PAGE_-WRITECOPY Value: 8
PAGE_EXECUTE Value: 16

PAGE_EXECUTE_READ | Value: 32
PAGE_EXECUTE_READ- | Value: 64

WRITE

PAGE_EXECUTE_WRIT- | Value: 128
ECOPY

PAGE_GUARD Value: 256
PAGE_NOCACHE Value: 512
PAGE_-WRITECOMBIN- | Value: 1024

E

MEM_COMMIT Value: 4096
MEM_RESERVE Value: 8192
MEM_DECOMMIT Value: 16384
MEM_RELEASE Value: 32768
MEM_FREE Value: 65536
MEM_PRIVATE Value: 131072
MEM_MAPPED Value: 262144
MEM_RESET Value: 524288
MEM_TOP_DOWN Value: 1048576
MEM_WRITE_WATCH Value: 2097152
MEM_PHYSICAL Value: 4194304
MEM_LARGE_PAGES Value: 536870912
MEM_4MB_PAGES Value: 2147483648
SEC_FILE Value: 8388608
SEC_IMAGE Value: 16777216
SEC_RESERVE Value: 67108864
SEC_COMMIT Value: 134217728
SEC_NOCACHE Value: 268435456
SEC_LARGE_PAGES Value: 2147483648

MEM_IMAGE Value: 16777216
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Name Description
WRITE_WATCH_FLAG_- | Value: 1
RESET
SECTION_QUERY Value: 1
SECTION_MAP_WRITE Value: 2
SECTION_MAP_READ Value: 4
SECTION_MAP_EXECU- | Value: 8
TE
SECTION_EXTEND_SIZ- | Value: 16
E
SECTION_MAP_EXECU- | Value: 32
TE_EXPLICIT
SECTION_ALL_ACCESS Value: 983071
FILE_MAP_COPY Value: 1
FILE_MAP_WRITE Value: 2
FILE_MAP_READ Value: 4
FILE_MAP_ALL_ACCES- | Value: 983071
S
FILE.MAP_EXECUTE Value: 32
GENERIC_READ Value: 2147483648
GENERIC_WRITE Value: 1073741824
GENERIC_EXECUTE Value: 536870912
GENERIC_ALL Value: 268435456
FILE_.SHARE_READ Value: 1
FILE_.SHARE_WRITE Value: 2
FILE_.SHARE_DELETE Value: 4
CREATE_NEW Value: 1
CREATE_ALWAYS Value: 2
OPEN_EXISTING Value: 3
OPEN_ALWAYS Value: 4
TRUNCATE_EXISTING Value: 5
FILE_FLAG_WRITE_TH- | Value: 2147483648
ROUGH
FILE_.FLAG_NO_BUFFE- | Value: 536870912
RING
FILE_FLAG_RANDOM_A- | Value: 268435456
CCESS
FILE_FLAG_SEQUENTI- | Value: 134217728
AL_SCAN
FILE_FLAG_DELETE_O- | Value: 67108864
N_CLOSE
FILE_FLAG_OVERLAPP- | Value: 1073741824
ED
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Name Description
FILE_ATTRIBUTE_REA- | Value: 1
DONLY
FILE_ATTRIBUTE_HID- | Value: 2
DEN
FILE_ATTRIBUTE_SYS- | Value: 4
TEM
FILE_ATTRIBUTE_DIR- | Value: 16
ECTORY
FILE_ATTRIBUTE_ARC- | Value: 32
HIVE
FILE_ATTRIBUTE_DEV- | Value: 64
ICE
FILE_ATTRIBUTE_NOR- | Value: 128
MAL
FILE_ATTRIBUTE_TEM- | Value: 256
PORARY
EXCEPTION_DEBUG_E- | Value: 1
VENT
CREATE_THREAD_DEB- | Value: 2
UG_EVENT
CREATE_PROCESS_DE- | Value: 3
BUG_EVENT
EXIT_-THREAD_DEBUG- | Value: 4
_EVENT
EXIT_PROCESS_DEBUG- | Value: 5
_EVENT
LOAD_DLL_.DEBUG_EV- | Value: 6
ENT
UNLOAD_DLL_DEBUG_- | Value: 7
EVENT
OUTPUT_DEBUG_STRI- | Value: 8
NG_EVENT
RIP_EVENT Value: 9
DBG_CONTINUE Value: 65538
DBG_EXCEPTION_HAN- | Value: 65537
DLED
DBG_EXCEPTION_NOT- | Value: 2147549185
_HANDLED
DBG_TERMINATE_THR- | Value: 1073807363
EAD
DBG_TERMINATE_PRO- | Value: 1073807364
CESS
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Name Description
DBG_CONTROL_BREA- | Value: 1073807368
K
DBG_COMMAND_EXCE- | Value: 1073807369
PTION
STATUS_WAIT_0 Value: 0
STATUS_ABANDONED _- | Value: 128
WAIT_0
STATUS_USER_APC Value: 192
STATUS_.TIMEOUT Value: 258
STATUS_PENDING Value: 259
STATUS_SEGMENT_NO- | Value: 1073741829
TIFICATION
STATUS_GUARD _PAGE- | Value: 2147483649
_VIOLATION
STATUS_.DATATYPE_M- | Value: 2147483650
ISALIGNMENT

STATUS_BREAKPOINT | Value: 2147483651
STATUS_SINGLE_STEP Value: 2147483652
STATUS_INVALID_INF- Value: 3221225475
O_CLASS
STATUS_ACCESS_VIOL- | Value: 3221225477
ATION
STATUS_IN_PAGE_ERR- | Value: 3221225478
OR
STATUS_INVALID_HAN- | Value: 3221225480
DLE
STATUS_NO_MEMORY Value: 3221225495
STATUS_ILLEGAL_INST- | Value: 3221225501
RUCTION
STATUS_NONCONTINU- | Value: 3221225509
ABLE_EXCEPTION
STATUS_INVALID_DISP- | Value: 3221225510
OSITION
STATUS_ARRAY_BOUN- | Value: 3221225612
DS_EXCEEDED
STATUS_FLOAT_DENO- | Value: 3221225613
RMAL_OPERAND
STATUS_FLOAT_DIVID- | Value: 3221225614
E_.BY_ZERO
STATUS_FLOAT_INEXA- | Value: 3221225615
CT_RESULT
STATUS_FLOAT_INVAL- | Value: 3221225616
ID_OPERATION
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Name Description
STATUS FLOAT_OVER- | Value: 3221225617
FLOW
STATUS_FLOAT_STAC- | Value: 3221225618
K_CHECK
STATUS_FLOAT_UNDE- | Value: 3221225619
RFLOW
STATUS_INTEGER_DIV- | Value: 3221225620
IDE_BY_ZERO
STATUS_ INTEGER_OV- | Value: 3221225621
ERFLOW
STATUS_PRIVILEGED_I- | Value: 3221225622
NSTRUCTION
STATUS STACK_OVER- | Value: 3221225725
FLOW
STATUS_CONTROL_C_E- | Value: 3221225786
XIT

STATUS_FLOAT _MULT- | Value: 3221226164
[PLE_FAULTS
STATUS_FLOAT_MULT- | Value: 3221226165

IPLE_-TRAPS

STATUS_REG_NAT_CO- | Value: 3221226185
NSUMPTION

STATUS_SXS_EARLY_D- | Value: 3222601743
EACTIVATION

STATUS_SXS_INVALID_- | Value: 3222601744
DEACTIVATION

STATUS_STACK_BUFF- | Value: 3221226505
ER_OVERRUN

STATUS_-WX86_BREAK- | Value: 1073741855
POINT

STATUS_HEAP_CORRU- | Value: 3221226356
PTION

STATUS_POSSIBLE_DE- | Value: 3221225876
ADLOCK

STATUS_.UNWIND_CON- | Value: 2147483689
SOLIDATE

EXCEPTION_ACCESS_V- | Value: 3221225477
IOLATION

EXCEPTION_ARRAY _B- | Value: 3221225612
OUNDS_EXCEEDED
EXCEPTION_BREAKPO- | Value: 2147483651
INT
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Name Description
EXCEPTION_DATATYP- | Value: 2147483650
E_MISALIGNMENT
EXCEPTION_FLT_DEN- | Value: 3221225613
ORMAL_OPERAND
EXCEPTION_FLT_DIVI- | Value: 3221225614
DE_BY_ZERO
EXCEPTION_FLT_INEX- | Value: 3221225615
ACT_RESULT
EXCEPTION_FLT_INVA- | Value: 3221225616
LID_OPERATION
EXCEPTION_FLT_OVE- | Value: 3221225617

RFLOW

EXCEPTION_FLT_STAC- | Value: 3221225618
K_CHECK

EXCEPTION_FLT_UND- | Value: 3221225619
ERFLOW

EXCEPTION_ILLEGAL_I- | Value: 3221225501
NSTRUCTION

EXCEPTION_IN_PAGE_- | Value: 3221225478
ERROR

EXCEPTION_INT_DIVI- | Value: 3221225620
DE_BY_ZERO

EXCEPTION_INT_OVER- | Value: 3221225621
FLOW

EXCEPTION_INVALID - | Value: 3221225510
DISPOSITION

EXCEPTION_NONCON- Value: 3221225509
TINUABLE_EXCEPTIO-

N

EXCEPTION_PRIV_INS- | Value: 3221225622
TRUCTION

EXCEPTION_SINGLE_S- | Value: 2147483652
TEP

EXCEPTION_STACK_O- | Value: 3221225725
VERFLOW

EXCEPTION_GUARD_P- | Value: 2147483649
AGE

EXCEPTION_INVALID - | Value: 3221225480
HANDLE

EXCEPTION_POSSIBLE- | Value: 3221225876
_DEADLOCK

EXCEPTION_WX86_BR- | Value: 1073741855
EAKPOINT
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Name Description
CONTROL_C_EXIT Value: 3221225786
DBG_CONTROL_C Value: 1073807365
MS_VC_EXCEPTION Value: 1080890248
ACCESS_VIOLATION_T- | Value: 0
YPE_READ
ACCESS_VIOLATION_T- | Value: 1
YPE_WRITE
ACCESS_VIOLATION_T- | Value: 8
YPE_DEP
DUPLICATE_CLOSE_SO- | Value: 1
URCE
DUPLICATE_SAME_AC- | Value: 2
CESS
FILE NAME_NORMALIZ- | Value: 0
ED
FILE.NAME_OPENED Value: 8
VOLUME_NAME_DOS Value: 0
VOLUME_NAME_GUID Value: 1
VOLUME_NAME_NONE | Value: 4
VOLUME_NAME_NT Value: 2
PRODUCT_BUSINESS Value: 6
PRODUCT_BUSINESS_N | Value: 16
PRODUCT_CLUSTER_S- | Value: 18
ERVER
PRODUCT_DATACENT- | Value: 8
ER_SERVER

PRODUCT_DATACENT- | Value: 12
ER_SERVER_CORE
PRODUCT_DATACENT- | Value: 39
ER_SERVER_CORE_V
PRODUCT_DATACENT- | Value: 37
ER_SERVER_V
PRODUCT_ENTERPRIS- | Value: 4
E
PRODUCT_ENTERPRIS- | Value: 70
EE
PRODUCT_ENTERPRIS- | Value: 27
EN
PRODUCT_ENTERPRIS- | Value: 10
E_SERVER
PRODUCT_ENTERPRIS- | Value: 14
E_SERVER_CORE
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Name Description
PRODUCT_ENTERPRIS- | Value: 41
E_SERVER_CORE_V
PRODUCT_ENTERPRIS- | Value: 15
E_SERVER_TA64
PRODUCT_ENTERPRIS- | Value: 38

E_SERVER_V
PRODUCT_HOME_BASI- | Value: 2
C

PRODUCT_HOME_BASI- | Value: 67
CE

PRODUCT_HOME_BASI- | Value: 5
C_N

PRODUCT_HOME_PRE- | Value: 3
MIUM

PRODUCT_HOME_PRE- Value: 68
MIUM_E

PRODUCT_HOME_PRE- Value: 26
MIUM_N

PRODUCT_HYPERV Value: 42

PRODUCT_MEDIUMBU- | Value: 30
SINESS_SERVER_MANA-
GEMENT
PRODUCT_MEDIUMBU- | Value: 32
SINESS_SERVER_MESS-
AGING
PRODUCT_MEDIUMBU- | Value: 31
SINESS_SERVER_SECU-
RITY
PRODUCT_PROFESSIO- | Value: 48
NAL
PRODUCT_PROFESSIO- | Value: 69
NAL_E
PRODUCT_PROFESSIO- | Value: 49
NAL_N
PRODUCT_SERVER_FO- | Value: 24
R_SMALLBUSINESS
PRODUCT_SERVER_FO- | Value: 35
R_SMALLBUSINESS_V
PRODUCT_SERVER_FO- | Value: 33
UNDATION
PRODUCT_SMALLBUSI- | Value: 9
NESS_SERVER

continued on next page

98



Variables Module winappdbg.win32.kernel32

Name Description
PRODUCT_STANDARD- | Value: 7
SERVER
PRODUCT_STANDARD- | Value: 13
SERVER_CORE
PRODUCT_STANDARD- | Value: 40
SERVER_CORE_V
PRODUCT_STANDARD- | Value: 36
SERVER_V
PRODUCT_STARTER Value: 11
PRODUCT_STARTER_E | Value: 66
PRODUCT_STARTER_N | Value: 47
PRODUCT_STORAGE_E- | Value: 23
NTERPRISE_SERVER
PRODUCT_STORAGE_E- | Value: 20
XPRESS_SERVER
PRODUCT_STORAGE_S- | Value: 21
TANDARD_SERVER
PRODUCT_STORAGE _- Value: 22
WORKGROUP_SERVER
PRODUCT_UNDEFINE- Value: 0
D
PRODUCT_UNLICENSE- | Value: 2882382797
D
PRODUCT_ULTIMATE Value: 1
PRODUCT_ULTIMATE_- | Value: 71
E
PRODUCT_ULTIMATE_- | Value: 28
N
PRODUCT_WEB_SERV- | Value: 17
ER
PRODUCT_WEB_SERV- | Value: 29
ER_CORE
PROC_THREAD_ATTRI- | Value: 65535
BUTE_NUMBER
PROC_THREAD_ATTRI- | Value: 65536
BUTE_.-THREAD
PROC_THREAD_ATTRI- | Value: 131072
BUTE_INPUT
PROC_THREAD_ATTRI- | Value: 262144
BUTE_ADDITIVE
ProcThreadAttributePare- | Value: 0
ntProcess
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Name Description
ProcThreadAttributeExte- | Value: 1
ndedFlags
ProcThreadAttributeHan- | Value: 2
dleList
ProcThreadAttributeGrou- | Value: 3
pAffinity
ProcThreadAttributePrefe- | Value: 4
rredNode
ProcThreadAttributeldeal- | Value: 5
Processor
ProcThreadAttributeUms- | Value: 6
Thread
ProcThreadAttributeMiti- | Value: 7
gationPolicy

ProcThreadAttributeMax Value: 8
PROC_THREAD_ATTRI- | Value: 131072
BUTE_PARENT_PROCE-
SS
PROC_THREAD_ATTRI- | Value: 393217
BUTE_EXTENDED_FLA-
GS
PROC_THREAD_ATTRI- | Value: 131074
BUTE_HANDLE_LIST
PROC_THREAD_ATTRI- | Value: 196611
BUTE_GROUP_AFFINIT-
Y
PROC_THREAD_ATTRI- | Value: 131076
BUTE_PREFERRED_NO-
DE
PROC_THREAD_ATTRI- | Value: 196613
BUTE_IDEAL_PROCESS-
OR
PROC_THREAD_ATTRI- | Value: 196614
BUTE_UMS_THREAD
PROC_THREAD_ATTRI- | Value: 131079
BUTE_MITIGATION_PO-
LICY
PROCESS_CREATION _- Value: 1
MITIGATION_POLICY _-
DEP_ENABLE
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Name Description

PROCESS_.CREATION_- | Value: 2

MITIGATION_POLICY _-

DEP_ATL_-THUNK_ENA-

BLE

PROCESS_CREATION - | Value: 4

MITIGATION_POLICY _-

SEHOP_ENABLE

TH32CS_SNAPHEAPLIS- | Value: 1

T

TH32CS_SNAPPROCESS | Value: 2

TH32CS_SNAPTHREAD | Value: 4

TH32CS_SNAPMODULE | Value: 8

TH32CS_INHERIT Value: 2147483648

TH32CS_SNAPALL Value: 15

GetDlIDirectory Value: GuessStringType(GetDl1lDirectoryA,
GetDl1lDirectoryW)

SetDIlDirectory Value: GuessStringType(SetDl1DirectoryA,
SetD11DirectoryW)

LoadLibrary Value: GuessStringType(LoadLibraryA,
LoadLibraryW)

LoadLibraryEx Value: GuessStringType(LoadLibraryExA,
LoadLibraryExW)

GetModuleHandle Value: GuessStringType(GetModuleHandleA,
GetModuleHandleW)

QueryFullProcessImageNa- | Value:

me GuessStringType (QueryFullProcessImageNameA,
QueryFullProc. ..

GetLogicalDriveStrings Value:
GuessStringType(GetLogicalDriveStringsA,
GetLogicalDriveS. ..

QueryDosDevice Value: GuessStringType (QueryDosDeviceA,
QueryDosDeviceW)

OpenFileMapping Value: GuessStringType (OpenFileMappingA,
OpenFileMappingW)

CreateFileMapping Value:
GuessStringType(CreateFileMappingA,
CreateFileMappingW)

CreateFile Value: GuessStringType(CreateFileA,
CreateFileW)

SearchPath Value: GuessStringType (SearchPathA,
SearchPathW)
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Name

Description

GetFinalPathNameByHan-
dle

Value:
GuessStringType (GetFinalPathNameByHandleA
GetFinalPathNa. ..

GetFullPathName

Value: GuessStringType (GetFullPathNameA,
GetFullPathNameW)

GetTempPath

Value: GuessStringType (GetTempPathA,
GetTempPathW)

GetTempFileName

Value: GuessStringType(GetTempFileNameA,
GetTempFileNameW)

GetCurrentDirectory

Value:
GuessStringType (GetCurrentDirectoryA,
GetCurrentDirectoryW)

OutputDebugString

Value:
GuessStringType (OutputDebugStringA,
OutputDebugStringW)

CreateProcess

Value: GuessStringType(CreateProcessA,
CreateProcessW)

CreateProcessAsUser

Value:
GuessStringType(CreateProcessAsUserA,
CreateProcessAsUserW)

GlobalAddAtom

Value: GuessStringType(GlobalAddAtomA,
GlobalAddAtomW)

GlobalFindAtom

Value: GuessStringType(GlobalFindAtomA,
GlobalFindAtomW)

GlobalGetAtomName

Value:
GuessStringType(GlobalGetAtomNameA,
GlobalGetAtomNameW)

__package__

Value: ’winappdbg.win32’
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18 Module winappdbg.win32.ntdll

Wrapper for ntdll.dll in ctypes.

18.1 Classes

e PROCESS BASIC_INFORMATION (Section 238, p. 654)
e THREAD BASIC_ INFORMATION (Section 240, p. 657)
FILE_ NAME_INFORMATION (Section 235, p. 650)
SYSDBG _MSR . (Section 239, p. 656)

IO_STATUS BLOCK (Section 236, p. 651)

PIO_STATUS BLOCK (Section 237, p. 653)

18.2 Functions

RtINtStatusToDosError(Status)

NtSystemDebugControl( Command, InputBuffer=None,
InputBufferLength=None, OutputBuffer=None, OutputBufferLength=None)

ZwSystemDebugControl( Command, InputBuffer=None,
InputBufferLength=None, OutputBuffer=None, OutputBufferLength=None)

NtQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

ZwQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

NtQuerylInformationThread(ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

ZwQuerylInformationThread( ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

NtQuerylInformationFile(FileHandle, FileInformationClass,
FileInformation, Length)

ZwQuerylInformationFile( FileHandle, FileInformationClass,
FileInformation, Length)
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CsrGetProcessld|()

18.3 Variables

Name Description

__revision__ Value: ’$Id: ntdll.py 655 2010-03-30
17:00:27Z qvasimodo $’
MEM_EXECUTE_OPTIO- | Value: 1

N_ENABLE
MEM_EXECUTE_OPTIO- | Value: 2
N_DISABLE
MEM_EXECUTE_OPTIO- | Value: 4
N_ATL7 THUNK_EMUL-
ATION
MEM_EXECUTE_OPTIO- | Value: 8
N_PERMANENT

SystemBasicInformation Value: 1
SystemProcessorInformati- | Value: 2
on

SystemPerformancelnform- | Value: 3
ation

SystemTimelnformation Value: 4
SystemPathInformation Value: 5
SystemProcessInformation | Value: 6
SystemCalllnformation Value: 7
SystemConfigurationInfor- | Value: 8
mation

SystemProcessorCounters | Value: 9
SystemGlobalFlag Value: 10
SystemlInfol0 Value: 11
SystemModulelnformation | Value: 12
SystemLockInformation Value: 13
SystemInfol3 Value: 14
SystemPagedPoollnformat- | Value: 15
ion

SystemNonPagedPoollnfo- | Value: 16
rmation

SystemHandleInformation | Value: 17
SystemObjectInformation | Value: 18
SystemPagefileInformatio- | Value: 19
n
SystemInstemullnformatio- | Value: 20
n

continued on next page

104



Variables Module winappdbg.win32.ntdll

Name Description
SystemlInfo20 Value: 21
SystemCachelnformation Value: 22
SystemPoolTagInformatio- | Value: 23
n
SystemProcessorStatistics | Value: 24
SystemDpcInformation Value: 25
SystemMemoryUsagelnfor- | Value: 26
mationl
SystemLoadlmage Value: 27
SystemUnloadImage Value: 28
SystemTimeAdjustmentIn- | Value: 29
formation
SystemMemoryUsagelnfor- | Value: 30
mation2
SystemInfo30 Value: 31
SystemInfo31 Value: 32
SystemCrashDumplInform- | Value: 33
ation
SystemExceptionInformati- | Value: 34
on
SystemCrashDumpStateln- | Value: 35
formation
SystemDebuggerInformati- | Value: 36
on
SystemThreadSwitchInfor- | Value: 37
mation
SystemRegistryQuotalnfor- | Value: 38
mation
SystemLoadDriver Value: 39
SystemPrioritySeparationl- | Value: 40
nformation
SystemInfo40 Value: 41
SystemInfo41 Value: 42
SystemlInfo42 Value: 43
SystemlInfo43 Value: 44
SystemTimeZonelnformati- | Value: 45
on
SystemLookasideInformati- | Value: 46
on
SystemSet TimeSlipEvent Value: 47
SystemCreateSession Value: 48
SystemDeleteSession Value: 49
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Name Description
SystemInfo49 Value: 50
SystemRangeStartInforma- | Value: 51
tion
SystemVerifierInformation | Value: 52
SystemAddVerifier Value: 53
SystemSessionProcessesInf- | Value: 54
ormation
ProcessBasicInformation Value: 0
ProcessQuotaLimits Value: 1
ProcessloCounters Value: 2
ProcessVmCounters Value: 3
ProcessTimes Value: 4
ProcessBasePriority Value: 5
ProcessRaisePriority Value: 6
ProcessDebugPort Value: 7
ProcessExceptionPort Value: 8
ProcessAccessToken Value: 9
ProcessLdtInformation Value: 10
ProcessLdtSize Value: 11
ProcessDefaultHardError- | Value: 12
Mode
ProcessloPortHandlers Value: 13
ProcessPooledUsageAndLi- | Value: 14
mits
ProcessWorkingSetWatch | Value: 15
ProcessUserModel OPL Value: 16
ProcessEnableAlignmentF- | Value: 17
aultFixup
ProcessPriorityClass Value: 18
ProcessWx86Information Value: 19
ProcessHandleCount Value: 20
ProcessAffinityMask Value: 21
ProcessPriorityBoost Value: 22
ProcessWowb64Informatio- | Value: 26
n
ProcessImageFileName Value: 27
ProcessDebugObjectHandl- | Value: 30
e
ProcessExecuteFlags Value: 34
ThreadBasicInformation Value: 0
ThreadTimes Value: 1
ThreadPriority Value: 2

continued on next page

106



Variables Module winappdbg.win32.ntdll

Name Description
ThreadBasePriority Value: 3
ThreadAffinityMask Value: 4
ThreadlmpersonationToke- | Value: 5
n
ThreadDescriptorTableEn- | Value: 6
try
ThreadEnableAlignmentF- | Value: 7
aultFixup
ThreadEventPair Value: 8
ThreadQuerySetWin32Sta- | Value: 9
rtAddress
ThreadZeroTIsCell Value: 10
ThreadPerformanceCount | Value: 11
Thread AmlILastThread Value: 12
ThreadIdealProcessor Value: 13
ThreadPriorityBoost Value: 14

ThreadSetTlsArrayAddres- | Value: 15
S

ThreadIsloPending Value: 16
ThreadHideFromDebugge- | Value: 17
r

ObjectBasicInformation Value: 0
ObjectNamelnformation Value: 1
ObjectTypelnformation Value: 2
Object AllTypesInformatio- | Value: 3
n

ObjectHandleInformation Value: 4
FileDirectoryInformation Value: 1
FileFullDirectoryInformati- | Value: 2
on

FileBothDirectoryInforma- | Value: 3
tion

FileBasicInformation Value: 4
FileStandardInformation Value: 5
FileInternallnformation Value: 6
FileEalnformation Value: 7
FileAccessInformation Value: 8
FileNamelnformation Value: 9
FileRenamelnformation Value: 10
FileLinkInformation Value: 11
FileNamesInformation Value: 12
FileDispositionInformatio- | Value: 13
n

continued on next page

107



Variables Module winappdbg.win32.ntdll

Name Description
FilePositionInformation Value: 14
FileFullEalnformation Value: 15
FileModelnformation Value: 16
FileAlignmentInformation | Value: 17
FileAllInformation Value: 18
FileAllocationInformation Value: 19
FileEndOfFilelnformation | Value: 20
FileAlternateNamelnform- | Value: 21
ation
FileStreamInformation Value: 22
FilePipelnformation Value: 23
FilePipeLocallnformation Value: 24
FilePipeRemotelnformatio- | Value: 25
n
FileMailslotQueryInforma- | Value: 26
tion
FileMailslotSetInformatio- | Value: 27
n
FileCompressionInformati- | Value: 28
on
FileCopyOnWritelnformat- | Value: 29
ion
FileCompletionInformatio- | Value: 30
n
FileMoveClusterInformati- | Value: 31
on
FileQuotalnformation Value: 32
FileReparsePointInformati- | Value: 33
on
FileNetworkOpenInformat- | Value: 34
ion
FileObjectIdInformation Value: 35
FileTrackingInformation Value: 36
FileOleDirectorylnformati- | Value: 37
on
FileContentIndexInformat- | Value: 38
ion
FileInheritContentIndexIn- | Value: 37
formation
FileOleInformation Value: 39
FileMaximumInformation Value: 40

continued on next page
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Name Description
ExceptionContinueExecut- | Value: 0
ion
ExceptionContinueSearch | Value: 1
ExceptionNestedExceptio- | Value: 2
n
ExceptionCollidedUnwind | Value: 3
SysDbgReadMsr Value: 16
SysDbgWriteMsr Value: 17
__package__ Value: ’winappdbg.win32’
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19 Module winappdbg.win32.peb_teb

PEB and TEB structures, constants and data types.

19.1 Classes

CLIENT _ID (Section 242, p. 661)
RTL_USER_PROCESS_PARAMETERS (Section 264, p. 695)
LDR_MODULE (Section 246, p. 666)

PEB _LDR DATA (Section 250, p. 675)

PEB_FREE BLOCK (Section 249, p. 674)

RTL_DRIVE _LETTER _CURDIR (Section 263, p. 693)
CURDIR (Section 243, p. 662)

RTL_CRITICAL_SECTION (Section 261, p. 689)
RTL_CRITICAL_SECTION_DEBUG (Section 262, p. 691)
PRTL_CRITICAL_SECTION (Section 254, p. 681)
PRTL_CRITICAL_SECTION_DEBUG (Section 255, p. 682)
PPEB_LDR _DATA (Section 252, p. 678)

PRTL _USER _PROCESS PARAMETERS (Section 256, p. 683)
PEB (Section 248, p. 670)

Wx86ThreadState (Section 268, p. 705)
RTL_ACTIVATION_CONTEXT STACK _FRAME (Section 260, p. 687)
ACTIVATION_CONTEXT _STACK (Section 241, p. 659)
PROCESSOR _NUMBER (Section 253, p. 679)

NT_TIB (Section 247, p. 668)

PNTTIB (Section 251, p. 677)

EXCEPTION REGISTRATION _RECORD (Section 244, p. 663)
GDI_TEB_BATCH (Section 245, p. 664)
TEB_ACTIVE FRAME _CONTEXT (Section 267, p. 704)
PTEB_ACTIVE FRAME_CONTEXT (Section 259, p. 686)
TEB_ACTIVE_FRAME (Section 266, p. 702)

PTEB_ACTIVE _FRAME (Section 258, p. 685)

TEB (Section 265, p. 697)

PTEB (Section 257, p. 684)

19.2 Variables

Name Description
__revision__ Value: ’$Id: peb_teb.py 666 2010-04-25
14:46:25Z qvasimodo $’
ImageUsesLargePages Value: 1
IsProtectedProcess Value: 2

continued on next page
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Name Description
IsLegacyProcess Value: 4
[sImageDynamicallyReloc- | Value: 8
ated
SkipPatchingUser32Forwa- | Value: 16
rders
ProcessInJob Value: 1
Processlnitializing Value: 2
ProcessUsingVEH Value: 4
ProcessUsingVCH Value: 8
ProcessUsingFTH Value: 16
HeapTracingEnabled Value: 1
CritSecTracingEnabled Value: 2
FLG_VALID_BITS Value: 4194303
FLG_STOP_ON_EXCEPT- | Value: 1
ION
FLG_.SHOW _LDR_SNAP- | Value: 2
S
FLG_DEBUG_INITIAL_C- | Value: 4
OMMAND
FLG_STOP_ON_HUNG_G- | Value: 8
Ul
FLG_HEAP ENABLE_T- | Value: 16
AIL_CHECK
FLG_HEAP ENABLE_FR- | Value: 32
EE_CHECK
FLG_.HEAP _VALIDATE_- | Value: 64
PARAMETERS
FLG_HEAP_VALIDATE_- | Value: 128
ALL
FLG_POOL_ENABLE_T- | Value: 256
AIL_CHECK
FLG_POOL_ENABLE _FR- | Value: 512
EE_CHECK
FLG_.POOL_ENABLE_T- | Value: 1024
AGGING
FLG_HEAP ENABLE_T- | Value: 2048
AGGING
FLG_USER_STACK_TRA- | Value: 4096
CE_DB
FLG_KERNEL_STACK_T- | Value: 8192
RACE_DB
FLG_.MAINTAIN_OBJEC- | Value: 16384
T_TYPELIST

continued on next page
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Name Description
FLG_.HEAP ENABLE_T- | Value: 32768
AG_BY_DLL
FLG_IGNORE_DEBUG_P- | Value: 65536
RIV
FLG_ENABLE_CSRDEB- | Value: 131072
UG

FLG_ENABLE_KDEBUG- | Value: 262144
SYMBOL_LOAD
FLG_DISABLE_PAGE_K- | Value: 524288
ERNEL_STACKS
FLG_HEAP_ENABLE_C- Value: 1048576
ALL_TRACING
FLG_HEAP_DISABLE_C- | Value: 2097152

OALESCING

FLG_.ENABLE_CLOSE_E- | Value: 4194304
XCEPTION

FLG_ENABLE _EXCEPTI- | Value: 8388608
ON_LOGGING

FLG_ENABLE_HANDLE_- | Value: 16777216
TYPE_TAGGING
FLG_HEAP_PAGE_ALL- Value: 33554432
OCS
FLG_DEBUG_WINLOGO- | Value: 67108864
N
FLG_ENABLE_DBGPRI- | Value: 134217728
NT_BUFFERING
FLG_EARLY_CRITICAL- | Value: 268435456
SECTION_EVT
FLG_DISABLE_DLL_VE- | Value: 2147483648

RIFICATION

DbgSafeThunkCall Value: 1
DbgInDebugPrint Value: 2
DbgHasFiberData Value: 4
DbgSkipThreadAttach Value: 8
DbgWerInShipAssertCode | Value: 16
DbgRanProcesslnit Value: 32
DbgClonedThread Value: 64
DbgSuppressDebugMsg Value: 128
RtlDisableUserStackWalk | Value: 256
RtlExceptionAttached Value: 512
Rtllnitial Thread Value: 1024

__package__ Value: ’winappdbg.win32’
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20 Module winappdbg.win32.psapi

Wrapper for psapi.dll in ctypes.
20.1 Classes
e MODULEINFO (Section 270, p. 708)

e LPMODULEINFO (Section 269, p. 707)

20.2 Functions

EnumDeviceDrivers()

EnumProcesses|()

EnumProcessModules(hProcess)

EnumProcessModulesEx(hProcess, dwFilterFlag=0)

GetDeviceDriverBaseNameA (ImageBase)

GetDeviceDriverBaseNameW (ImageBase)

GetDeviceDriverFileNameA (ImageBase)

GetDeviceDriverFileNameW (ImageBase)

GetMappedFileNameA (hProcess, lpv)

GetMappedFileNameW (hProcess, Ipv)

GetModuleFileNameExA (hProcess, hModule=None)

GetModuleFileNameExW (hProcess, hModule=None)

GetModulelnformation(hProcess, hModule, lpmodinfo=None)

GetProcessImageFileNameA (hProcess)
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GetProcessImageFileNameW (hProcess)

20.3 Variables

Name Description
__revision__ Value: ’$Id: psapi.py 618 2010-02-11
02:15:09Z qvasimodo $’
LIST_MODULES_DEFAU- | Value: 0
LT
LIST_MODULES_32BIT Value: 1
LIST_MODULES_64BIT Value: 2

LIST_MODULES_ALL Value: 3

GetDeviceDriverBaseNam- | Value:

e GuessStringType (GetDeviceDriverBaseNameA,
GetDeviceDriver. ..

GetDeviceDriverFileName | Value:

GuessStringType (GetDeviceDriverFileNameA,
GetDeviceDriver. ..

GetMappedFileName Value:

GuessStringType (GetMappedFileNameA,
GetMappedFileNameW)

GetModuleFileNameEx Value:

GuessStringType (GetModuleFileNameExA,
GetModuleFileNameExW)
GetProcessImageFileNam- | Value:

e GuessStringType (GetProcessImageFileNameA,
GetProcessImage. ..

__package__ Value: ’winappdbg.win32’

114



Variables Module winappdbg.win32.shell32

21 Module winappdbg.win32.shell32

Wrapper for shell32.dll in ctypes.

21.1 Functions

CommandLineToArgvW (IlpCmdLine)

ShellExecuteA (hwnd=None, lpOperation=None, IpF'ile=None,
IpParameters=None, IpDirectory=None, nShowCmd=DNone)

ShellExecuteW (hwnd=None, [pOperation=None, IpFile=None,
IpParameters=None, IpDirectory=None, nShowCmd=DNone)

21.2 Variables

Name Description
__revision__ Value: ’$Id: shell32.py 618 2010-02-11
02:15:09Z qvasimodo $’
CommandLineToArgvA Value:
<winappdbg.win32.defines.MakeANSIVersion
object at O0xOOES6...
CommandLineToArgv Value:
<winappdbg.win32.defines.MakeANSIVersion
object at O0xOOES6...

ShellExecute Value: GuessStringType(ShellExecuteA,
ShellExecuteW)
__package__ Value: ’winappdbg.win32’
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22 Module winappdbg.win32.shlwapi

Wrapper for shlwapi.dll in ctypes.

22.1 Functions

IsOS(dwOS)

PathAddBackslashA (IpszPath)

Path AddBackslashW (IpszPath)

PathAddExtensionA (lpszPath, pszExtension=None)

PathAddExtensionW (IpszPath, pszExtension=None)

PathAppendA (IpszPath, pszMore=None)

PathAppendW (IpszPath, pszMore=None)

PathCombineA (lpszDir, IpszFile)

PathCombineW (IpszDir, IpszFile)

PathCanonicalizeA (IpszSrc)

PathCanonicalizeW (lpszSrc)

PathFileExistsA (pszPath)

PathFileExistsW (pszPath)

PathFindExtensionA (pszPath)

PathFindExtensionW (pszPath)

PathFindFileNameA (pszPath)
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PathFindFileNameW (pszPath)

PathFindNextComponentA (pszPath)

PathFindNextComponentW (pszPath)

PathFindOnPathA (pszFile, ppszOtherDirs=None)

PathFindOnPathW (pszFile, ppszOtherDirs=None)

PathGetArgsA (pszPath)

PathGet ArgsW (pszPath)

PathIsContentTypeA (pszPath, pszContent Type)

PathIsContentTypeW (pszPath, pszContentType)

PathIsDirectoryA (pszPath)

PathIsDirectoryW (pszPath)

PathIsDirectoryEmptyA (pszPath)

PathIsDirectoryEmpty W (pszPath)

PathIsNetworkPathA (pszPath)

PathIsNetworkPathW (pszPath)

PathIsRelativeA (pszPath)

PathIsRelativeW (pszPath)

PathIsRootA (pszPath)

PathIsRootW (pszPath)

PathIsSameRootA (pszPathl, pszPath?2)
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PathIsSameRootW (pszPathl, pszPath?2)

PathIsUNCA (pszPath)

PathIsUNCW (pszPath)

PathMakePrettyA (pszPath)

PathMakePrettyW (pszPath)

PathRemoveArgsA (pszPath)

PathRemoveArgsW (pszPath)

PathRemoveBackslashA (pszPath)

PathRemoveBackslashW (pszPath)

PathRemoveExtensionA (pszPath)

PathRemoveExtensionW (pszPath)

PathRemoveFileSpecA (pszPath)

PathRemoveFileSpecW (pszPath)

PathRenameExtensionA (pszPath, pszExt)

PathRenameExtensionW (pszPath, pszFEzt)

PathUnExpandEnvStringsA (pszPath)

PathUnExpandEnvStringsW (pszPath)

22.2 Variables

Name

Description

__revision__

Value: ’$Id: shlwapi.py 618 2010-02-11
02:15:09Z qvasimodo $’

continued on next page
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Name Description
OS_WINDOWS Value: 0
OS_NT Value: 1
OS_WIN95ORGREATER | Value: 2
OS_NT40RGREATER Value: 3
OS_WIN9SORGREATER | Value: 5
OS_WIN98_GOLD Value: 6
OS_WIN2000ORGREAT- | Value: 7
ER
OS_WIN2000PRO Value: 8
OS_WIN2000SERVER Value: 9
OS_WIN2000ADVSERVE- | Value: 10
R
OS_WIN2000DATACEN- Value: 11
TER
OS_WIN2000TERMINAL | Value: 12
OS_EMBEDDED Value: 13

OS_TERMINALCLIENT Value: 14
OS_TERMINALREMOT- | Value: 15

EADMIN

OS_WIN95_GOLD Value: 16
OS_.MEORGREATER Value: 17
OS_XPORGREATER Value: 18
OS_HOME Value: 19
OS_PROFESSIONAL Value: 20
OS_DATACENTER Value: 21
OS_ADVSERVER Value: 22
OS_SERVER Value: 23

OS_TERMINALSERVER Value: 24
OS_PERSONALTERMIN- | Value: 25
ALSERVER
OS_FASTUSERSWITCHI- | Value: 26
NG
OS WELCOMELOGONU- | Value: 27
I
OS_DOMAINMEMBER Value: 28

OS_ANYSERVER Value: 29
OS_-WOW6432 Value: 30
OS_WEBSERVER Value: 31
OS_SMALLBUSINESSSE- | Value: 32
RVER

OS_TABLETPC Value: 33

OS_SERVERADMINUI Value: 34

continued on next page
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Name Description

OS_-MEDIACENTER Value: 35

OS_APPLIANCE Value: 36

PathAddBackslash Value:
GuessStringType (PathAddBackslashA,
PathAddBackslashW)

PathAddExtension Value:
GuessStringType (PathAddExtensionA,
PathAddExtensionW)

PathAppend Value: GuessStringType (PathAppendA,
PathAppendW)

PathCombine Value: GuessStringType (PathCombineA,
PathCombineW)

PathCanonicalize Value:
GuessStringType(PathCanonicalizeA,
PathCanonicalizeW)

PathFileExists Value: GuessStringType(PathFileExistsA,
PathFileExistsW)

PathFindExtension Value:
GuessStringType(PathFindExtensionA,
PathFindExtensionW)

PathFindFileName Value:
GuessStringType (PathFindFileNameA,
PathFindFileNameW)

PathFindNextComponent | Value:
GuessStringType (PathFindNextComponentA,
PathFindNextCompo. ..

PathFindOnPath Value: GuessStringType (PathFindOnPathA,
PathFindOnPathW)

PathGetArgs Value: GuessStringType (PathGetArgsA,
PathGetArgsW)

PathIsContentType Value:
GuessStringType(PathIsContentTypeA,
PathIsContentTypeW)

PathlIsDirectory Value: GuessStringType(PathIsDirectoryA,
PathIsDirectoryW)

PathIsDirectoryEmpty Value:
GuessStringType(PathIsDirectoryEmptyA,
PathIsDirectoryEmp. ..

PathIsNetworkPath Value:
GuessStringType(PathIsNetworkPathA,
PathIsNetworkPathW)

PathlIsRelative Value: GuessStringType(PathIsRelativeA,

PathIsRelativeW)

continued on next page
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Name Description

PathIsRoot Value: GuessStringType (PathIsRootA,
PathIsRootW)

PathlsSameRoot Value: GuessStringType (PathIsSameRootA,
PathIsSameRootW)

PathIsUNC Value: GuessStringType (PathIsUNCA,
PathIsUNCW)

PathMakePretty Value: GuessStringType (PathMakePrettyA,
PathMakePrettyW)

PathRemoveArgs Value: GuessStringType (PathRemoveArgsA,
PathRemoveArgsW)

PathRemoveBackslash Value:

GuessStringType (PathRemoveBackslashA,
PathRemoveBackslashW)
PathRemoveExtension Value:

GuessStringType (PathRemoveExtensionA,
PathRemoveExtensionW)

PathRemoveFileSpec Value:
GuessStringType (PathRemoveFileSpecA,
PathRemoveFileSpecW)
PathRenameExtension Value:

GuessStringType (PathRenameExtensionA,
PathRenameExtensionW)
PathUnExpandEnvStrings | Value:

GuessStringType (PathUnExpandEnvStringsaA,
PathUnExpandEnvS. ..

__package__ Value: ’winappdbg.win32’
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23 Module winappdbg.win32.user32

Wrapper for user32.dll in ctypes.

23.1 Classes

e WindowEnumerator: Window enumerator class.
(Section 277, p. 721)
WINDOWPLACEMENT (Section 7?7, p. 77)
PWINDOWPLACEMENT (Section 273, p. 713)
LPWINDOWPLACEMENT (Section 273, p. 713)
GUITHREADINFO (Section 271, p. 710)
PGUITHREADINFO (Section 272, p. 712)
LPGUITHREADINFO (Section 272, p. 712)
Point: Python wrapper over the POINT class.
(Section 274, p. 714)
e Rect: Python wrapper over the RECT class.
(Section 275, p. 717)
e WindowPlacement: Python wrapper over the WINDOWPLACEMENT class.
(Section 278, p. 722)

23.2 Functions

MAKE_WPARAM (wParam)

Convert arguments to the WPARAM type. Used automatically by
SendMessage, PostMessage, etc. You shouldn’t need to call this function.

MAKE_LPARAM({Param)

Convert arguments to the LPARAM type. Used automatically by
SendMessage, PostMessage, etc. You shouldn’t need to call this function.

SetLastErrorEx(dwErrCode, dwType=0)

FindWindowA (IpClassName=None, Ip WindowName=None)

FindWindowW (IpClassName=None, [p WindowName=None)

GetClassNameA (hWnd)

GetClassNameW (hWnd)
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GetWindowLongA (hWnd, nindez=0)

GetWindowLongW (hWnd, nindex=0)

GetWindowLong(hWnd, nindex=0)

GetShellWindow ()

GetParent(hWnd)

EnableWindow (hWnd, bEnable=True)

ShowWindow (hWnd, nCmdShow=5)

ShowWindowAsync(hWnd, nCmdShow=5)

GetDesktopWindow()

GetForegroundWindow ()

IsWindow (hWnd)

IsWindow Visible(hWnd)

IsWindowEnabled (hWnd)

IsZoomed(hWnd)

IsIconic(hWnd)

IsChild(hWnd)

GetWindowThreadProcessId(hWnd)

WindowFromPoint(point)

ChildWindowFromPoint(hWndParent, point)

RealChildWindowFromPoint(hWndParent, ptParentClientCoords)
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ScreenToClient(hWnd, IpPoint)

ClientToScreen(hWnd, z, y)

MapWindowPoints(hWndFrom, hWndTo, lpPoints)

SetForegroundWindow (hWnd)

GetWindowPlacement(hWnd)

SetWindowPlacement(hWnd, Ipwndpl)

MoveWindow (hWnd, X, Y, nWidth, nHeight, bRepaint=True)

GetGUIThreadInfo(idThread)

EnumWindows|()

EnumThreadWindows(dwThreadld)

EnumChildWindows(hWndParent=None)

SendMessageA (hWnd, Msg, wParam=0, [Param=0)

SendMessageW (hWnd, Msg, wParam=0, [Param=0)

PostMessageA (hWnd, Msg, wParam=0, [Param=0)

PostMessageW (hWnd, Msg, wParam=0, [Param=0)

PostThreadMessageA (idThread, Msg, wParam=0, [Param=0)

PostThreadMessageW (id Thread, Msg, wParam=0, [Param=0)

SendMessageTimeoutA (hWnd, Msg, wParam=0, [Param=0, fuFlags=0,
uTimeout=0)

SendMessageTimeoutW (hWnd, Msg, wParam=0, [Param=0)
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SendNotifyMessageA (hWnd, Msg, wParam=0, [Param=0)

SendNotifyMessageW (hWnd, Msg, wParam=0, [Param=0)

SendDlgltemMessageA (hDlg, nIDDlgltem, Msg, wParam=0, [Param=0)

SendDlgltemMessageW (hDlg, nIDDlgltem, Msg, wParam=0, [Param=0)

RegisterWindowMessageA (IpString)

RegisterWindowMessageW (IpString)

RegisterClipboardFormatA (IpString)

RegisterClipboardFormatW (IpString)

GetPropA (hWnd, IpString)

GetPropW (hWnd, IpString)

SetPropA (hWnd, IpString, hData)

SetPropW (hWnd, IpString, hData)

RemovePropA (hWnd, IpString)

RemovePropW (hWnd, IpString)

23.3 Variables

Name Description
__revision__ Value: *$Id: wuser32.py 771 2010-07-21
16:17:52Z qvasimodo $’
HWND_DESKTOP Value: 0
HWND_TOP Value: 1
HWND_BOTTOM Value: 1
HWND_TOPMOST Value: -1
HWND_NOTOPMOST Value: -2
HWND_MESSAGE Value: -3
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Name Description
GWL_WNDPROC Value: -4
GWL_HINSTANCE Value: -6
GWL_HWNDPARENT Value: -8
GWL_STYLE Value: -16
GWL_EXSTYLE Value: -20
GWL_USERDATA Value: -21
GWL_ID Value: -12
SW_HIDE Value: 0
SW_SHOWNORMAL Value: 1
SW_NORMAL Value: 1
SW_SHOWMINIMIZED Value: 2
SW_SHOWMAXIMIZED Value: 3
SW_MAXIMIZE Value: 3
SW_SHOWNOACTIVAT- | Value: 4
E
SW_SHOW Value: 5
SW_MINIMIZE Value: 6
SW_SHOWMINNOACTI- | Value: 7
VE
SW_SHOWNA Value: 8
SW_RESTORE Value: 9
SW_SHOWDEFAULT Value: 10
SW_FORCEMINIMIZE Value: 11
SMTO_NORMAL Value: 0
SMTO_BLOCK Value: 1
SMTO_ABORTIFHUNG Value: 2
SMTO_NOTIMEOUTIFN- | Value: 8
OTHUNG
SMTO_ERRORONEXIT Value: 32
WPF_SETMINPOSITIO- Value: 1
N
WPF_RESTORETOMAX- | Value: 2
IMIZED
WPF_ASYNCWINDOWP- | Value: 4
LACEMENT
WM_USER Value: 1024
WM_APP Value: 2048
WM_NULL Value: 0
WM_CREATE Value: 1
WM_DESTROY Value: 2
WM_MOVE Value: 3
WM_SIZE Value: 5

continued on next page
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Name Description
WM_ACTIVATE Value: 6
WA_INACTIVE Value: 0
WA_ACTIVE Value: 1
WA _CLICKACTIVE Value: 2
WM_SETFOCUS Value: 7
WM_KILLFOCUS Value: 8
WM_ENABLE Value: 10
WM_SETREDRAW Value: 11
WM_SETTEXT Value: 12
WM_GETTEXT Value: 13
WM_GETTEXTLENGT- Value: 14
H
WM_PAINT Value: 15
WM_CLOSE Value: 16
WM_QUERYENDSESSI- Value: 17
ON
WM_QUIT Value: 18
WM_QUERYOPEN Value: 19
WM_ERASEBKGND Value: 20
WM_SYSCOLORCHANG- | Value: 21
E
WM_ENDSESSION Value: 22
WM_SHOWWINDOW Value: 24

WM_WININICHANGE Value: 26
WM_SETTINGCHANGE Value: 26
WM_DEVMODECHANG- | Value: 27

E

WM_ACTIVATEAPP Value: 28
WM_FONTCHANGE Value: 29
WM_TIMECHANGE Value: 30
WM_CANCELMODE Value: 31
WM_SETCURSOR Value: 32

WM_MOUSEACTIVATE | Value: 33
WM _CHILDACTIVATE Value: 34

WM_QUEUESYNC Value: 35
WM_GETMINMAXINFO | Value: 36
WM_PAINTICON Value: 38
WM_ICONERASEBKGN- | Value: 39
D

WM_NEXTDLGCTL Value: 40

WM_SPOOLERSTATUS Value: 42
WM_DRAWITEM Value: 43
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Name Description
WM_MEASUREITEM Value: 44
WM_DELETEITEM Value: 45
WM_VKEYTOITEM Value: 46
WM_CHARTOITEM Value: 47
WM_SETFONT Value: 48
WM_GETFONT Value: 49
WM_SETHOTKEY Value: 50
WM_GETHOTKEY Value: 51
WM_QUERYDRAGICON | Value: 55
WM_COMPAREITEM Value: 57
WM_GETOBJECT Value: 61
WM_COMPACTING Value: 65
WM_OTHERWINDOWC- | Value: 66
REATED
WM_OTHERWINDOWD- | Value: 67
ESTROYED
WM_COMMNOTIFY Value: 68
CN_RECEIVE Value: 1
CN_TRANSMIT Value: 2
CN_EVENT Value: 4
WM_WINDOWPOSCHA- | Value: 70
NGING
WM_WINDOWPOSCHA- | Value: 71
NGED
WM_POWER Value: 72
PWR_OK Value: 1
PWR_FAIL Value: -1
PWR_SUSPENDREQUE- | Value: 1
ST
PWR_SUSPENDRESUM- | Value: 2
E
PWR_CRITICALRESUM- | Value: 3
E
WM_COPYDATA Value: 74
WM_CANCELJOURNAL | Value: 75
WM_NOTIFY Value: 78
WM_INPUTLANGCHAN- | Value: 80
GEREQUEST
WM_INPUTLANGCHAN- | Value: 81
GE
WM_TCARD Value: 82
WM_HELP Value: 83
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Name Description
WM_USERCHANGED Value: 84
WM_NOTIFYFORMAT Value: 85
WM_CONTEXTMENU Value: 123
WM _STYLECHANGING | Value: 124
WM _STYLECHANGED Value: 125
WM _DISPLAYCHANGE | Value: 126

WM_GETICON Value: 127
WM_SETICON Value: 128
WM_NCCREATE Value: 129
WM_NCDESTROY Value: 130
WM_NCCALCSIZE Value: 131
WM_NCHITTEST Value: 132
WM_NCPAINT Value: 133
WM_NCACTIVATE Value: 134
WM_GETDLGCODE Value: 135
WM_SYNCPAINT Value: 136

WM_NCMOUSEMOVE Value: 160
WM_NCLBUTTONDOW- | Value: 161
N
WM_NCLBUTTONUP Value: 162
WM_NCLBUTTONDBLC- | Value: 163
LK
WM_NCRBUTTONDOW- | Value: 164
N
WM_NCRBUTTONUP Value: 165
WM_NCRBUTTONDBL- Value: 166
CLK
WM_NCMBUTTONDO- Value: 167
WN
WM_NCMBUTTONUP Value: 168
WM_NCMBUTTONDBL- | Value: 169

CLK

WM_KEYFIRST Value: 256
WM_KEYDOWN Value: 256
WM_KEYUP Value: 257
WM_CHAR Value: 258
WM_DEADCHAR Value: 259
WM_SYSKEYDOWN Value: 260
WM_SYSKEYUP Value: 261
WM_SYSCHAR Value: 262
WM_SYSDEADCHAR Value: 263

WM_KEYLAST Value: 264
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Name Description
WM_INITDIALOG Value: 272
WM_COMMAND Value: 273
WM_SYSCOMMAND Value: 274
WM_TIMER Value: 275
WM_HSCROLL Value: 276
WM_VSCROLL Value: 277
WM_INITMENU Value: 278
WM_INITMENUPOPUP Value: 279
WM_MENUSELECT Value: 287
WM_MENUCHAR Value: 288
WM_ENTERIDLE Value: 289
WM_CTLCOLORMSGB- | Value: 306

(0):¢
WM_CTLCOLOREDIT Value: 307
WM_CTLCOLORLISTB- Value: 308
0)¢
WM_CTLCOLORBTN Value: 309
WM_CTLCOLORDLG Value: 310
WM_CTLCOLORSCROL- | Value: 311

LBAR

WM_CTLCOLORSTATI- | Value: 312
C

WM_MOUSEFIRST Value: 512
WM_MOUSEMOVE Value: 512
WM_LBUTTONDOWN Value: 513
WM_LBUTTONUP Value: 514

WM_LBUTTONDBLCLK | Value: 515
WM_RBUTTONDOWN Value: 516

WM_RBUTTONUP Value: 517
WM_RBUTTONDBLCL- Value: 518
K

WM_MBUTTONDOWN Value: 519
WM_MBUTTONUP Value: 520
WM_MBUTTONDBLCL- | Value: 521
K

WM_MOUSELAST Value: 521

WM_PARENTNOTIFY Value: 528
WM_ENTERMENULOO- | Value: 529

P
WM_EXITMENULOOP Value: 530
WM_MDICREATE Value: 544

WM_MDIDESTROY Value: 545
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Name Description
WM_MDIACTIVATE Value: 546
WM_MDIRESTORE Value: 547
WM_MDINEXT Value: 548
WM_MDIMAXIMIZE Value: 549
WM_MDITILE Value: 550
WM_MDICASCADE Value: 551
WM_MDIICONARRANG- | Value: 552
E
WM_MDIGETACTIVE Value: 553
WM_MDISETMENU Value: 560
WM_DROPFILES Value: 563
WM_MDIREFRESHMEN- | Value: 564
U
WM_CUT Value: 768
WM_COPY Value: 769
WM_PASTE Value: 770
WM_CLEAR Value: 771
WM_UNDO Value: 772

WM_RENDERFORMAT Value: 773
WM_RENDERALLFOR- Value: 774
MATS
WM_DESTROYCLIPBO- | Value: 775
ARD
WM_DRAWCLIPBOAR- Value: 776
D
WM_PAINTCLIPBOAR- Value: 777
D
WM_VSCROLLCLIPBO- | Value: 778
ARD
WM_SIZECLIPBOARD Value: 779
WM_ASKCBFORMATN- | Value: 780
AME
WM_CHANGECBCHAIN | Value: 781
WM_HSCROLLCLIPBO- Value: 782
ARD
WM_QUERYNEWPALE- | Value: 783
TTE
WM_PALETTEISCHAN- | Value: 784
GING
WM_PALETTECHANGE- | Value: 785
D
WM_HOTKEY Value: 786

continued on next page
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Name Description
WM_PRINT Value: 791
WM_PRINTCLIENT Value: 792
WM_PENWINFIRST Value: 896
WM _PENWINLAST Value: 911

FindWindow

Value: GuessStringType (FindWindowA,
FindWindowW)

GetClassName

Value: GuessStringType (GetClassNameA,
GetClassNameW)

SendMessage

Value: GuessStringType (SendMessageA,
SendMessageW)

PostMessage

Value: GuessStringType (PostMessageA,
PostMessageW)

PostThreadMessage

Value:
GuessStringType (PostThreadMessageA,
PostThreadMessageW)

SendMessageTimeout

Value:
GuessStringType (SendMessageTimeoutA,
SendMessageTimeoutW)

SendNotifyMessage

Value:
GuessStringType (SendNotifyMessageA,
SendNotifyMessageW)

SendDlgltemMessage

Value:
GuessStringType (SendDlgltemMessageA,
SendDlgItemMessageW)

RegisterWindowMessage

Value:
GuessStringType (RegisterWindowMessageA,
RegisterWindowMes. ..

RegisterClipboardFormat

Value:
GuessStringType(RegisterClipboardFormatA,
RegisterClipboa. ..

GetProp Value: GuessStringType (GetPropA,
GetPropW)

SetProp Value: GuessStringType (SetPropA,
SetPropW)

RemoveProp Value: GuessStringType (RemovePropA,
RemovePropW)

__package__ Value: ’winappdbg.win32’
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24 Module winappdbg.win32.version

Detect the current architecture and operating system.

24.1 Classes

OSVERSIONINFOA (Section 284, p. 728)
OSVERSIONINFOW (Section 287, p. 734)
OSVERSIONINFOEXA (Section 285, p. 730)
OSVERSIONINFOEXW (Section 286, p. 732)
LPOSVERSIONINFOA (Section 279, p. 723)
LPOSVERSIONINFOW (Section 282, p. 726)
LPOSVERSIONINFOEXA (Section 280, p. 724)
LPOSVERSIONINFOEXW (Section 281, p. 725)
POSVERSIONINFOA (Section 279, p. 723)
POSVERSIONINFOW (Section 282, p. 726)
POSVERSIONINFOEXA (Section 280, p. 724)
POSVERSIONINFOEXW (Section 279, p. 723)
SYSTEM INFO (Section 288, p. 736)
LPSYSTEM INFO (Section 283, p. 727)

24.2 Functions

GetSystemInfo()

GetNativeSystemInfo()

GetSystemMetrics(nindez)

GetVersion()

GetVersionExA ()

GetVersionExW/()

GetProductInfo(dwOSMajorVersion, dwOSMinorVersion,
dwSpMajorVersion, dwSpMinorVersion)

Verify VersionInfo(lp VersionInfo, dwTypeMask, dwlConditionMask)
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Verify VersionInfoA (Ip VersionInfo, dwTypeMask, dwlConditionMask)

Verify VersionInfoW (Ip VersionInfo, dwTypeMask, dwlConditionMask)

VerSetConditionMask(dwlConditionMask, dwTypeBitMask,
dwConditionMask)

get_bits()

Determines the current integer size in bits.

This is useful to know if we're running in a 32 bits or a 64 bits machine.

Return Value
Returns the size of SIZE_T in bits.

(type=int)

get_arch()

Determines the current processor architecture.

Return Value
One of the following values:

e "unknown"

e "i386" for Intel 32-bit x86 processor or compatible.

e "amd64" for Intel 64-bit x86_64 processor or compatible.

e "ia64" for Intel Itanium processor or compatible.
(type=str)
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get_os()
Determines the current operating system.
This function allows you to quickly tell apart major OS differences. For more
detailed information call kernel32.GetVersionEx instead.
Return Value
One of the following values:

e "Unknown"

e "Windows NT"

e "Windows 2000"

e "Windows XP"

e "Windows XP (64 bits)"

e "Windows 2003"

e "Windows 2003 (64 bits)"

e "Windows 2003 R2"

e "Windows 2003 R2 (64 bits)"

e "Windows 2008"

e "Windows 2008 (64 bits)"

e "Windows 2008 R2"

e "Windows 2008 R2 (64 bits)"

e "Windows Vista"

e "Windows Vista (64 bits)"

e "Windows 7"

e "Windows 7 (64 bits)"

(type=str)

Note: Wine reports itself as Windows XP 32 bits (even if the Linux host is 64
bits). ReactOS reports itself as Windows 2000.

24.3 Variables

Name

Description

__revision__

Value: ’$Id:
02:15:09Z qvasimodo $’

version.py 618 2010-02-11

2s

VER_PLATFORM_WIN3- | Value: 0

VER_PLATFORM_WIN3- | Value: 1
2_-WINDOWS
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Name Description
VER_PLATFORM_WIN3- | Value: 2
2_.NT
VER_SUITE_BACKOFFI- | Value: 4
CE
VER_SUITE_BLADE Value: 1024
VER_SUITE_.COMPUTE_- | Value: 16384
SERVER
VER_SUITE_DATACEN- | Value: 128
TER
VER_SUITE_ENTERPRI- | Value: 2
SE
VER_SUITE_EMBEDDE- | Value: 64
DNT
VER_SUITE_PERSONAL | Value: 512
VER_SUITE_SINGLEUS- | Value: 256
ERTS
VER_SUITE_SMALLBUS- | Value: 1
INESS
VER_SUITE_SMALLBUS- | Value: 32
INESS_RESTRICTED
VER_SUITE_STORAGE_- | Value: 8192
SERVER
VER_SUITE_TERMINAL | Value: 16
VER_SUITE_WH_SERVE- | Value: 32768
R
VER_NT_DOMAIN_CON- | Value: 2
TROLLER
VER_NT_SERVER Value: 3
VER.NT_WORKSTATIO- | Value: 1
N
VER_BUILDNUMBER Value: 4
VER_MAJORVERSION Value: 2
VER_MINORVERSION Value: 1
VER_PLATFORMID Value: 8
VER_PRODUCT_TYPE Value: 128
VER_SERVICEPACKMA- | Value: 32
JOR
VER_SERVICEPACKMI- | Value: 16
NOR
VER_SUITENAME Value: 64
VER_EQUAL Value: 1
VER_GREATER Value: 2
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Name Description
VER_GREATER_EQUAL | Value: 3
VER_LESS Value: 4
VER_LESS_EQUAL Value: 5
VER_AND Value: 6
VER_OR Value: 7
SM_CXSCREEN Value: 0
SM_CYSCREEN Value: 1
SM_CXVSCROLL Value: 2
SM_CYHSCROLL Value: 3
SM_CYCAPTION Value: 4
SM_CXBORDER Value: 5
SM_CYBORDER Value: 6
SM_CXDLGFRAME Value: 7
SM_CYDLGFRAME Value: 8
SM_CYVTHUMB Value: 9
SM_CXHTHUMB Value: 10
SM_CXICON Value: 11
SM_CYICON Value: 12
SM_CXCURSOR Value: 13
SM_CYCURSOR Value: 14
SM_CYMENU Value: 15
SM_CXFULLSCREEN Value: 16
SM_CYFULLSCREEN Value: 17

SM_CYKANJIWINDOW Value: 18
SM_MOUSEPRESENT Value: 19

SM_CYVSCROLL Value: 20
SM_CXHSCROLL Value: 21
SM_DEBUG Value: 22
SM_SWAPBUTTON Value: 23
SM_RESERVED1 Value: 24
SM_RESERVED?2 Value: 25
SM_RESERVED3 Value: 26
SM_RESERVEDA4 Value: 27
SM_CXMIN Value: 28
SM_CYMIN Value: 29
SM_CXSIZE Value: 30
SM_CYSIZE Value: 31
SM_CXFRAME Value: 32
SM_CYFRAME Value: 33
SM_CXMINTRACK Value: 34
SM_CYMINTRACK Value: 35

SM_CXDOUBLECLK Value: 36

continued on next page
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Name Description
SM_CYDOUBLECLK Value: 37
SM_CXICONSPACING Value: 38
SM_CYICONSPACING Value: 39
SM_MENUDROPALIGN- | Value: 40
MENT
SM_PENWINDOWS Value: 41
SM_DBCSENABLED Value: 42
SM_CMOUSEBUTTONS Value: 43
SM_CXFIXEDFRAME Value: 7
SM_CYFIXEDFRAME Value: 8
SM_CXSIZEFRAME Value: 32
SM_CYSIZEFRAME Value: 33
SM_SECURE Value: 44
SM_CXEDGE Value: 45
SM_CYEDGE Value: 46
SM_CXMINSPACING Value: 47
SM_CYMINSPACING Value: 48
SM_CXSMICON Value: 49
SM_CYSMICON Value: 50
SM_CYSMCAPTION Value: 51
SM_CXSMSIZE Value: 52
SM_CYSMSIZE Value: 53
SM_CXMENUSIZE Value: 54
SM_CYMENUSIZE Value: 55
SM_ARRANGE Value: 56
SM_CXMINIMIZED Value: 57
SM_CYMINIMIZED Value: 58
SM_CXMAXTRACK Value: 59
SM_CYMAXTRACK Value: 60
SM_CXMAXIMIZED Value: 61
SM_CYMAXIMIZED Value: 62
SM_NETWORK Value: 63
SM_CLEANBOOT Value: 67
SM_CXDRAG Value: 68
SM_CYDRAG Value: 69
SM_SHOWSOUNDS Value: 70
SM_CXMENUCHECK Value: 71
SM_CYMENUCHECK Value: 72
SM_SLOWMACHINE Value: 73
SM_MIDEASTENABLED | Value: 74
SM_MOUSEWHEELPRE- | Value: 75
SENT

continued on next page
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Name Description
SM_XVIRTUALSCREEN | Value: 76
SM_YVIRTUALSCREEN | Value: 77
SM_CXVIRTUALSCREE- | Value: 78

N

SM_CYVIRTUALSCREE- | Value: 79
N

SM_CMONITORS Value: 80
SM_SAMEDISPLAYFOR- | Value: 81
MAT

SM_IMMENABLED Value: 82

SM_CXFOCUSBORDER Value: 83
SM_CYFOCUSBORDER Value: 84

SM_TABLETPC Value: 86
SM_MEDIACENTER Value: 87
SM_STARTER Value: 88
SM_SERVERR2 Value: 89
SM_MOUSEHORIZONT- | Value: 91
ALWHEELPRESENT
SM_CXPADDEDBORDE- | Value: 92
R

SM_CMETRICS Value: 93

SM_REMOTESESSION Value: 4096
SM_SHUTTINGDOWN Value: 8192
SM_REMOTECONTROL | Value: 8193
SM_CARETBLINKINGE- | Value: 8194
NABLED
PROCESSOR_ARCHITE- | Value: 0
CTURE_INTEL
PROCESSOR_ARCHITE- | Value: 6
CTURE_TA64
PROCESSOR_ARCHITE- | Value: 9
CTURE_AMDG64
PROCESSOR_ARCHITE- | Value: 65535
CTURE_.UNKNOWN

GetVersionkx Value: GuessStringType (GetVersionExA,
GetVersionExW)

arch Value: ’i386°

bits Value: 32

08 Value: ’Windows XP’

__package__ Value: ’winappdbg.win32’
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25 Class ctypes.c_byte

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_byte

25.1 Methods

Inherited from _ctypes._SimpleCData

—ctypes_from_outparam__(), —-init_(), -new_(), -monzero_(), -repr--()

Inherited from ?2%._CData
_-hash__(), __reduce__(), __setstate__()

Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),

_str__(), __subclasshook__()

25.2 Properties

Name

Description

Inherited from _ctypes._SimpleCData
value

Inherited from ?¢._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

25.3 Class Variables

Name

Description

_type_ Value: b’
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26 Class ctypes.c_long

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_long

26.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

26.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

26.3 Class Variables

Name Description
_type_ Value: 1’
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27 Class ctypes.c_long._ _ctype_be__

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_long._ ctype_be__

27.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

27.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

27.3 Class Variables

Name Description
_type_ Value: 1’
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28 Class ctypes.c_short

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_short

28.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

28.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

28.3 Class Variables

Name Description
_type_ Value: ’h’
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29 Class ctypes.c_short.__ctype_be__

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_short._ctype_be__

29.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

29.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

29.3 Class Variables

Name Description
_type_ Value: ’h’
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30 Class ctypes.c_ubyte

object T
7?7._CData T
_ctypes._SimpleCData
ctypes.c_ubyte

30.1 Methods

Inherited from _ctypes._SimpleCData

—ctypes_from_outparam__(), —-init_(), -new_(), -monzero_(), -repr--()

Inherited from ?2%._CData
_-hash__(), __reduce__(), __setstate__()

Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),

_str__(), __subclasshook__()

30.2 Properties

Name

Description

Inherited from _ctypes._SimpleCData
value

Inherited from ?¢._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

30.3 Class Variables

Name

Description

_type_ Value: ’B’
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31 Class ctypes.c_ulong

object T
?77._CData T

_ctypes._SimpleCData

ctypes.c_ulong

31.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

31.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

31.3 Class Variables

Name Description
_type_ Value: 'L’

146



Class Variables Class ctypes.c_ulong.__ctype_be__

32 Class ctypes.c_ulong._ _ctype_be__

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_ulong.__ctype_be__

32.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

32.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

32.3 Class Variables

Name Description
_type_ Value: 'L’

147



Class Variables Class ctypes.c_ulonglong

33 Class ctypes.c_ulonglong

object T
?77._CData T

_ctypes._SimpleCData

ctypes.c_ulonglong

33.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

33.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

33.3 Class Variables

Name Description
_type_ Value: ’Q’°
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34 Class ctypes.c_ulonglong._ ctype_be__

object T
?77._CData T

_ctypes._SimpleCData
ctypes.c_ulonglong._ ctype_be__

34.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

34.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

34.3 Class Variables

Name Description
_type_ Value: ’Q’°
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35 Class ctypes.c_ushort

object T
?77._CData T

_ctypes._SimpleCData T

ctypes.c_ushort

35.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

35.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

35.3 Class Variables

Name Description
_type_ Value: ’H’
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36 Class ctypes.c_ushort._ _ctype_be__

object T
?77._CData T

_ctypes._SimpleCData T
ctypes.c_ushort. ctype_be__

36.1 Methods

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr__()
Inherited from ?2%._CData

_-hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), _setattr_(), __sizeof__(),
_str__(), __subclasshook__()

36.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

36.3 Class Variables

Name Description
_type_ Value: ’H’
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37 Class ctypes.c_void_p

object T
?77._CData T

_ctypes._SimpleCData T
ctypes.c_void_p

37.1 Methods

from_param(...)

Inherited from _ctypes._SimpleCData

__ctypes_from_outparam__(), __init_(), _new__(), __nonzero__(), __repr_()
Inherited from ?2%. CData

_hash_ (), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), -_setattr__(), _sizeof__(),
_str_(), __subclasshook__()

37.2 Properties

Name \ Description
Inherited from _ctypes._SimpleCData
value
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

37.3 Class Variables

Name Description
_type_ Value: P’
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38 Class str

object T
basestring T
str
str(object) -> string

Return a nice string representation of the object. If the argument is a string, the return
value is the same object.

38.1 Methods

_—add__(z, y)
X+y

__contains__(z, y)

y in x

“eq (5, 9)

X= :y

_format__(S, format_spec)

default object formatter

Return Value
unicode

Overrides: object.__format__

—ge—(z, y)
X>=y

__getattribute__(...)

x.__getattribute__('name’) <==> x.name

Overrides: object.__getattribute__
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__getitem__(z, y)

x[y]

__getnewargs__(...)

__getslice__(z, i, j)

xi:]]

Use of negative indices is not supported.

—gt——(z y)
x>y
__hash__(z)
hash(x)

Overrides: object.__hash__

Te (@ 9)
X<=y
_len_(z)
len(x)

Tt (% )
X<y
—-mod__(z, y)
x%y

_mul__(z, n)

*

X'

—ne__(z, y)

xl=y
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_new__(T, S, ...)

Return Value
a new object with type S, a subtype of T

Overrides: object._new__

_repr__(z)

repr(x)
Overrides: object.__repr__

_rmod__(z, y)

yY%ox

_rmul__(z, n)

*

n"x

__sizeof__(9)

Return Value
size of S in memory, in bytes

Overrides: object.__sizeof _

_str_(z)

str(x)

Overrides: object._str__

capitalize(5)

Return a copy of the string S with only its first character capitalized.

Return Value
string

center(S, width, fillchar=...)

Return S centered in a string of length width. Padding is done using the
specified fill character (default is a space)

Return Value
string
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count(S, sub, start=. .., end=...)

Return the number of non-overlapping occurrences of substring sub in string
S[start:end]. Optional arguments start and end are interpreted as in slice
notation.

Return Value
int

decode(S, encoding=. . ., errors=...)

Decodes S using the codec registered for encoding. encoding defaults to the
default encoding. errors may be given to set a different error handling scheme.
Default is ’strict’ meaning that encoding errors raise a UnicodeDecodeError.
Other possible values are ’ignore’ and 'replace’ as well as any other name
registered with codecs.register_error that is able to handle
UnicodeDecodeErrors.

Return Value
object

encode(S, encoding=. .., errors=...)

Encodes S using the codec registered for encoding. encoding defaults to the
default encoding. errors may be given to set a different error handling scheme.
Default is ’strict” meaning that encoding errors raise a UnicodeEncodeError.
Other possible values are ’ignore’, 'replace’ and 'xmlcharrefreplace’ as well as
any other name registered with codecs.register_error that is able to handle
UnicodeEncodeErrors.

Return Value
object

endswith(S, suffix, start=. .., end=...)

Return True if S ends with the specified suffix, False otherwise. With optional
start, test S beginning at that position. With optional end, stop comparing S
at that position. suffix can also be a tuple of strings to try.

Return Value
bool

expandtabs(S, tabsize=. . .)

Return a copy of S where all tab characters are expanded using spaces. If
tabsize is not given, a tab size of 8 characters is assumed.

Return Value
string
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find(S, sub, start=... | end=...)

Return the lowest index in S where substring sub is found, such that sub is
contained within s[start:end]. Optional arguments start and end are
interpreted as in slice notation.

Return -1 on failure.

Return Value
int

format (S, *args, **kwargs)

Return Value
unicode

index(S, sub, start=... | end=...)

Like S.find() but raise ValueError when the substring is not found.

Return Value
int

isalnum(S)

Return True if all characters in S are alphanumeric and there is at least one
character in S, False otherwise.

Return Value
bool

isalpha(95)

Return True if all characters in S are alphabetic and there is at least one
character in S, False otherwise.

Return Value
bool

isdigit(5)

Return True if all characters in S are digits and there is at least one character
in S, False otherwise.

Return Value
bool
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islower(.5)

Return True if all cased characters in S are lowercase and there is at least one
cased character in S, False otherwise.

Return Value
bool

isspace(S5)

Return True if all characters in S are whitespace and there is at least one
character in S, False otherwise.

Return Value
bool

istitle(.S)

Return True if S is a titlecased string and there is at least one character in S,
i.e. uppercase characters may only follow uncased characters and lowercase
characters only cased ones. Return False otherwise.

Return Value
bool

isupper(S)

Return True if all cased characters in S are uppercase and there is at least one
cased character in S, False otherwise.

Return Value
bool

join(S, iterable)

Return a string which is the concatenation of the strings in the iterable. The
separator between elements is S.

Return Value
string

ljust(S, width, fillchar=. ..)

Return S left-justified in a string of length width. Padding is done using the
specified fill character (default is a space).

Return Value
string
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lower(S)

Return a copy of the string S converted to lowercase.

Return Value
string

Istrip(S, chars=...)

Return a copy of the string S with leading whitespace removed. If chars is
given and not None, remove characters in chars instead. If chars is unicode, S
will be converted to unicode before stripping

Return Value
string or unicode

partition(S, sep)

Search for the separator sep in S, and return the part before it, the separator
itself, and the part after it. If the separator is not found, return S and two
empty strings.

Return Value
(head, sep, tail)

replace(S, old, new, count=...)

Return a copy of string S with all occurrences of substring old replaced by
new. If the optional argument count is given, only the first count occurrences
are replaced.

Return Value
string

rfind(S, sub, start=... | end=...)

Return the highest index in S where substring sub is found, such that sub is
contained within s[start:end]. Optional arguments start and end are
interpreted as in slice notation.

Return -1 on failure.

Return Value
int
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rindex(S, sub, start=... | end=...)

Like S.rfind() but raise ValueError when the substring is not found.

Return Value
int

rjust(S, width, fillchar=...)

Return S right-justified in a string of length width. Padding is done using the
specified fill character (default is a space)

Return Value
string

rpartition(S, sep)

Search for the separator sep in S, starting at the end of S, and return the part
before it, the separator itself, and the part after it. If the separator is not
found, return two empty strings and S.

Return Value
(head, sep, tail)

rsplit(S, sep=... |, maxsplit=...)

Return a list of the words in the string S, using sep as the delimiter string,
starting at the end of the string and working to the front. If maxsplit is given,
at most maxsplit splits are done. If sep is not specified or is None, any
whitespace string is a separator.

Return Value
list of strings

rstrip(S, chars=...)

Return a copy of the string S with trailing whitespace removed. If chars is
given and not None, remove characters in chars instead. If chars is unicode, S
will be converted to unicode before stripping

Return Value
string or unicode
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split(S, sep=... , maxsplit=...)

Return a list of the words in the string S, using sep as the delimiter string. If
maxsplit is given, at most maxsplit splits are done. If sep is not specified or is
None, any whitespace string is a separator and empty strings are removed
from the result.

Return Value
list of strings

splitlines(S, keepends=. . .)

Return a list of the lines in S, breaking at line boundaries. Line breaks are not
included in the resulting list unless keepends is given and true.

Return Value
list of strings

startswith(S, prefiz, start=. .., end=...)

Return True if S starts with the specified prefix, False otherwise. With
optional start, test S beginning at that position. With optional end, stop
comparing S at that position. prefix can also be a tuple of strings to try.

Return Value
bool

strip(S, chars=...)

Return a copy of the string S with leading and trailing whitespace removed. If
chars is given and not None, remove characters in chars instead. If chars is
unicode, S will be converted to unicode before stripping

Return Value
string or unicode

swapcase(S)

Return a copy of the string S with uppercase characters converted to lowercase
and vice versa.

Return Value
string
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title(S)

Return a titlecased version of S, i.e. words start with uppercase characters, all
remaining cased characters have lowercase.

Return Value
string

translate(S, table, deletechars=. . .)

Return a copy of the string S, where all characters occurring in the optional
argument deletechars are removed, and the remaining characters have been
mapped through the given translation table, which must be a string of length
256.

Return Value
string

upper(S5)

Return a copy of the string S converted to uppercase.

Return Value
string

Zfill(S, width)

Pad a numeric string S with zeros on the left, to fill a field of the specified
width. The string S is never truncated.

Return Value
string

Inherited from object

_delattr_(), __init__(), —_reduce__(), __reduce_ex__(), __setattr__(), __subclasshook_()

38.2 Properties

Name Description
Inherited from object
_class__
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39 Class unicode

object T

basestring T

unicode

unicode(string [, encoding|, errors|]) -> object

Create a new Unicode object from the given encoded string. encoding defaults to the current
default string encoding. errors can be ’strict’, 'replace’ or 'ignore’ and defaults to ’strict’.

39.1 Methods

_—add__(z, y)

X+y

__contains__(z, y)

y in x

“eq (5, 9)

X= :y

_format__(S, format_spec)

default object formatter

Return Value
unicode

Overrides: object.__format__

—ge—(z, y)

X>=y

__getattribute__(...)

x.__getattribute__('name’) <==> x.name

Overrides: object.__getattribute__
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__getitem__(z, y)

x[y]

__getnewargs__(...)

__getslice__(z, i, j)

xi:]]

Use of negative indices is not supported.

—gt——(z y)
x>y
__hash__(z)
hash(x)

Overrides: object.__hash__

Te (@ 9)
X<=y
_len_(z)
len(x)

Tt (% )
X<y
—-mod__(z, y)
x%y

_mul__(z, n)

*

X'

—ne__(z, y)

xl=y
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_new__(T, S, ...)

Return Value
a new object with type S, a subtype of T

Overrides: object._new__

_repr__(z)

repr(x)
Overrides: object.__repr__

_rmod__(z, y)

yY%ox

_rmul__(z, n)

*

n"x

__sizeof__(9)

Return Value
size of S in memory, in bytes

Overrides: object.__sizeof _

_str_(z)
str(x)

Overrides: object._str__

capitalize(5)

Return a capitalized version of S, i.e. make the first character have upper case.

Return Value
unicode

center(S, width, fillchar=. ..)

Return S centered in a Unicode string of length width. Padding is done using
the specified fill character (default is a space)

Return Value
unicode
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count(S, sub, start=. .., end=...)

Return the number of non-overlapping occurrences of substring sub in Unicode
string S[start:end]. Optional arguments start and end are interpreted as in
slice notation.

Return Value
int

decode(S, encoding=. . ., errors=...)

Decodes S using the codec registered for encoding. encoding defaults to the
default encoding. errors may be given to set a different error handling scheme.
Default is ’strict’ meaning that encoding errors raise a UnicodeDecodeError.
Other possible values are ’ignore’ and 'replace’ as well as any other name
registerd with codecs.register_error that is able to handle
UnicodeDecodeErrors.

Return Value
string or unicode

encode(S, encoding=. .., errors=...)

Encodes S using the codec registered for encoding. encoding defaults to the
default encoding. errors may be given to set a different error handling scheme.
Default is ’strict” meaning that encoding errors raise a UnicodeEncodeError.
Other possible values are ’ignore’, 'replace’ and 'xmlcharrefreplace’ as well as
any other name registered with codecs.register_error that can handle
UnicodeEncodeErrors.

Return Value
string or unicode

endswith(S, suffix, start=. .., end=...)

Return True if S ends with the specified suffix, False otherwise. With optional
start, test S beginning at that position. With optional end, stop comparing S
at that position. suffix can also be a tuple of strings to try.

Return Value
bool

expandtabs(S, tabsize=. . .)

Return a copy of S where all tab characters are expanded using spaces. If
tabsize is not given, a tab size of 8 characters is assumed.

Return Value
unicode
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find(S, sub, start=... | end=...)

Return the lowest index in S where substring sub is found, such that sub is
contained within s[start:end]. Optional arguments start and end are
interpreted as in slice notation.

Return -1 on failure.

Return Value
int

format (S, *args, **kwargs)

Return Value
unicode

index(S, sub, start=... | end=...)

Like S.find() but raise ValueError when the substring is not found.

Return Value
int

isalnum(S)

Return True if all characters in S are alphanumeric and there is at least one
character in S, False otherwise.

Return Value
bool

isalpha(95)

Return True if all characters in S are alphabetic and there is at least one
character in S, False otherwise.

Return Value
bool

isdecimal(5)

Return True if there are only decimal characters in S, False otherwise.

Return Value
bool
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isdigit(9)

Return True if all characters in S are digits and there is at least one character
in S, False otherwise.

Return Value
bool

islower(S)

Return True if all cased characters in S are lowercase and there is at least one
cased character in S, False otherwise.

Return Value
bool

isnumeric(S)

Return True if there are only numeric characters in S, False otherwise.

Return Value
bool

isspace(S5)

Return True if all characters in S are whitespace and there is at least one
character in S, False otherwise.

Return Value
bool

istitle(S)

Return True if S is a titlecased string and there is at least one character in S,
i.e. upper- and titlecase characters may only follow uncased characters and
lowercase characters only cased ones. Return False otherwise.

Return Value
bool

isupper(S)

Return True if all cased characters in S are uppercase and there is at least one
cased character in S, False otherwise.

Return Value
bool
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join(S, iterable)

Return a string which is the concatenation of the strings in the iterable. The
separator between elements is S.

Return Value
unicode

ljust(S, width, fillchar=. ..)

Return S left-justified in a Unicode string of length width. Padding is done
using the specified fill character (default is a space).

Return Value
int

lower(S)

Return a copy of the string S converted to lowercase.

Return Value
unicode

Istrip(S, chars=...)

Return a copy of the string S with leading whitespace removed. If chars is
given and not None, remove characters in chars instead. If chars is a str, it will
be converted to unicode before stripping

Return Value
unicode

partition(S, sep)

Search for the separator sep in S, and return the part before it, the separator
itself, and the part after it. If the separator is not found, return S and two
empty strings.

Return Value
(head, sep, tail)

replace(S, old, new, count=. . .)

Return a copy of S with all occurrences of substring old replaced by new. If the
optional argument count is given, only the first count occurrences are replaced.

Return Value
unicode
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rfind(S, sub, start=... | end=...)

Return the highest index in S where substring sub is found, such that sub is
contained within s[start:end]. Optional arguments start and end are
interpreted as in slice notation.

Return -1 on failure.

Return Value
int

rindex(S, sub, start=... | end=...)

Like S.rfind() but raise ValueError when the substring is not found.

Return Value
int

rjust(S, width, fillchar=...)

Return S right-justified in a Unicode string of length width. Padding is done
using the specified fill character (default is a space).

Return Value
unicode

rpartition(S, sep)

Search for the separator sep in S, starting at the end of S, and return the part
before it, the separator itself, and the part after it. If the separator is not
found, return two empty strings and S.

Return Value
(head, sep, tail)

rsplit(S, sep=... | mazxsplit=...)

Return a list of the words in S, using sep as the delimiter string, starting at
the end of the string and working to the front. If maxsplit is given, at most
maxsplit splits are done. If sep is not specified, any whitespace string is a
separator.

Return Value
list of strings
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rstrip(S, chars=...)

Return a copy of the string S with trailing whitespace removed. If chars is
given and not None, remove characters in chars instead. If chars is a str, it will
be converted to unicode before stripping

Return Value
unicode

split(S, sep=... , maxsplit=...)

Return a list of the words in S, using sep as the delimiter string. If maxsplit is
given, at most maxsplit splits are done. If sep is not specified or is None, any
whitespace string is a separator and empty strings are removed from the result.

Return Value
list of strings

splitlines(S, keepends=. . .)

Return a list of the lines in S, breaking at line boundaries. Line breaks are not
included in the resulting list unless keepends is given and true.

Return Value
list of strings

startswith(S, prefiz, start=. .., end=...)

Return True if S starts with the specified prefix, False otherwise. With
optional start, test S beginning at that position. With optional end, stop
comparing S at that position. prefix can also be a tuple of strings to try.

Return Value
bool

strip(S, chars=...)

Return a copy of the string S with leading and trailing whitespace removed. If
chars is given and not None, remove characters in chars instead. If chars is a
str, it will be converted to unicode before stripping

Return Value
unicode
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swapcase(S)

Return a copy of S with uppercase characters converted to lowercase and vice
versa.

Return Value
unicode

title(S)

Return a titlecased version of S, i.e. words start with title case characters, all
remaining cased characters have lower case.

Return Value
unicode

translate(S, table)

Return a copy of the string S, where all characters have been mapped through
the given translation table, which must be a mapping of Unicode ordinals to
Unicode ordinals, Unicode strings or None. Unmapped characters are left
untouched. Characters mapped to None are deleted.

Return Value
unicode

upper($5)

Return a copy of S converted to uppercase.

Return Value
unicode

zfill(S, width)

Pad a numeric string S with zeros on the left, to fill a field of the specified
width. The string S is never truncated.

Return Value
unicode

Inherited from object

_delattr_(), __init__(), -_reduce__(), __reduce_ex__(), __setattr__(), __subclasshook__()

39.2 Properties

Name \ Description
Inherited from object
_class__

continued on next page
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40 Class winappdbg.breakpoint.ApiHook

object T
winappdbg.breakpoint.Hook
winappdbg.breakpoint.ApiHook
Used by EventHandler.

This class acts as an action callback for code breakpoints set at the beginning of a function.
It automatically retrieves the parameters from the stack, sets a breakpoint at the return
address and retrieves the return value from the function call.

See Also: EventHandler.apiHooks
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Class winappdbg.breakpoint.ApiHook

40.1 Methods

__init__(self, eventHandler, procName, paramCount=0)

Parameters

procName:

paramCount:

X._init__(...) initializes x; see x.__class__.__doc__ for signature

eventHandler: Event handler instance.

Overrides: object.__init__

(type=EventHandler)

Procedure name. The pre and post callbacks will be
deduced from it.

For example, if the procedure is ” LoadLibraryEx”
the callback routines will be ”pre_LoadLibraryEx”
and "post_LoadLibraryEx".

The signature for the callbacks can be something
like this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function parame
# (...)

def post_LoadLibraryEx(event, return_value):

# (...)

But if you passed the right number of arguments,
you can also use a signature like this:

def pre LoadlLibraryEx(event, ra, lpFilename,
szFilename = event.get_process().peek_stri

# (...)

Note that the second example assumes all
parameters are DWORDs. This may not always be
so, especially in 64 bits Windows.

(type=str)
(Optional) Number of parameters for the callback.
Parameters are read from the stack and assumed to

be DWORDs. The first parameter of the pre
callback is always the return address.

(type=int)

cers

\IFile, dwFlags):
ng (1pFilename)
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hook(self, debug, pid, modName)

Installs the API hook on a given process and module.

Parameters
debug:  Debug object.

(type=Debdbug)
pid: Process ID.
(type=int)
modName: Module name.
(type=str)
Overrides: winappdbg.breakpoint.Hook.hook
Warning: Do not call from an API hook callback.

unhook(self, debug, pid, modName)

Removes the API hook from the given process and module.

Parameters
debug:  Debug object.

(type=Debug)

pid: Process ID.
(type=int)

modName: Module name.
(type=str)

Overrides: winappdbg.breakpoint.Hook.unhook
Warning: Do not call from an API hook callback.

__call__(self, event)

Handles the breakpoint event on entry of the function.

Parameters
event: Breakpoint hit event.

(type=EzceptionEvent)

Raises
WindowsError An error occured.
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get_params(self, tid)

Returns the parameters found in the stack when the hooked function was last
called by this thread.

Parameters
tid: Thread global ID.
(type=int)

Return Value
Tuple of arguments.

(type=tuple( arg, arg, arg... ))

get_params_stack(self, tid)

Returns the parameters found in the stack each time the hooked function was
called by this thread and haven’t returned yet.

Parameters
tid: Thread global ID.
(type=int)

Return Value
List of argument tuples.

(type=list of tuple( arg, arg, arg... ))

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

40.2 Properties

Name Description
Inherited from object
_class__

40.3 Class Variables

Name Description
useHardwareBreakpoints True to try to use hardware breakpoints, False
otherwise.
Value: False (type=bool)
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41 Class winappdbg.breakpoint.Breakpoint

object
winappdbg.breakpoint.Breakpoint

Known Subclasses: winappdbg.breakpoint.CodeBreakpoint, winappdbg.breakpoint. HardwareBreakpoin
winappdbg.breakpoint.PageBreakpoint

Base class for breakpoints. Here’s the breakpoints state machine.

See Also: CodeBreakpoint, PageBreakpoint, HardwareBreakpoint
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41.1 Methods

__init__(self, address, size=1, condition=True, action=None)

Breakpoint object.

Parameters
address:  Memory address for breakpoint.
(type=int)
size: Size of breakpoint in bytes (defaults to 1).
(type=int)

condition: (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return value
is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)
Overrides: object._init__

_repr__(self)

repr(x)

Overrides: object._repr__ extit(inherited documentation)
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get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_setattr_(), _sizeof__(), _str_(), __subclasshook__()

State machine

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)
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get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

enable(self, aProcess, aThread)

Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)
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one_shot(self, aProcess, aThread)

Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

running(self, aProcess, aThread)

Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one _shot, running

Information

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)
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get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

Conditional breakpoints

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__
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eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

Automatic breakpoints

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)
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run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

41.2 Properties

Name Description
Inherited from object
_class__

41.3 Class Variables

Name Description
typeName User friendly breakpoint type string.
Value: ’breakpoint’ (type=sir)
stateNames User-friendly names for each breakpoint state.

Value: {0: ’disabled’, 1: ‘’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str })

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — Enabled, Disabled

Value: 3 (type=int)
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42 Class winappdbg.breakpoint.BreakpointContainer

object
winappdbg.breakpoint.BreakpointContainer
Known Subclasses: winappdbg.debug.Debug

Encapsulates the capability to contain Breakpoint objects.

42.1 Methods

__init__(self)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

notify_unload_dll(self, event)
Notify the unloading of a DLL.

Parameters
event: Unload DLL event.

(type=UnloadDLLEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr_(), _sizeof__(), _str__(), __subclasshook__()

Breakpoints
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break_at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code _breakpoint for more details.
(type=function)
See Also: stalk_at, dont_break_at

dont_break_at(self, pid, address)

Clears a code breakpoint set by break_at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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paramCount=0)

hook_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)

le, dwFlags):
(1pFilename)
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dont_hook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

unhook_function(self, pid, address)

Removes a function hook set by hook function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

watch_variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch variable
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dont_watch_variable(self, tid, address)

Clears a hardware breakpoint set by watch_variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)

watch_buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define_page_breakpoint for more details.
(type=function)
See Also: dont_watch variable

dont_watch_buffer(self, pid, address, size)

Clears a page breakpoint set by watch buffer.

Parameters

pid: Process global ID.
(type=int)

address: Memory address of buffer to stop watching.
(type=int)

size: Size in bytes of buffer to stop watching.
(type=int)

Stalking
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stalk_at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code _breakpoint for more details.
(type=function)
See Also: break_at, dont_stalk_at

dont _stalk_at(self, pid, address)

Clears a code breakpoint set by stalk_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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paramCount=0)

stalk_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a one-shot function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)

le, dwFlags):
(1pFilename)
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dont _stalk_function(self, pid, address)

Removes a function hook set by stalk function.

Parameters
pid: Process global ID.

(type=int)
address: Function address.

(type=int)

stalk_variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define_hardware_breakpoint for more details.
(type=function)
See Also: dont watch variable

dont _stalk_variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)
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stalk_buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define page breakpoint for more details.
(type=function)
See Also: dont watch variable

dont_stalk _buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters

pid: Process global ID.
(type=int)

address: Memory address of buffer to stop watching.
(type=int)

size: Size in bytes of buffer to stop watching.
(type=int)

Tracing

is_tracing(self, tid)

Parameters
tid: Thread global ID.
(type=int)

Return Value
True if the thread is being traced, False otherwise.

(type=bool)
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get_traced_tids(self)
Retrieves the list of global IDs of all threads being traced.

Return Value
List of thread global IDs.

(type=list( int... ))

start_tracing(self, tid)

Start tracing mode in the given thread.

Parameters
tid: Global ID of thread to start tracing.
(type=int)

stop_tracing(self, tid)

Stop tracing mode in the given thread.

Parameters
tid: Global ID of thread to stop tracing.
(type=int)

start_tracing_process(self, pid)

Start tracing mode for all threads in the given process.

Parameters
pid: Global ID of process to start tracing.
(type=int)

stop_tracing_process(self, pid)

Stop tracing mode for all threads in the given process.

Parameters
pid: Global ID of process to stop tracing.

(type=int)

start_tracing_all(self)

Start tracing mode for all threads in all debugees.

stop_tracing_all(self)

Stop tracing mode for all threads in all debugees.
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Symbols

resolve_exported_function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters
pid: Process global ID.
(type=int)
modName: Name of the module that exports the function.
(type=str)
procName: Name of the exported function to resolve.
(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)

resolve_label(self, pid, label)

Resolves a label for the given process.

Parameters
pid:  Process global ID.
(type=int)
label: Label to resolve.
(type=str)

Return Value
Memory address pointed to by the label.
(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define_code_breakpoint(self, dwProcessld, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event) :
pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
Return Value
The code breakpoint object.

(type=CodeBreakpoint)

See Also: has_code_breakpoint, get_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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define_page_breakpoint(self, dwProcessld, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.
(type=int)

pages: Number of pages to watch.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
Return Value
The page breakpoint object.

(type=PageBreakpoint)

See Also: has_page breakpoint, get_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint
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define_hardware_breakpoint(self, dwThreadld, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address to watch.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BP BREAK ON_EXECUTION
Break on code execution.
e BP BREAK ON_WRITE
Break on memory read or write.
e BP_BREAK_ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e BP WATCH_BYTE
One (1) byte in size.
e BP_WATCH_WORD
Two (2) bytes in size.
e BP_WATCH_DWORD
Four (4) bytes in size.
e BP_WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normallgoo

The callback signature is:

def action_callback(event):
pass # no return value
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has_code_breakpoint(self, dwProcessld, address)

Checks if a code breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define_code_breakpoint, get_code_breakpoint,
erase_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

has_page_breakpoint(self, dwProcessld, address)

Checks if a page breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase_page_breakpoint, enable _page breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint
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has_hardware_breakpoint(self, dwThreadld, address)

Checks if a hardware breakpoint is defined at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get_hardware breakpoint,
erase_hardware_breakpoint, enable hardware _breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware breakpoint

get_code_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define_code_breakpoint, has_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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get_page_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint

get_hardware_breakpoint(self, dwThreadld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has_hardware breakpoint,
get_code_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint,
erase_hardware_breakpoint
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enable_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

enable_one_shot_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint erase_page_breakpoint,

enable_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_one_shot_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,

Note: Do not set hardware breakpoints while processing the system
breakpoint event.
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enable_one_shot_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_one_shot_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_page_breakpoint, disable_page_breakpoint
erase_page_breakpoint,

enable_one_shot_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address for only one shot.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,
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disable_code_breakpoint(self, dwProcessld, address)

Disables the code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define_code_breakpoint, has_code_breakpoint,
get_code_breakpoint, enable_code_breakpoint
enable_one_shot_code_breakpoint, erase_code_breakpoint,

disable_page_breakpoint(self, dwProcessld, address)

Disables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint
enable_one_shot_page_breakpoint, erase_page_breakpoint,

disable_hardware_breakpoint(self, dwThreadld, address)

Disables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint
enable_one_shot_hardware_breakpoint, erase_hardware_breakpoint,

206



Methods Class winappdbg.breakpoint. BreakpointContainer

erase_code_breakpoint(self, dwProcessld, address)

Erases the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

erase_page_breakpoint(self, dwProcessld, address)

Erases the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint

erase_hardware_breakpoint(self, dwThreadld, address)

Erases the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable hardware_breakpoint

Listing breakpoints
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get_all_breakpoints(self)

Returns all breakpoint objects as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Return Value
List of all breakpoints.
(type=list of tuple( pid, tid, bp ))
Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:
e get_all_code_breakpoints
e get_all page breakpoints

get_all _hardware_breakpoints
e get_process_code_breakpoints
e get_process_page_breakpoints

e get_process_hardware_breakpoints

get_thread_hardware_breakpoints

get_all_code_breakpoints(self)

Return Value
All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get_all_page_breakpoints(self)

Return Value
All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))

get_all hardware_breakpoints(self)

Return Value
All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
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get_process_breakpoints(self, dwProcessld)

Returns all breakpoint objects for the given process as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value
List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

e get_all _code_breakpoints

e get_all _page_breakpoints

e get_all hardware_breakpoints

e get_process_code_breakpoints

e get_process_page_breakpoints

e get_process_hardware_breakpoints

e get_thread_hardware_breakpoints

get_process_code_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get_process_page_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All page breakpoints for the given process.

(type=list of PageBreakpoint)

get_thread_hardware_breakpoints(self, dwThreadld)

Parameters
dwThreadId: Thread global ID.

(type=int)
Return Value
All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get _process_hardware breakpoints

get_process_hardware_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
See Also: get_thread hardware breakpoints

Batch operations on breakpoints

enable_all breakpoints(self)

Enables all disabled breakpoints in all processes.

See Also: enable_code_breakpoint, enable_page_breakpoint,
enable_hardware_breakpoint
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enable_one_shot_all_breakpoints(self)

Enables for one shot all disabled breakpoints in all processes.

See Also: enable_one_shot_code_breakpoint, enable_one_shot_page_breakpoint,
enable_one_shot_hardware_breakpoint

disable_all_breakpoints(self)

Disables all breakpoints in all processes.

See Also: disable_code_breakpoint, disable_page_breakpoint,
disable_hardware_breakpoint

erase_all_breakpoints(self)

Erases all breakpoints in all processes.

See Also: erase_code_breakpoint, erase_page_breakpoint,
erase_hardware_breakpoint

enable_process_breakpoints(self, dwProcessld)

Enables all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_one_shot_process_breakpoints(self, dwProcessld)

Enables for one shot all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

disable_process_breakpoints(self, dwProcessld)

Disables all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)
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erase_process_breakpoints(self, dwProcessld)

Erases all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

Event notifications (private)

notify_guard_page(self, event)

Notify breakpoints of a guard page exception event.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

notify _breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters
event: Breakpoint exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

notify_single_step(self, event)

Notify breakpoints of a single step exception event.

Parameters
event: Single step exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
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notify_exit_thread(self, event)

Notify the termination of a thread.

Parameters
event: Exit thread event.

(type=EzitThreadEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

notify_exit_process(self, event)

Notify the termination of a process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

42.2 Properties

Name \ Description
Inherited from object
_class__

42.3 Class Variables

Name Description

BP BREAK_ON_IO_ACC- | Value: 2

ESS

Breakpoint types

BP_TYPE_ANY To get all breakpoints
Value: 0 (type=int)

BP_TYPE_CODE To get code breakpoints only
Value: 1 (type=int)

BP TYPE_PAGE To get page breakpoints only
Value: 2 (type=int)

BP_TYPE_HARDWARE To get hardware breakpoints only
Value: 3 (type=int)

continued on next page
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Name | Description
Breakpoint states
BP_STATE_DISABLED Breakpoint is disabled.
Value: 0 (type=int)
BP STATE_ENABLED Breakpoint is enabled.
Value: 1 (type=int)
BP STATE_ONESHOT Breakpoint is enabled for one shot.
Value: 2 (type=int)
BP_STATE _RUNNING Breakpoint is running (recently hit).
Value: 3 (type=int)
Memory breakpoint trigger flags
BP _ BREAK_ON_EXECU- | Break on code execution.
TION Value: 0 (type=int)
BP_BREAK_ON_WRITE Break on memory write.
Value: 1 (type=int)
BP_BREAK_ON_ACCESS | Break on memory read or write.
Value: 3 (type=int)

Memory breakpoint size flags

BP_-WATCH_BYTE Value: 0
BP_-WATCH_WORD Value: 1
BP WATCH_QWORD Value: 2
BP_-WATCH_DWORD Value: 3
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43 Class winappdbg.breakpoint.BufferWatch

object
winappdbg.breakpoint.BufferWatch
Used by Debug.watch_buffer.

This class acts as a condition callback for page breakpoints. It emulates page breakpoints
that can overlap and/or take up less than a page’s size.

43.1 Methods

__init__(self)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object._init__ extit(inherited documentation)

add(self, address, size, action=None)

Adds a buffer to the watch object.

Parameters
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See Debug.define page breakpoint for more details.

(type=function)

remove(self, address, size)

Removes a buffer from the watch object.

Parameters
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)
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exists(self, address, size)

Parameters
address: Memory address of buffer being watched.
(type=int)
size: Size in bytes of buffer being watched.
(type=int)

Return Value
True if the buffer is being watched, False otherwise.

(type=bool)

span(self)

Return Value
Base address and size in pages required to watch all the buffers.

(type=tuple( int, int ))

count(self)

Return Value
Number of buffers being watched.

(type=int)

__call__(self, event)

Breakpoint condition callback.

This method will also call the action callbacks for each buffer being watched.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

Return Value
True if the address being accessed belongs to at least one of the
buffers that was being watched and had no action callback.

(type=bool)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()
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Class winappdbg.breakpoint. Buffer Watch

43.2 Properties

Name

Description

__class__

Inherited from object
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44 Class winappdbg.breakpoint.CodeBreakpoint

object T
winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint. CodeBreakpoint
Code execution breakpoints (using an int3 opcode).

See Also: Debug.break at

44.1 Methods

__init__(self, address, condition=True, action=None)

Code breakpoint object.

Parameters
address:  Memory address for breakpoint.

(type=int)
condition: (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)
Overrides: object._init__

See Also: Breakpoint.__init__

__repr__(self)

repr(x)

Overrides: object.__repr__ extit(inherited documentation)

get_span(self)

Return Value

Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object
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_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_setattr_(), _sizeof__(), _str_(), __subclasshook__()

State machine

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

219



Methods Class winappdbg.breakpoint. CodeBreakpoint

one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)

running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)
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hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)
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get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)
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set_condition(self, condition=True)

Class winappdbg.breakpoint. CodeBreakpoint

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)

See Also: __init__

Aut

omatic breakpoints

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)
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44.2 Properties
Name \ Description
Inherited from object
_class__
44.3 Class Variables
Name Description
typeName User friendly breakpoint type string.
Value: ’code breakpoint’ (type=str)
bplnstruction Breakpoint instruction for the current
processor.
Value: ’\xcc’ (type=str)
stateNames User-friendly names for each breakpoint state.

Value: {O: ’disabled’, 1: ‘’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str })

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — Enabled, Disabled

Value: 3 (type=int)
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45 Class winappdbg.breakpoint.HardwareBreakpoint

object T
winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint.HardwareBreakpoint
Hardware breakpoint (using debug registers).

See Also: Debug.watch variable
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45.1 Methods

__init__(self, address, triggerFlag=3, sizeFlag=3, condition=True,
action=None)

Hardware breakpoint object.
Parameters
address: Memory address for breakpoint.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BREAK ON_EXECUTION
Break on code execution.
e BREAK ON _WRITE
Break on memory read or write.
e BREAK ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e WATCH BYTE
One (1) byte in size.
e WATCH_WORD
Two (2) bytes in size.
e WATCH_DWORD
Four (4) bytes in size.
e WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)

Overrides: object._init__

See Also: Breakpoint.__init__
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get_slot(self)

Return Value
The debug register number used by this breakpoint, or None if the
breakpoint is not active.

(type=int)

get_trigger(self)

Return Value
The breakpoint trigger flag.

(type=int)
See Also: validTriggers

get_watch(self)

Return Value
The breakpoint watch flag.

(type=int)
See Also: validWatchSizes

__repr__(self)

repr(x)
Overrides: object._repr__ extit(inherited documentation)

get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_setattr_(), _sizeof_(), _str_(), __subclasshook__()

State machine

227



Methods Class winappdbg.breakpoint. HardwareBreakpoint

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)
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running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)
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is_enabled(self)

Class winappdbg.breakpoint. HardwareBreakpoint

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

230




Methods Class winappdbg.breakpoint. HardwareBreakpoint

eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__

Automatic breakpoints
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get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)

45.2 Properties

Name \ Description
Inherited from object
_class__

45.3 Class Variables
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Class winappdbg.breakpoint. HardwareBreakpoint

Name Description
typeName User friendly breakpoint type string.
Value: ’hardware breakpoint’ (type=str)
validTriggers Valid trigger flag values.
Value: (0, 1, 3, 2) (type=tuple)
validWatchSizes Valid watch flag values.
Value: (0, 1, 3, 2) (type=tuple)
stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str })
Trigger flags

BREAK_ON_EXECUTIO-
N

Break on execution.
Value: 0 (type=int)

BREAK_ON_WRITE

Break on write.
Value: 1 (type=int)

BREAK_ON_ACCESS

Break on read or write.
Value: 3 (type=int)

BREAK_ON_IO_ACCESS

Break on I/O port access.
Value: 2 (type=int)

Watch size flags

WATCH_BYTE

Watch a byte.
Value: 0 (type=int)

WATCH-WORD

Watch a word.
Value: 1 (type=int)

WATCH_-DWORD

Watch a double word.
Value: 3 (type=int)

WATCH_QWORD

Watch one quad word.
Value: 2 (type=int)

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — FEnabled, Disabled

Value: 3 (type=int)
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46 Class winappdbg.breakpoint.Hook

object
winappdbg.breakpoint.Hook
Known Subclasses: winappdbg.breakpoint.ApiHook
Used by Debug.hook_function.

This class acts as an action callback for code breakpoints set at the beginning of a function.
It automatically retrieves the parameters from the stack, sets a breakpoint at the return
address and retrieves the return value from the function call.
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Class winappdbg.breakpoi

nt.Hook

46.1 Methods

__init__(self, preCB=None, postCB=None, paramCount=0)

Parameters
preCB:

postCB:

paramCount:

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre_LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadLibraryEx(event, ra, lpFilename, hFj]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

Note that the second example assumes all parameters
are DWORDs. This may not always be so, especially
in 64 bits Windows.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post_LoadLibraryEx(event, return value):

# (...
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

le, dwFlags):
(1pFilename)
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__call__(self, event)

Handles the breakpoint event on entry of the function.

Parameters
event: Breakpoint hit event.

(type=EzceptionEvent)

Raises
WindowsError An error occured.

get_params(self, tid)

Returns the parameters found in the stack when the hooked function was last
called by this thread.

Parameters
tid: Thread global ID.
(type=int)

Return Value
Tuple of arguments.

(type=tuple( arg, arg, arg... ))

get_params_stack(self, tid)

Returns the parameters found in the stack each time the hooked function was
called by this thread and haven'’t returned yet.

Parameters
tid: Thread global ID.
(type=int)

Return Value
List of argument tuples.

(type=list of tuple( arg, arg, arg... ))
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hook(self, debug, pid, address)

Installs the function hook at a given process and address.

Parameters
debug:  Debug object.

(type=Debdbug)

pid: Process ID.
(type=int)

address: Function address.
(type=int)

See Also: unhook

Warning: Do not call from an function hook callback.

unhook(self, debug, pid, address)

Removes the function hook at a given process and address.

Parameters
debug:  Debug object.

(type=Debug)

pid: Process ID.
(type=int)

address: Function address.
(type=int)

See Also: hook

Warning: Do not call from an function hook callback.

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

46.2 Properties

Name \ Description
Inherited from object

_class__

46.3 Class Variables

237



Class Variables Class winappdbg.breakpoint. Hook

Name Description
useHardwareBreakpoints True to try to use hardware breakpoints, False
otherwise.
Value: False (type=bool)
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47 Class winappdbg.breakpoint.PageBreakpoint

object T

winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint.PageBreakpoint
Page access breakpoint (using guard pages).

See Also: Debug.watch buffer

47.1 Methods

__init__(self, address, pages=1, condition=True, action=None)

Page breakpoint object.

Parameters
address:  Memory address for breakpoint.
(type=int)
address:  Size of breakpoint in pages.
(type=int)

condition: (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)
pages: (type=int)
Overrides: object.__init__

See Also: Breakpoint._ _init__

get_size_in_pages(self)

Return Value
The size in pages of the breakpoint.

(type=int)
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__repr__(self)

repr(x)
Overrides: object._repr__ extit(inherited documentation)

get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_setattr__(), _sizeof__(), __str__(), __subclasshook__()

State machine

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

240



Methods Class winappdbg.breakpoint. PageBreakpoint

enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)

running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)
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get_state(self)

Return Value
The current state of the breakpoint (DISABLED7 ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)
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is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)
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is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__

Automatic breakpoints

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)
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run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)

47.2 Properties

Name \ Description
Inherited from object
_class__

47.3 Class Variables

Name Description
typeName User friendly breakpoint type string.
Value: ’page breakpoint’ (type=str)
stateNames User-friendly names for each breakpoint state.

Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str })

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — FEnabled, Disabled

Value: 3 (type=int)
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48 Class winappdbg.crash.Crash

object
winappdbg.crash.Crash

Represents a crash, bug, or another interesting event in the debugee.

48.1 Methods

__init__(self, event)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
event: Event object for crash.

(type=Event)

Overrides: object.__init__

__str__(self)

str(x)

Overrides: object.__str__ extit(inherited documentation)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _sizeof__(), __subclasshook__()

Key

key (self)

Generates an approximately unique key for the Crash object.

This key can be used as an heuristic to determine if two crashes were caused
by the same software error. Ideally it should be treated as an opaque object.

Return Value
Crash unique key.

(type=(opaque))

Report
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isExploitable(self)

Guess how likely is it that the bug causing the crash can be leveraged into an
exploitable vulnerability.

Return Value
The first element of the tuple is the result of the analysis, being one
of the following:
e Not an exception
e Not exploitable
e Not likely exploitable
e Unknown
e Probably exploitable
e Exploitable

The second element of the tuple is a code to identify the matched
heuristic rule.

The second element of the tuple is a description string of the reason
behind the result.

(type=tuple( str, str ))
Note: Don’t take this as an equivalent of a real exploitability analysis, that

can only be done by a human being! This is only a guideline, useful for
example to sort crashes - placing the most interesting ones at the top.

See Also: The heuristics are similar to those of the !exploitable extension
for WinDBG, which can be downloaded from here:

http://www. codeplex.com/msecdbg

briefReport(self)

Return Value
Short description of the event.

(type=str)

fullReport(self, bShowNotes=True)

Parameters
bShowNotes: True to show the user notes, False otherwise.

(type=bool)
Return Value
Long description of the event.

(type=str)
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notesReport(self)

Return Value

All notes, merged and formatted for a report.

(type=str)

Not

es

addNote(self, msg)

Add a note to the crash event.

Parameters
msg: Note text.

(type=str)

clearNotes(self)

Clear the notes of this crash event.

getNotes(self)

Get the list of notes of this crash event.

Return Value
List of notes.

(type=list( str ))

iterNotes(self)

Iterate the notes of this crash event.

Return Value
Iterator of the list of notes.

(type=listiterator)

hasNotes(self)

Return Value

True if there are notes for this crash event.

(type=bool)

Mzs

cellaneous
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fetch_extra_data(self, event, takeMemorySnapshot=0)

Fetch extra data from the Event object.

Parameters
event:

takeMemorySnapshot: Memory snapshot behavior:

Event object for crash.

(type=Event)

(type=int)
Note: This is only needed for exceptions. Since this method may take a little

longer to run, it’s best to call it only after you've determined the crash is
interesting and you want to save it.

e 0 to take no memory information

(default).

e 1 to take only the memory map. See
Process.get memory map.

e 2 to take a full memory snapshot. See
Process.take_memory_snapshot.

e 3 to take a full memory snapshot
generator. See
Process.generate_memory_snapshot.

48.2 Properties

Name Description
pc Value of the program counter register.
(type=int)
Sp Value of the stack pointer register.
(type=int)
fp Value of the frame pointer register.
(type=int)
Inherited from object
_class__
48.3 Instance Variables
Name Description
environment Environment variables for the target process.

None if unapplicable or unable to retrieve.
(type=None or dict( str — str ))

continued on next page
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Name

Description

environmentData

Environment data for the target process.
None if unapplicable or unable to retrieve.
(type=None or list of str)

Notes

notes

List of strings, each string is a note.
(type=list( str ))

Basic information

eventCode

Event code as defined by the Win32 API.
(type=int)

eventName

Event code user-friendly name.
(type=str)

labelPC

Label pointing to the program counter.
None or invalid if unapplicable or unable to
retrieve.

(type=None or str)

pid

Process global ID.
(type=int)

registers

Dictionary mapping register names to their
values.
(type=dict( str — int ))

tid

Thread global 1D.
(type=int)

timeStamp

Timestamp as returned by time.time().
(type=float)

Optional information

debugString

Debug string sent by the debugee.
None if unapplicable or unable to retrieve.
(type=None or str)

exceptionAddress

Memory address where the exception occured.
None if unapplicable or unable to retrieve.
(type=None or int)

exceptionCode

Exception code as defined by the Win32 API.
None if unapplicable or unable to retrieve.
(type=None or int)

exceptionDescription

Exception description.
None if unapplicable or unable to retrieve.
(type=None or str)

exceptionLabel

Label pointing to the exception address.
None or invalid if unapplicable or unable to
retrieve.

(type=None or str)

continued on next page
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Name Description
exceptionName Exception code user-friendly name.
None if unapplicable or unable to retrieve.
(type=None or str)
fault Address Access violation memory address. Only
applicable to memory faults.
None if unapplicable or unable to retrieve.
(type=None or int)
faultLabel Label pointing to the access violation memory
address. Only applicable to memory faults.
None if unapplicable or unable to retrieve.
(type=None or str)

fault Type Access violation type. Only applicable to
memory faults. Should be one of the following
constants:

e win32.ACCESS_VIOLATION_TYPE_READ
e win32.ACCESS_VIOLATION_TYPE WRITE

e win32.ACCESS_VIOLATION_TYPE DEP
None if unapplicable or unable to retrieve.
(type=None or int)
firstChance True for first chance exceptions, False for
second chance.

None if unapplicable or unable to retrieve.
(type=None or bool)

isOurBreakpoint True for breakpoints defined by the Debug
class, False otherwise.

None if unapplicable.

(type=bool)

isSystemBreakpoint True for known system-defined breakpoints,
False otherwise.

None if unapplicable.

(type=bool)

IpBaseOfDIl Base of module where the program counter
points to.

None if unapplicable or unable to retrieve.
(type=None or int)

modFileName File name of module where the program
counter points to.

None or invalid if unapplicable or unable to
retrieve.

(type=None or str)

continued on next page
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Name Description
stackTrace Stack trace of the current thread as a tuple of (
frame pointer, return address, module filename
).
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple of tuple( int, int, str ))
stackTraceLabels Tuple of labels pointing to the return addresses
in the stack trace.
None or empty if unapplicable or unable to

retrieve.
(type=None or tuple( str... ))
stackTracePC Tuple of return addresses in the stack trace.
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple( int... ))
stackTracePretty Stack trace of the current thread as a tuple of (

frame pointer, return location ).

None or empty if unapplicable or unable to
retrieve.

(type=None or tuple of tuple( int, str ))

Extra information
commandLine Command line for the target process.

None if unapplicable or unable to retrieve.
(type=None or str)

faultCode Data pointed to by the program counter.

None or empty if unapplicable or unable to
retrieve.

(type=None or str)

faultDisasm Dissassembly around the program counter.
None or empty if unapplicable or unable to
retrieve.

(type=None or tuple of tuple( long, int, str, str

)

faultMem Data pointed to by the exception address.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

faultPeek Dictionary mapping guessed pointers at

faultMem to the data they point to.

None or empty if unapplicable or unable to
retrieve.

(type=None or dict( int— str ))

continued on next page
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Name Description
memoryMap Memory snapshot of the program. May contain
the actual data from the entire process memory
if requested. See fetch extra data for more
details.
None or empty if unapplicable or unable to
retrieve.
(type=None or list of
win32. MemoryBasicInformation objects.)
registersPeek Dictionary mapping register names to the data
they point to.
None if unapplicable or unable to retrieve.
(type=None or dict( str — str ))

stackFrame Data pointed to by the stack pointer.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

stackPeek Dictionary mapping stack offsets to the data

they point to.

None or empty if unapplicable or unable to
retrieve.

(type=None or dict( int — str ))

stackRange Stack beginning and end pointers, in memory
addresses order.

None if unapplicable or unable to retrieve.

(type=tuple( int, int ))
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49 Class winappdbg.crash.CrashContainer

object
T
winappdbg.crash.ContainerBase
winappdbg.crash.CrashContainer
Known Subclasses: winappdbg.crash.DummyCrashContainer, winappdbg.crash.VolatileCrashContainer
Manages a database of persistent Crash objects, trying to avoid duplicates.
Uses a DBM database file for persistency.

See Also: Crash.key

49.1 Methods

__init__(self, filename=None, allowRepeatedKeys=False)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
filename: (Optional) File name for crash database. If no
filename is specified, the container is volatile.

Volatile containers are stored only in memory
and destroyed when they go out of scope.

(type=str)
allowRepeatedKeys: Currently not supported, always use False.

(type=bool)
Overrides: object.__init__

__del__(self)

Class destructor. Closes the database when this object is destroyed.

__iter__(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

See Also: itervalues
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itervalues(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

add(self, crash)

Adds a new crash to the container. If the crash appears to be already known,
it’s ignored.

Parameters
crash: Crash object to add.

(type=Crash)
See Also: Crash.key

remove(self, crash)

Removes a crash from the container.

Parameters
crash: Crash object to remove.

(type=Crash)
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get(self, key)

Retrieves a crash from the container.

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
Crash matching the given key.

(type=Crash object.)
See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

Inherited from winappdbg.crash.ContainerBase

_bool_(), __contains__(), _len__(), has_key(), iterkeys(), marshall key(), marshall value(),
remove_key(), unmarshall key(), unmarshall value()

Inherited from object

_delattr__(), __format__(), __getattribute__(), --hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

49.2 Properties

Name \ Description
Inherited from object
_class__

49.3 Class Variables

Name Description
optimizeKeys True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: False (type=bool)

continued on next page
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Name Description
optimizeValues True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
compressKeys True to compress keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
compressValues True to compress values when marshalling,
False to leave them uncompressed.
Value: True (type=bool)
escapeKeys True to escape keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
escapeValues True to escape values when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
binaryKeys True to marshall keys to binary format (the
Python buffer type), False to use text
marshalled keys (str type).
Value: False (type=bool)
binaryValues True to marshall values to binary format (the
Python buffer type), False to use text
marshalled values (str type).
Value: False (type=bool)
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50 Class winappdbg.crash.CrashTable

object T

winappdbg.crash.ContainerBase

winappdbg.crash.CrashTable

Known Subclasses: winappdbg.crash.CrashTableMSSQL

Manages a database of persistent Crash objects, trying to avoid duplicates only when re-

quested.

Uses an SQLite database file for persistency.

See Also: Crash.key

50.1 Methods

__init__(self, location=None, allowRepeatedKeys=True)

Parameters
location:

allowRepeatedKeys:

Overrides: object.__init__

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

(Optional) Location of the crash database. If
the location is a filename, it’s an SQLite
database file.

If no location is specified, the container is
volatile. Volatile containers are stored only in
memory and destroyed when they go out of
scope.

(type=str)
If True all Crash objects are stored.

If False any Crash object with the same key
as a previously existing object will be ignored.

(type=bool)
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add(self, crash)

Adds a new crash to the container.

Parameters
crash: Crash object to add.

(type=Crash)

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key

__iter__(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

_len__(self)

Return Value
Count of Crash elements in the container.

(type=int)
Overrides: winappdbg.crash.ContainerBase.__len__

Inherited from winappdbg.crash.ContainerBase

_-bool__(), __contains__(), has_key(), iterkeys(), marshall key(), marshall_value(),
remove_key(), unmarshall_key(), unmarshall value()

Inherited from object

_delattr_(), _format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

50.2 Properties

Name \ Description
Inherited from object
_class__

50.3 Class Variables
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Name Description
optimizeKeys True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
optimizeValues True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
compressKeys True to compress keys when marshalling, False
to leave them uncompressed.
Value: True (type=bool)
compressValues True to compress values when marshalling,
False to leave them uncompressed.
Value: True (type=bool)
escapeKeys True to escape keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
escapeValues True to escape values when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
binaryKeys True to marshall keys to binary format (the
Python buffer type), False to use text
marshalled keys (str type).
Value: True (type=bool)
binaryValues True to marshall values to binary format (the
Python buffer type), False to use text
marshalled values (str type).
Value: True (type=bool)
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51 Class winappdbg.crash.CrashTableMSSQL

object T
winappdbg.crash.ContainerBase T
winappdbg.crash.CrashTable

winappdbg.crash.CrashTableMSSQL

Manages a database of persistent Crash objects, trying to avoid duplicates only when re-
quested.

Uses a Microsoft SQL database for persistency.
See Also: Crash.key

51.1 Methods

__init__(self, location=None, allowRepeatedKeys=True)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
location: (Optional) Location of the crash database. If
the location is a filename, it’s an SQLite
database file.

If no location is specified, the container is
volatile. Volatile containers are stored only in
memory and destroyed when they go out of
scope.
(type=str)

allowRepeatedKeys: If True all Crash objects are stored.

If False any Crash object with the same key
as a previously existing object will be ignored.

(type=bool)

Overrides: object._init__

__iter__(self)

Return Value
[terator of the contained Crash objects.

(type=iterator)
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_len__(self)

Return Value
Count of Crash elements in the container.

(type=int)

Overrides: winappdbg.crash.ContainerBase._len__

add(self, crash)

Adds a new crash to the container.

Parameters
crash: Crash object to add.

(type=Crash)

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key

Inherited from winappdbg.crash.ContainerBase

_-bool__(), __contains__(), has_key(), iterkeys(), marshall key(), marshall_value(),
remove_key(), unmarshall key(), unmarshall value()

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

51.2 Properties

Name Description
Inherited from object
_class__

51.3 Class Variables

Name Description
optimizeKeys True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)

continued on next page
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Name Description
optimizeValues True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
compressKeys True to compress keys when marshalling, False
to leave them uncompressed.
Value: True (type=bool)
compressValues True to compress values when marshalling,
False to leave them uncompressed.
Value: True (type=bool)
escapeKeys True to escape keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
escapeValues True to escape values when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
binaryKeys True to marshall keys to binary format (the
Python buffer type), False to use text
marshalled keys (str type).
Value: True (type=bool)
binaryValues True to marshall values to binary format (the
Python buffer type), False to use text
marshalled values (str type).
Value: True (type=bool)
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52 Class winappdbg.crash.DummyCrashContainer

object T
winappdbg.crash.ContainerBase T
winappdbg.crash.CrashContainer

winappdbg.crash.DummyCrashContainer

Fakes a database of volatile Crash objects, trying to mimic part of it’s interface, but doesn’t
actually store anything.

See Also: Crash.key

52.1 Methods

__init__(self, allowRepeatedKeys=True)

Fake containers don’t store Crash objects, but they implement the interface
properly.
Parameters

allowRepeatedKeys: If True the len() of the container returns the
total number of Crash objects added.

If False the len() of the container returns the
total number of Crash objects keys added.

(type=bool)
Overrides: object._init__

__contains__(self, crash)

Parameters
crash: Crash object.

(type=Crash)

Return Value
True if the Crash object is in the container.

(type=bool)
Overrides: winappdbg.crash.ContainerBase.__contains__
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_len__(self)

Return Value
Count of Crash elements in the container.

(type=int)

Overrides: winappdbg.crash.ContainerBase._len__

__bool__(self)

Return Value
False if the container is empty.

(type=bool)
Overrides: winappdbg.crash.ContainerBase.__bool__

add(self, crash)

Adds a new crash to the container.

Parameters
crash: Crash object to add.

(type=Crash)
Overrides: winappdbg.crash.CrashContainer.add

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key

has_key (self, key)

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
True if a matching Crash object is in the container.

(type=bool)
Overrides: winappdbg.crash.ContainerBase.has_key
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iterkeys(self)

Return Value
Iterator of the contained Crash object keys.

(type=iterator)
Overrides: winappdbg.crash.ContainerBase.iterkeys
See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

__del__(self)

Class destructor. Closes the database when this object is destroyed.

__iter__(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

See Also: itervalues
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get(self, key)

Retrieves a crash from the container.

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
Crash matching the given key.

(type=Crash object.)
See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

itervalues(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

remove(self, crash)

Removes a crash from the container.

Parameters
crash: Crash object to remove.

(type=Crash)

Inherited from winappdbg.crash.ContainerBase

marshall_key(), marshall value(), remove_key(), unmarshall key(), unmarshall value()
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Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

52.2 Properties

Name \ Description
Inherited from object
_class__

52.3 Class Variables

Name Description
binaryKeys True to marshall keys to binary format (the
Python buffer type), False to use text
marshalled keys (str type).
Value: False (type=bool)
binaryValues True to marshall values to binary format (the
Python buffer type), False to use text
marshalled values (str type).
Value: False (type=bool)
compressKeys True to compress keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
compressValues True to compress values when marshalling,
False to leave them uncompressed.
Value: True (type=bool)
escapeKeys True to escape keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
escapeValues True to escape values when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
optimizeKeys True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: False (type=bool)

continued on next page
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Name Description
optimizeValues True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
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53 Class winappdbg.crash.VolatileCrashContainer

object T
winappdbg.crash.ContainerBase T

winappdbg.crash.CrashContainer
winappdbg.crash.VolatileCrashContainer

Manages a database of volatile Crash objects, trying to avoid duplicates if requested.

See Also: Crash.key

53.1 Methods

__init__(self, allowRepeatedKeys=True)

Volatile containers are stored only in memory and destroyed when they go out
of scope.

Parameters
allowRepeatedKeys: If True all Crash objects are stored.

If False any Crash object with the same key
as a previously existing object will be ignored.

(type=bool)

Overrides: object._init__

__contains__(self, crash)

Parameters
crash: Crash object.

(type=Crash)

Return Value
True if the Crash object is in the container.

(type=bool)

Overrides: winappdbg.crash.ContainerBase.__contains__
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__iter__(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)
Overrides: winappdbg.crash.CrashContainer.__iter__

See Also: itervalues

_len__(self)

Return Value
Count of Crash elements in the container.

(type=int)
Overrides: winappdbg.crash.ContainerBase._len__

__bool__(self)

Return Value
False if the container is empty.

(type=bool)

Overrides: winappdbg.crash.ContainerBase.__bool __

add(self, crash)

Adds a new crash to the container.

Parameters
crash: Crash object to add.

(type=Crash)
Overrides: winappdbg.crash.CrashContainer.add

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key
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has_key (self, key)

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
True if a matching Crash object is in the container.

(type=bool)
Overrides: winappdbg.crash.ContainerBase.has_key

iterkeys(self)

Return Value
Iterator of the contained Crash object keys.

(type=iterator)
Overrides: winappdbg.crash.ContainerBase.iterkeys
See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

itervalues(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)
Overrides: winappdbg.crash.CrashContainer.itervalues

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.
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__del__(self)

Class destructor. Closes the database when this object is destroyed.

get(self, key)

Retrieves a crash from the container.

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
Crash matching the given key.

(type=Crash object.)
See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

remove(self, crash)

Removes a crash from the container.

Parameters
crash: Crash object to remove.

(type=Crash)

Inherited from winappdbg.crash.ContainerBase
marshall_key(), marshall value(), remove_key(), unmarshall key(), unmarshall value()
Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

53.2 Properties

Name \ Description
Inherited from object
_class__

continued on next page
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| Name Description

53.3 Class Variables

Name Description
binaryKeys True to marshall keys to binary format (the
Python buffer type), False to use text
marshalled keys (str type).
Value: False (type=bool)
binaryValues True to marshall values to binary format (the
Python buffer type), False to use text
marshalled values (str type).
Value: False (type=bool)
compressKeys True to compress keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
compressValues True to compress values when marshalling,
False to leave them uncompressed.
Value: True (type=bool)
escapeKeys True to escape keys when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
escapeValues True to escape values when marshalling, False
to leave them uncompressed.
Value: False (type=bool)
optimizeKeys True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: False (type=bool)
optimizeValues True to optimize the marshalling of keys, False
otherwise. Only used with the pickle module,
ignored when using the more secure
cerealizer module.
Value: True (type=bool)
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54 Class winappdbg.debug.Debug

object T

winappdbg.event. EventDispatcher

object T

winappdbg.breakpoint.BreakpointContainer
winappdbg.debug.Debug

The main debugger class.

54.1 Methods

__init__(self, eventHandler=None, bKillOnEzit=False, bHostileCode=False)

Debugger object.

Parameters
eventHandler: (Optional, recommended) Custom event handler
object.

(type=EventHandler)

bKillOnExit: (Optional) Global kill on exit mode. True to kill the
process on exit, False to detach. Ignored under
Windows 2000 and below.

(type=bool)
bHostileCode: (Optional) Hostile code mode. Set to True to take
some basic precautions against anti-debug tricks.
Disabled by default.
(type=bool)
Raises
WindowsError Raises an exception on error.

Overrides: object._init__

Note: The eventHandler parameter may be any callable Python object (for
example a function, or an instance method). However you’ll probably find it
more convenient to use an instance of a subclass of EventHandler here.

__enter__(self)

Compatibility with the "with” Python statement.
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__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.

_len__(self)

Return Value
Number of processes being debugged.

(type=int)

kill(self, dwProcessld, blgnoreEzceptions=False)

Kills a process currently being debugged.
Parameters
dwProcessId: Global ID of a process to kill.
(type=int)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when killing the process.

(type=bool)
Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

See Also: detach

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

Debugging
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attach(self, dwProcessld)

Attaches to an existing process for debugging.

Parameters
dwProcessId: Global ID of a process to attach to.

(type=int)
Return Value
A new Process object.

(type=Process)

Raises
WindowsError Raises an exception on error.

See Also: detach, execv, execl

detach(self, dwProcessld, blgnoreExceptions=False)

Detaches from a process currently being debugged.
Parameters
dwProcessId: Global ID of a process to detach from.
(type=int)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)
Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

Note: On Windows 2000 and below the process is killed.
See Also: attach, detach_from_all

detach_from _all(self, blgnoreExceptions=False)

Detaches from all processes currently being debugged.

Parameters
bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)
Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

Note: To better handle last debugging event, call stop instead.
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execv(self, argv, bConsole=False, bFollow=False, bSuspended=False,
bInheritHandles=False, dwParentProcessIld=None)

Starts a new process for debugging.

This method uses a list of arguments. To use a command line string instead,
use execl.

Parameters
argv: List of command line arguments to pass to the
debugee. The first element must be the
debugee executable filename.
(type=list( str... ))
bConsole: True to inherit the console of the debugger.
Defaults to False.

(type=bool)
bFollow: True to automatically attach to child
processes. Defaults to False.

(type=bool)

bSuspended: True to suspend the main thread before any
code is executed in the debugee. Defaults to
False.
(type=bool)

bInheritHandles:  True if the new process should inherit it’s

parent process’ handles. Defaults to False.

(type=bool)

dwParentProcessId: None if the debugger process should be the
parent process (default), or a process ID to
forcefully set as the debugee’s parent (only
available for Windows Vista and above).

(type=int or None)

Return Value
A new Process object.

(type=Process)

Raises
WindowsError Raises an exception on error.

See Also: attach, detach
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execl(self, lpCmdLine, bConsole=False, bFollow=False, bSuspended=False,
bInheritHandles=False, dwParentProcessIld=None)

Starts a new process for debugging.

This method uses a command line string. To use a list of arguments instead,

use execv.
Parameters
1pCmdLine: Command line string to execute. The first
token must be the debugee executable
filename. Tokens with spaces must be
enclosed in double quotes. Tokens including
double quote characters must be escaped with
a backslash.
(type=str)
bConsole: True to inherit the console of the debugger.

Defaults to False.

(type=bool)
bFollow: True to automatically attach to child
processes. Defaults to False.

(type=bool)

bSuspended: True to suspend the main thread before any
code is executed in the debugee. Defaults to
False.
(type=bool)

bInheritHandles: True if the new process should inherit it’s

parent process’ handles. Defaults to False.

(type=bool)

dwParentProcessId: None if the debugger process should be the
parent process (default), or a process ID to
forcefully set as the debugee’s parent (only
available for Windows Vista and above).

(type=int or None)

Return Value
A new Process object.

(type=Process)

Raises
WindowsError Raises an exception on error.

See Also: attach, detach
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get_debugee_count(self)

Return Value
Number of processes being debugged.

(type=int)

get_debugee_pids(self)

Return Value
Global IDs of processes being debugged.

(type=list( int... ))

is_debugee(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
True if the given process is being debugged by this Debug instance.

(type=bool)

is_debugee _started(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value

True if the given process was started for debugging by this Debug
instance.

(type=bool)

is_debugee_attached(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
True if the given process is attached to this Debug instance.

(type=bool)
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clear(self)

Detach from all processes and clean up internal structures.

Raises
WindowsError Raises an exception on error.

See Also: System

Debugging loop

wait(self, dwMilliseconds=None)

Waits for the next debug event and returns an Event object.

Parameters
dwMilliseconds: (Optional) Timeout in milliseconds. Use
INFINITE or None for no timeout.

(type=int)
Return Value
An event that occured in one of the debugees.

(type=Event)

Raises
WindowsError Raises an exception on error.

See Also: cont, dispatch, loop

dispatch(self, event)

Calls the debug event notify callbacks.

Parameters
event: Event object returned by wait.

(type=Event)

Raises
WindowsError Raises an exception on error.

Overrides: winappdbg.event.EventDispatcher.dispatch

See Also: cont, loop, wait
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cont(self, event)

Resumes execution after processing a debug event.

Parameters
event: Event object returned by wait.

(type=Event)

Raises
WindowsError Raises an exception on error.

See Also: dispatch(), loop(), wait()

stop(self, event=None, blgnoreEzceptions=True)

Stops debugging all processes.

If bKillOnExit was set to True when instancing the Debug object, all
debugees are terminated. Otherwise, the debugger detaches from all debugees.
Parameters
event: (Optional) Event object returned by wait. By
passing this parameter, the last debugging
event may be continued gracefully.
(type=Event)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)

Note: This method is better than detach from all because it can gracefully
handle the last debugging event before detaching.
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next(self)

Handles the next debug event.

Return Value
Handled debug event.

(type=Event)

Raises
WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: cont, dispatch, wait, stop

loop(self)
Simple debugging loop.

This debugging loop is meant to be useful for most simple scripts. It iterates
as long as there is at least one debugee, or an exception is raised. Multiple
calls are allowed.

This is a trivial example script:

import sys
debug = Debug()
debug.execv( sys.argv [ 1 : ] )
try:
debug.loop()
finally:
debug.stop()

Raises
WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: next, stop
hitp://msdn.microsoft.com/en-us/library/ms681675(VS.85).aspx

283


http://msdn.microsoft.com/en-us/library/ms681675(VS.85).aspx

Methods Class winappdbg.debug.Debug

Event notifications (private)

notify_create_process(self, event)

Notify the creation of a new process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

notify_create_thread(self, event)

Notify the creation of a new thread.

Parameters
event: Create thread event.

(type=CreateThreadEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

notify_load_dll(self, event)

Notify the load of a new module.

Parameters
event: Load DLL event.

(type=LoadDLLEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.
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notify_exit_process(self, event)

Notify the termination of a process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_exit_process

Warning: This method is meant to be used internally by the debugger.

notify_exit_thread(self, event)

Notify the termination of a thread.

Parameters
event: BExit thread event.

(type=EzitThreadEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_exit_thread
Warning: This method is meant to be used internally by the debugger.

notify_unload_dll(self, event)

Notify the unload of a module.

Parameters
event: Unload DLL event.

(type=UnloadDLLEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_unload_dll

Warning: This method is meant to be used internally by the debugger.

285



Methods Class winappdbg.debug.Debug

notify_rip(self, event)
Notify of a RIP event.

Parameters
event: RIP event.

(type=RIPEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

notify_debug_control c(self, event)

Notify of a Debug Ctrl-C exception.

Parameters
event: Debug Ctrl-C exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

Note: This exception is only raised when a debugger is attached, and
applications are not supposed to handle it, so we need to handle it ourselves or
the application may crash.

See Also: http://msdn.microsoft.com/en-us/library/aa363082(VS.85).aspx
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notify_ms_vc_exception(self, event)

Notify of a Microsoft Visual C exception.

Parameters
event: Microsoft Visual C exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

Note: This allows the debugger to understand the Microsoft Visual C thread
naming convention.

See Also: http://msdn.microsoft.com/en-us/library/xcb2z8hs.aspx

notify _breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters
event: Breakpoint exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

notify_guard_page(self, event)

Notify breakpoints of a guard page exception event.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
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notify_single_step(self, event)

Notify breakpoints of a single step exception event.

Parameters
event: Single step exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

Breakpoints

break_at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code_breakpoint for more details.
(type=function)
See Also: stalk_at, dont_break_at

dont_break_at(self, pid, address)

Clears a code breakpoint set by break_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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dont_hook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.

(type=int)
address: Function address.

(type=int)

dont_watch_buffer(self, pid, address, size)

Clears a page breakpoint set by watch_buffer.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)

dont_watch_variable(self, tid, address)

Clears a hardware breakpoint set by watch_variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)
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paramCount=0)

hook_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)

le, dwFlags):
(1pFilename)
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unhook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

watch_buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define_page_breakpoint for more details.
(type=function)
See Also: dont_watch variable
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watch_variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch_variable

Stalking

dont_stalk_at(self, pid, address)

Clears a code breakpoint set by stalk_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

dont _stalk_buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)
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dont _stalk_function(self, pid, address)

Removes a function hook set by stalk function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

dont _stalk_variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)

stalk_at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code _breakpoint for more details.
(type=function)
See Also: break_at, dont_stalk_at
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stalk_buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define page breakpoint for more details.
(type=function)
See Also: dont watch variable
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paramCount=0)

stalk_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a one-shot function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)

le, dwFlags):
(1pFilename)
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stalk_variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch_variable

Tracing

get_traced_tids(self)
Retrieves the list of global IDs of all threads being traced.

Return Value
List of thread global IDs.

(type=list( int... ))

is_tracing(self, tid)

Parameters
tid: Thread global ID.
(type=int)

Return Value
True if the thread is being traced, False otherwise.

(type=bool)

start_tracing(self, tid)

Start tracing mode in the given thread.

Parameters
tid: Global ID of thread to start tracing.
(type=int)
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start_tracing_all(self)

Start tracing mode for all threads in all debugees.

start_tracing_process(self, pid)

Start tracing mode for all threads in the given process.

Parameters
pid: Global ID of process to start tracing.
(type=int)

stop_tracing(self, tid)

Stop tracing mode in the given thread.

Parameters
tid: Global ID of thread to stop tracing.
(type=int)

stop_tracing_all(self)

Stop tracing mode for all threads in all debugees.

stop_tracing_process(self, pid)

Stop tracing mode for all threads in the given process.

Parameters
pid: Global ID of process to stop tracing.
(type=int)
Symbols
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resolve_exported_function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters
pid: Process global ID.
(type=int)
modName: Name of the module that exports the function.
(type=str)
procName: Name of the exported function to resolve.
(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)

resolve_label(self, pid, label)

Resolves a label for the given process.

Parameters
pid:  Process global ID.

(type=int)
label: Label to resolve.
(type=str)

Return Value
Memory address pointed to by the label.

(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define_code_breakpoint(self, dwProcessld, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event) :
pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
Return Value
The code breakpoint object.

(type=CodeBreakpoint)

See Also: has_code_breakpoint, get_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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define_hardware_breakpoint(self, dwThreadld, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address to watch.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BP BREAK ON_EXECUTION
Break on code execution.
e BP BREAK ON_WRITE
Break on memory read or write.
e BP_BREAK_ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e BP WATCH_BYTE
One (1) byte in size.
e BP_WATCH_WORD
Two (2) bytes in size.
e BP_WATCH_DWORD
Four (4) bytes in size.
e BP_WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normall%o

The callback signature is:

def action_callback(event):
pass # no return value
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define_page_breakpoint(self, dwProcessld, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.
(type=int)

pages: Number of pages to watch.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
Return Value
The page breakpoint object.

(type=PageBreakpoint)

See Also: has_page breakpoint, get_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint
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disable_code_breakpoint(self, dwProcessld, address)

Disables the code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define_code_breakpoint, has_code_breakpoint,
get_code_breakpoint, enable_code_breakpoint
enable_one_shot_code_breakpoint, erase_code_breakpoint,

disable_hardware_breakpoint(self, dwThreadld, address)

Disables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint
enable_one_shot_hardware_breakpoint, erase_hardware_breakpoint,

disable_page_breakpoint(self, dwProcessld, address)

Disables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint
enable_one_shot_page_breakpoint, erase_page_breakpoint,
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enable_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

enable_one_shot_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_one_shot_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,

Note: Do not set hardware breakpoints while processing the system
breakpoint event.

enable_one_shot_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,
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enable_one_shot_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address for only one shot.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define hardware breakpoint, has_hardware breakpoint,

get_hardware_breakpoint, enable_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,

enable_one_shot_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_page_breakpoint, disable_page_breakpoint
erase_page_breakpoint,

enable_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint erase_page_breakpoint,

304



Methods Class winappdbg.debug.Debug

erase_code_breakpoint(self, dwProcessld, address)

Erases the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

erase_hardware_breakpoint(self, dwThreadld, address)

Erases the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint

erase_page_breakpoint(self, dwProcessld, address)

Erases the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint
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get_code_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define_code_breakpoint, has_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint

get_hardware_breakpoint(self, dwThreadld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has_hardware breakpoint,
get_code_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint,
erase_hardware_breakpoint
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get_page_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint

has_code_breakpoint(self, dwProcessld, address)

Checks if a code breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define_code_breakpoint, get_code_breakpoint,
erase_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint
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has_hardware_breakpoint(self, dwThreadld, address)

Checks if a hardware breakpoint is defined at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get_hardware breakpoint,
erase_hardware_breakpoint, enable hardware _breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware breakpoint

has_page_breakpoint(self, dwProcessld, address)

Checks if a page breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase_page_breakpoint, enable _page breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint

Listing breakpoints
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get_all_breakpoints(self)

Returns all breakpoint objects as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Return Value
List of all breakpoints.
(type=list of tuple( pid, tid, bp ))
Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:
e get_all_code_breakpoints
e get_all page breakpoints

get_all _hardware_breakpoints
e get_process_code_breakpoints
e get_process_page_breakpoints

e get_process_hardware_breakpoints

get_thread_hardware_breakpoints

get_all_code_breakpoints(self)

Return Value
All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get_all_hardware_breakpoints(self)

Return Value
All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))

get_all page breakpoints(self)

Return Value
All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))
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get_process_breakpoints(self, dwProcessld)

Returns all breakpoint objects for the given process as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value
List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

e get_all _code_breakpoints

e get_all _page_breakpoints

e get_all hardware_breakpoints

e get_process_code_breakpoints

e get_process_page_breakpoints

e get_process_hardware_breakpoints

e get_thread_hardware_breakpoints

get_process_code_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get_process_hardware_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
See Also: get_thread hardware breakpoints

get_process_page_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All page breakpoints for the given process.

(type=list of PageBreakpoint)

get_thread_hardware_breakpoints(self, dwThreadld)

Parameters
dwThreadId: Thread global ID.

(type=int)
Return Value
All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get _process_hardware breakpoints

Batch operations on breakpoints

disable_all breakpoints(self)

Disables all breakpoints in all processes.

See Also: disable_code_breakpoint, disable_page_breakpoint,
disable_hardware_breakpoint
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disable_process_breakpoints(self, dwProcessld)

Disables all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_all_breakpoints(self)

Enables all disabled breakpoints in all processes.

See Also: enable_code_breakpoint, enable_page_breakpoint,
enable_hardware_breakpoint

enable_one_shot_all_breakpoints(self)

Enables for one shot all disabled breakpoints in all processes.

See Also: enable_one_shot_code_breakpoint, enable_one_shot_page_breakpoint,
enable_one_shot_hardware_breakpoint

enable_one_shot_process_breakpoints(self, dwProcessld)

Enables for one shot all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_process_breakpoints(self, dwProcessld)

Enables all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

erase_all_breakpoints(self)

Erases all breakpoints in all processes.

See Also: erase_code_breakpoint, erase_page_breakpoint,
erase_hardware_breakpoint
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erase_process_breakpoints(self, dwProcessld)

Erases all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

54.2

Properties

Name Description

Inherited from object
_class__

54.3

Class Variables

Name Description

BP_BREAK_ON_IO_ACC- | Value: 2
ESS

Breakpoint types

BP_TYPE_ANY To get all breakpoints

Value: 0 (type=int)

BP_TYPE_CODE To get code breakpoints only

Value: 1 (type=int)

BP_TYPE_HARDWARE To get hardware breakpoints only

Value: 3 (type=int)

BP_TYPE_PAGE To get page breakpoints only

Value: 2 (type=int)

Breakpoint states

BP_STATE_DISABLED Breakpoint is disabled.

Value: 0 (type=int)

BP_STATE_ENABLED Breakpoint is enabled.

Value: 1 (type=int)

BP_STATE_ONESHOT Breakpoint is enabled for one shot.

Value: 2 (type=int)

BP_STATE_RUNNING Breakpoint is running (recently hit).

Value: 3 (type=int)

Memory breakpoint trigger flags

BP_BREAK_ON_ACCESS | Break on memory read or write.

Value: 3 (type=int)

BP_BREAK ON_EXECU- | Break on code execution.

TION Value: 0 (type=int)
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Name Description
BP_BREAK_ON_WRITE Break on memory write.
Value: 1 (type=int)

Memory breakpoint size flags

BP_WATCH_BYTE Value: 0
BP_WATCH_DWORD Value: 3
BP WATCH_QWORD Value: 2
BP WATCH_WORD Value: 1
54.4 Instance Variables
Name Description
system A System snapshot that is automatically

updated for processes being debugged.
Processes not being debugged in this snapshot
may be outdated.

(type=System)

314



Class winappdbg.event.CreateProcessEvent

55 Class winappdbg.event.CreateProcessEvent

object T

winappdbg.event.Event
winappdbg.event.CreateProcessEvent

Process creation event.

55.1 Methods

get_file_handle(self)

Return Value
File handle to the main module, received from the system. Returns
None if the handle is not available.

(type=FileHandle or None)

get_process_handle(self)

Return Value
Process handle received from the system. Returns None if the handle
is not available.

(type=ProcessHandle)

get_thread_handle(self)

Return Value
Thread handle received from the system. Returns None if the handle
is not available.

(type=ThreadHandle)

get_start_address(self)

Return Value
Pointer to the first instruction to execute in this process.

Returns NULL when the debugger attaches to a process.
See hitp://msdn.microsoft.com/en-us/library/ms679295(VS.85). aspx

(type=int)
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get_image_base(self)

Return Value
Base address of the main module.

(type=int)

get_teb(self)

Return Value
Pointer to the TEB.

(type=int)

get_debug_info(self)

Return Value
Debugging information.

(type=str)

get_filename(self)

Return Value
This method does it’s best to retrieve the filename to the main
module of the process. However, sometimes that’s not possible, and
None is returned instead.

(type=str, None)

get_module_base(self)

Return Value
Base address of the main module.

(type=int)

get_module(self)

Return Value
Main module of the process.

(type=Module)
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__init__(self, debug, raw)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)

See Also: get_pid
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get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

55.2 Properties

Name \ Description
Inherited from object
_class__

55.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’create process’ (type=str)

eventName User-friendly name of the event.
Value: ’Process creation event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’A new process has started.’
(type=str)

55.4 Instance Variables
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Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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56 Class winappdbg.event.CreateThreadEvent

object T

winappdbg.event.Event
winappdbg.event.CreateThreadEvent

Thread creation event.

56.1 Methods

get_thread_handle(self)

Return Value
Thread handle received from the system. Returns None if the handle
is not available.

(type=ThreadHandle)

get_teb(self)

Return Value
Pointer to the TEB.

(type=int)

get_start_address(self)

Return Value
Pointer to the first instruction to execute in this thread.

Returns NULL when the debugger attached to a process and the
thread already existed.

See http://msdn.microsoft.com/en-us/library/ms679295(VS.85). aspx
(type=int)
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__init__(self, debug, raw)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)

See Also: get_pid
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get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

56.2 Properties

Name \ Description
Inherited from object
_class__

56.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’create_thread’ (type=str)

eventName User-friendly name of the event.
Value: ’Thread creation event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’A new thread has started.’
(type=str)

56.4 Instance Variables
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Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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57 Class winappdbg.event.Event

object
winappdbg.event.Event

Known Subclasses: winappdbg.event.CreateProcessEvent, winappdbg.event.CreateThreadEvent,
winappdbg.event.ExceptionEvent, winappdbg.event.Exit ProcessEvent, winappdbg.event. Exit ThreadEvent
winappdbg.event.Load DLLEvent, winappdbg.event.OutputDebugStringEvent, winappdbg.event. RIPEven
winappdbg.event.Unload DLLEvent, winappdbg.event.NoEvent

Event object.

57.1 Methods

__init__(self, debug, raw)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)
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get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get _process

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

57.2 Properties

Name Description
Inherited from object
_class__

57.3 Class Variables
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Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’unknown event’ (type=str)

eventName User-friendly name of the event.
Value: ’Unknown event’ (type=sir)
eventDescription User-friendly description of the event.

Value: ’A debug event of an unknown type
has occured.’ (type=str)

57.4 Instance Variables

Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)

326



Class winappdbg.event. EventDispatcher

58 Class winappdbg.event.EventDispatcher

object
winappdbg.event.EventDispatcher
Known Subclasses: winappdbg.debug.Debug

Implements debug event dispatching capabilities.

58.1 Methods

__init__(self, eventHandler=None)

Event dispatcher.

Parameters
eventHandler: (Optional) Event handler object.

(type=EventHandler)
Overrides: object.__init__

Note: The eventHandler parameter may be any callable Python object (for
example a function, or an instance method). However you'll probably find it
more convenient to use an instance of a subclass of EventHandler here.

dispatch(self, event)

Sends event notifications to the Debug object and the EventHandler object
provided by the user.

The Debug object will forward the notifications to it’s contained snapshot
objects (System, Process, Thread and Module) when appropriate.

Parameters
event: Event object passed to Debug.dispatch.

(type=Event)

Raises
WindowsError Raises an exception on error.

Warning: This method is called automatically from Debug.dispatch.

See Also: Debug.cont, Debug.loop, Debug.wait

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), __sizeof__(), _str__(), __subclasshook__()
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58.2 Properties

Name

Description

__class__

Inherited from object
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59 Class winappdbg.event.EventFactory

object
winappdbg.event.EventFactory

Factory of Event objects.

59.1 Methods

get(cls, debug, raw)

Parameters
debug: Debug object that received the event.
(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Return Value
An Event object or one of it’s subclasses, depending on the event
type.
(type=Event)

__new__(typ, *args, **kwargs)

EventFactory is a singleton, you can’t really have multiple instances of it. To
create this effect, the __new__ operator was overriden to return always the class
object instead of new instances.

Return Value
EventFactory class (NOT an instance)

(type=EventFactory)

Overrides: object.__new__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), __init__(), __reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

59.2 Properties

Name \ Description
Inherited from object

continued on next page
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Name Description
_class__

59.3 Class Variables

Name Description
eventClasses Dictionary that maps event codes to Event
subclasses.
Value: {1: <class
’winappdbg.event.ExceptionEvent’>, 2:
<class ’... (type=dict( int — Event ))
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60 Class winappdbg.event.EventHandler

object
winappdbg.event.EventHandler
Base class for debug event handlers.
Your program should subclass it to implement it’s own event handling.
The signature for event handlers is the following:
def event_handler(self, event):
Where event is an Event object.

Each event handler is named after the event they handle. This is the list of all valid event
handler names:

e cvent

Receives an Event object or an object of any of it’s subclasses, and handles any event
for which no handler was defined.

o unknown_event

Receives an Event object or an object of any of it’s subclasses, and handles any event
unknown to the debugging engine. (This is not likely to happen unless the Win32
debugging API is changed in future versions of Windows).

e cxception

Receives an ExceptionEvent object and handles any exception for which no handler
was defined. See above for exception handlers.

e unknown_exception

Receives an ExceptionEvent object and handles any exception unknown to the debug-
ging engine. This usually happens for C++ exceptions, which are not standardized and
may change from one compiler to the next.

Currently we have partial support for C++ exceptions thrown by Microsoft compilers.
Also see: RaiseException()!
e create_thread
Receives a CreateThreadEvent object.
e create_process
Receives a CreateProcessEvent object.
e cxit_thread
Receives a ExitThreadEvent object.

e cxit_process

Thttp://msdn.microsoft.com/en-us/library /ms680552(VS.85).aspx
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Receives a ExitProcessEvent object.
e load_dll
Receives a LoadDLLEvent object.
e unload_dll
Receives an UnloadDLLEvent object.
e output_string
Receives an OutputDebugStringEvent object.
o 1ip

Receives a RIPEvent object.

This is the list of all valid exception handler names (they all receive an ExceptionEvent
object):
e access_violation
e array_bounds_exceeded
e breakpoint
e control_c_exit
e datatype_misalignment
e debug_control_c
e float_denormal_operand
e float_divide_by_zero
e float_inexact_result
e float_invalid_operation
e float_overflow
e float_stack_check
o float_underflow
e guard_page
e illegal_instruction
® In_page_error
e integer_divide_by_zero
e integer_overflow
e invalid_disposition
e invalid_handle
e ms_vc_exception
e noncontinuable_exception
e possible_deadlock
e privileged_instruction
e single_step
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e stack_overflow

e wowb/_breakpoint

60.1 Methods

__init__(self)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

__call__(self, event)

Dispatch debug events.

Parameters
event: Event object.

(type=Event)

event(self, event)

Handler for events not handled by any other defined method.

Parameters
event: Event object.

(type=Event)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash_(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

60.2 Properties

Name \ Description
Inherited from object
_class__

60.3 Class Variables
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continued on next page
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Class winappdbg.event. Event

Handler

Name

Description

Name

Description

apiHooks

Dictionary that maps module names to tuples
of ( procedure name, parameter count ).

All procedures listed here will be hooked for
calls from the debugee. When this happens, the
corresponding event handler is notified both
when the procedure is entered and when it’s left
by the debugee.

For example, if the procedure name is
"LoadLibraryEx” the event handler routines
must be defined as ”"pre_LoadLibraryEx” and
"post_LoadLibraryEx” in your class.

The signature for the routines can be something
like this:

def pre_LoadLibraryEx(event, *params):

ra = params[0] # return g
argv = params[1:] # function
# (...)

def post_LoadLibrary(event, return valy

# (...)
But since you can also specify the number of
arguments, this signature works too (four
arguments in this case):
def pre_LoadLibraryEx(event, ra, 1pFil
szFilename = event.get process().p

# (...)
Note that the number of parameters to pull
from the stack includes the return address. The
apiHooks dictionary for the example above
would look like this:
apiHook = {

"kernel32.d11l" : (

# Procedure name Parame
( "LoadLibraryEx", 4 ),

ddress
parameters

e) :

ename, hFile, dwF]
eek_string(lpFilen

ter count

# (more procedures can go here...)

),

# (more libraries can go here...)
} 335

For a more complete support of API hooking,
you can also check out Universal Hooker at

http://oss.coresecurity.com/projects /uhooker. htm
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61 Class winappdbg.event.ExceptionEvent

object T

winappdbg.event.Event
winappdbg.event.ExceptionEvent

Exception event.

61.1 Methods

get_exception_name(self)

Return Value
Name of the exception as defined by the Win32 API.

(type=str)

get_exception_description(self)

Return Value
User-friendly name of the exception.

(type=str)

is_first_chance(self)

Return Value
True for first chance exceptions, False for last chance.

(type=bool)

is_last_chance(self)

Return Value
The opposite of is_first_chance.

(type=bool)
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is_noncontinuable(self)

Return Value
True if the exception is noncontinuable.

Attempting to continue a noncontinuable exception results in an
EXCEPTION_NONCONTINUABLE_EXCEPTION exception to be
raised.
(type=bool)

See Also: http://msdn.microsoft.com/en-us/library/aa363082(VS.85).aspx

is_continuable(self)

Return Value
The opposite of is_noncontinuable.

(type=bool)

get_exception_code(self)

Return Value
Exception code as defined by the Win32 API.

(type=int)

get_exception_address(self)

Return Value
Memory address where the exception occured.

(type=int)

get_exception_information(self, indezx)

Parameters
index: Index into the exception information block.

(type=int)
Return Value
Exception information DWORD.

(type=int)

get_exception_information_as_list(self)

Return Value
Exception information block.

(type=list( int ))
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get_fault_type(self)

Return Value
Access violation type. Should be one of the following constants:

e win32.EXCEPTION_READ_FAULT

e win32.EXCEPTION_WRITE_FAULT

e win32.EXCEPTION_EXECUTE_FAULT
(type=int)

Raises
NotImplementedError Wrong kind of exception.

Note: This method is only meaningful for access violation exceptions, in-page
memory error exceptions and guard page exceptions.

get_fault_address(self)

Return Value
Access violation memory address.

(type=int)
Raises
NotImplementedError Wrong kind of exception.

Note: This method is only meaningful for access violation exceptions, in-page
memory error exceptions and guard page exceptions.

get_ntstatus_code(self)

Return Value
NTSTATUS status code that caused the exception.

(type=int)
Raises
NotImplementedError Not an in-page memory error.

Note: This method is only meaningful for in-page memory error exceptions.

is_nested(self)

Return Value
Returns True if there are additional exception records associated
with this exception. This would mean the exception is nested, that
is, it was triggered while trying to handle at least one previous
exception.

(type=bool)
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get_raw_exception_record _list(self)

Traverses the exception record linked list and builds a Python list.

Nested exception records are received for nested exceptions. This happens
when an exception is raised in the debugee while trying to handle a previous
exception.

Return Value
List of raw exception record structures as used by the Win32 API.

There is always at least one exception record, so the list is never
empty. All other methods of this class read from the first exception
record only, that is, the most recent exception.

(type=list( win32. EXCEPTION RECORD ))

get_nested_exceptions(self)

Traverses the exception record linked list and builds a Python list.

Nested exception records are received for nested exceptions. This happens
when an exception is raised in the debugee while trying to handle a previous
exception.

Return Value
List of ExceptionEvent objects representing each exception record
found in this event.

There is always at least one exception record, so the list is never
empty. All other methods of this class read from the first exception
record only, that is, the most recent exception.

(type=list( EzceptionEvent ))

__init__(self, debug, raw)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Dedbug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__
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get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid
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get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr_(), _sizeof__(), _str_(), __subclasshook__()

61.2 Properties

Name Description
eventMethod
Inherited from object
_class__

61.3 Class Variables

Name Description
eventName User-friendly name of the event.
Value: ’Exception event’ (type=str)
eventDescription User-friendly description of the event.

Value: ’An exception was raised by the
debugee.’ (type=sir)

exceptionDescription Mapping of exception constants to user-friendly
strings.
(type=dict( int — str ))

exceptionName Mapping of exception constants to their names.

(type=dict( int — str ))

61.4 Instance Variables
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Name Description
breakpoint If the exception was caused by one of our
breakpoints, this member contains a reference
to the breakpoint object. Otherwise it’s not
defined. It should only be used from the
condition or action callback routines, instead of
the event handler.
(type=Breakpoint)

continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)

debug Debug object that received the event.
(type=Dedbug)

hook If the exception was caused by a function hook,

this member contains a reference to the hook
object. Otherwise it’s not defined. It should
only be used from the hook callback routines,
instead of the event handler.

(type=Hook)

raw Raw DEBUG_EVENT structure as used by the
Win32 API.

(type=DEBUG_EVENT)
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62 Class winappdbg.event.ExitProcessEvent

object T

winappdbg.event.Event
winappdbg.event.ExitProcessEvent

Process termination event.

62.1 Methods

get_exit_code(self)

Return Value
Exit code of the process.

(type=int)

get_filename(self)

Return Value
Filename of the main module. None if the filename is unknown.

(type=None or str)

get_image_base(self)

Return Value
Base address of the main module.

(type=int)

get_module_base(self)

Return Value
Base address of the main module.

(type=int)

get_module(self)

Return Value
Main module of the process.

(type=Module)
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__init__(self, debug, raw)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)

See Also: get_pid
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get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

62.2 Properties

Name \ Description
Inherited from object
_class__

62.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’exit_process’ (type=str)

eventName User-friendly name of the event.
Value: ’Process termination event’
(type=str)

eventDescription User-friendly description of the event.

Value: ’A process has finished
executing.’ (type=str)

62.4 Instance Variables
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Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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63 Class winappdbg.event.ExitThreadEvent

object T

winappdbg.event.Event
winappdbg.event.Exit Thread Event

Thread termination event.

63.1 Methods

get_exit_code(self)

Return Value
Exit code of the thread.

(type=int)

__init__(self, debug, raw)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Dedbug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)
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get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), _format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

63.2 Properties
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Name Description
Inherited from object
_class__
63.3 Class Variables
Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’exit_thread’ (type=str)
eventName User-friendly name of the event.
Value: ’Thread termination event’
(type=str)
eventDescription User-friendly description of the event.
Value: ’A thread has finished
executing.’ (type=str)
63.4 Instance Variables
Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Debug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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64 Class winappdbg.event.LoadDLLEvent

object T

winappdbg.event.Event
winappdbg.event.Load DLLEvent
Module load event.

64.1 Methods

get_module_base(self)

Return Value
Base address for the newly loaded DLL.

(type=int)

get_module(self)

Return Value
Module object for the newly loaded DLL.

(type=Module)

get_file_handle(self)

Return Value
File handle to the newly loaded DLL received from the system.
Returns None if the handle is not available.

(type=FileHandle or None)

get_filename(self)

Return Value
This method does it’s best to retrieve the filename to the newly
loaded module. However, sometimes that’s not possible, and None is
returned instead.

(type=str, None)
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__init__(self, debug, raw)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)

See Also: get_pid
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get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

64.2 Properties

Name \ Description
Inherited from object
_class__

64.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’load dll’ (type=str)

eventName User-friendly name of the event.
Value: ’Module load event’ (type=sir)
eventDescription User-friendly description of the event.

Value: ’A new DLL library was loaded by
the debugee.’ (type=str)

64.4 Instance Variables
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Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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65 Class winappdbg.event.NoEvent

object T

winappdbg.event.Event
winappdbg.event.NoEvent

No event.

Dummy Event object that can be used as a placeholder when no debug event has occured
yet. It’s never returned by the EventFactory.

65.1 Methods

__init__(self, debug, raw=None)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

raw: Raw DEBUG_EVENT structure as used by the Win32 API.

Overrides: object._init__ extit(inherited documentation)

_len__(self)

Always returns 0, so when evaluating the object as a boolean it’s always
False. This prevents Debug.cont from trying to continue a dummy event.

get_event_code(self)
Return Value
Debug event code as defined in the Win32 API.
(type=int)
Overrides: winappdbg.event.Event.get_event_code extit(inherited
documentation)

get_pid(self)
Return Value
Process global ID where the event occured.

(type=int)
Overrides: winappdbg.event.Event.get_pid extit(inherited documentation)
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get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
Overrides: winappdbg.event.Event.get_tid extit(inherited documentation)

get_process(self)

Return Value
Process where the event occured.

(type=Process)

Overrides: winappdbg.event.Event.get_process extit(inherited documentation)

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)

Overrides: winappdbg.event.Event.get_thread extit(inherited documentation)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

65.2 Properties

Name \ Description
Inherited from object
_class__

continued on next page

356



Instance Variables Class winappdbg.event.NoEvent

| Name Description

65.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’no_event’ (type=str)

eventName User-friendly name of the event.
Value: ’No event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’No debug event has occured.’
(type=str)

65.4 Instance Variables

Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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66 Class winappdbg.event.OutputDebugStringEvent

object T

winappdbg.event.Event
winappdbg.event.OutputDebugStringEvent
Debug string output event.

66.1 Methods

get_debug_string(self)

Return Value
String sent by the debugee. It may be ANSI or Unicode and may
end with a null character.

(type=str, unicode)

__init__(self, debug, raw)

x._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Dedbug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)
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get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), _format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

66.2 Properties
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Name Description
Inherited from object
_class__
66.3 Class Variables
Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’output_string’ (type=str)
eventName User-friendly name of the event.
Value: ’Debug string output event’
(type=str)
eventDescription User-friendly description of the event.
Value: ’The debugee sent a message to
the debugger.’ (type=str)
66.4 Instance Variables
Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Debug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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67 Class winappdbg.event.RIPEvent

object T

winappdbg.event.Event
winappdbg.event.RIPEvent
RIP event.

67.1 Methods

get_rip_error(self)

Return Value
RIP error code as defined by the Win32 API.

(type=int)

get_rip_type(self)

Return Value
RIP type code as defined by the Win32 API.

(type=int)

__init__(self, debug, raw)

x._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Dedbug)
raw: Raw DEBUG_EVENT structure as used by the Win32 APIL.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)
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get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object
_delattr_(), __format__(), __getattribute__(), -_hash__(), _new__(), __reduce__(), __reduce_ex__(),
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_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

67.2 Properties

Name \ Description
Inherited from object
_class__

67.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’rip’ (type=str)

eventName User-friendly name of the event.
Value: ’RIP event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’An error has occured and the
process can no longer be de... (type=str)

67.4 Instance Variables

Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)

363



Class winappdbg.event. Unload DLLEvent

68 Class winappdbg.event.Unload DLLEvent

object T

winappdbg.event.Event
winappdbg.event.Unload DLLEvent

Module unload event.

68.1 Methods

get_module_base(self)

Return Value
Base address for the recently unloaded DLL.

(type=int)

get_module(self)

Return Value
Module object for the recently unloaded DLL.

(type=Module)

get_file_handle(self)

Return Value
File handle to the recently unloaded DLL. Returns None if the
handle is not available.

(type=None or FileHandle)

get_filename(self)

Return Value
Filename of the recently unloaded DLL. None if the filename is
unknown.

(type=None or str)
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__init__(self, debug, raw)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_process(self)

Return Value
Process where the event occured.

(type=Process)

See Also: get_pid
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get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

68.2 Properties

Name \ Description
Inherited from object
_class__

68.3 Class Variables

Name Description
eventMethod Method name to call when using EventHandler
subclasses. Used internally.
Value: ’unload dll’ (type=str)

eventName User-friendly name of the event.
Value: ’Module unload event’ (type=str)
eventDescription User-friendly description of the event.

Value: ’A DLL library was unloaded by
the debugee.’ (type=str)

68.4 Instance Variables
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Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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69 Class winappdbg.system.Module

object T

winappdbg.system.SymbolContainer
winappdbg.system.Module

Interface to a DLL library loaded in the context of another process.

69.1 Methods

__init__(self, lpBaseOfDIl, hFile=None, fileName=None, SizeOflmage=None,
EntryPoint=None, process=None)
X._-init__(...) initializes x; see x.__class__.__doc__ for signature
Parameters
1pBase0fD11: Base address of the module.
(type=str)
hFile: (Optional) Handle to the module file.
(type=FileHandle)
fileName: (Optional) Module filename.
(type=str)
SizeOfImage: (Optional) Size of the module.
(type=int)
EntryPoint: (Optional) Entry point of the module.
(type=int)
process: (Optional) Process where the module is loaded.
(type=Process)
Overrides: object.__init__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof (), _str_(), __subclasshook_()

Properties
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get_process(self)

Return Value
Parent Process object. Returns None if unknown.

(type=Process)

set_process(self, process=None)

Manually set the parent process. Use with care!

Parameters
process: (Optional) Process object. Use None for no process.

(type=Process)

get_pid(self)

Return Value
Parent process global ID. Returns None on error.

(type=int or None)

get_base(self)

Return Value
Base address of the module. Returns None if unknown.

(type=int or None)

get_size(self)

Return Value
Base size of the module. Returns None if unknown.

(type=int or None)

get_entry_point(self)

Return Value
Entry point of the module. Returns None if unknown.

(type=int or None)

get_filename(self)

Return Value
Module filename. Returns None if unknown.

(type=str or None)
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get_name(self)

Return Value
Module name, as used in labels.

(type=str)
Warning: Names are NOT guaranteed to be unique.

If you need unique identification for a loaded module, use the base address
instead.

See Also: get_label

Labels

match_name(self, name)

Return Value
True if the given name could refer to this module. It may not be
exactly the same returned by get_name.

(type=bool)

get_label(self, function=None, offset=None)

Retrieves the label for the given function of this module or the module base
address if no function name is given.

Parameters
function: (Optional) Exported function name.
(type=str)
offset:  (Optional) Offset from the module base address.
(type=int)

Return Value
Label for the module base address, plus the offset if given.

(type=str)
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get_label_at_address(self, address, offset=None)

Creates a label from the given memory address.
If the address belongs to the module, the label is made relative to it’s base
address.

Parameters
address: Memory address.

(type=int)
offset: (Optional) Offset value.
(type=None or int)

Return Value
Label pointing to the given address.

(type=str)

is_address_here(self, address)

Tries to determine if the given address belongs to this module.

Parameters
address: Memory address.
(type=int)
Return Value

True if the address belongs to the module, False if it doesn’t, and
None if it can’t be determined.

(type=bool or None)

resolve(self, function)

Resolves a function exported by this module.

Parameters
function: str: Name of the function. int: Ordinal of the function.

(type=str or int)

Return Value
Memory address of the exported function in the process. Returns
None on error.

(type=int)
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resolve_label(self, label)

Resolves a label for this module only. If the label refers to another module, an
exception is raised.

Parameters
label: Label to resolve.

(type=str)
Return Value
Memory address pointed to by the label.

(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Handle

open_handle(self)

Opens a new handle to the module.

The new handle is stored in the hFile property.

close_handle(self)
Closes the handle to the module.

Note: Normally you don’t need to call this method. All handles created by
WinAppDbg are automatically closed when the garbage collector claims them.
So unless you've been tinkering with it, setting hFile to None should be
enough.

get_handle(self)

Return Value
Handle to the module file.

(type=FileHandle)

Symbols
Inherited from winappdbg.system.SymbolContainer

get_symbol_at_address(), get_symbols(), iter_symbols(), load_symbols(), resolve_symbol(),
unload_symbols()

69.2 Properties
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Class winappdbg.system.Module

Name Description
Inherited from object
_class__
69.3 Class Variables
Name Description
unknown Suggested tag for unknown modules.
Value: ’ <unknown>’ (type=str)
69.4 Instance Variables
Name Description
process
EntryPoint Entry point of the module. Use
get_entry_point instead.
(type=int)
SizeOflmage Size of the module. Use get_size instead.
(type=int)
fileName Module filename. Use get_filename instead.
(type=str)
hFile Handle to the module file. Use get_handle
instead.
(type=FileHandle)
IpBaseOfDIl Base of DLL module. Use get_base instead.
(type=int)

373



Class winappdbg.system.Process

70 Class winappdbg.system.Process

object T
winappdbg.system.MemoryOperations —
object T
winappdbg.system.ProcessDebugOperations T
object T
winappdbg.system.SymbolOperations T
object T
winappdbg.system.Thread Container T

object T

winappdbg.system.ModuleContainer

winappdbg.system.Process

Interface to a process. Contains threads and modules snapshots.

70.1 Methods

__init__(self, dwProcessld, hProcess=None, fileName=None)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
dwProcessId: Global process ID.
(type=int)
hProcess: Handle to the process.
(type=ProcessHandle)
fileName: (Optional) Filename of the main module.

(type=str)
Overrides: object._init__

Inherited from winappdbg.system.MemoryOperations
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is_buffer_copy_on_write()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), __sizeof__(), _str__(), __subclasshook__()

Properties

get_pid(self)

Return Value
Process global ID.

(type=int)

get_filename(self)

Return Value
Filename of the main module of the process.

(type=str)

is_debugged(self)

Tries to determine if the process is being debugged by another process. It may
detect other debuggers besides WinAppDbg.

Return Value
True if the process has a debugger attached.

(type=bool)
Warning: May return inaccurate results when some anti-debug techniques
are used by the target process.

Note: To know if a process currently being debugged by a Debug object, call
Debug.is_debugee instead.

is_alive(self)

Return Value
True if the process is currently running.

(type=bool)
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get_exit_code(self)

Return Value
Process exit code, or STILL_ACTIVE if it’s still alive.

(type=int)
Warning: If a process returns STILL_ACTIVE as it’s exit code, you may not be
able to determine if it’s active or not with this method. Use is_alive to check
if the process is still active. Alternatively you can call get handle to get the
handle object and then ProcessHandle.wait on it to wait until the process
finishes running.

Inherited from winappdbg.system.ProcessDebugOperations

get_command_line(), get_command_line_block(), get_environment(), get_environment_block(),
get_environment_data(), get_image_base(), get_image name(), get_main_module(),
get_peb(), get_peb_address(), is_-wow64(), parse_environment_data()

Instrumentation

wait(self, dwTimeout=None)

Waits for the process to finish executing.

Raises
WindowsError On error an exception is raised.

kill(self, dwEzitCode=0)

Terminates the execution of the process.

Raises
WindowsError On error an exception is raised.

suspend(self)

Suspends execution on all threads of the process.

Raises
WindowsError On error an exception is raised.

resume(self )

Resumes execution on all threads of the process.

Raises
WindowsError On error an exception is raised.
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inject_code(self, payload, lpParameter=0)

Injects relocatable code into the process memory and executes it.

Parameters
payload: Relocatable code to run in a new thread.

(type=str)
lpParameter: (Optional) Parameter to be pushed in the stack.
(type=int)
Return Value

The injected Thread object and the memory address where the code
was written.

(type=tuple( Thread, int ))

Raises
WindowsError An exception is raised on error.

See Also: inject_dll
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inject_dll(self, dllname, procname=None, IpParameter=0, b Wait=True,
dwTimeout=None)

Injects a DLL into the process memory.

Parameters
dllname: Name of the DLL module to load.
(type=str)
procname: (Optional) Procedure to call when the DLL is loaded.
(type=str)
lpParameter: (Optional) Parameter to the procname procedure.
(type=int)
bWait: True to wait for the process to finish. False to
return immediately.
(type=bool)
dwTimeout:  (Optional) Timeout value in milliseconds. Ignored if
bWait is False.
(type=int)
Raises

NotImplementedError The target platform is not supported.
Currently calling a procedure in the library is only supported in
the 386 architecture.

WindowsError An exception is raised on error.

Warning: Setting bWait to True when the process is frozen by a debug event
will cause a deadlock in your debugger.

See Also: inject_code
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clean_exit(self, dwEzitCode=0, bWait=False, dwTimeout=None)

Injects a new thread to call ExitProcess(). Optionally waits for the injected
thread to finish.

Parameters
dwExitCode: Process exit code.
(type=int)
bWait: True to wait for the process to finish. False to return
immediately.

(type=bool)
dwTimeout: (Optional) Timeout value in milliseconds. Ignored if
bWait is False.
(type=int)
Raises

WindowsError An exception is raised on error.

Warning: Setting bWait to True when the process is frozen by a debug event
will cause a deadlock in your debugger.

Inherited from winappdbg.system.MemoryOperations

free(), generate_memory_snapshot(), malloc(), mprotect(), mquery(), restore_memory_snapshot(),
take_memory_snapshot/()

Inherited from winappdbg.system. ThreadContainer
start_thread()

Processes snapshot

__contains__(self, anObject)

The same as: self.has thread(anObject) or self.has module(anObject)

Parameters
anObject: Object to look for. Can be a Thread, Module, thread
global ID or module base address.

(type=Thread, Module or int)

Return Value
True if the requested object was found in the snapshot.

(type=bool)

Overrides: winappdbg.system.ModuleContainer.__contains__
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_len__(self)

Return Value
Count of Thread and Module objects in this snapshot.

(type=int)

Overrides: winappdbg.system.ModuleContainer.__len__

See Also: get_thread count, get module_count

__iter__(self)

Return Value
Iterator of Thread and Module objects in this snapshot. All threads
are iterated first, then all modules.

(type=iterator)
Overrides: winappdbg.system.ModuleContainer.__iter__

See Also: iter_threads, iter_modules

scan(self)

Populates the snapshot of threads and modules.

clear(self)

Clears the snapshot of threads and modules.

Handle

open_handle(self)

Opens a new handle to the process.

The new handle is stored in the hProcess property.

close_handle(self)
Closes the handle to the process.

Note: Normally you don’t need to call this method. All handles created by
WinAppDbg are automatically closed when the garbage collector claims them.
So unless you've been tinkering with it, setting hProcess to None should be
enough.
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get_handle(self)

Return Value
Handle to the process.

(type=ProcessHandle)

Memory mapping
Inherited from winappdbg.system.MemoryOperations

get_mapped_filenames(), get_memory_map(), is_address_commited(), is_address_copy_on_write(),
is_address_executable(), is_address_executable_and_writeable(), is_address_free(), is_address_guard(),
is_address_readable(), is_address_reserved(), is_address_valid(), is_address_writeable(),

is_buffer(), is_buffer_executable(), is_buffer_executable_and_writeable(), is_buffer_readable(),
is_buffer_writeable(), is_pointer()

Memory read
Inherited from winappdbg.system.MemoryOperations

peek(), peek_char(), peek_pointer(), peek_string(), peek_uint(), read(), read_char(),
read_pointer(), read_string(), read_structure(), read_uint()

Memory write
Inherited from winappdbg.system.MemoryOperations

poke(), poke_char(), poke_pointer(), poke_uint(), write(), write_char(), write_pointer(),
write_uint()

Disassembly
Inherited from winappdbg.system.ProcessDebugOperations

disassemble(), disassemble_around(), disassemble_around_pc(), disassemble_current(),
disassemble_instruction(), disassemble_string()

Debugging

Inherited from winappdbg.system.ProcessDebugOperations
debug_break(), flush_instruction_cache(), peek_pointers_in_data()

Inherited from winappdbg.system.SymbolOperations

get_breakin_breakpoint(), get_system_breakpoint(), get_user_breakpoint(), get_wow64_breakin_breakpc
get_wow64_system_breakpoint(), get_wow64_user_breakpoint(), is_system_defined _breakpoint()

Labels

Inherited from winappdbg.system.SymbolOperations
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get_label at_address(), parse_label(), resolve_label(), sanitize_label(), split_label(),
split_label_fuzzy(), split_label strict()

Symbols
Inherited from winappdbg.system.SymbolOperations

get_symbol_at_address(), get_symbols(), iter_symbols(), load_symbols(), resolve_symbol(),
unload_symbols()

Threads snapshot
Inherited from winappdbg.system. ThreadContainer

clear_dead_threads(), clear_threads(), close_thread_handles(), find_threads_by name(),
get_thread(), get_thread_count(), get_thread_ids(), get_windows(), has_thread(), iter_thread_ids(),
iter_threads(), scan_threads()

Event notifications (private)

notify_create_process(self, event)

Notify the creation of a new process.
This is done automatically by the Debug class, you shouldn’t need to call it
yourself.

Parameters
event: Create process event.

(type=CreateProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)

Overrides: winappdbg.system.ModuleContainer.notify_create_process

Inherited from winappdbg.system. ThreadContainer
notify_create_thread(), notify_exit_thread()

Inherited from winappdbg.system.ModuleContainer
notify_load_dll(), notify_unload_dll()

Modules snapshot

Inherited from winappdbg.system.ModuleContainer

clear modules(), get_module(), get_module_at_address(), get_module_bases(), get_module_by_name(),
get_module_count(), has_module(), iter_module_addresses(), iter_modules(), scan_modules|()
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70.2 Properties

Name \ Description
Inherited from object
_class__

70.3 Instance Variables

Name Description
dwProcessld Global process ID. Use get_pid instead.
(type=int)
fileName Filename of the main module. Use
get_filename instead.
(type=str)
hProcess Handle to the process. Use get_handle instead.
(type=ProcessHandle)
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71 Class winappdbg.system.System

object T
winappdbg.system.ProcessContainer

winappdbg.system.System

Interface to a batch of processes, plus some system wide settings. Contains a snapshot of
processes.

71.1 Methods

Inherited from winappdbg.system.ProcessContainer
__contains__(), _-init__(), _-iter__(), _len__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), -_hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

Instrumentation
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find_window (className=None, windowName=None)

Find the first top-level window in the current desktop to match the given class
name and/or window name. If neither are provided any top-level window will
match.

Parameters
className: (Optional) Class name of the window to find. If None
or not used any class name will match the search.
(type=str)
windowName: (Optional) Caption text of the window to find. If None
or not used any caption text will match the search.
(type=str)
Return Value
A window that matches the request. There may be more matching

windows, but this method only returns one. If no matching window
is found, the return value is None.

(type=Window or None)

Raises
WindowsError An error occured while processing this request.

See Also: get_window_at

get_window _at(z, y)

Get the window located at the given coordinates in the desktop. If no such
window exists an exception is raised.

Parameters
x: Horizontal coordinate.

(type=int)
y: Vertical coordinate.
(type=int)
Return Value

Window at the requested position. If no such window exists a
WindowsError exception is raised.

(type=Window)

Raises
WindowsError An error occured while processing this request.

See Also: find window
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get_desktop_window ()

Return Value
Returns the desktop window.

(type=Window)

Raises
WindowsError An error occured while processing this request.

get_foreground_window/()

Return Value
Returns the foreground window.

(type=Window)

Raises
WindowsError An error occured while processing this request.

Inherited from winappdbg.system.ProcessContainer
argv_to_cmdline(), cmdline_to_argv(), start_process()

Global settings

request_debug_privileges(blgnoreEzceptions=False)

Requests debug privileges.

This may be needed to debug processes running as SYSTEM (such as services)
since Windows XP.
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set_kill_on_exit_mode(bKillOnEzit=False)

Automatically detach from processes when the current thread dies.
Works on the following platforms:

e Microsoft Windows XP and above.
e Wine (Windows Emulator).

Fails on the following platforms:

e Microsoft Windows 2000 and below.
e ReactOS.
Parameters
bKillOnExit: True to automatically kill processes when the
debugger thread dies. False to automatically detach
from processes when the debugger thread dies.
(type=bool)
Return Value
True on success, False on error.

(type=bool)
Note: This call will fail if a debug port was not created. That is, if the

debugger isn’t attached to at least one process. For more info see:
http://msdn.microsoft.com/en-us/library/ms679307. aspx
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load_dbghelp(cls, pathname=None)

Load the dbghelp.dll library shipped with the Debugging Tools for
Windows. Essentially this enables symbol server support, since this version is
newer than the one pre-installed with Windows, and the symbol server loader
library (SymSrv.d1l) is present in the same directory.

For this method to have any effect it MUST be called BEFORE any function
in dbghelp.dll. It’s recommended that you call it right after starting your
debug script, or after instancing the Debug object.

Example:

from winappdbg import Debug
def simple_debugger( argv ):

# Instance a Debug object, passing it the event handler calllback
debug = Debug( my_event_handler )
try:

# Enable support for symbol downloading
debug.system.load dbghelp()

# Start a new process for debugging
debug.execv( argv )

# Wait for the debugee to finish
debug.loop()

# Stop the debugger
finally:
debug.stop()

Parameters
pathname: (Optional) Full pathname to the dbghelp.dll library.

(type=str)
Return Value
Loaded instance of dbghelp.d1l.

(type=ctypes. WinDLL)

Raises
NotImplementedError This feature was not implemented for the
current architecture.

WindowsError An error occured while processing this request.
See Also: http://msdn.microsoft.com/en-us/library/ms679294(VS.85).aspx
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read_msr(cls, address)
Read the contents of the specified MSR (Machine Specific Register).

Parameters
address: MSR to read.

(type=int)
Return Value
Value of the specified MSR.

(type=int)
Raises
WindowsError Raises an exception on error.

NotImplementedError Current architecture is not 1386 or amd64.

Warning: It could potentially brick your machine. It works on my machine,
but your mileage may vary.

write_msr(cls, address, value)

Set the contents of the specified MSR (Machine Specific Register).

Parameters
address: MSR to write.

(type=int)
value:  Contents to write on the MSR.
(type=int)

Raises
WindowsError Raises an exception on error.

NotImplementedError Current architecture is not 1386 or amd64.

Warning: It could potentially brick your machine. It works on my machine,
but your mileage may vary.
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enable_step_on_branch_mode(cls)

When tracing, call this on every single step event for step on branch mode.

Raises
WindowsError Raises ERROR_DEBUGGER_INACTIVE if the debugger is
not attached to least one process.

NotImplementedError Current architecture is not 1386 or amd64.

Warning: This method uses the processor’s machine specific registers (MSR).
It could potentially brick your machine. It works on my machine, but your
mileage may vary.

Note: It doesn’t seem to work in VMWare or VirtualBox machines. Maybe it
fails in other virtualization/emulation environments, no extensive testing was
made so far.

get_last_branch location(cls)

Returns the source and destination addresses of the last taken branch.

Return Value
Source and destination addresses of the last taken branch.

(type=tuple( int, int ))
Raises
WindowsError Raises an exception on error.

NotImplementedError Current architecture is not 1386 or amd64.

Warning: This method uses the processor’s machine specific registers (MSR).
It could potentially brick your machine. It works on my machine, but your
mileage may vary.

Note: It doesn’t seem to work in VMWare or VirtualBox machines. Maybe it
fails in other virtualization/emulation environments, no extensive testing was
made so far.

Processes snapshot
Inherited from winappdbg.system.ProcessContainer

clear(), clear_dead _processes(), clear_processes(), clear_unattached_processes(), close_process_and_thre:
close_process_handles(), find_processes_by _filename(), get_pid_from_tid(), get_process(),
get_process_count(), get_process_ids(), get_windows( ), has_process(), iter_process_ids(),
iter_processes(), scan(), scan_processes(), scan_processes_fast()

Threads snapshots
Inherited from winappdbg.system.ProcessContainer

get_thread(), get_thread_count(), get_thread_ids(), has_thread(), scan_processes_and_threads()
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Modules snapshots
Inherited from winappdbg.system.ProcessContainer

find_modules_by_address(), find_modules_by_base(), find_modules_by _name(), get_module_count(),
scan_modules|()

Event notifications (private)
Inherited from winappdbg.system.ProcessContainer

notify_create_process(), notify_exit_process()

71.2 Properties

Name \ Description
Inherited from object
_class__

71.3 Class Variables

Name \ Description
Global settings
arch Name of the processor architecture we’re
running on. For more details see
win32.version.get_arch.
Value: ’i386° (type=str)
bits Size of the machine word in bits for the current
architecture. For more details see
win32.version.get_bits.
Value: 32 (type=int)
0s Name of the Windows version we’re runing on.
For more details see win32.version.get_os.
Value: ’Windows XP’ (type=str)

wow64 True if the debugger is a 32 bits process
running in a 64 bits version of Windows, False
otherwise.
Value: False (type=bool)

pageSize Page size in bytes. Defaults to 0x1000 but it’s

automatically updated on runtime when
importing the module.
Value: 4096 (type=int)
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72 Class winappdbg.system.Thread

object T

winappdbg.system. ThreadDebugOperations

winappdbg.system.Thread

Interface to a thread in another process.

72.1 Methods

__init__(self, dwThreadld, hThread=None, process=None)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
dwThreadId: Global thread ID.
(type=int)
hThread: (Optional) Handle to the thread.
(type=ThreadHandle)
process: (Optional) Parent Process object.

(type=Process)

Overrides: object.__init__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), -_reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

Properties

get_process(self)

Return Value
Parent Process object. Returns None if unknown.

(type=Process)
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set_process(self, process=None)

Manually set the parent Process object. Use with care!

Parameters
process: (Optional) Process object. Use None for no process.

(type=Process)

get_pid(self)

Return Value
Parent process global ID.

(type=int)
Raises
WindowsError An error occured when calling a Win32 API function.

RuntimeError The parent process ID can’t be found.

get_tid(self)

Return Value
Thread global ID.

(type=int)

get_name(self)

Return Value
Thread name, or None if the thread is nameless.

(type=str)

set_name(self, name=None)

Sets the thread’s name.

Parameters
name: Thread name, or None if the thread is nameless.

(type=str)

is_alive(self)

Return Value
True if the thread if currently running.

(type=bool)
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get_exit_code(self)

Return Value
Thread exit code, or STILL_ACTIVE if it’s still alive.

(type=int)

get_windows(self)

Return Value
Returns a list of windows handled by this thread.

(type=list of Window)

Inherited from winappdbg.system. ThreadDebugOperations
get_teb(), get_teb_address(), is-wow64()

Instrumentation

wait(self, dwTimeout=None)

Waits for the thread to finish executing.

Parameters
dwTimeout: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

kill(self, dwEzitCode=0)

Terminates the thread execution.

Parameters
dwExitCode: (Optional) Thread exit code.
(type=int)
Note: If the 1pInjectedMemory member contains a valid pointer, the memory
is freed.
suspend (self)

Suspends the thread execution.

Return Value
Suspend count. If zero, the thread is running.

(type=int)
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resume(self)

Resumes the thread execution.

Return Value
Suspend count. If zero, the thread is running.

(type=int)

Registers

get_context(self, ContertFlags=None)

Parameters
ContextFlags: Optional, specify which registers to retrieve.
Defaults to win32.CONTEXT_ALL which retrieves all
registes for the current platform.

(type=int)
Return Value
Dictionary mapping register names to their values.

(type=dict( str — int ))

See Also: set_context

set_context(self, context)

Sets the values of the registers.

Parameters
context: Dictionary mapping register names to their values.

(type=dict( str — int ))
See Also: get_context

get_register(self, register)

Parameters
register: Register name.

(type=str)
Return Value
Value of the requested register.

(type=int)
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set_register(self, register, value)

Sets the value of a specific register.

Parameters
register: Register name.

(type=str)
Return Value
Register value.

(type=int)

get_pc(self)

Return Value
Value of the program counter register.

(type=int)

set_pc(self, pc)

Sets the value of the program counter register.

Parameters
pc: Value of the program counter register.
(type=int)

get_fp(self)

Return Value
Value of the frame pointer register.

(type=int)

set_fp(self, fp)

Sets the value of the frame pointer register.

Parameters
fp: Value of the frame pointer register.
(type=int)

get_gp(self)

Return Value
Value of the GP register.

(type=int)
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set_gp(self, gp)

Sets the value of the frame pointer register.

Parameters
gp: Value of the GP register.

(type=int)

get_sp(self)

Return Value
Value of the stack pointer register.

(type=int)

set_sp(self, sp)

Sets the value of the stack pointer register.

Parameters
sp: Value of the stack pointer register.

(type=int)

get_rp(self)

Return Value
Value of the RP register.

(type=int)

set_rp(self, rp)
Sets the value of the RP register.

Parameters
rp: Value of the RP register.

(type=int)

get_flags(self, FlagMask=4294967295)

Parameters
FlagMask: (Optional) Bitwise-AND mask.
(type=int)
Return Value
Flags register contents, optionally masking out some bits.

(type=int)
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set_flags(self, eflags, FlagMask=4294967295)

Sets the flags register, optionally masking some bits.

Parameters
eflags:  Flags register contents.
(type=int)
FlagMask: (Optional) Bitwise-AND mask.
(type=int)

get_flag value(self, FlagBit)

Parameters
FlagBit: One of the Flags.
(type=int)
Return Value
Boolean value of the requested flag.

(type=bool)

set_flag value(self, FlagBit, FlagValue)

Sets a single flag, leaving the others intact.

Parameters
FlagBit:  One of the Flags.

(type=int)
FlagValue: Boolean value of the flag.

(type=bool)

get_zf (self)

Return Value
Boolean value of the Zero flag.

(type=bool)

get_cf(self)

Return Value
Boolean value of the Carry flag.

(type=bool)
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get_sf (self)

Return Value
Boolean value of the Sign flag.

(type=bool)

get_df (self)

Return Value
Boolean value of the Direction flag.

(type=bool)

get_tf(self)

Return Value
Boolean value of the Trap flag.

(type=bool)

clear_zf (self)
Clears the Zero flag.

clear_cf (self)
Clears the Carry flag.

clear_sf(self)
Clears the Sign flag.

clear_df(self)
Clears the Direction flag.

clear_tf(self)
Clears the Trap flag.

set_zf(self)
Sets the Zero flag.

set_cf(self)
Sets the Carry flag.
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set_sf(self)
Sets the Sign flag.

set_df (self)
Sets the Direction flag.

set_tf(self)
Sets the Trap flag.

Handle

open_handle(self, dwDesiredAccess=2035711)

Opens a new handle to the thread.

The new handle is stored in the hThread property.

close_handle(self)
Closes the handle to the thread.

Note: Normally you don’t need to call this method. All handles created by
WinAppDbg are automatically closed when the garbage collector claims them.
So unless you've been tinkering with it, setting hThread to None should be
enough.

get_handle(self)

Return Value
Handle to the thread.

(type=ThreadHandle)

Debugging
Inherited from winappdbg.system. ThreadDebugOperations
get_seh_chain(), get_seh_chain_pointer(), get_wait_chain(), set_seh_chain_pointer|()
Disassembly
Inherited from winappdbg.system. ThreadDebugOperations

disassemble(), disassemble_around(), disassemble_around_pc(), disassemble_current(),
disassemble_instruction(), disassemble_string()

Stack
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Inherited from winappdbg.system. ThreadDebugOperations

get_stack_frame(), get_stack_frame_range(), get_stack range(), get_stack_trace(), get_stack_trace_with_l
peek stack data(), peek_stack dwords(), peek stack qwords(), read_stack data(),
read_stack_dwords(), read stack_qwords()

Miscellaneous
Inherited from winappdbg.system. ThreadDebugOperations

get_label_at_pc(), get_linear_address(), peek_code_bytes(), peek_pointers_in_data(),
peek_pointers_in_registers(), read_code_bytes()

72.2 Properties

Name Description
Inherited from object
_class__

72.3 Instance Variables

Name Description
process
dwThreadld Global thread ID. Use get_tid instead.
(type=int)
hThread Handle to the thread. Use get_handle instead.
(type=ThreadHandle)
plnjectedMemory If the thread was created by

Process.inject_code, this member contains a
pointer to the memory buffer for the injected
code. Otherwise it’s None.

The kill method uses this member to free the
buffer when the injected thread is killed.

(type=int)
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73 Class winappdbg.system.Thread.Flags

object
winappdbg.system.Thread.Flags

Commonly used processor flags

73.1 Methods

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash__(), __init_(), _new__(), __reduce__(),
_reduce_ex__(), _repr__(), _setattr__(), __sizeof__(), _str__(), __subclasshook__()

73.2 Properties

Name \ Description
Inherited from object
_class__

73.3 Class Variables

Name Description

Overflow Value: 2048

Direction Value: 1024

Interrupts Value: 512

Trap Value: 256

Sign Value: 128

Zero Value: 64

Auxiliary Value: 16

Parity Value: 4

Carry Value: 1
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74 Class winappdbg.system.Window

object
winappdbg.system.Window

Interface to an open window in the current desktop.

74.1 Methods

__init__(self, hWnd=None, process=None, thread=None)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
hWnd: Window handle.

(type=int or win32. HWND)

process: (Optional) Process that owns this window.
(type=Process)

thread: (Optional) Thread that owns this window.
(type=Thread)

Overrides: object._init__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

Properties

get_handle(self)

Return Value
Window handle.
(type=int)
Raises
ValueError No window handle set.

get_pid(self)
Return Value
Global ID of the process that owns this window.

(type=int)

403



Methods Class winappdbg.system. Window

get_tid(self)

Return Value
Global ID of the thread that owns this window.

(type=int)

get_process(self)

Return Value
Parent Process object. Returns None if unknown.

(type=Process)

set_process(self, process=None)

Manually set the parent process. Use with care!

Parameters
process: (Optional) Process object. Use None for no process.

(type=Process)

get_thread(self)

Return Value
Parent Thread object. Returns None if unknown.

(type=Thread)

set_thread(self, thread=None)

Manually set the thread process. Use with care!

Parameters
thread: (Optional) Thread object. Use None for no thread.

(type=Thread)

get_classname(self)

Return Value
Window class name.

(type=str)
Raises
WindowsError An error occured while processing this request.
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get_text(self)

Return Value
Window text (caption).

(type=str)
See Also: set_text

set_text(self, text)

Set the window text (caption).

Parameters
text: New window text.
(type=str)

See Also: get_text

get_placement(self)

Retrieve the window placement in the desktop.

Return Value
Window placement in the desktop.

(type=win32. WindowPlacement)

See Also: set_placement

set_placement(self, placement)

Set the window placement in the desktop.

Parameters
placement: Window placement in the desktop.

(type=win32.WindowPlacement)

Raises
WindowsError An error occured while processing this request.

See Also: get_placement
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client_to_screen(self, z, y)

Translates window client coordinates to screen coordinates.

Parameters
x: Horizontal coordinate.

(type=int)
y: Vertical coordinate.
(type=int)

Return Value
Translated coordinates in a tuple (x, y).

(type=tuple( int, int ))
Raises
WindowsError An error occured while processing this request.

Note: This is a simplified interface to some of the functionality of the
win32.Point class.

See Also: {win32.Point.client_to_screen}

screen_to_client(self, z, y)

Translates window screen coordinates to client coordinates.

Parameters
x: Horizontal coordinate.
(type=int)
y: Vertical coordinate.
(type=int)

Return Value
Translated coordinates in a tuple (x, y).

(type=tuple( int, int ))
Raises
WindowsError An error occured while processing this request.

Note: This is a simplified interface to some of the functionality of the
win32.Point class.

See Also: {win32.Point.screen_to_client}

State
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is_valid(self)

Return Value
True if the window handle is still valid.

(type=bool)

is_visible(self)

Return Value
True if the window is in a visible state.

(type=bool)
See Also: {show}, {hide}

is_enabled(self)

Return Value
True if the window is in an enabled state.

(type=bool)
See Also: {enable}, {disable}

is_maximized(self)

Return Value
True if the window is maximized.

(type=bool)

See Also: maximize

is_minimized (self)

Return Value
True if the window is minimized.

(type=bool)

See Also: minimize

is_child(self)

Return Value
True if the window is a child window.

(type=bool)
See Also: get_parent
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is_zoomed(self)

Return Value
True if the window is maximized.

(type=bool)

See Also: maximize

is_iconic(self)

Return Value
True if the window is minimized.

(type=bool)

See Also: minimize

Nawvigation

get_parent(self)

Return Value
Parent window. Returns None if the window has no parent.

(type=Window or None)

Raises
WindowsError An error occured while processing this request.

See Also: get_children

get_children(self)

Return Value
List of child windows.

(type=list( Window ))

Raises
WindowsError An error occured while processing this request.

See Also: get _parent

get_tree(self)

Return Value
Dictionary of dictionaries forming a tree of child windows.

(type=dict( Window — dict( ... ) ))

Raises
WindowsError An error occured while processing this request.

See Also: get_root
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get_root(self)

Return Value
Root window for this tree.

(type=Window)

Raises
RuntimeError Can’t find the root window for this tree.

WindowsError An error occured while processing this request.

See Also: get_tree

get_child_at(self, z, y)

Get the child window located at the given coordinates. If no such window
exists an exception is raised.

Parameters
x: Horizontal coordinate.
(type=int)
y: Vertical coordinate.
(type=int)

Return Value

Child window at the requested position. If no such window exists a
WindowsError exception is raised.

(type=Window)

Raises
WindowsError An error occured while processing this request.

See Also: get_children

Instrumentation

enable(self)

Enable the user input for the window.

Raises
WindowsError An error occured while processing this request.

See Also: disable
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disable(self)

Disable the user input for the window.

Raises
WindowsError An error occured while processing this request.

See Also: enable

show (self, bAsync=True)

Make the window visible.

Parameters
bAsync: Perform the request asynchronously.

(type=bool)
Raises
WindowsError An error occured while processing this request.

See Also: hide

hide(self, bAsync=True)

Make the window invisible.

Parameters
bAsync: Perform the request asynchronously.

(type=bool)
Raises
WindowsError An error occured while processing this request.

See Also: show

maximize(self, bAsync=True)

Maximize the window.

Parameters
bAsync: Perform the request asynchronously.
(type=bool)
Raises
WindowsError An error occured while processing this request.

See Also: minimize, restore
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minimize(self, bAsync=True)

Minimize the window.

Parameters
bAsync: Perform the request asynchronously.

(type=bool)
Raises
WindowsError An error occured while processing this request.

See Also: maximize, restore

restore(self, bAsync=True)

Unmaximize and unminimize the window.

Parameters
bAsync: Perform the request asynchronously.

(type=bool)
Raises
WindowsError An error occured while processing this request.

See Also: maximize, minimize

move(self, z, y, width, height, bRepaint=True)

Moves and/or resizes the window.

Parameters
X: New horizontal coordinate.
(type=int)
y: New vertical coordinate.
(type=int)
width: Desired window width.
(type=int)

height:  Desired window height.
(type=int)

bRepaint: True if the window should be redrawn afterwards.
(type=bool)

Raises
WindowsError An error occured while processing this request.

Note: This is request is performed syncronously.
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kill(self)
Signals the program to quit.

Raises
WindowsError An error occured while processing this request.

Note: This is an asyncronous request.

Low-level access

send (self, uMsg, wParam=DNone, [Param=None)

Send a low-level window message syncronically.
Parameters
uMsg:  Message code.
(type=int)
wParam: The type and meaning of this parameter depends on the
message.

1Param: The type and meaning of this parameter depends on the
message.

Return Value
The meaning of the return value depends on the window message.
Typically a value of 0 means an error occured. You can get the error
code by calling win32.GetLastError.

(type=int)

post(self, uMsg, wParam=None, [Param=None)

Post a low-level window message asyncronically.

Parameters
uMsg:  Message code.

(type=int)
wParam: The type and meaning of this parameter depends on the
message.

1Param: The type and meaning of this parameter depends on the
message.

Raises
WindowsError An error occured while sending the message.

74.2 Properties
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Name

Description

_as_parameter_

Compatibility with ctypes. Allows passing
transparently a Window object to an APT call.

Inherited from object
_class__

74.3 Instance Variables
Name Description

process

thread

Properties

dwProcessld Global ID of the process that owns this window.
(type=int)

dwThreadld Global ID of the thread that owns this window.
(type=int)

hWnd Window handle.
(type=int)
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75 Class winappdbg.textio.CrashDump

object
winappdbg.textio.CrashDump

Static functions for crash dumps.

75.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

dump _flags(efl)

Dump the x86 processor flags. The output mimics that of the WinDBG
debugger.

Parameters
efl: Value of the eFlags register.

(type=int)
Return Value
Text suitable for logging.

(type=str)

dump _registers(cls, registers)

Dump the x86 processor register values. The output mimics that of the
WinDBG debugger.

Parameters
registers: Dictionary mapping register names to their values.

(type=dict( str — int ))

Return Value
Text suitable for logging.

(type=str)
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dump _registers_peek(registers, data, separator=> ", width=16)

Dump data pointed to by the given registers, if any.

Parameters
registers: Dictionary mapping register names to their values. This
value is returned by Thread.get_context.
(type=dict( str — int ))

data: Dictionary mapping register names to the data they
point to. This value is returned by
Thread.peek_pointers_in registers.

(type=dict( str — str ))

Return Value
Text suitable for logging.

(type=str)
dump_data_peek(data, base=0, separator=" ", width=16)
Dump data from pointers guessed within the given binary data.
Parameters
data: Dictionary mapping offsets to the data they point to.
(type=str)

base: Base offset.

(type=int)
Return Value
Text suitable for logging.

(type=str)
dump _stack_peek(data, separator=>", width=16)
Dump data from pointers guessed within the given stack dump.
Parameters
data: Dictionary mapping stack offsets to the data they point to.
(type=str)

Return Value
Text suitable for logging.

(type=str)
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dump _stack_trace(stack_trace)

Dump a stack trace, as returned by Thread.get_stack_trace with the
bUseLabels parameter set to False.

Parameters
stack_trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str))

Return Value
Text suitable for logging.

(type=str)

dump _stack_trace_with_labels(stack_trace)

Dump a stack trace, as returned by Thread.get_stack_trace with_labels.

Parameters
stack trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str ))

Return Value
Text suitable for logging.

(type=str)

dump_code(disassembly, pc=None, bLowercase=True)

Dump a disassembly. Optionally mark where the program counter is.

Parameters
disassembly: Disassembly dump as returned by
Process.disassemble or
Thread.disassemble_around pc.

(type=list of tuple( int, int, str, str ))

pc: (Optional) Program counter.
(type=int)

bLowercase: (Optional) If True convert the code to lowercase.
(type=bool)

Return Value
Text suitable for logging.

(type=str)
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dump_code_line(disassembly_line, bShowAddress=True, bShowDump=True,
bLowercase=True, dwDumpWidth=None, dwCode Width=None)

Dump a single line of code. To dump a block of code use dump_code.

Parameters
disassembly_line: Single item of the list returned by
Process.disassemble or
Thread.disassemble_around_pc.

(type=tuple( int, int, str, str))
bShowAddress: (Optional) If True show the memory address.
(type=bool)

bShowDump : (Optional) If True show the hexadecimal
dump.

(type=bool)

bLowercase: (Optional) If True convert the code to
lowercase.

(type=bool)

dwDumpWidth: (Optional) Width in characters of the hex
dump.

(type=int or None)
dwCodeWidth: (Optional) Width in characters of the code.
(type=int or None)

Return Value
Text suitable for logging.

(type=str)
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dump_memory_map(memoryMap, mappedFilenames=None)

Dump the memory map of a process. Optionally show the filenames for
memory mapped files as well.

Parameters
memoryMap: Memory map returned by
Process.get_memory _map.

(type=list( win32.MemoryBasicInformation ))

mappedFilenames: (Optional) Memory mapped filenames returned
by Process.get mapped _filenames.

(type=dict( int — str ))

Return Value
Text suitable for logging.

(type=str)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), __init__(), __reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

75.2 Properties

Name \ Description
Inherited from object
_class__

75.3 Class Variables

Name Description
reg_template Template for the dump registers method.
Value: {’amd64’: ’rax=),(Rax).16x
rbx=7, (Rbx) . 16x rcx=Y,(Rcx) .16x\n. ..
(type=str)
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76 Class winappdbg.textio.DebugLog

object
winappdbg.textio.DebuglLog

Static functions for debug logging.

76.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

log_text(text)

Log lines of text, inserting a timestamp.

Parameters
text: Text to log.

(type=str)
Return Value
Log line.

(type=str)

log_event(cls, event, text=None)

Log lines of text associated with a debug event.

Parameters
event: Event object.

(type=Event)

text: (Optional) Text to log. If no text is provided the default is
to show a description of the event itself.

(type=str)
Return Value
Log line.

(type=str)
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Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), __init__(), __reduce__(), __reduce_ex_(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

76.2 Properties

Name \ Description
Inherited from object
_class__
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77 Class winappdbg.textio.HexDump

object

winappdbg.textio.HexDump

Static functions for hexadecimal dumps.

77.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

integer(cls, integer)

Parameters
integer: Integer.

(type=int)
Return Value
Text output.

(type=str)

address(cls, address)

Parameters
address: Memory address.

(type=int)
Return Value
Text output.

(type=str)
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printable(data)

Replace unprintable characters with dots.

Parameters
data: Binary data.

(type=str)
Return Value
Printable text.

(type=str)

hexadecimal(data, separator="")

Convert binary data to a string of hexadecimal numbers.

Parameters
data: Binary data.

(type=str)
separator: Separator between the hexadecimal representation of
each character.

(type=str)
Return Value
Hexadecimal representation.

(type=str)

hexa word(data, separator=">")

Convert binary data to a string of hexadecimal WORDs.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each WORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)
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hexa_dword(data, separator=> ")

Convert binary data to a string of hexadecimal DWORDs.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each DWORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

hexa_qword(data, separator=> ")

Convert binary data to a string of hexadecimal QWORD:s.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each QWORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)
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hexline(cls, data, separator="", width=None)

Dump a line of hexadecimal numbers from binary data.

Parameters
data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)
width: (Optional) Maximum number of characters to convert
per text line. This value is also used for padding.

(type=int)
Return Value
Multiline output text.

(type=str)

hexblock(cls, data, address=None, separator=> ", width=8)

Dump a block of hexadecimal numbers from binary data. Also show a
printable text version of the data.

Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)

width: (Optional) Maximum number of characters to convert
per text line.

(type=int)
Return Value
Multiline output text.

(type=str)
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hexblock_cb(cls, callback, data, address=None, width=16, cb_args=(),
cb_kwargs={})

Dump a block of binary data using a callback function to convert each line of
text.

Parameters
callback: Callback function to convert each line of data.

(type=function)
data: Binary data.
(type=str)

address:  (Optional) Memory address where the data was read
from.

(type=str)
cb_args:  (Optional) Arguments to pass to the callback function.
(type=str)

cb_kwargs: (Optional) Keyword arguments to pass to the callback
function.

(type=str)

width: (Optional) Maximum number of bytes to convert per
text line.

(type=int)
Return Value
Multiline output text.

(type=str)
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hexblock_byte(cls, data, address=None, separator=" ", width=16)
Dump a block of hexadecimal BYTEs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each BYTE.
(type=str)
width: (Optional) Maximum number of BYTESs to convert per
text line.
(type=int)

Return Value
Multiline output text.

(type=str)
hexblock_word(cls, data, address=None, separator=" ", width=8)
Dump a block of hexadecimal WORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each WORD.
(type=str)
width: (Optional) Maximum number of WORDs to convert per
text line.
(type=int)

Return Value
Multiline output text.

(type=str)
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hexblock_dword(cls, data, address=None, separator="> ", width=4)
Dump a block of hexadecimal DWORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each DWORD.
(type=str)
width: (Optional) Maximum number of DWORDs to convert
per text line.
(type=int)

Return Value
Multiline output text.

(type=str)
hexblock_qword(cls, data, address=None, separator=" ", width=2)
Dump a block of hexadecimal QWORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each QWORD.
(type=str)
width: (Optional) Maximum number of QWORDs to convert
per text line.
(type=int)

Return Value
Multiline output text.

(type=str)

Inherited from object
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_delattr_(), __format__(), __getattribute__(), __hash_(), __init_(), __reduce_(), _reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

77.2 Properties

Name \ Description
Inherited from object
_class__

77.3 Class Variables

Name Description
integer_size Size in characters of an outputted integer. This
value is platform dependent.
Value: 8 (type=int)
address_size Size in characters of an outputted address. This
value is platform dependent.
Value: 8 (type=int)
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78 Class winappdbg.textio.HexInput

object
winappdbg.textio.HexInput

Static functions for user input parsing. The counterparts for each method are in the

HexOutput class.

78.1 Methods

__new__(cls, *argv, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object._ new__

integer(token)

Convert numeric strings into integers.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed integer value.

(type=int)

address(token)

Convert numeric strings into memory addresses.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed integer value.

(type=int)
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hexadecimal(token)

Convert a strip of hexadecimal numbers into binary data.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed string value.

(type=str)

pattern(token)

Convert an hexadecimal search pattern into a POSIX regular expression.
For example, the following pattern:
"B8 07 7?0 77 77"

Would match the following data:

"B8 OD FO AD BA" # mov eax, OxBAADFOOD
Parameters
token: String to parse.
(type=str)

Return Value
Parsed string value.

(type=str)
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integer _list_file(cls, filename)

Read a list of integers from a file.
The file format is:

e # anywhere in the line begins a comment
e leading and trailing spaces are ignored
e empty lines are ignored
e integers can be specified as:
— decimal numbers (”100” is 100)
— hexadecimal numbers (”0x100” is 256)
— binary numbers (”0b100” is 4)
— octal numbers (70100” is 64)

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers read from the file.

(type=list( int ))

string_list_file(cls, filename)

Read a list of string values from a file.
The file format is:

e # anywhere in the line begins a comment
e leading and trailing spaces are ignored
e empty lines are ignored

e strings cannot span over a single line

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers and strings read from the file.

(type=list)
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mixed _list_file(cls, filename)

Read a list of mixed values from a file.
The file format is:

e # anywhere in the line begins a comment

leading and trailing spaces are ignored

empty lines are ignored

strings cannot span over a single line

integers can be specified as:
— decimal numbers (”100” is 100)
— hexadecimal numbers (”0x100” is 256)
— binary numbers (”0b100” is 4)
— octal numbers (70100” is 64)

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers and strings read from the file.

(type=list)

Inherited from object

_delattr__(), __format__(), __getattribute__(), _hash_(), __init__(), __reduce__(), __reduce_ex_(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

78.2 Properties

Name Description
Inherited from object
_class__
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79 Class winappdbg.textio.HexOutput

object
winappdbg.textio.HexOutput

Static functions for user output parsing. The counterparts for each method are in the

HexInput class.

79.1 Methods

__new__(cls, *argv, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object._ new__

integer(cls, integer)

Parameters
integer: Integer.

(type=int)
Return Value
Text output.

(type=str)

address(cls, address)

Parameters
address: Memory address.

(type=int)
Return Value
Text output.

(type=str)
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hexadecimal(data)

Convert binary data to a string of hexadecimal numbers.

Parameters
data: Binary data.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

integer _list_file(cls, filename, values)

Write a list of integers to a file. If a file of the same name exists, it’s contents
are replaced.

See HexInput.integer list file for a description of the file format.

Parameters
filename: Name of the file to write.
(type=str)
values:  List of integers to write to the file.

(type=list( int ))

string_list_file(cls, filename, values)

Write a list of strings to a file. If a file of the same name exists, it’s contents
are replaced.

See HexInput.string list_file for a description of the file format.

Parameters
filename: Name of the file to write.
(type=str)
values:  List of strings to write to the file.

(type=list( int ))
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mixed list_file(cls, filename, values)

Write a list of mixed values to a file. If a file of the same name exists, it’s
contents are replaced.
See HexInput.mixed_list_file for a description of the file format.

Parameters
filename: Name of the file to write.

(type=str)
values: List of mixed values to write to the file.

(type=list( int ))

Inherited from object

_delattr__(), __format__(), __getattribute__(), _hash_(), __init__(), __reduce__(), __reduce_ex_(),
_repr__(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

79.2 Properties

Name Description
Inherited from object
_class__

79.3 Class Variables

Name Description
integer_size Size in characters of an outputted integer. This
value is platform dependent.
Value: 10 (type=int)
address_size Size in characters of an outputted address. This
value is platform dependent.
Value: 10 (type=int)
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80 Class winappdbg.textio.Logger

object
winappdbg.textio.Logger

Logs text to standard output and/or a text file.

80.1 Methods

__init__(self, logfile=None, verbose=True)

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
logfile: Append messahes to this text file.

(type=str or None)
verbose: True to print messages to standard output.
(type=bool)

Overrides: object.__init__

log_text(self, text)

Log lines of text, inserting a timestamp.

Parameters
text: Text to log.
(type=str)

log_event(self, event, text=None)

Log lines of text associated with a debug event.

Parameters
event: Event object.

(type=Event)

text: (Optional) Text to log. If no text is provided the default is
to show a description of the event itself.

(type=str)

log_exc(self)

Log lines of text associated with the last Python exception.
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Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

80.2 Properties

Name \ Description
Inherited from object
_class__

80.3 Instance Variables

Name Description
fd File object where log messages are printed to.
None if no log file is used.
(type=file)
logfile Append messahes to this text file.
(type=str or None)
verbose True to print messages to standard output.

(type=bool)

437



Class winappdbg.textio. Table

81 Class winappdbg.textio.Table

object
winappdbg.textio.Table

Text based table. The number of columns and the width of each column is automatically

calculated.

81.1 Methods

_init__(self, sep="7)

x._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
sep: Separator between cells in each row.
(type=str)

Overrides: object.__init__

addRow (self, *row)

Add a row to the table. All items are converted to strings.

Parameters
row: Kach argument is a cell in the table.

(type=tuple)

justify (self, column, direction)

Make the text in a column left or right justified.

Parameters
column: Index of the column.

(type=int)
direction: 1 to justify left, -1 to justify right.
(type=int)

Raises
IndexError Bad column index.

ValueError Bad direction value.
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getOutput(self)
Get the text output for the table.

Return Value
Text output.

(type=str)

yieldOutput(self)
Generate the text output for the table.

Return Value
Text output.

(type=generator of str)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr__(), _setattr__(), __sizeof__(), _str__(), __subclasshook__()

81.2 Properties

Name Description
Inherited from object
_class__
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82 Class winappdbg.util. DebugRegister

object
winappdbg.util. DebugRegister

Class to manipulate debug registers. Used by HardwareBreakpoint.

82.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

clear_bp(cls, ctz, register)

Clears a hardware breakpoint.

Parameters
ctx: Thread context dictionary.

(type=dict( str — int ))

(type=int)
See Also: find_slot, set_bp

register: Slot (debug register) for hardware breakpoint.
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set_bp(cls, ctz, register, address, trigger, watch)

Sets a hardware breakpoint.

Parameters
ctx: Thread context dictionary.

(type=dict( str — int ))
register: Slot (debug register).

(type=int)

address: Memory address.
(type=int)

trigger: 'Trigger flag. See HardwareBreakpoint.validTriggers.
(type=int)

watch: Watch flag. See
HardwareBreakpoint.validWatchSizes.
(type=int)
See Also: clear_bp, find_slot

find slot(cls, ctx)

Finds an empty slot to set a hardware breakpoint.

Parameters
ctx: Thread context dictionary.

(type=dict( str — int ))

Return Value
Slot (debug register) for hardware breakpoint.

(type=int)
See Also: clear_bp, set_bp

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), __init__(), __reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

82.2 Properties

Name \ Description
Inherited from object
_class__
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82.3 Class Variables

Name Description
registerMask Value: 4294967295
Trigger flags used by HardwareBreakpoint
BREAK_ON_EXECUTIO- | Break on execution.

N Value: 0 (type=int)
BREAK_ON_WRITE Break on write.

Value: 1 (type=int)
BREAK_ON_ACCESS Break on read or write.

Value: 3 (type=int)
BREAK_ON_IO_ACCESS | Break on I/O port access.
Value: 2 (type=int)

Size flags used by HardwareBreakpoint

WATCH_BYTE Watch a byte.

Value: 0 (type=int)
WATCH_WORD Watch a word.

Value: 1 (type=int)
WATCH_DWORD Watch a double word.

Value: 3 (type=int)
WATCH_QWORD Watch one quad word.

Value: 2 (type=int)

Bitwise masks for Dr7
enableMask Enable bit on Dr7 for each slot. Works as a
bitwise-OR mask.

Value: (1, 4, 16, 64) (type=4-tuple of
integers)

disableMask Mask of the enable bit on Dr7 for each slot.
Works as a bitwise-AND mask.

Value: (4294967294, 4294967291,
4294967279, 4294967231) (type=/-tuple of
integers)

triggerMask Trigger bits on Dr7 for each trigger flag value.
Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.

Value: (((0, 4294770687), (65536,
4294770687), (131072, 42947706. ..
(type=4-tuple of 2-tuples of integers)
watchMask Watch bits on Dr7 for each watch flag value.
Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.

Value: (((0, 4294180863), (262144,
4294180863), (524288, 4294180...
(type=4-tuple of 2-tuples of integers)

continued on next page
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Name

Description

clearMask

Mask of all important bits on Dr7 for each slot.
Works as a bitwise-AND mask.

Value: (4293984254, 4279238651,
4043309039, 268435391) (type=4-tuple of
integers)

generalDetect Mask

General detect mode bit. It enables the
processor to notify the debugger when the
debugee is trying to access one of the debug
registers.

Value: 8192 (type=integer)

Bitwise masks for Dr6

hitMask

Hit bit on Dr6 for each slot. Works as a
bitwise-AND mask.

Value: (1, 2, 4, 8) (type=4-tuple of
integers)

hitMaskAll Bitmask for all hit bits in Dré. Useful to know
if at least one hardware breakpoint was hit, or
to clear the hit bits only.
Value: 15 (type=integer)

clearHitMask Bitmask to clear all the hit bits in Dr6.
Value: 4294967280 (type=integer)

debugAccessMask The debugee tried to access a debug register.
Needs bit generalDetectMask enabled in Dr7.
Value: 8192 (type=integer)

singleStepMask A single step exception was raised. Needs the
trap flag enabled.
Value: 16384 (type=integer)

taskSwitchMask A task switch has occurred. Needs the TSS
T-bit set to 1.
Value: 32768 (type=integer)

clearDr6Mask Bitmask to clear all meaningful bits in Dr6.
Value: 4294909936 (type=integer)

Debug control MSR definitions

DebugCtIMSR Value: 473

LastBranchRecord Value: 1

BranchTrapFlag Value: 2

PinControl Value: (4, 8, 16, 32)

LastBranchToIP Value: 476

LastBranchFromIP Value: 475

LastExceptionTolP Value: 478

LastExceptionFromIP Value: 477
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83 Class winappdbg.util. MemoryAddresses

object
winappdbg.util. MemoryAddresses

Class to manipulate memory addresses.

83.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

align_address_to_page_start(cls, address)

Align the given address to the start of the page it occupies.

Parameters
address: Memory address.

(type=int)
Return Value
Aligned memory address.

(type=int)

align_address_to_page_end(cls, address)

Align the given address to the end of the page it occupies. That is, to point to
the start of the next page.

Parameters
address: Memory address.

(type=int)
Return Value
Aligned memory address.

(type=int)
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align_address_range(cls, begin, end)

Align the given address range to the start and end of the page(s) it occupies.

Parameters
begin: Memory address of the beginning of the buffer.

(type=int)
end: Memory address of the end of the buffer.
(type=int)

Return Value
Aligned memory addresses.

(type=tuple( int, int ))

get_buffer_size_in_pages(cls, address, size)

Get the number of pages in use by the given buffer.

Parameters
address: Aligned memory address.
(type=int)
size: Buffer size.
(type=int)

Return Value
Buffer size in number of pages.

(type=int)
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do_ranges_intersect(begin, end, old_begin, old_end)
Determine if the two given memory address ranges intersect.
Parameters
begin: Start address of the first range.
(type=int)
end: End address of the first range.
(type=int)
old_begin: Start address of the second range.
(type=int)
old _end: End address of the second range.
(type=int)
Return Value
True if the two ranges intersect, False otherwise.
(type=bool)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _hash_(), __init_(), __reduce__(), __reduce_ex_(),
_repr_(), _setattr_(), _sizeof_(), __str_(), _subclasshook__()

83.2 Properties

Name \ Description
Inherited from object
_class__

83.3 Class Variables

Name Description
pageSize Page size in bytes. Defaults to 0x1000 but it’s
automatically updated on runtime when
importing the module.
Value: 4096 (type=int)
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84 Class winappdbg.util.PathOperations

object
winappdbg.util.PathOperations

Static methods for filename and pathname manipulation.

84.1 Methods

_new__(cls, *argu, **argd)

Don’t try to instance this class, it’s just a namespace!

Return Value
a new object with type S, a subtype of T

Overrides: object.__new__

pathname_to_filename(pathname)

Parameters
pathname: Absolute path.

(type=str)
Return Value
Relative path.

(type=str)

filename_to_pathname(filename)

Parameters
filename: Relative path.

(type=str)

Return Value
Absolute path.

(type=str)
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path_is_relative(path)

Parameters
path: Absolute or relative path.
(type=str)

Return Value
True if the path is relative, False if it’s absolute.

(type=bool)
See Also: path_is absolute

path_is_absolute(path)

Parameters
path: Absolute or relative path.
(type=str)

Return Value
True if the path is absolute, False if it’s relative.

(type=bool)
See Also: path is relative

split_extension(pathname)

Parameters
pathname: Absolute path.
(type=str)

Return Value
Tuple containing the file and extension components of the filename.

(type=tuple( str, str ))

split_filename(pathname)

Parameters
pathname: Absolute path.
(type=str)

Return Value
Tuple containing the path to the file and the base filename.

(type=tuple( str, str ))
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split_path(path)

Parameters
path: Absolute or relative path.
(type=str)

Return Value
List of path components.

(type=list( str... ))
See Also: join path

join_path(*components)

Parameters
components: Path components.

(type=tuple( str... ))
Return Value
Absolute or relative path.

(type=str)
See Also: split_path

native_to_win32_pathname(name)

Parameters
name: Native (NT) absolute pathname.
(type=str)

Return Value
Win32 absolute pathname.

(type=str)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), __init__(), __reduce__(), -_reduce_ex__(),
_repr_(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

84.2 Properties

Name Description
Inherited from object
_class__
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85 Class winappdbg.util. Regenerator

object
winappdbg.util. Regenerator

Calls a generator and iterates it. When it’s finished iterating, the generator is called again.
This allows you to iterate a generator more than once (well, sort of).

85.1 Methods

__init__(self, g_function, *v_args, **d_args)

x._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
g function: Function that when called returns a generator.

(type=function)

v_args: Variable arguments to pass to the generator function.
(type=tuple)
d_args: Variable arguments to pass to the generator function.

(type=dict)
Overrides: object.__init__

_iter__(z)

iter(x)

next(z)

Return Value
the next value, or raise Stoplteration

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr_(), _sizeof__(), _str__(), __subclasshook__()

85.2 Properties

Name \ Description
Inherited from object

continued on next page
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Properties

Class winappdbg.util. Regenerator

Name

Description

_class__
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Class Variables Class winappdbg.win32.advapi32.LUID

86 Class winappdbg.win32.advapi32.LUID

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.advapi32.LUID

86.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

86.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

86.3 Class Variables

Name Description

fields_ Value: [(’LowPart’, <class
’ctypes.c_ulong’>), (’HighPart’,
<cla...

HighPart Value: <Field type=c_long, ofs=4,
size=4>

LowPart Value: <Field type=c_ulong, ofs=0,
size=4>
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87 Class winappdbg.win32.advapi32.LUID _AND _ATTRIBUTES

object T

77._CData T

_ctypes.Structure

winappdbg.win32.advapi32.LUID _AND _ATTRIBUTES

87.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

87.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

87.3 Class Variables

Name Description
fields_ Value: [(°Luid’, <class
’winappdbg.win32.advapi32.LUID’>),
(CAtt. ..
Attributes Value: <Field type=c_ulong, ofs=8,
size=4>
Luid Value: <Field type=LUID, ofs=0, size=8>
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88 Class winappdbg.win32.advapi32.PLUID

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.advapi32.PLUID

88.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

88.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.advapi32. PI'OKEN_PRIVILEGES

89 Class winappdbg.win32.advapi32. PTOKEN_PRIVILEGES

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.advapi32.PTOKEN _PRIVILEGES

89.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

89.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.advapi32. PWAITCHAIN_NODE_INFO

90 Class winappdbg.win32.advapi32.PWAITCHAIN _NODE_INFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.advapi32.PWAITCHAIN _NODE _INFO

90.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

90.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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91 Class winappdbg.win32.advapi32. TOKEN_PRIVILEGES

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.advapi32. TOKEN_PRIVILEGES

91.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

91.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

91.3 Class Variables

Name Description
fields_ Value: [(’PrivilegeCount’, <class
’ctypes.c_ulong’>), (’Privileg...
PrivilegeCount Value: <Field type=c_ulong, ofs=0,
size=4>
Privileges Value: <Field type=LUID_AND_ATTRIBUTES,
ofs=4, size=12>
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92 Class winappdbg.win32.advapi32.TokenHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.advapi32.TokenHandle
Access token handle.

See Also: Handle

92.1 Methods

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)

Compatibility with the "with” Python statement.

__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.
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Methods Class winappdbg.win32.advapi32. TokenHandle

__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object.__init__

close(self)
Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters
value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)
Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()
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Properties Class winappdbg.win32.advapi32. TokenHandle

92.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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Class Variables Class winappdbg.win32.advapi32. WAITCHAIN_NODE_INFO

93 Class winappdbg.win32.advapi32. WAITCHAIN _NODE_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.advapi32. WAITCHAIN _NODE _INFO

93.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

93.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

93.3 Class Variables

Name Description
fields_ Value: [(°’0ObjectType’, <class
’ctypes.c_ulong’>), (’ObjectStatus...
ObjectStatus Value: <Field type=c_ulong, ofs=4,
size=4>
ObjectType Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Class Variables

Class winappdbg.win32.advapi32. WAITCHAIN_NODE_INFO

Name

Description

Value: <Field
type=_WAITCHAIN_NODE_INFO_UNION, ofs=8,
size=272>
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Class Variables Class winappdbg.win32.context_amd64. Context

94 Class winappdbg.win32.context_amd64.Context

object T
dict

winappdbg.win32.context_amd64.Context

94.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

94.2 Properties

Name Description
pc
sp
fp
Inherited from object
_class__

94.3 Class Variables

Name Description
arch Value: ’amd64’
Inherited from dict
__hash__
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95 Class winappdbg.win32.context_amd64.Context

object T
dict

winappdbg.win32.context_amd64.Context

95.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

95.2 Properties

Name Description
pc
sp
fp
Inherited from object
_class__

95.3 Class Variables

Name Description
arch Value: ’amd64’
Inherited from dict
__hash__
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Class Variables Class winappdbg.win32.context_amd64.LDT_ENTRY

96 Class winappdbg.win32.context_ amd64.LDT_ENTRY

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_ amd64.LDT _ENTRY

96.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

96.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

96.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’LimitLow’, <class
’ctypes.c_ushort’>), (’Baselow’, <cl...

BaseLow Value: <Field type=c_ushort, ofs=2,
size=2>

HighWord Value: <Field type=_LDT_ENTRY HIGHWORD_,
ofs=4, size=4>

continued on next page
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Class Variables Class winappdbg.win32.context_amd64.LDT_ENTRY

Name Description
LimitLow Value: <Field type=c_ushort, ofs=0,
size=2>
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Properties Class winappdbg.win32.context_amd64. PCONTEXT

97 Class winappdbg.win32.context_ amd64.PCONTEXT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context amd64.PCONTEXT

97.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

97.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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98 Class winappdbg.win32.context_amd64.PLDT_ENTRY

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_ amd64.PLDT _ENTRY

98.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

98.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.context_amd64. PWOW64_CONTEXT

99 Class winappdbg.win32.context_ amd64.PWOWG64 CONTEXT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context amd64.PWOW64 CONTEXT

99.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

99.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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100 Class winappdbg.win32.context_ amd64.PWOW64_ FLOATING _SAVE_/

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context amd64.PWOW64 FLOATING _SAVE_AREA

100.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

100.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.context_amd64.PWOW64_LDT_ENTRY

101 Class winappdbg.win32.context_amd64.PWOW64_LDT _ENTRY

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context amd64.PWOWG64_LDT _ENTRY

101.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

101.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.context_amd64.PXMM_SAVE_AREA32

102 Class winappdbg.win32.context_amd64.PXMM _SAVE_AREA32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_ amd64.PXMM _SAVE_AREA32

102.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

102.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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103 Class winappdbg.win32.context_ amd64.WOW64_CONTEXT

object T
7?7._CData T
_ctypes.Structure T

winappdbg.win32.context_i386. CONTEXT
winappdbg.win32.context_amd64.WOW64_CONTE:

103.1 Methods

from dict(cls, ctx)

Instance a new structure from a Python dictionary.

to_dict(self)

Convert a structure into a Python dictionary.

Inherited from _ctypes.Structure

_init__(), _new__()
Inherited from ?2._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

103.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

103.3 Class Variables
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Class Variables

Class winappdbg.win32.context_amd64. WOW64_CONTEXT

Name Description

ContextFlags Value: <Field type=c_ulong, ofs=0,
size=4>

Dr0 Value: <Field type=c_ulong, ofs=4,
size=4>

Drl Value: <Field type=c_ulong, ofs=8,
size=4>

Dr2 Value: <Field type=c_ulong, ofs=12,
size=4>

Dr3 Value: <Field type=c_ulong, ofs=16,
size=4>

Dr6 Value: <Field type=c_ulong, ofs=20,
size=4>

Dr7 Value: <Field type=c_ulong, ofs=24,
size=4>

EFlags Value: <Field type=c_ulong, ofs=192,
size=4>

Bax Value: <Field type=c_ulong, ofs=176,
size=4>

Ebp Value: <Field type=c_ulong, ofs=180,
size=4>

Ebx Value: <Field type=c_ulong, ofs=164,
size=4>

Ecx Value: <Field type=c_ulong, ofs=172,
size=4>

Edi Value: <Field type=c_ulong, ofs=156,
size=4>

Edx Value: <Field type=c_ulong, ofs=168,
size=4>

Eip Value: <Field type=c_ulong, ofs=184,
size=4>

Esi Value: <Field type=c_ulong, ofs=160,
size=4>

Esp Value: <Field type=c_ulong, ofs=196,
size=4>

ExtendedRegisters Value: <Field type=c_ubyte_Array 512,
ofs=204, size=512>

FloatSave Value: <Field type=FLOATING_SAVE_AREA,
ofs=28, size=112>

SegCs Value: <Field type=c_ulong, ofs=188,
size=4>

SegDs Value: <Field type=c_ulong, ofs=152,
size=4>

474

continued on next page



Class Variables

Class winappdbg.win32.context_amd64. WOW64_CONTEXT

Name Description

Segks Value: <Field type=c_ulong, ofs=148,
size=4>

Segk's Value: <Field type=c_ulong, ofs=144,
size=4>

SegGs Value: <Field type=c_ulong, ofs=140,
size=4>

SegSs Value: <Field type=c_ulong, ofs=200,
size=4>

fields_ Value: [(’ContextFlags’, <class
’ctypes.c_ulong’>), (’Dr0’, <cla...

_pack_ Value: 1

arch Value: ’i386°
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Class Variables Class winappdbg.win32.context_amd64. WOW64_FLOATING_SAVE_AREA

104 Class winappdbg.win32.context_ amd64.WOW64 FLOATING _SAVE_Al

object T
7?7._CData T
_ctypes.Structure T

winappdbg.win32.context_i386.FLOATING_SAVE_AREA
winappdbg.win32.context_amd64.WOV

104.1 Methods

from dict(cls, fsa)

Instance a new structure from a Python dictionary.

to_dict(self)

Convert a structure into a Python dictionary.

Inherited from _ctypes.Structure

_init__(), _new__()
Inherited from ?2._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

104.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

104.3 Class Variables
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Class Variables

Class winappdbg.win32.context_amd64. WOW64_FLOATING_SAVE_AREA

Name Description

ControlWord Value: <Field type=c_ulong, ofs=0,
size=4>

CrONpxState Value: <Field type=c_ulong, ofs=108,
size=4>

DataOffset Value: <Field type=c_ulong, ofs=20,
size=4>

DataSelector Value: <Field type=c_ulong, ofs=24,
size=4>

ErrorOffset Value: <Field type=c_ulong, ofs=12,
size=4>

ErrorSelector Value: <Field type=c_ulong, ofs=16,
size=4>

RegisterArea Value: <Field type=c_ubyte_Array_80,
0fs=28, size=80>

StatusWord Value: <Field type=c_ulong, ofs=4,
size=4>

TagWord Value: <Field type=c_ulong, ofs=8,
size=4>

_fields_ Value: [(’ControlWord’, <class
’ctypes.c_ulong’>), (’StatusWord’...

_pack_ Value: 1
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Class Variables Class winappdbg.win32.context_amd64. WOW64_LDT_ENTRY

105 Class winappdbg.win32.context_ amd64.WOWG64 _ LDT _ENTRY

object T
?77._CData T
_ctypes.Structure T

winappdbg.win3d2.context_i386.LDT_ENTRY
winappdbg.win32.context_amd64.WOWG64_LDT _E

105.1 Methods

Inherited from _ctypes.Structure

_init_(), _new__()
Inherited from ?2._CData

__ctypes_from_outparam__(), __hash_(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), -_repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

105.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

105.3 Class Variables

Name Description
BaseLow Value: <Field type=c_ushort, ofs=2,
size=2>
HighWord Value: <Field type=_LDT_ENTRY HIGHWORD_,
ofs=4, size=4>

continued on next page
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Class winappdbg.win32.context_amd64. WOW64_LDT_ENTRY

Name Description
LimitLow Value: <Field type=c_ushort, ofs=0,
size=2>
_fields_ Value: [(’LimitLow’, <class
’ctypes.c_ushort’>), (’Baselow’, <cl...
_pack_ Value: 1
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106 Class winappdbg.win32.context_amd64.XMM _SAVE_AREA32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_ amd64.XMM _SAVE_AREA32

106.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

106.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

106.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’ControlWord’, <class
’ctypes.c_ushort’>), (’StatusWord...

ControlWord Value: <Field type=c_ushort, ofs=0,
size=2>

DataOffset Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

DataSelector Value: <Field type=c_ushort, ofs=20,
size=2>

ErrorOffset Value: <Field type=c_ulong, ofs=8,
size=4>

ErrorOpcode Value: <Field type=c_ushort, ofs=6,
size=2>

ErrorSelector Value: <Field type=c_ushort, ofs=12,
size=2>

FloatRegisters Value: <Field type=M128A _Array.8,
0fs=32, size=128>

MxCsr Value: <Field type=c_ulong, ofs=24,
size=4>

MxCsr_Mask Value: <Field type=c_ulong, ofs=28,
size=4>

Reservedl Value: <Field type=c_ubyte, ofs=5,
size=1>

Reserved?2 Value: <Field type=c_ushort, ofs=14,
size=2>

Reserved3 Value: <Field type=c_ushort, ofs=22,
size=2>

Reserved4 Value: <Field type=c_ubyte_Array 96,
ofs=416, size=96>

StatusWord Value: <Field type=c_ushort, ofs=2,
size=2>

TagWord Value: <Field type=c_ubyte, ofs=4,
size=1>

XmmRegisters Value: <Field type=M128A_Array_16,
ofs=160, size=256>
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107 Class winappdbg.win32.context_amd64. LDT _ENTRY BITS_

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_amd64. LDT _ENTRY BITS_

107.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

107.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

107.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ulong’>, 8), (’Type’,
<clas...
BaseHi Value: <Field type=c_ulong, ofs=0:24,
bits=8>

continued on next page
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Class winappdbg.win32.context_amd64._ LD'T_ENTRY _BITS_

Name Description

BaseMid Value: <Field type=c_ulong, o0fs=0:0,
bits=8>

Default_Big Value: <Field type=c_ulong, ofs=0:22,
bits=1>

Dpl Value: <Field type=c_ulong, ofs=0:13,
bits=2>

Granularity Value: <Field type=c_ulong, ofs=0:23,
bits=1>

LimitHi Value: <Field type=c_ulong, ofs=0:16,
bits=4>

Pres Value: <Field type=c_ulong, ofs=0:15,
bits=1>

Reserved_0 Value: <Field type=c_ulong, ofs=0:21,
bits=1>

Sys Value: <Field type=c_ulong, ofs=0:20,
bits=1>

Type Value: <Field type=c_ulong, ofs=0:8,
bits=b>

483




Class Variables Class winappdbg.win32.context_amd64._ LDT_ENTRY _BYTES_

108 Class winappdbg.win32.context_amd64. LDT ENTRY BYTES_

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_amd64. LDT ENTRY BYTES_

108.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

108.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

108.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ubyte’>), (’Flagsl’,
<class...
BaseHi Value: <Field type=c_ubyte, ofs=3,
size=1>

continued on next page
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Class winappdbg.win32.context_amd64._ LDT_ENTRY _BYTES_

Name Description
BaseMid Value: <Field type=c_ubyte, ofs=0,
size=1>
Flagsl Value: <Field type=c_ubyte, ofs=1,
size=1>
Flags?2 Value: <Field type=c_ubyte, ofs=2,
size=1>
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109 Class winappdbg.win32.context_amd64. LDT _ENTRY HIGHWORD _

object T
?77._CData T

_ctypes.Union
winappdbg.win32.context_amd64. LDT ENTRY HIGHWORD _

109.1 Methods

Inherited from _ctypes.Union

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

109.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

109.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’Bytes’, <class
’winappdbg.win32.context_amd64. _LDT_ENT. . |

Bits Value: <Field type=_LDT_ENTRY BITS_,
ofs=0, size=4>

Bytes Value: <Field type=_LDT_ENTRY_BYTES_,
ofs=0, size=4>
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110 Class winappdbg.win32.context_i386.Context

object T
dict
winappdbg.win32.context_i386.Context

110.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

110.2 Properties

Name Description
pc
sp
fp
Inherited from object
_class__

110.3 Class Variables

Name Description
arch Value: 1386’
Inherited from dict
__hash__
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111 Class winappdbg.win32.context_i386.Context

object T
dict
winappdbg.win32.context_i386.Context

111.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

111.2 Properties

Name Description
pc
sp
fp
Inherited from object
_class__

111.3 Class Variables

Name Description
arch Value: 1386’
Inherited from dict
__hash__
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112 Class winappdbg.win32.context_i386.FLOATING _SAVE_AREA

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_i386.FLOATING_SAVE_AREA
Known Subclasses: winappdbg.win32.context_amd64. WOWG64_ FLOATING_SAVE_AREA

112.1 Methods

from _dict(cls, fsa)

Instance a new structure from a Python dictionary.

to_dict(self)

Convert a structure into a Python dictionary.

Inherited from _ctypes.Structure

_init__(), -mew_-()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), __reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

112.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

112.3 Class Variables
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Name Description

_pack_ Value: 1

_fields_ Value: [(’ControlWord’, <class
’ctypes.c_ulong’>), (’StatusWord’...

ControlWord Value: <Field type=c_ulong, ofs=0,
size=4>

CrONpxState Value: <Field type=c_ulong, ofs=108,
size=4>

DataOffset Value: <Field type=c_ulong, ofs=20,
size=4>

DataSelector Value: <Field type=c_ulong, ofs=24,
size=4>

ErrorOffset Value: <Field type=c_ulong, ofs=12,
size=4>

ErrorSelector Value: <Field type=c_ulong, ofs=16,
size=4>

RegisterArea Value: <Field type=c_ubyte_ Array 80,
0fs=28, size=80>

StatusWord Value: <Field type=c_ulong, ofs=4,
size=4>

TagWord Value: <Field type=c_ulong, ofs=8,
size=4>
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113 Class winappdbg.win32.context_i386.LDT_ENTRY

object T
?77._CData T

_ctypes.Structure
winappdbg.win32.context_i386.LDT_ENTRY
Known Subclasses: winappdbg.win32.context_amd64.WOW64_LDT_ENTRY

113.1 Methods

Inherited from _ctypes.Structure

_init__(), -new_-()
Inherited from ?%._CData

__ctypes_from_outparam__(), __hash_(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), __repr__(), _setattr__(),
_sizeof (), _str_(), _subclasshook__()

113.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

113.3 Class Variables

Name Description
pack_ Value: 1
_fields_ Value: [(’LimitLow’, <class
’ctypes.c_ushort’>), (’BaselLow’, <cl...
BaseLow Value: <Field type=c_ushort, ofs=2,
size=2>

continued on next page
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Class Variables

Class winappdbg.win32.context_i386.LDT_ENTRY

Name

Description

HighWord

Value: <Field type=_LDT_ENTRY HIGHWORD_,
ofs=4, size=4>

LimitLow

Value: <Field type=c_ushort, ofs=0,
size=2>
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114 Class winappdbg.win32.context_i386.PCONTEXT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_i386.PCONTEXT

114.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

114.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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115 Class winappdbg.win32.context_i386.PFLOATING_SAVE_AREA

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_i386.PFLOATING _SAVE_AREA

115.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

115.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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116 Class winappdbg.win32.context_i386.PLDT_ENTRY

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_i386.PLDT _ENTRY

116.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

116.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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117 Class winappdbg.win32.context_i386. LDT_ENTRY _BITS_

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_i386. LDT ENTRY BITS_

117.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

117.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

117.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ulong’>, 8), (’Type’,
<clas...
BaseHi Value: <Field type=c_ulong, ofs=0:24,
bits=8>

continued on next page
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Class Variables

Class winappdbg.win32.context_i386._LDT_ENTRY_BITS_

Name Description

BaseMid Value: <Field type=c_ulong, o0fs=0:0,
bits=8>

Default_Big Value: <Field type=c_ulong, ofs=0:22,
bits=1>

Dpl Value: <Field type=c_ulong, ofs=0:13,
bits=2>

Granularity Value: <Field type=c_ulong, ofs=0:23,
bits=1>

LimitHi Value: <Field type=c_ulong, ofs=0:16,
bits=4>

Pres Value: <Field type=c_ulong, ofs=0:15,
bits=1>

Reserved_0 Value: <Field type=c_ulong, ofs=0:21,
bits=1>

Sys Value: <Field type=c_ulong, ofs=0:20,
bits=1>

Type Value: <Field type=c_ulong, ofs=0:8,
bits=b>
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118 Class winappdbg.win32.context_i386. LDT _ENTRY BYTES_

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.context_i386. LDT ENTRY BYTES_

118.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

118.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

118.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ubyte’>), (’Flagsl’,
<class...
BaseHi Value: <Field type=c_ubyte, ofs=3,
size=1>

continued on next page
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Class Variables

Class winappdbg.win32.context_i386._ LD T_ENTRY_BYTES_

Name Description
BaseMid Value: <Field type=c_ubyte, ofs=0,
size=1>
Flagsl Value: <Field type=c_ubyte, ofs=1,
size=1>
Flags?2 Value: <Field type=c_ubyte, ofs=2,
size=1>
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119 Class winappdbg.win32.context_i386. LDT_ENTRY _HIGHWORD _

object T
?77._CData T

_ctypes.Union
winappdbg.win32.context_i386. LDT _ENTRY HIGHWORD _

119.1 Methods

Inherited from _ctypes.Union

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

119.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

119.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’Bytes’, <class
’winappdbg.win32.context_i386._LDT_ENTR. . |

Bits Value: <Field type=_LDT_ENTRY BITS_,
ofs=0, size=4>

Bytes Value: <Field type=_LDT_ENTRY_BYTES_,
ofs=0, size=4>
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120 Class winappdbg.win32.context_ia64.Context

object T
dict
winappdbg.win32.context_ia64.Context

120.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

120.2 Properties

Name Description
gp
sp
rp
Inherited from object
_class__

120.3 Class Variables

Name Description
arch Value: ’ia64’
Inherited from dict
__hash__
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121 Class winappdbg.win32.context_ia64.Context

object T
dict
winappdbg.win32.context_ia64.Context

121.1 Methods

Inherited from dict

__cmp-_(), ——contains__(), __delitem__(), __eq__(), -_ge__(), __getattribute__(), __getitem__(),

_gt_(), —init__(), _iter__(), _le_(), —len__(), _1t__(), —me__(), —mew__(), __repr_(),
_setitem__(), _sizeof_(), clear(), copy(), fromkeys(), get(), has_key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values(), viewitems(), viewkeys(), viewvalues()

Inherited from object

_delattr__(), __format__(), _reduce__(), __reduce_ex__(), __setattr__(), __str__(), __subclasshook__()

121.2 Properties

Name Description
gp
sp
rp
Inherited from object
_class__

121.3 Class Variables

Name Description
arch Value: ’ia64’
Inherited from dict
__hash__
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122 Class winappdbg.win32.context_ia64. PCONTEXT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.context_ia64.PCONTEXT

122.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

122.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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123 Class winappdbg.win32.dbghelp.ADDRESS64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp. ADDRESS64

123.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

123.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

123.3 Class Variables

Name Description
fields_ Value: [(’0Offset’, <class
’ctypes.c_ulonglong’>), (’Segment’,
<c...
Mode Value: <Field type=c_ulong, ofs=12,
size=4>
Offset Value: <Field type=c_ulonglong, ofs=0,
size=8>

continued on next page
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Class Variables

Class winappdbg.win32.dbghelp. ADDRESS64

Name

Description

Segment

Value: <Field type=c_ushort, ofs=8,

size=2>
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124 Class winappdbg.win32.dbghelp.API_VERSION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp. API_VERSION

124.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

124.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

124.3 Class Variables

Name Description
fields_ Value: [(’MajorVersion’, <class
’ctypes.c_ushort’>), (’MinorVers...
MajorVersion Value: <Field type=c_ushort, ofs=0,
size=2>
MinorVersion Value: <Field type=c_ushort, ofs=2,
size=2>

continued on next page
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Class Variables

Class winappdbg.win32.dbghelp.API_VERSION

Name Description
Reserved Value: <Field type=c_ushort, ofs=6,
size=2>
Revision Value: <Field type=c_ushort, ofs=4,
size=2>
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125 Class winappdbg.win32.dbghelp.IMAGEHLP MODULE

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULE

125.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

125.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

125.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulong, ofs=4,
size=4>
CheckSum Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

ImageName Value: <Field type=c_char_Array_256,
0fs=60, size=256>

ImageSize Value: <Field type=c_ulong, ofs=8,
size=4>

LoadedImageName Value: <Field type=c_char_Array 256,
ofs=316, size=256>

ModuleName Value: <Field type=c_char_Array_32,
ofs=28, size=32>

NumSyms Value: <Field type=c_ulong, ofs=20,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

SymType Value: <Field type=c_ulong, ofs=24,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=12,
size=4>
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126 Class winappdbg.win32.dbghelp.IMAGEHLP MODULEG64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULE64

126.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

126.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

126.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulonglong, ofs=8,
size=8>
CVData Value: <Field type=c_char_Array_780,
0fs=840, size=780>

continued on next page
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Name Description

CVSig Value: <Field type=c_ulong, ofs=836,
size=4>

CheckSum Value: <Field type=c_ulong, ofs=24,
size=4>

DbgUnmatched Value: <Field type=c_ulong, ofs=1648,
size=4>

GlobalSymbols Value: <Field type=c_ulong, ofs=1656,
size=4>

ImageName Value: <Field type=c_char_ Array 256,
ofs=68, size=256>

ImageSize Value: <Field type=c_ulong, ofs=16,
size=4>

LineNumbers Value: <Field type=c_ulong, ofs=1652,
size=4>

LoadedImageName Value: <Field type=c_char_ Array 256,
ofs=324, size=256>

LoadedPdbName Value: <Field type=c_char_ Array 256,
0fs=580, size=256>

ModuleName Value: <Field type=c_char_Array_32,
0ofs=36, size=32>

NumSyms Value: <Field type=c_ulong, ofs=28,
size=4>

PdbAge Value: <Field type=c_ulong, ofs=1640,
size=4>

PdbSig Value: <Field type=c_ulong, ofs=1620,
size=4>

PdbSig70 Value: <Field type=GUID, ofs=1624,
size=16>

PdbUnmatched Value: <Field type=c_ulong, ofs=1644,
size=4>

Publics Value: <Field type=c_ulong, ofs=1668,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Sourcelndexed Value: <Field type=c_ulong, ofs=1664,
size=4>

SymType Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=20,
size=4>

Typelnfo Value: <Field type=c_ulong, ofs=1660,
size=4>
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127 Class winappdbg.win32.dbghelp.IMAGEHLP MODULEW

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULEW

127.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

127.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

127.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulong, ofs=4,
size=4>
CheckSum Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

ImageName Value: <Field type=c_wchar_Array 256,
0fs=92, size=512>

ImageSize Value: <Field type=c_ulong, ofs=8,
size=4>

LoadedImageName Value: <Field type=c_wchar Array 256,
ofs=604, size=512>

ModuleName Value: <Field type=c_wchar_ Array 32,
ofs=28, size=64>

NumSyms Value: <Field type=c_ulong, ofs=20,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

SymType Value: <Field type=c_ulong, ofs=24,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=12,
size=4>
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128 Class winappdbg.win32.dbghelp.IMAGEHLP MODULEW64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULEWG64

128.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

128.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

128.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulonglong, ofs=8,
size=8>
CVData Value: <Field type=c_wchar_Array_780,
0fs=1640, size=1560>

continued on next page
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Class winappdbg.win32.dbghelp.IMAGEHLP_MODULEW64

Name Description

CVSig Value: <Field type=c_ulong, ofs=1636,
size=4>

CheckSum Value: <Field type=c_ulong, ofs=24,
size=4>

DbgUnmatched Value: <Field type=c_ulong, ofs=3228,
size=4>

GlobalSymbols Value: <Field type=c_ulong, ofs=3236,
size=4>

ImageName Value: <Field type=c_wchar_Array 256,
0fs=100, size=512>

ImageSize Value: <Field type=c_ulong, ofs=16,
size=4>

LineNumbers Value: <Field type=c_ulong, ofs=3232,
size=4>

LoadedImageName Value: <Field type=c_wchar_Array 256,
ofs=612, size=512>

LoadedPdbName Value: <Field type=c_wchar_Array 256,
ofs=1124, size=512>

ModuleName Value: <Field type=c_wchar_Array 32,
0fs=36, size=64>

NumSyms Value: <Field type=c_ulong, ofs=28,
size=4>

PdbAge Value: <Field type=c_ulong, ofs=3220,
size=4>

PdbSig Value: <Field type=c_ulong, ofs=3200,
size=4>

PdbSig70 Value: <Field type=GUID, ofs=3204,
size=16>

PdbUnmatched Value: <Field type=c_ulong, ofs=3224,
size=4>

Publics Value: <Field type=c_ulong, ofs=3248,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Sourcelndexed Value: <Field type=c_ulong, ofs=3244,
size=4>

SymType Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=20,
size=4>

Typelnfo Value: <Field type=c_ulong, ofs=3240,
size=4>
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129 Class winappdbg.win32.dbghelp.IMAGEHLP _SYMBOL64

object T

77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP _SYMBOL64

129.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

129.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

129.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’Address’,
Address Value: <Field type=c_ulonglong, ofs 8,
size=8>
Flags Value: <Field type=c_ulong, ofs=20,
size=4>

continued on next page
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Name Description

MaxNameLength Value: <Field type=c_ulong, ofs=24,
size=4>

Name Value: <Field type=c_char_Array_2001,
0fs=28, size=2001>

Size Value: <Field type=c_ulong, ofs=16,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>
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130 Class winappdbg.win32.dbghelp.IMAGEHLP_SYMBOLWG64

object T

77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP _SYMBOLWG64

130.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

130.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

130.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’Address’,
Address Value: <Field type=c_ulonglong, ofs 8,
size=8>
Flags Value: <Field type=c_ulong, ofs=20,
size=4>

continued on next page
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Name Description

MaxNameLength Value: <Field type=c_ulong, ofs=24,
size=4>

Name Value: <Field type=c_wchar_Array 2001,
0fs=28, size=4002>

Size Value: <Field type=c_ulong, ofs=16,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>
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131 Class winappdbg.win32.dbghelp. KDHELP64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp. KDHELP64

131.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

131.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

131.3 Class Variables

Name Description
fields_ Value: [(’Thread’, <class
’ctypes.c_ulonglong’>),
(’ThCallbackSt. ..
FramePointer Value: <Field type=c_ulong, ofs=20,
size=4>
KeUserCallbackDispatche- | Value: <Field type=c_ulonglong, ofs=32,
r size=8>

continued on next page
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Name Description

KiCallUserMode Value: <Field type=c_ulonglong, ofs=24,
size=8>

KiUserExceptionDispatch- | Value: <Field type=c_ulonglong, ofs=48,

er size=8>

NextCallback Value: <Field type=c_ulong, ofs=16,
size=4>

Reserved Value: <Field type=c_ulonglong Array.5,
ofs=72, size=40>

StackBase Value: <Field type=c_ulonglong, ofs=56,
size=8>

StackLimit Value: <Field type=c_ulonglong, ofs=64,
size=8>

SystemRangeStart Value: <Field type=c_ulonglong, ofs=40,
size=8>

ThCallbackBStore Value: <Field type=c_ulong, ofs=12,
size=4>

ThCallbackStack Value: <Field type=c_ulong, ofs=8,
size=4>

Thread Value: <Field type=c_ulonglong, ofs=0,
size=8>
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132 Class winappdbg.win32.dbghelp.LPADDRESS64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. LPADDRESS64

132.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

132.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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133 Class winappdbg.win32.dbghelp.LPSTACKFRAMEG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. LPSTACKFRAMEG64

133.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

133.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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134 Class winappdbg.win32.dbghelp.PAPI_VERSION

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp.PAPI_VERSION

134.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

134.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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135 Class winappdbg.win32.dbghelp. PIMAGEHLP MODULE

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP MODULE

135.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

135.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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136 Class winappdbg.win32.dbghelp.PIMAGEHLP _MODULEG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP MODULEG64

136.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

136.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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137 Class winappdbg.win32.dbghelp. PIMAGEHLP MODULEW

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP MODULEW

137.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

137.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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138 Class winappdbg.win32.dbghelp. PIMAGEHLP MODULEWG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP MODULEW64

138.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

138.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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139 Class winappdbg.win32.dbghelp. PIMAGEHLP _SYMBOL64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP _SYMBOL64

139.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

139.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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140 Class winappdbg.win32.dbghelp. PIMAGEHLP _SYMBOLWG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PIMAGEHLP_SYMBOLWG64

140.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

140.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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141 Class winappdbg.win32.dbghelp. PKDHELP64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp. PKDHELP64

141.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

141.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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142 Class winappdbg.win32.dbghelp.PSYM_INFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp.PSYM _INFO

142.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

142.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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143 Class winappdbg.win32.dbghelp.PSYM_INFOW

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.dbghelp.PSYM _INFOW

143.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

143.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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144 Class winappdbg.win32.dbghelp.STACKFRAMEG64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.STACKFRAMEG64

144.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

144.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

144.3 Class Variables

Name Description
fields_ Value: [(?AddrPC’, <class
’winappdbg.win32.dbghelp.ADDRESS64°>), . .
AddrBStore Value: <Field type=ADDRESS64, ofs=64,
size=16>
AddrFrame Value: <Field type=ADDRESS64, ofs=32,
size=16>

continued on next page
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Class Variables Class winappdbg.win32.dbghelp.STACKFRAMEG4

Name Description

AddrPC Value: <Field type=ADDRESS64, ofs=0,
size=16>

AddrReturn Value: <Field type=ADDRESS64, ofs=16,
size=16>

AddrStack Value: <Field type=ADDRESS64, ofs=48,
size=16>

Far Value: <Field type=c_ulong, ofs=120,
size=4>

FuncTableEntry Value: <Field type=c_void_p, o0fs=80,
size=4>

KdHelp Value: <Field type=KDHELP64, ofs=152,
size=112>

Params Value: <Field type=c_ulonglong Array 4,
0fs=88, size=32>

Reserved Value: <Field type=c_ulonglong Array._3,
ofs=128, size=24>

Virtual Value: <Field type=c_ulong, ofs=124,
size=4>
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145 Class winappdbg.win32.dbghelp.SYM_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.SYM_INFO

145.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

145.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

145.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’Typelndex’...
Address Value: <Field type=c_ulonglong, ofs=56,
size=8>
Flags Value: <Field type=c_ulong, ofs=40,
size=4>

continued on next page
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Name Description

Index Value: <Field type=c_ulong, ofs=24,
size=4>

MaxNameLen Value: <Field type=c_ulong, ofs=80,
size=4>

ModBase Value: <Field type=c_ulonglong, ofs=32,
size=8>

Name Value: <Field type=c_char_Array 2001,
ofs=84, size=2001>

NameLen Value: <Field type=c_ulong, ofs=76,
size=4>

Register Value: <Field type=c_ulong, ofs=64,
size=4>

Reserved Value: <Field type=c_ulonglong Array 2,
ofs=8, size=16>

Scope Value: <Field type=c_ulong, ofs=68,
size=4>

Size Value: <Field type=c_ulong, ofs=28,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Tag Value: <Field type=c_ulong, ofs=72,
size=4>

Typelndex Value: <Field type=c_ulong, ofs=4,
size=4>

Value Value: <Field type=c_ulonglong, ofs=48,
size=8>
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146 Class winappdbg.win32.dbghelp.SYM_INFOW

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.dbghelp.SYM _INFOW

146.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

146.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

146.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’Typelndex’...
Address Value: <Field type=c_ulonglong, ofs=56,
size=8>
Flags Value: <Field type=c_ulong, ofs=40,
size=4>

continued on next page
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Name Description

Index Value: <Field type=c_ulong, ofs=24,
size=4>

MaxNameLen Value: <Field type=c_ulong, ofs=80,
size=4>

ModBase Value: <Field type=c_ulonglong, ofs=32,
size=8>

Name Value: <Field type=c_wchar_Array 2001,
ofs=84, size=4002>

NameLen Value: <Field type=c_ulong, ofs=76,
size=4>

Register Value: <Field type=c_ulong, ofs=64,
size=4>

Reserved Value: <Field type=c_ulonglong Array 2,
ofs=8, size=16>

Scope Value: <Field type=c_ulong, ofs=68,
size=4>

Size Value: <Field type=c_ulong, ofs=28,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Tag Value: <Field type=c_ulong, ofs=72,
size=4>

Typelndex Value: <Field type=c_ulong, ofs=4,
size=4>

Value Value: <Field type=c_ulonglong, ofs=48,
size=8>
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Class Variables Class winappdbg.win32.defines. FLOAT128

147 Class winappdbg.win32.defines. FLOAT128

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.defines. FLOAT128

147.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

147.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

147.3 Class Variables

Name Description
fields_ Value: [(’LowPart’, <class
’ctypes.c_ulonglong’>), (’HighPart’,

HighPart Value: <Field type=c_ulonglong, ofs=8,
size=8>

LowPart Value: <Field type=c_ulonglong, ofs=0,
size=8>
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148 Class winappdbg.win32.defines.GUID

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.defines. GUID

148.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

148.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

148.3 Class Variables

Name Description
fields_ Value: [(’Datal’, <class
’ctypes.c_ulong’>), (’Data2’, <class
c...
Datal Value: <Field type=c_ulong, ofs=0,
size=4>
Data2 Value: <Field type=c_ushort, ofs=4,
size=2>

continued on next page
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Class Variables

Class winappdbg.win32.defines. GUID

Name Description
Data3 Value: <Field type=c_ushort, ofs=6,
size=2>
Data4 Value: <Field type=c_ubyte_Array.8,

ofs=8, size=8>
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Properties Class winappdbg.win32.defines. GuessStringType

149 Class winappdbg.win32.defines.GuessStringType

object
winappdbg.win32.defines.GuessStringType

Decorator that guesses the correct version (A or W) to call based on the types of the strings
passed as parameters.

Calls the ANSI version if the only string types are ANSI.
Calls the Unicode version if Unicode or mixed string types are passed.

The default if no string arguments are passed depends on the value of the t_default class
variable.

149.1 Methods

__init__(self, fn_ansi, fn_unicode)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
fn_ansi: ANSI version of the API function to call.

(type=function)
fn_unicode: Unicode (wide) version of the API function to call.
(type=function)
Overrides: object.__init__

__call__(self, *argv, **arqgd)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

149.2 Properties

Name Description
Inherited from object
_class__
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Instance Variables

Class winappdbg.win32.defines. GuessStringType

149.3 Instance Variables

Name

Description

fn_ansi

ANSI version of the API function to call.
(type=function)

fn_unicode

Unicode (wide) version of the API function to
call.

(type=function)
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150 Class winappdbg.win32.defines.LIST ENTRY

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.defines.LIST _ ENTRY

150.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

150.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

150.3 Class Variables

Name Description
_fields_ Value: [(’Flink’, <class
’ctypes.c_void_p’>), (’Blink’, <class

)

Blink Value: <Field type=c_void.p, ofs=4,
size=4>

Flink Value: <Field type=c_void.-p, ofs=0,
size=4>
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Properties Class winappdbg.win32.defines. LPBYTE

151 Class winappdbg.win32.defines. LPBYTE

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPBYTE

151.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

151.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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152 Class winappdbg.win32.defines. LPSBYTE

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPSBYTE

152.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

152.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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153 Class winappdbg.win32.defines. LPSWORD

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPSWORD

153.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

153.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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154 Class winappdbg.win32.defines. LPULONG32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPULONG32

154.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

154.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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155 Class winappdbg.win32.defines. LPULONG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPULONG64

155.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

155.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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156 Class winappdbg.win32.defines. LPWORD

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. LPWORD

156.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

156.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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157 Class winappdbg.win32.defines.M128A

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.defines. M 128 A

157.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

157.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

157.3 Class Variables

Name Description
_fields_ Value: [("Low’, <class
’ctypes.c_ulonglong’>), (’High’, <class

)

High Value: <Field type=c_longlong, ofs=8,
size=8>

Low Value: <Field type=c_ulonglong, ofs=0,
size=8>
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158 Class winappdbg.win32.defines.MakeANSIVersion

object
winappdbg.win32.defines.Make ANSIVersion

Decorator that generates an ANSI version of a Unicode (wide) only APT call.

158.1 Methods

__init__(self, fn)

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
fn: Unicode (wide) version of the API function to call.

(type=function)

Overrides: object.__init__

__call__(self, *argv, **arqgd)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

158.2 Properties

Name Description
Inherited from object
_class__

158.3 Instance Variables

Name Description
fn Unicode (wide) version of the API function to
call.
(type=function)
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159 Class winappdbg.win32.defines. PFLOAT128

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. PFLOAT128

159.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

159.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.defines. PM128A

160 Class winappdbg.win32.defines. PM128A

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. PM128A

160.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

160.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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161 Class winappdbg.win32.defines. PNTSTATUS

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. PNTSTATUS

161.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

161.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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162 Class winappdbg.win32.defines. PPVOID

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.defines. PPVOID

162.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

162.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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163 Class winappdbg.win32.defines. UNICODE_STRING

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.defines. UNICODE _STRING

163.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

163.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

163.3 Class Variables

Name Description
fields_ Value: [(°Length’, <class
’ctypes.c_ushort’>),
(’MaximumLength’, ...

Buffer Value: <Field type=c_void.p, ofs=4,
size=4>

Length Value: <Field type=c_ushort, ofs=0,
size=2>

continued on next page
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Class Variables

Class winappdbg.win32.defines. UNICODE_STRING

Name

Description

MaximumLength

Value: <Field type=c_ushort, ofs=2,

size=2>
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164 Class winappdbg.win32.defines. WinCallHook

object
winappdbg.win32.defines. WinCallHook

164.1 Methods

__init__(self, dliname, funcname)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

__call__(self, *argv)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

164.2 Properties

Name Description
Inherited from object
_class__
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Properties Class winappdbg.win32.defines. WinDIIHook

165 Class winappdbg.win32.defines. WinDI1Hook

object
winappdbg.win32.defines. WinDIlHook

165.1 Methods

__getattr__(self, name)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), __init__(), ~new__(), -_reduce__(),
_reduce_ex__(), _repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

165.2 Properties

Name Description
Inherited from object
_class__
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166 Class winappdbg.win32.defines. WinFuncHook

object
winappdbg.win32.defines. WinFuncHook

166.1 Methods

__init__(self, name)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

__getattr__(self, name)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

166.2 Properties

Name Description
Inherited from object
_class__
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167 Class winappdbg.win32.gdi32.BITMAP

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.gdi32.BITMAP

167.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

167.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

167.3 Class Variables

Name Description
fields_ Value: [(’bmType’, <class
’ctypes.c_long’>), (’bmWidth’, <class

bmBits Value: <Field type=c_void._p, ofs=20,
size=4>

bmBitsPixel Value: <Field type=c_ushort, ofs=18,
size=2>

continued on next page
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Name Description
bmHeight Value: <Field type=c_long, ofs=8,
size=4>
bmPlanes Value: <Field type=c_ushort, ofs=16,
size=2>

bmType Value: <Field type=c_long, ofs=0,
size=4>

bmWidth Value: <Field type=c_long, ofs=4,
size=4>

bmWidthBytes Value: <Field type=c_long, ofs=12,
size=4>
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168 Class winappdbg.win32.gdi32.PBITMAP

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.gdi32.PBITMAP

168.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

168.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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169 Class winappdbg.win32.gdi32.POINT

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.gdi32.POINT

169.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

169.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

169.3 Class Variables

Name Description
fields_ Value: [(’x’, <class ’ctypes.c_long’>),
(’y’, <class ’ctypes.c.l...
X Value: <Field type=c_long, ofs=0,
size=4>
y Value: <Field type=c_long, ofs=4,
size=4>
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170 Class winappdbg.win32.gdi32.PPOINT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.gdi32.PPOINT

170.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

170.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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171 Class winappdbg.win32.gdi32.PRECT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.gdi32.PRECT

171.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

171.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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172 Class winappdbg.win32.gdi32. RECT

object T
?77._CData T

_ctypes.Structure
winappdbg.win32.gdi32.RECT

172.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

172.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

172.3 Class Variables

Name Description
fields_ Value: [(’left’, <class
’ctypes.c_long’>), (’top’, <class
’ctype. ..
bottom Value: <Field type=c_long, ofs=12,
size=4>
left Value: <Field type=c_long, ofs=0,
size=4>

continued on next page
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Name Description
right Value: <Field type=c_long, ofs=8,
size=4>
top Value: <Field type=c_long, ofs=4,
size=4>
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173 Class winappdbg.win32.kernel32.BY HANDLE _FILE INFORMATION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.BY HANDLE FILE INFORMATION

173.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

173.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

173.3 Class Variables

Name Description
fields_ Value: [(’dwFileAttributes’, <class
’ctypes.c_ulong’>), (’ftCrea...
dwFileAttributes Value: <Field type=c_ulong, ofs=0,
size=4>
dwVolumeSerialNumber Value: <Field type=c_ulong, ofs=28,
size=4>

continued on next page
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Name Description

ftCreationTime Value: <Field type=FILETIME, ofs=4,
size=8>

ftLastAccessTime Value: <Field type=FILETIME, ofs=12,
size=8>

ftLastWriteTime Value: <Field type=FILETIME, ofs=20,
size=8>

nFileIndexHigh Value: <Field type=c_ulong, ofs=44,
size=4>

nFilelndexLow Value: <Field type=c_ulong, ofs=48,
size=4>

nFileSizeHigh Value: <Field type=c_ulong, ofs=32,
size=4>

nFileSizeLow Value: <Field type=c_ulong, ofs=36,
size=4>

nNumberOfLinks Value: <Field type=c_ulong, ofs=40,
size=4>
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174 Class winappdbg.win32.kernel32.CREATE_PROCESS DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. CREATE PROCESS DEBUG _INFO

174.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

174.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

174.3 Class Variables

Name Description
_fields_ Value: [(’hFile’, <class
’ctypes.c_void_p’>), (’hProcess’,
<clas...
dwDebuglnfoFileOffset Value: <Field type=c_ulong, ofs=16,
size=4>
fUnicode Value: <Field type=c_ushort, ofs=36,
size=2>

continued on next page
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Class winappdbg.win32.kernel32. CREATE_PROCESS_DEBUG_INFO

Name Description

hFile Value: <Field type=c_void_p, ofs=0,
size=4>

hProcess Value: <Field type=c_void_p, ofs=4,
size=4>

hThread Value: <Field type=c_void.p, ofs=8,
size=4>

IpBaseOflmage Value: <Field type=c_void p, ofs=12,
size=4>

IpImageName Value: <Field type=c_void_p, ofs=32,
size=4>

IpStart Address Value: <Field type=c_void p, ofs=28,
size=4>

IpThreadLocalBase Value: <Field type=c_void.p, ofs=24,
size=4>

nDebuglnfoSize Value: <Field type=c_ulong, ofs=20,
size=4>
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175 Class winappdbg.win32.kernel32.CREATE_THREAD DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. CREATE THREAD DEBUG _INFO

175.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

175.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

175.3 Class Variables

Name Description
fields_ Value: [(’hThread’, <class
’ctypes.c_void_p’>), (’lpThreadLocalB...
hThread Value: <Field type=c_void_p, ofs=0,
size=4>
IpStartAddress Value: <Field type=c_void.p, ofs=8,
size=4>

continued on next page
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Name Description
IpThreadLocalBase Value: <Field type=c_void.p, ofs=4,
size=4>
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176 Class winappdbg.win32.kernel32.DEBUG_EVENT

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. DEBUG_EVENT

176.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

176.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

176.3 Class Variables

Name Description
fields_ Value: [(’dwDebugEventCode’, <class
’ctypes.c_ulong’>), (’dwProc...
dwDebugEventCode Value: <Field type=c_ulong, ofs=0,
size=4>
dwProcessld Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description
dw'Threadld Value: <Field type=c_ulong, ofs=8,
size=4>
u Value: <Field type=_DEBUG_EVENT_UNION._,
ofs=12, size=84>
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177 Class winappdbg.win32.kernel32. EXCEPTION_DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXCEPTION _DEBUG_INFO

177.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

177.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

177.3 Class Variables

Name Description
fields_ Value: [(’ExceptionRecord’, <class
’winappdbg.win32.kernel32.EXC. ..
ExceptionRecord Value: <Field type=EXCEPTION_RECORD,
ofs=0, size=80>
dwFirstChance Value: <Field type=c_ulong, ofs=80,
size=4>
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178 Class winappdbg.win32.kernel32. EXCEPTION_RECORD

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXCEPTION_RECORD

178.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

178.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

178.3 Class Variables

Name Description
fields_ Value: [(’ExceptionCode’, <class
’ctypes.c_ulong’>), (’Exception...
ExceptionAddress Value: <Field type=c_void_p, ofs=12,
size=4>
ExceptionCode Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description

ExceptionFlags Value: <Field type=c_ulong, ofs=4,
size=4>

ExceptionInformation Value: <Field type=c_void_p_Array_15,
0fs=20, size=60>

ExceptionRecord Value: <Field type=LP_EXCEPTION RECORD,
ofs=8, size=4>

NumberParameters Value: <Field type=c_ulong, ofs=16,
size=4>
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179 Class winappdbg.win32.kernel32. EXCEPTION_RECORD32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXCEPTION_RECORD32

179.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

179.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

179.3 Class Variables

Name Description
fields_ Value: [(’ExceptionCode’, <class
’ctypes.c_ulong’>), (’Exception...
ExceptionAddress Value: <Field type=c_ulong, ofs=12,
size=4>
ExceptionCode Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description

ExceptionFlags Value: <Field type=c_ulong, ofs=4,
size=4>

ExceptionInformation Value: <Field type=c_ulong Array 15,
0fs=20, size=60>

ExceptionRecord Value: <Field type=c_ulong, ofs=8,
size=4>

NumberParameters Value: <Field type=c_ulong, ofs=16,
size=4>
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180 Class winappdbg.win32.kernel32. EXCEPTION_RECORDG64

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXCEPTION_RECORD64

180.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

180.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

180.3 Class Variables

Name Description
fields_ Value: [(’ExceptionCode’, <class
’ctypes.c_ulong’>), (’Exception...
ExceptionAddress Value: <Field type=c_ulonglong, ofs=16,
size=8>
ExceptionCode Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description

ExceptionFlags Value: <Field type=c_ulong, ofs=4,
size=4>

ExceptionInformation Value: <Field type=c_ulonglong Array_15,
0fs=32, size=120>

ExceptionRecord Value: <Field type=c_ulonglong, ofs=8,
size=8>

NumberParameters Value: <Field type=c_ulong, ofs=24,
size=4>
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181 Class winappdbg.win32.kernel32. EXIT PROCESS DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXIT PROCESS DEBUG _INFO

181.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

181.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

181.3 Class Variables

Name Description
fields_ Value: [(’dwExitCode’, <class
’ctypes.c_ulong’>)]
dwExitCode Value: <Field type=c_ulong, ofs=0,
size=4>
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182 Class winappdbg.win32.kernel32. EXIT THREAD DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. EXIT THREAD DEBUG_INFO

182.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

182.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

182.3 Class Variables

Name Description
fields_ Value: [(’dwExitCode’, <class
’ctypes.c_ulong’>)]
dwExitCode Value: <Field type=c_ulong, ofs=0,
size=4>
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183 Class winappdbg.win32.kernel32.FILETIME

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. FILETIME

183.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

183.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

183.3 Class Variables

Name Description
fields_ Value: [(’dwLowDateTime’, <class
’ctypes.c_ulong’>), (’dwHighDat...
dwHighDateTime Value: <Field type=c_ulong, ofs=4,
size=4>
dwLowDateTime Value: <Field type=c_ulong, ofs=0,
size=4>
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184 Class winappdbg.win32.kernel32.FILE_ INFO_BY HANDLE_CLASS

object
winappdbg.win32.kernel32.FILE INFO_BY _HANDLE _CLASS

184.1 Methods

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), __init__(), _new__(), __reduce__(),
_reduce_ex__(), _repr__(), __setattr__(), _sizeof__(), __str__(), __subclasshook__()

184.2 Properties

Name \ Description
Inherited from object
_class__

184.3 Class Variables

Name Description
FileBasicInfo Value: 0
FileStandardInfo Value: 1
FileNamelnfo Value: 2
FileRenamelnfo Value: 3
FileDispositionlnfo Value: 4
FileAllocationInfo Value: 5
FileEndOfFileInfo Value: 6
FileStreamInfo Value: 7
FileCompressionlnfo Value: 8
FileAttributeTaglnfo Value: 9
FileldBothDirectoryInfo Value: 10
FileldBothDirectoryResta- | Value: 11
rtInfo
FileloPriorityHintInfo Value: 12
MaximumFileInfoByHand- | Value: 13
lesClass
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185 Class winappdbg.win32.kernel32.FileHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.kernel32.FileHandle
Win32 file handle.

See Also: Handle

185.1 Methods

get_filename(self)

Return Value
Name of the open file, or None if unavailable.

(type=None or str)

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)
Compatibility with the "with” Python statement.

590



Methods Class winappdbg.win32.kernel32.FileHandle

__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.

__init__(self, aHandle=None, bOuwnership=True)

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.

(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object.__init__

close(self)
Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
APT call.

Parameters
value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)
Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object
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_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

185.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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186 Class winappdbg.win32.kernel32.FileMappingHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.kernel32.FileMappingHandle
File mapping handle.

See Also: Handle

186.1 Methods

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)

Compatibility with the "with” Python statement.

__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.
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__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object.__init__

close(self)
Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters
value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)
Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()
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186.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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187 Class winappdbg.win32.kernel32. HEAPENTRY 32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. HEAPENTRY 32

187.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

187.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

187.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’hHandle’,
<class...
dwAddress Value: <Field type=c_ulong, ofs=8,
size=4>
dwBlockSize Value: <Field type=c_ulong, ofs=12,
size=4>

continued on next page
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Name Description

dwFlags Value: <Field type=c_ulong, ofs=16,
size=4>

dwLockCount Value: <Field type=c_ulong, ofs=20,
size=4>

dwResvd Value: <Field type=c_ulong, ofs=24,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

hHandle Value: <Field type=c_void_p, ofs=4,
size=4>

th32HeaplID Value: <Field type=c_ulong, ofs=32,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=28,
size=4>
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188 Class winappdbg.win32.kernel32. HEAPLIST32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. HEAPLIST32

188.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

188.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

188.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
>ctypes.c_ulong’>), (’th32ProcessID’,

dwFlags Value: <Field type=c_ulong, ofs=12,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description
th32HeaplD Value: <Field type=c_ulong, ofs=8,
size=4>
th32ProcessID Value: <Field type=c_ulong, ofs=4,
size=4>
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189 Class winappdbg.win32.kernel32.Handle

object
winappdbg.win32.kernel32.Handle

Known Subclasses: winappdbg.win32.kernel32.FileHandle, winappdbg.win32.kernel32. ProcessHandle,
winappdbg.win32.kernel32. ThreadHandle, winappdbg.win32.advapi32.TokenHandle, winap-
pdbg.win32.kernel32.FileMappingHandle, winappdbg.win32.kernel32.SnapshotHandle

Encapsulates Win32 handles to avoid leaking them.

See Also: ProcessHandle, ThreadHandle, FileHandle, SnapshotHandle

189.1 Methods

__init__(self, aHandle=None, bOuwnership=True)

x._.init__(...) initializes x; see x.__class__.__doc__ for signature
Parameters
aHandle: Win32 handle value.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object._init__

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)

Compatibility with the "with” Python statement.

__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.
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__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an

API call.
Parameters
value: Numeric handle value.
(type=int)
close(self)

Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

wait(self, dwMilliseconds=None)

Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

_delattr__(), __format__(), __getattribute__(), --hash__(), —new__(), __reduce__(), -_reduce_ex__(),
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_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

189.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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190 Class winappdbg.win32.kernel32.JIT_ DEBUG_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.JIT DEBUG_INFO

190.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

190.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

190.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>),
(’dwProcessorArchi. ..
dwProcessorArchitecture Value: <Field type=c_ulong, ofs=4,
size=4>
dwReserved0 Value: <Field type=c_ulong, ofs=12,
size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

dwThreadID Value: <Field type=c_ulong, ofs=8,
size=4>

IpContextRecord Value: <Field type=c_ulonglong, ofs=32,
size=8>

IpExceptionAddress Value: <Field type=c_ulonglong, ofs=16,
size=8>

IpExceptionRecord Value: <Field type=c_ulonglong, ofs=24,
size=8>
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191 Class winappdbg.win32.kernel32.LOAD _DLL DEBUG _INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.LOAD DLL DEBUG_INFO

191.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

191.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

191.3 Class Variables

Name Description
_fields_ Value: [(’hFile’, <class
’ctypes.c_void_p’>), (’1lpBase0fD1l’,
<c...
dwDebuglnfoFileOffset Value: <Field type=c_ulong, ofs=8,
size=4>
fUnicode Value: <Field type=c_ushort, ofs=20,
size=2>

continued on next page
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Name Description

hFile Value: <Field type=c_void_p, ofs=0,
size=4>

IpBaseOfDIl Value: <Field type=c_void_p, ofs=4,
size=4>

IpImageName Value: <Field type=c_void._p, ofs=16,
size=4>

nDebuglnfoSize Value: <Field type=c_ulong, ofs=12,
size=4>
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192 Class winappdbg.win32.kernel32.LPBY _HANDLE FILE INFORMATI(

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32.LPBY HANDLE FILE INFORMATION

192.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

192.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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193 Class winappdbg.win32.kernel32. LPDEBUG_EVENT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPDEBUG_EVENT

193.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

193.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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194 Class winappdbg.win32.kernel32.LPFILETIME

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32.LPFILETIME

194.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

194.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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195 Class winappdbg.win32.kernel32.LPHEAPENTRY 32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPHEAPENTRY 32

195.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

195.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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196 Class winappdbg.win32.kernel32.LPHEAPLIST32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPHEAPLIST32

196.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

196.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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197 Class winappdbg.win32.kernel32.LPJIT DEBUG _INFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32.LPJIT DEBUG _INFO

197.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

197.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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198 Class winappdbg.win32.kernel32.LPMODULEENTRY 32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPMODULEENTRY 32

198.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

198.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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199 Class winappdbg.win32.kernel32.LPOVERLAPPED

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32.LPOVERLAPPED

199.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

199.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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200 Class winappdbg.win32.kernel32. LPPROCESSENTRY 32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPPROCESSENTRY 32

200.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

200.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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201 Class winappdbg.win32.kernel32.LPPROCESS INFORMATION

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPPROCESS INFORMATION

201.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

201.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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202 Class winappdbg.win32.kernel32.LPSECURITY _ATTRIBUTES

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPSECURITY _ATTRIBUTES

202.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

202.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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203 Class winappdbg.win32.kernel32. LPSTARTUPINFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPSTARTUPINFO

203.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

203.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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Properties Class winappdbg.win32.kernel32. LPSTARTUPINFOEX

204 Class winappdbg.win32.kernel32. LPSTARTUPINFOEX

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPSTARTUPINFOEX

204.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

204.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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205 Class winappdbg.win32.kernel32. LPSYSTEMTIME

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32.LPSYSTEMTIME

205.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

205.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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206 Class winappdbg.win32.kernel32. LPTHREADENTRY 32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. LPTHREADENTRY 32

206.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

206.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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207 Class winappdbg.win32.kernel32.MEMORY _BASIC_ INFORMATION

object T
?77._CData T
_ctypes.Structure T

winappdbg.win32.kernel32.MEMORY _BASIC_INFORMATION32
winappdbg.win32.kernel32. M ER

207.1 Methods

Inherited from _ctypes.Structure

_init_(), _new__()
Inherited from ?2._CData

__ctypes_from_outparam__(), __hash_(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), -_repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

207.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

207.3 Class Variables

Name Description
_fields_ Value: [(’BaseAddress’, SIZE.T),
(’AllocationBase’, SIZE.T), (’A...
AllocationBase Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Class Variables

Class winappdbg.win32.kernel32. MEMORY_BASIC_INFORMATION

Name Description

AllocationProtect Value: <Field type=c_ulong, ofs=8,
size=4>

BaseAddress Value: <Field type=c_ulong, ofs=0,
size=4>

Protect Value: <Field type=c_ulong, ofs=20,
size=4>

RegionSize Value: <Field type=c_ulong, ofs=12,
size=4>

State Value: <Field type=c_ulong, ofs=16,
size=4>

Type Value: <Field type=c_ulong, ofs=24,
size=4>
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208 Class winappdbg.win32.kernel32. MEMORY BASIC_INFORMATION3

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. MEMORY _BASIC_ INFORMATION32
Known Subclasses: winappdbg.win32.kernel32. MEMORY BASIC_INFORMATION

208.1 Methods

Inherited from _ctypes.Structure

_init__(), -new_-()
Inherited from ?%._CData

__ctypes_from_outparam__(), __hash_(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex_(), __repr__(), _setattr__(),
_sizeof (), _str_(), _subclasshook__()

208.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

208.3 Class Variables

Name Description
AllocationBase Value: <Field type=c_ulong, ofs=4,
size=4>
AllocationProtect Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description

BaseAddress Value: <Field type=c_ulong, ofs=0,
size=4>

Protect Value: <Field type=c_ulong, ofs=20,
size=4>

RegionSize Value: <Field type=c_ulong, ofs=12,
size=4>

State Value: <Field type=c_ulong, ofs=16,
size=4>

Type Value: <Field type=c_ulong, ofs=24,
size=4>

_fields_ Value: [(’BaseAddress’, <class
’ctypes.c_ulong’>), (’AllocationB...
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209 Class winappdbg.win32.kernel32.MEMORY BASIC_INFORMATIONG

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. MEMORY _BASIC_ INFORMATIONG4

209.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

209.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

209.3 Class Variables

Name Description
fields_ Value: [(’BaseAddress’, <class
’ctypes.c_ulonglong’>), (’Allocat...
AllocationBase Value: <Field type=c_ulonglong, ofs=8,
size=8>
AllocationProtect Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

BaseAddress Value: <Field type=c_ulonglong, ofs=0,
size=8>

Protect Value: <Field type=c_ulong, ofs=36,
size=4>

RegionSize Value: <Field type=c_ulonglong, ofs=24,
size=8>

State Value: <Field type=c_ulong, ofs=32,
size=4>

Type Value: <Field type=c_ulong, ofs=40,
size=4>
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210 Class winappdbg.win32.kernel32. MODULEENTRY 32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. MODULEENTRY 32

210.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

210.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

210.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
>ctypes.c_ulong’>), (’th32ModulelD’,
<...
GlblentUsage Value: <Field type=c_ulong, ofs=12,
size=4>
ProcentUsage Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page

628



Class Variables Class winappdbg.win32.kernel32.MODULEENTRY 32

Name Description

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

hModule Value: <Field type=c_void_p, ofs=28,
size=4>

modBaseAddr Value: <Field type=c_void._p, ofs=20,
size=4>

modBaseSize Value: <Field type=c_ulong, ofs=24,
size=4>

szExePath Value: <Field type=c_char_Array_260,
0fs=288, size=260>

szModule Value: <Field type=c_char_ Array 256,
ofs=32, size=256>

th32ModuleID Value: <Field type=c_ulong, ofs=4,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=8,
size=4>
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211 Class winappdbg.win32.kernel32.MemoryBasicInformation

object
winappdbg.win32.kernel32.MemoryBasicInformation

Memory information object returned by VirtualQueryEx.

211.1 Methods

__init__(self, mbi)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
mbi: Either a MEMORY_BASIC_INFORMATION structure or another
MemoryBasicInformation instance.

(type=MEMORY_BASIC_INFORMATION or
MemoryBasticInformation)

Overrides: object._init__

__contains__(self, address)

Test if the given memory address falls within this memory region.

Parameters
address: Memory address to test.

(type=int)
Return Value
True if the given memory address falls within this memory region,
False otherwise.

(type=bool)

is_free(self)

Return Value
True if the memory in this region is free.

(type=bool)
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is_reserved(self)

Return Value
True if the memory in this region is reserved.

(type=bool)

is_commited(self)

Return Value
True if the memory in this region is commited.

(type=bool)

is_image(self)

Return Value
True if the memory in this region belongs to an executable image.

(type=bool)

is_mapped(self)

Return Value
True if the memory in this region belongs to a mapped file.

(type=bool)

is_private(self)

Return Value
True if the memory in this region is private.

(type=bool)

is_guard(self)

Return Value
True if all pages in this region are guard pages.

(type=bool)

has_content(self)

Return Value
True if the memory in this region has any data in it.

(type=bool)
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is_readable(self)

Return Value
True if all pages in this region are readable.

(type=bool)

is_writeable(self)

Return Value
True if all pages in this region are writeable.

(type=bool)

is_copy_on_write(self)

Return Value
True if all pages in this region are marked as copy-on-write. This
means the pages are writeable, but changes are not propagated to
disk.

(type=bool)
Note: Tipically data sections in executable images are marked like this.

is_executable(self)

Return Value
True if all pages in this region are executable.

(type=bool)
Note: Executable pages are always readable.

is_executable_and_writeable(self)

Return Value
True if all pages in this region are executable and writeable.

(type=bool)
Note: The presence of such pages make memory corruption vulnerabilities
much easier to exploit.

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr_(), __sizeof__(), _str__(), __subclasshook__()

211.2 Properties
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Name \ Description
Inherited from object
_class__

211.3 Class Variables

Name Description
READABLE Value: 238
WRITEABLE Value: 204
COPY_ON_WRITE Value: 136
EXECUTABLE Value: 240
EXECUTABLE_AND_W- | Value: 192
RITEABLE
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212 Class winappdbg.win32.kernel32.OUTPUT _DEBUG _STRING_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.OUTPUT _DEBUG_STRING _INFO

212.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

212.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

212.3 Class Variables

Name Description
fields_ Value: [(’1lpDebugStringData’, <class
’ctypes.c_voidp’>), (’fUni...
fUnicode Value: <Field type=c_ushort, ofs=4,
size=2>
IpDebugStringData Value: <Field type=c_void.-p, ofs=0,
size=4>

continued on next page
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Name Description
nDebugStringlLength Value: <Field type=c_ushort, ofs=6,
size=2>
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213 Class winappdbg.win32.kernel32.OVERLAPPED

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.OVERLAPPED

213.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

213.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

213.3 Class Variables

Name Description
fields_ Value: [(’Internal’, <class
’ctypes.c_ulong’>), (’InternalHigh’,...
Internal Value: <Field type=c_ulong, ofs=0,
size=4>
InternalHigh Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description
hEvent Value: <Field type=c_void.p, ofs=16,
size=4>
u Value: <Field type=_0VERLAPPED UNION,

ofs=8, size=8>
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214 Class winappdbg.win32.kernel32. PEXCEPTION_RECORD

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. PEXCEPTION_RECORD

214.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

214.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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215 Class winappdbg.win32.kernel32. PEXCEPTION_RECORD32

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. PEXCEPTION_RECORD32

215.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

215.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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216 Class winappdbg.win32.kernel32. PEXCEPTION_RECORDG64

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. PEXCEPTION_RECORDG64

216.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

216.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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217 Class winappdbg.win32.kernel32.PMEMORY _BASIC INFORMATION

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.kernel32. PMEMORY BASIC INFORMATION

217.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

217.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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218 Class winappdbg.win32.kernel32. PROCESSENTRY 32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. PROCESSENTRY 32

218.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

218.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

218.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’cntUsage’,
<clas...
cntThreads Value: <Field type=c_ulong, ofs=20,
size=4>
cntUsage Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description

dwFlags Value: <Field type=c_ulong, ofs=32,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

pcPriClassBase Value: <Field type=c_long, ofs=28,
size=4>

szExeFile Value: <Field type=c_char_Array 260,
ofs=36, size=260>

th32DefaultHeaplD Value: <Field type=c_ulong, ofs=12,
size=4>

th32ModulelD Value: <Field type=c_ulong, ofs=16,
size=4>

th32ParentProcessID Value: <Field type=c_ulong, ofs=24,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=8,
size=4>
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219 Class winappdbg.win32.kernel32. PROCESS INFORMATION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. PROCESS INFORMATION

219.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

219.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

219.3 Class Variables

Name Description
fields_ Value: [(’hProcess’, <class
’ctypes.c_void_p’>), ("hThread’, <cl...
dwProcessld Value: <Field type=c_ulong, ofs=8,
size=4>
dwThreadld Value: <Field type=c_ulong, ofs=12,
size=4>

continued on next page
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Name Description
hProcess Value: <Field type=c_void.p, ofs=0,
size=4>
hThread Value: <Field type=c_void.-p, ofs=4,
size=4>
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220 Class winappdbg.win32.kernel32.ProcThread AttributeList

object
winappdbg.win32.kernel32.ProcThread AttributeList
Extended process and thread attribute support.
To be used with STARTUPINFOEX. Only available for Windows Vista and above.

220.1 Methods

__init__(self, AttributeList)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
AttributeList: List of (Attribute, Value) pairs.

(type=list of tuple( int, ctypes-compatible object ))

Overrides: object.__init__

__del__(self)

__copy__(self)

__deepcopy__(self)

from_param/(value)

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), _str__(), __subclasshook__()

220.2 Properties

Name Description

value
_as_parameter_
Inherited from object
_class__
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220.3 Instance Variables

Name Description
AttributeList List of (Attribute, Value) pairs.
(type=list of tuple( int, ctypes-compatible object
)
AttributeListBuffer Memory buffer used to store the attribute list.

InitializeProcThreadAttributelist,
UpdateProcThreadAttribute,
DeleteProcThreadAttributelList and
STARTUPINFOEX.
(type=LPPROC_THREAD_ATTRIBUTE_LIST)
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221 Class winappdbg.win32.kernel32.ProcessHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.kernel32.ProcessHandle
Win32 process handle.

See Also: Handle

221.1 Methods

get_pid(self)

Return Value
Process global ID.

(type=int)

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)

Compatibility with the "with” Python statement.
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__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.

__init__(self, aHandle=None, bOuwnership=True)

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.

(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object.__init__

close(self)
Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
APT call.

Parameters
value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)
Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

649



Properties Class winappdbg.win32.kernel32.ProcessHandle

_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

221.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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222 Class winappdbg.win32.kernel32.ProcessInformation

object
winappdbg.win32.kernel32.ProcessInformation

Process information object returned by CreateProcess.

222.1 Methods

__init__(self, pi)

x._.init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

222.2 Properties

Name \ Description
Inherited from object
_class__

651



Class Variables Class winappdbg.win32.kernel32.RIP_INFO

223 Class winappdbg.win32.kernel32.RIP_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.RIP _INFO

223.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

223.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

223.3 Class Variables

Name Description

fields_ Value: [(’dwError’, <class
>ctypes.c_ulong’>), (’dwType’,
<class...

dwError Value: <Field type=c_ulong, ofs=0,
size=4>

dwType Value: <Field type=c_ulong, ofs=4,
size=4>
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224 Class winappdbg.win32.kernel32.SECURITY _ATTRIBUTES

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.SECURITY _ATTRIBUTES

224.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

224.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

224.3 Class Variables

Name Description
fields_ Value: [(’nLength’, <class
’ctypes.c_ulong’>),
(’1pSecurityDescr. ..

bInheritHandle Value: <Field type=c_ulong, ofs=8,
size=4>

IpSecurityDescriptor Value: <Field type=c_void.-p, ofs=4,
size=4>

continued on next page
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Name Description
nLength Value: <Field type=c_ulong, ofs=0,
size=4>
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225 Class winappdbg.win32.kernel32.STARTUPINFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.STARTUPINFO

225.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

225.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

225.3 Class Variables

Name Description

_fields_ Value: [(’cb’, <class
>ctypes.c_ulong’>), (’lpReserved’,
<class ...

cb Value: <Field type=c_ulong, ofs=0,
size=4>

cbReserved?2 Value: <Field type=c_ushort, ofs=50,
size=2>

continued on next page
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Name Description

dwFillAttribute Value: <Field type=c_ulong, ofs=40,
size=4>

dwFlags Value: <Field type=c_ulong, ofs=44,
size=4>

dwX Value: <Field type=c_ulong, ofs=16,
size=4>

dwXCountChars Value: <Field type=c_ulong, ofs=32,
size=4>

dwXSize Value: <Field type=c_ulong, ofs=24,
size=4>

dwyY Value: <Field type=c_ulong, ofs=20,
size=4>

dwYCountChars Value: <Field type=c_ulong, ofs=36,
size=4>

dwYSize Value: <Field type=c_ulong, ofs=28,
size=4>

hStdError Value: <Field type=c_void p, ofs=64,
size=4>

hStdInput Value: <Field type=c_void_p, ofs=56,
size=4>

hStdOutput Value: <Field type=c_void._p, o0fs=60,
size=4>

IpDesktop Value: <Field type=c_char_p, ofs=8,
size=4>

IpReserved Value: <Field type=c_char_p, ofs=4,
size=4>

IpReserved2 Value: <Field type=c_void_p, ofs=52,
size=4>

IpTitle Value: <Field type=c_char_p, ofs=12,
size=4>

wShowWindow Value: <Field type=c_ushort, ofs=48,
size=2>
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226 Class winappdbg.win32.kernel32.STARTUPINFOEX

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.STARTUPINFOEX

226.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

226.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

226.3 Class Variables

Name Description
fields_ Value: [(’StartupInfo’, <class
’winappdbg.win32.kernel32.STARTUP. ..
Startuplnfo Value: <Field type=STARTUPINFO, ofs=0,
size=68>
IpAttributeList Value: <Field type=c_void._p, ofs=68,
size=4>
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227 Class winappdbg.win32.kernel32.SYSTEMTIME

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.SYSTEMTIME

227.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

227.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

227.3 Class Variables

Name Description
fields_ Value: [(PwYear’, <class
’ctypes.c_ushort’>), (wMonth’, <class

wDay Value: <Field type=c_ushort, ofs=6,
size=2>

wDayOfWeek Value: <Field type=c_ushort, ofs=4,
size=2>

continued on next page
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Name Description

wHour Value: <Field type=c_ushort, ofs=8,
size=2>

wMilliseconds Value: <Field type=c_ushort, ofs=14,
size=2>

wMinute Value: <Field type=c_ushort, ofs=10,
size=2>

wMonth Value: <Field type=c_ushort, ofs=2,
size=2>

wSecond Value: <Field type=c_ushort, ofs=12,
size=2>

wYear Value: <Field type=c_ushort, ofs=0,
size=2>
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228 Class winappdbg.win32.kernel32.SnapshotHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.kernel32.SnapshotHandle
Toolhelp32 snapshot handle.

See Also: Handle

228.1 Methods

dup(self)
This method is meaningless for Toolhelp32 snaphots.

Return Value
A new handle to the same Win32 object.

(type=Handle)
Overrides: winappdbg.win32.kernel32.Handle.dup

wait(self, dwMilliseconds=None)

This method is meaningless for Toolhelp32 snaphots.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

Overrides: winappdbg.win32.kernel32.Handle.wait

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)
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__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)
Compatibility with the "with” Python statement.

__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.

__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.

(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object.__init__

close(self)
Closes the Win32 handle.

from_param (value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters
value: Numeric handle value.

(type=int)

Inherited from object
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_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

228.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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229 Class winappdbg.win32.kernel32. THREADENTRY 32

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. THREADENTRY 32

229.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

229.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

229.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’cntUsage’,
<clas...
cntUsage Value: <Field type=c_ulong, ofs=4,
size=4>
dwFlags Value: <Field type=c_ulong, ofs=24,
size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

th320wnerProcessID Value: <Field type=c_ulong, ofs=12,
size=4>

th32ThreadlID Value: <Field type=c_ulong, ofs=8,
size=4>

tpBasePri Value: <Field type=c_long, ofs=16,
size=4>

tpDeltaPri Value: <Field type=c_long, ofs=20,
size=4>
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230 Class winappdbg.win32.kernel32. THREADNAME_INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32. THREADNAME INFO

230.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

230.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

230.3 Class Variables

Name Description
_fields_ Value: [(°dwType’, <class
’ctypes.c_ulong’>), (’szName’, <class

dwFlags Value: <Field type=c_ulong, ofs=12,
size=4>

dwThreadID Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description
dwType Value: <Field type=c_ulong, ofs=0,
size=4>
szName Value: <Field type=c_void.p, ofs=4,
size=4>
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231 Class winappdbg.win32.kernel32.ThreadHandle

object T

winappdbg.win32.kernel32.Handle
winappdbg.win32.kernel32.ThreadHandle
Win32 thread handle.

See Also: Handle

231.1 Methods

get_tid(self)

Return Value
Thread global ID.

(type=int)

__copy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same Win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the Win32 handle when copying the Python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the Win32 handle when the Python object is destroyed.

__enter__(self)

Compatibility with the "with” Python statement.
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__exit__(self, type, value, traceback)

Compatibility with the "with” Python statement.

__init__(self, aHandle=None, bOuwnership=True)

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle value.

(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object.__init__

close(self)
Closes the Win32 handle.

dup(self)

Return Value
A new handle to the same Win32 object.

(type=Handle)

from_param/(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
APT call.

Parameters
value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)
Wait for the Win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object
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_delattr_(), __format__(), __getattribute__(), _hash_(), _new_(), _reduce_(), _reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

231.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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232 Class winappdbg.win32.kernel32.UNLOAD _DLL DEBUG _INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.UNLOAD DLL DEBUG_INFO

232.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

232.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

232.3 Class Variables

Name Description
fields_ Value: [(’1pBase0fD11’, <class
’ctypes.c_void p’>)]
IpBaseOfDIl Value: <Field type=c_void p, ofs=0,
size=4>
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233 Class winappdbg.win32.kernel32.VS_FIXEDFILEINFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.kernel32.VS_FIXEDFILEINFO

233.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

233.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

233.3 Class Variables

Name Description
fields_ Value: [(’dwSignature’, <class
’ctypes.c_ulong’>), (’dwStrucVers...
dwFileDatelLS Value: <Field type=c_ulong, ofs=48,
size=4>
dwFileDateMS Value: <Field type=c_ulong, ofs=44,
size=4>

continued on next page
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Name Description

dwFileFlags Value: <Field type=c_ulong, ofs=28,
size=4>

dwFileFlagsMask Value: <Field type=c_ulong, ofs=24,
size=4>

dwFileOS Value: <Field type=c_ulong, ofs=32,
size=4>

dwFileSubtype Value: <Field type=c_ulong, ofs=40,
size=4>

dwFileType Value: <Field type=c_ulong, ofs=36,
size=4>

dwFileVersionL.S Value: <Field type=c_ulong, ofs=12,
size=4>

dwFileVersionMS Value: <Field type=c_ulong, ofs=8,
size=4>

dwProductVersionLS Value: <Field type=c_ulong, ofs=20,
size=4>

dwProductVersionMS Value: <Field type=c_ulong, ofs=16,
size=4>

dwSignature Value: <Field type=c_ulong, ofs=0,
size=4>

dwStrucVersion Value: <Field type=c_ulong, ofs=4,
size=4>
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234 Class winappdbg.win32.kernel32. DEBUG_EVENT _UNION_

object T
?77._CData T

_ctypes.Union
winappdbg.win32.kernel32. DEBUG_EVENT _UNION_

234.1 Methods

Inherited from _ctypes.Union

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

234.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

234.3 Class Variables

Name Description
fields_ Value: [(’Exception’, <class
’winappdbg.win32.kernel32.EXCEPTION. ..
CreateProcessInfo Value: <Field
type=CREATE_PROCESS_DEBUG_INFO, ofs=0,
size=40>

continued on next page
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Name Description
CreateThread Value: <Field
type=CREATE_THREAD_DEBUG_INFO, ofs=0,
size=12>
DebugString Value: <Field
type=0UTPUT_DEBUG_STRING_INFQO, ofs=0,
size=8>
Exception Value: <Field type=EXCEPTION_DEBUG_INFO,
ofs=0, size=84>
ExitProcess Value: <Field
type=EXIT_PROCESS_DEBUG_INFO, ofs=0,
size=4>
ExitThread Value: <Field
type=EXIT_THREAD DEBUG_INFO, ofs=0,
size=4>
LoadDll Value: <Field type=LOAD_DLL_DEBUG_INFO,
ofs=0, size=24>
RiplInfo Value: <Field type=RIP_INFO, ofs=0,
size=8>
UnloadDIl Value: <Field
type=UNLOAD_DLL_DEBUG_INFO, ofs=0,
size=4>

674



Class Variables Class winappdbg.win32.ntdll. FILE_NAME_INFORMATION

235 Class winappdbg.win32.ntdll. FILE_ NAME_INFORMATION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.ntdll. FILE NAME_ INFORMATION

235.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

235.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

235.3 Class Variables

Name Description
fields_ Value: [(’FileNameLength’, <class
’ctypes.c_ulong’>), (’FileName...
FileName Value: <Field type=c_wchar Array_1,
ofs=4, size=2>
FileNameLength Value: <Field type=c_ulong, ofs=0,
size=4>
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236 Class winappdbg.win32.ntdll.IO_STATUS BLOCK

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.ntdll.IO_STATUS BLOCK

236.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

236.2 Properties

Name Description

Pointer

Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

236.3 Class Variables

Name Description
fields_ Value: [(’Status’, <class
’ctypes.c_long’>), (’Information’,
<cl...
Information Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name

Description

Status

Value: <Field type=c_long, ofs=0,

size=4>

677



Properties Class winappdbg.win32.ntdll. PIO_STATUS_BLOCK

237 Class winappdbg.win32.ntdll.PIO_STATUS _BLOCK

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.ntdll. PIO_STATUS _BLOCK

237.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

237.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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238 Class winappdbg.win32.ntdll. PROCESS_BASIC_INFORMATION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.ntdll. PROCESS BASIC_ INFORMATION

238.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

238.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

238.3 Class Variables

Name Description
fields_ Value: [(’ExitStatus’, <class
>ctypes.c_long’>), (’PebBaseAddres...
AffinityMask Value: <Field type=c_ulong, ofs=8,
size=4>
BasePriority Value: <Field type=c_long, ofs=12,
size=4>

continued on next page
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Name Description

ExitStatus Value: <Field type=c_long, ofs=0,
size=4>

InheritedFromUniqueProc- | Value: <Field type=c_ulong, ofs=20,

essld size=4>

PebBaseAddress Value: <Field type=c_void p, ofs=4,
size=4>

UniqueProcessId Value: <Field type=c_ulong, ofs=16,
size=4>
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239 Class winappdbg.win32.ntdll.SYSDBG_MSR

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.ntdll.SYSDBG_MSR

239.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

239.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

239.3 Class Variables

Name Description
fields_ Value: [(’Address’, <class
’ctypes.c_ulong’>), (’Data’, <class

)

Address Value: <Field type=c_ulong, ofs=0,
size=4>

Data Value: <Field type=c_ulonglong, ofs=8,
size=8>
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240 Class winappdbg.win32.ntdll. THREAD BASIC_INFORMATION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.ntdl. THREAD BASIC_ INFORMATION

240.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

240.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

240.3 Class Variables

Name Description
fields_ Value: [(’ExitStatus’, <class
>ctypes.c_long’>), (’TebBaseAddres...
AffinityMask Value: <Field type=c_ulong, ofs=16,
size=4>
BasePriority Value: <Field type=c_long, ofs=24,
size=4>

continued on next page
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Name Description

ClientId Value: <Field type=CLIENT_ID, ofs=8,
size=8>

ExitStatus Value: <Field type=c_long, ofs=0,
size=4>

Priority Value: <Field type=c_long, ofs=20,
size=4>

TebBaseAddress Value: <Field type=c_void_p, ofs=4,
size=4>
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241 Class winappdbg.win32.peb_teb. ACTIVATION _CONTEXT_STACK

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.ACTIVATION _CONTEXT _STACK

241.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

241.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

241.3 Class Variables

Name Description
fields_ Value: [(’ActiveFrame’, <class
>ctypes.c_void_p’>), (’FrameListC...
ActiveFrame Value: <Field type=c_void_p, ofs=0,
size=4>
Flags Value: <Field type=c_ulong, ofs=12,
size=4>

continued on next page
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Name Description
FrameListCache Value: <Field type=LIST_ENTRY, ofs=4,
size=8>
NextCookieSequenceNum- | Value: <Field type=c_ulong, ofs=16,
ber size=4>
Stackld Value: <Field type=c_ulong, ofs=20,
size=4>
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242 Class winappdbg.win32.peb_teb.CLIENT 1D

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.CLIENT _ID

242.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

242.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

242.3 Class Variables

Name Description
_fields_ Value: [(’UniqueProcess’, <class
’ctypes.c_void.p’>), (’UniqueTh...
UniqueProcess Value: <Field type=c_void.p, ofs=0,
size=4>
UniqueThread Value: <Field type=c_void.p, ofs=4,
size=4>
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243 Class winappdbg.win32.peb_teb.CURDIR

object T

77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb. CURDIR

243.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

243.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

243.3 Class Variables

Name Description
fields_ Value: [(’DosPath’, <class
’winappdbg.win32.defines .UNICODE_STRI. ..
DosPath Value: <Field type=UNICODE_STRING,
ofs=0, size=8>
Handle Value: <Field type=c_void.p, ofs=8,
size=4>
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244 Class winappdbg.win32.peb_teb. EXCEPTION_REGISTRATION _REC/

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb. EXCEPTION _REGISTRATION _RECORD

244.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

244.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

244.3 Class Variables

Name Description
fields_ Value: [(’Next’, <class
’ctypes.c_void_p’>), (’Handler’, <class

Handler Value: <Field type=c_void.p, ofs=4,
size=4>

Next Value: <Field type=c_void.-p, ofs=0,
size=4>
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245 Class winappdbg.win32.peb_teb.GDI_TEB_BATCH

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.GDI_TEB BATCH

245.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

245.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

245.3 Class Variables

Name Description
fields_ Value: [(’0Offset’, <class
’ctypes.c_ulong’>), (’HDC’, <class
ct. ..
Buffer Value: <Field type=c_ulong Array 310,
ofs=8, size=1240>
HDC Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page

689



Class Variables
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Name

Description

Offset

Value: <Field type=c_ulong, ofs=0,

size=4>
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246 Class winappdbg.win32.peb_teb.LDR_MODULE

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.LDR_MODULE

246.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

246.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

246.3 Class Variables

Name Description
_fields_ Value: [(’InLoadOrderModulelist’,
<class ’winappdbg.win32.define...
BaseAddress Value: <Field type=c_void_p, ofs=24,
size=4>
BaseDIIName Value: <Field type=UNICODE_STRING,
ofs=44, size=8>

continued on next page

691



Class Variables
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Name Description

EntryPoint Value: <Field type=c_void_p, ofs=28,
size=4>

Flags Value: <Field type=c_ulong, ofs=52,
size=4>

FullDIIName Value: <Field type=UNICODE _STRING,
0ofs=36, size=8>

HashTableEntry Value: <Field type=LIST_ENTRY, ofs=60,

size=8>

InInitializationOrderModu-
leList

Value: <Field type=LIST_ENTRY, ofs=16,
size=8>

InLoadOrderModuleList

Value: <Field type=LIST_ENTRY, ofs=0,
size=8>

InMemoryOrderModuleLis-
t

Value: <Field type=LIST ENTRY, ofs=8,
size=8>

LoadCount Value: <Field type=c_short, ofs=56,
size=2>

SizeOflmage Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=68,
size=4>

TlsIndex Value: <Field type=c_short, ofs=58,
size=2>
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247 Class winappdbg.win32.peb_teb.NT_TIB

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.NT_TIB

247.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

247.2 Properties

Name Description

FiberData

Version

Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

247.3 Class Variables

Name Description
fields_ Value: [(’ExceptionList’, <class
’ctypes.c_void p’>), (’StackBas...
ArbitraryUserPointer Value: <Field type=c_void._p, ofs=20,
size=4>

continued on next page
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Name Description

ExceptionList Value: <Field type=c_void.p, ofs=0,
size=4>

Self Value: <Field type=c_void._p, ofs=24,
size=4>

StackBase Value: <Field type=c_void p, ofs=4,
size=4>

StackLimit Value: <Field type=c_void_p, ofs=8,
size=4>

SubSystemTib Value: <Field type=c_void._p, ofs=12,
size=4>

u Value: <Field type=_NT_TIB_UNION,
ofs=16, size=4>
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248 Class winappdbg.win32.peb_teb.PEB

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.PEB

248.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

248.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

248.3 Class Variables

Name Description

_pack_ Value: 8

_fields_ Value: [(’InheritedAddressSpace’,
<class ’ctypes.c_ubyte’>), (’R...

ActivationContextData Value: <Field type=c_void._p, ofs=504,
size=4>

AnsiCodePageData Value: <Field type=c_void_p, ofs=88,
size=4>

continued on next page
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Name Description

AppCompatFlags Value: <Field type=c_ulonglong,
ofs=472, size=8>

AppCompatFlagsUser Value: <Field type=c_ulonglong,
0fs=480, size=8>

AppCompatInfo Value: <Field type=c_void._p, ofs=492,
size=4>

AtlThunkSListPtr32 Value: <Field type=c_ulong, ofs=52,
size=4>

BeingDebugged Value: <Field type=c_ubyte, ofs=2,
size=1>

CSDVersion Value: <Field type=UNICODE_STRING,

0fs=496, size=8>

CriticalSectionTimeout

Value: <Field type=c_longlong, ofs=112,
size=8>

EnvironmentUpdateCount

Value: <Field type=c_ulong, ofs=40,
size=4>

FastPebLock Value: <Field type=c_void p, ofs=28,
size=4>

FastPebLockRoutine Value: <Field type=c_void_p, ofs=32,
size=4>

FastPebUnlockRoutine Value: <Field type=c_void._p, ofs=36,
size=4>

FreeList Value: <Field type=c_void._p, ofs=56,
size=4>

GdiDCAttributeList Value: <Field type=c_ulong, ofs=156,
size=4>

GdiHandleBuffer Value: <Field type=c_ulong Array 34,
0ofs=196, size=136>

GdiSharedHandleTable Value: <Field type=c_void_p, ofs=148,
size=4>

HeapDeCommitFreeBlock- | Value: <Field type=c_ulong, ofs=132,

Threshold size=4>

HeapDeCommitTotalFree- | Value: <Field type=c_ulong, ofs=128,

Threshold size=4>

HeapSegmentCommit Value: <Field type=c_ulong, ofs=124,
size=4>

HeapSegmentReserve Value: <Field type=c_ulong, ofs=120,
size=4>

ImageBaseAddress Value: <Field type=c_void.p, ofs=8,

size=4>

ImageProcessAffinity Mask

Value: <Field type=c_ulong, ofs=192,
size=4>

continued on next page
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Name Description

ImageSubsystem Value: <Field type=c_ulong, ofs=180,
size=4>

ImageSubsystemMajorVer- | Value: <Field type=c_ulong, ofs=184,

sion size=4>

ImageSubsystemMinorVer- | Value: <Field type=c_ulong, ofs=188,

sion size=4>

Inherited AddressSpace Value: <Field type=c_ubyte, ofs=0,
size=1>

KernelCallbackTable Value: <Field type=c_void.p, ofs=44,
size=4>

Ldr Value: <Field type=c_void._p, ofs=12,
size=4>

LoaderLock Value: <Field type=c_void p, ofs=160,
size=4>

MaximumNumberOfHeap- | Value: <Field type=c_ulong, ofs=140,

S size=4>

MinimumStackCommit Value: <Field type=c_ulong, ofs=520,
size=4>

Mutant Value: <Field type=c_void.p, ofs=4,
size=4>

NtGlobalFlag Value: <Field type=c_ulong, ofs=104,
size=4>

NumberOfHeaps Value: <Field type=c_ulong, ofs=136,
size=4>

NumberOfProcessors Value: <Field type=c_ulong, ofs=100,
size=4>

OSBuildNumber Value: <Field type=c_ushort, ofs=172,
size=2>

OSCSDVersion Value: <Field type=c_ushort, ofs=174,
size=2>

OSMajorVersion Value: <Field type=c_ulong, ofs=164,
size=4>

OSMinorVersion Value: <Field type=c_ulong, ofs=168,
size=4>

OSPlatformlId Value: <Field type=c_ulong, ofs=176,
size=4>

OemCodePageData Value: <Field type=c_void._p, o0fs=92,
size=4>

PostProcessInitRoutine Value: <Field type=c_void p, ofs=332,
size=4>

ProcessAssemblyStorageM- | Value: <Field type=c_void_ p, ofs=508,

ap size=4>
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Name Description

ProcessHeap Value: <Field type=c_void_p, ofs=24,
size=4>

ProcessHeaps Value: <Field type=c_void.p, ofs=144,
size=4>

ProcessParameters Value: <Field type=c_void p, ofs=16,
size=4>

ProcessStarterHelper Value: <Field type=c_void_p, ofs=152,
size=4>

ReadlmageFileExecOptio- | Value: <Field type=c_ubyte, ofs=1,

ns size=1>

ReadOnlySharedMemory- | Value: <Field type=c_void_p, ofs=76,

Base size=4>

ReadOnlySharedMemory- | Value: <Field type=c_void_ p, ofs=80,

Heap size=4>

ReadOnlyStaticServerDat- | Value: <Field type=c_void p, ofs=84,

a size=4>

Sessionld Value: <Field type=c_ulong, ofs=468,
size=4>

SpareBool Value: <Field type=c_ubyte, ofs=3,
size=1>

SubSystemData Value: <Field type=c_void p, ofs=20,
size=4>

SystemAssemblyStorageM- | Value: <Field type=c_void p, ofs=516,

ap size=4>

SystemDefaultActivation- | Value: <Field type=c_void p, ofs=512,

ContextData size=4>

SystemReserved Value: <Field type=c_ulong, ofs=48,
size=4>

TlsBitmap Value: <Field type=c_void._p, ofs=64,
size=4>

TlsBitmapBits Value: <Field type=c_ulong Array 2,
0ofs=68, size=8>

TlsExpansionBitmap Value: <Field type=c_void_p, ofs=336,

size=4>

TlsExpansionBitmapBits

Value: <Field type=c_ulong Array_32,
ofs=340, size=128>

TlsExpansionCounter Value: <Field type=c_ulong, ofs=60,
size=4>

UnicodeCaseTableData Value: <Field type=c_void p, ofs=96,
size=4>

pShimData Value: <Field type=c_void_p, ofs=488,

size=4>
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249 Class winappdbg.win32.peb_teb.PEB FREE BLOCK

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.PEB_ FREE BLOCK

249.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

249.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

249.3 Class Variables

Name Description
fields_ Value: [(’Next’, <class
’ctypes.c_void.p’>), (’Size’, <class
ct. ..
Next Value: <Field type=c_void.-p, ofs=0,
size=4>
Size Value: <Field type=c_ulong, ofs=4,
size=4>
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250 Class winappdbg.win32.peb_teb.PEB_LDR_DATA

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.PEB_LDR _DATA

250.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

250.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

250.3 Class Variables

Name Description

fields_ Value: [(°Length’, <class
’ctypes.c_ulong’>), (’Initialized’,
<C...

InInitializationOrderModu- | Value: <Field type=LIST_ENTRY, ofs=28,

leList size=8>

InLoadOrderModuleList Value: <Field type=LIST_ENTRY, ofs=12,
size=8>

continued on next page
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Name Description
InMemoryOrderModuleLis- | Value: <Field type=LIST_ENTRY, ofs=20,
t size=8>
Initialized Value: <Field type=c_ubyte, ofs=4,
size=1>

Length Value: <Field type=c_ulong, ofs=0,
size=4>

SsHandle Value: <Field type=c_void p, ofs=8,
size=4>
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251 Class winappdbg.win32.peb_teb.PNTTIB

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PNTTIB

251.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

251.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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252 Class winappdbg.win32.peb_teb.PPEB _LDR_DATA

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PPEB_LDR_DATA

252.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

252.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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253 Class winappdbg.win32.peb_teb.PROCESSOR_NUMBER

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.PROCESSOR_NUMBER

253.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

253.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

253.3 Class Variables

Name Description
_fields_ Value: [(°Group’, <class
’ctypes.c_ushort’>), (’Number’, <class

Group Value: <Field type=c_ushort, ofs=0,
size=2>

Number Value: <Field type=c_ubyte, ofs=2,
size=1>

continued on next page
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Name Description
Reserved Value: <Field type=c_ubyte, ofs=3,
size=1>
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254 Class winappdbg.win32.peb_teb.PRTL_CRITICAL _SECTION

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PRTL_CRITICAL _SECTION

254.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

254.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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255 Class winappdbg.win32.peb_teb.PRTL_CRITICAL _SECTION _DEBUG

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PRTL_CRITICAL SECTION _DEBUG

255.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

255.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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256 Class winappdbg.win32.peb_teb.PRTL USER_PROCESS PARAMETE

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PRTL_USER _PROCESS PARAMETERS

256.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

256.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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257 Class winappdbg.win32.peb_teb.PTEB

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PTEB

257.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

257.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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258 Class winappdbg.win32.peb_teb.PTEB_ACTIVE FRAME

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PTEB_ACTIVE FRAME

258.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

258.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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259 Class winappdbg.win32.peb_teb. PTEB_ACTIVE FRAME CONTEXT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.peb_teb.PTEB_ACTIVE FRAME CONTEXT

259.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

259.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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260 Class winappdbg.win32.peb_teb.RTL_ACTIVATION_CONTEXT _STAC

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.RTL_ACTIVATION _CONTEXT _STACK FRA!

260.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

260.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

260.3 Class Variables

Name Description
fields_ Value: [(’Previous’, <class
’ctypes.c_voidp’>), (’ActivationCon...
ActivationContext Value: <Field type=c_void.p, ofs=4,
size=4>
Flags Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description
Previous Value: <Field type=c_void.p, ofs=0,
size=4>
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261 Class winappdbg.win32.peb_teb.RTL_ CRITICAL SECTION

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.RTL_CRITICAL SECTION

261.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

261.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

261.3 Class Variables

Name Description
fields_ Value: [(’DebuglInfo’, <class
’ctypes.c_void_p’>), (’LockCount’,
Debuglnfo Value: <Field type=c_void p, ofs=0,
size=4>
LockCount Value: <Field type=c_long, ofs=4,
size=4>

continued on next page
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Name Description

LockSemaphore Value: <Field type=c_void.p, ofs=16,
size=4>

OwningThread Value: <Field type=c_void._p, ofs=12,
size=4>

RecursionCount Value: <Field type=c_long, ofs=8,
size=4>

SpinCount Value: <Field type=c_ulong, ofs=20,
size=4>
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262 Class winappdbg.win32.peb_teb. RTL_CRITICAL SECTION _DEBUG

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.RTL_CRITICAL SECTION DEBUG

262.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

262.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

262.3 Class Variables

Name Description
fields_ Value: [(’Type’, <class
’ctypes.c_ushort’>),
(’CreatorBackTracel. ..

ContentionCount Value: <Field type=c_ulong, ofs=20,
size=4>

CreatorBackTracelndex Value: <Field type=c_ushort, ofs=2,
size=2>

continued on next page
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Name Description
CreatorBackTracelndexHi- | Value: <Field type=c_ushort, ofs=28,
gh size=2>
CriticalSection Value: <Field type=c_void_p, ofs=4,
size=4>

EntryCount Value: <Field type=c_ulong, ofs=16,
size=4>

Flags Value: <Field type=c_ulong, ofs=24,
size=4>

ProcessLocksList Value: <Field type=LIST_ENTRY, ofs=8,
size=8>

SpareUSHORT Value: <Field type=c_ushort, ofs=30,
size=2>

Type Value: <Field type=c_ushort, ofs=0,
size=2>
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263 Class winappdbg.win32.peb_teb.RTL_DRIVE_LETTER_CURDIR

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.RTL DRIVE LETTER_CURDIR

263.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

263.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

263.3 Class Variables

Name Description
_fields_ Value: [(°Flags’, <class
’ctypes.c_ushort’>), (’Length’, <class

DosPath Value: <Field type=UNICODE_STRING,
ofs=8, size=8>

Flags Value: <Field type=c_ushort, ofs=0,
size=2>

continued on next page
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Class winappdbg.win32.peb_teb.RTL_DRIVE_LETTER_CURDIR

Name Description
Length Value: <Field type=c_ushort, ofs=2,
size=2>
TimeStamp Value: <Field type=c_ulong, ofs=4,
size=4>
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264 Class winappdbg.win32.peb_teb.RTL_USER_PROCESS PARAMETER

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.RTL USER_PROCESS PARAMETERS

264.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

264.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

264.3 Class Variables

Name Description
fields_ Value: [(’Reservedl’, <class
’winappdbg.win32.peb_teb.c_ubyte Ar...
CommandLine Value: <Field type=UNICODE_STRING,
ofs=64, size=8>
Environment Value: <Field type=c_void._p, ofs=72,
size=4>

continued on next page
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Name Description
ImagePathName Value: <Field type=UNICODE_STRING,
ofs=56, size=8>
Reservedl Value: <Field type=c_ubyte_Array_16,
ofs=0, size=16>
Reserved2 Value: <Field type=c_void p_Array 10,
ofs=16, size=40>
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265 Class winappdbg.win32.peb_teb. TEB

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb. TEB

265.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

265.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

265.3 Class Variables

Name Description
_pack_ Value: 8
_fields_ Value: [(°NtTib’, <class
’winappdbg.win32.peb_teb.NT_TIB’>),
(CE...
ActivationContextStackP- | Value: <Field type=c_void._p, ofs=424,
ointer size=4>

continued on next page
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Class winappdbg.win32.peb_teb. TEB

Name Description
ActiveFrame Value: <Field type=c_void_p, ofs=4004,
size=4>
ActiveRpcHandle Value: <Field type=c_void._p, ofs=40,
size=4>
BooleanSpare Value: <Field type=c_ubyte Array 3,

0fs=4009, size=3>

Clientld

Value: <Field type=CLIENT_ID, ofs=32,
size=8>

CountOfOwnedCriticalSec-
tions

Value: <Field type=c_ulong, ofs=56,
size=4>

CsrClient Thread Value: <Field type=c_void._p, o0fs=60,
size=4>
CurrentLocale Value: <Field type=c_ulong, ofs=196,

size=4>

CurrentTransactionHandl-
e

Value: <Field type=c_void_p, ofs=4000,
size=4>

DbgSsReserved Value: <Field type=c_void_p_Array.2,
0fs=3860, size=8>

DeallocationStack Value: <Field type=c_void_p, ofs=3584,
size=4>

EnvironmentPointer Value: <Field type=c_void p, ofs=28,
size=4>

ExceptionCode Value: <Field type=c_long, ofs=420,

size=4>

FpSoftwareStatusRegister

Value: <Field type=c_ulong, ofs=200,
size=4>

FreeStackOnTermination

Value: <Field type=c_ubyte, ofs=3945,
size=1>

GdiBatchCount

Value: <Field type=c_ulong, ofs=3940,
size=4>

GdiCachedProcessHandle

Value: <Field type=c_void p, ofs=1712,
size=4>

GdiClientPID Value: <Field type=c_ulong, ofs=1716,
size=4>

GdiClientTID Value: <Field type=c_ulong, ofs=1720,
size=4>

GdiTebBatch Value: <Field type=GDI_TEB_BATCH,
ofs=456, size=1248>

GdiThreadLocallnfo Value: <Field type=c_void p, ofs=1724,

size=4>

HardErrorsAreDisabled

Value: <Field type=c_ulong, ofs=3868,
size=4>

continued on next page
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Name Description

HasFiberData Value: <Field type=c_ubyte, ofs=3946,
size=1>

HeapVirtual Affinity Value: <Field type=c_ulong, ofs=3996,
size=4>

IdealProcessor Value: <Field type=c_ubyte, ofs=3947,
size=1>

ImpersonationLocale Value: <Field type=c_ulong, o0fs=3980,
size=4>

InDbgPrint Value: <Field type=c_ubyte, ofs=3944,
size=1>

Instrumentation Value: <Field type=c_void_p_Array_16,
0fs=3872, size=64>

IsImpersonating Value: <Field type=c_ulong, ofs=3984,
size=4>

LastErrorValue Value: <Field type=c_ulong, ofs=52,
size=4>

LastStatusValue Value: <Field type=c_long, ofs=3048,
size=4>

NlsCache Value: <Field type=c_void_p, o0fs=3988,
size=4>

NtTib Value: <Field type=NT_TIB, ofs=0,
size=28>

ProcessEnvironmentBlock | Value: <Field type=c_void_p, ofs=48,
size=4>

RealClientld Value: <Field type=CLIENT_ID, ofs=1704,
size=8>

ReservedForNtRpc Value: <Field type=c_void._p, o0fs=3856,
size=4>

ReservedForOle Value: <Field type=c_void._p, o0fs=3956,
size=4>

ReservedForPerf Value: <Field type=c_void p, ofs=3952,
size=4>

SafeThunkCall Value: <Field type=c_ubyte, ofs=4008,
size=1>

Spare3 Value: <Field type=c_ulong, ofs=3948,
size=4>

SpareBytesl Value: <Field type=c_ubyte_Array 24,
0fs=428, size=24>

StaticUnicodeBuffer Value: <Field type=c_wchar Array 261,
0fs=3060, size=522>

StaticUnicodeString Value: <Field type=UNICODE_STRING,

0fs=3052, size=8>
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Name

Description

SystemReserved1

Value: <Field type=c_void_p_Array_ 54,
ofs=204, size=216>

ThreadLocalStoragePointe-
r

Value: <Field type=c_void._p, ofs=44,
size=4>

TlsExpansionSlots Value: <Field type=c_void p, 0fs=3976,
size=4>

T1sLinks Value: <Field type=LIST_ENTRY,
0fs=3844, size=8>

TlsSlots Value: <Field type=c_void_p_Array 64,
0fs=3588, size=256>

TxFsContext Value: <Field type=c_ulong, ofs=452,
size=4>

User32Reserved Value: <Field type=c_ulong Array 26,
0fs=68, size=104>

UserReserved Value: <Field type=c_ulong Array.5,
ofs=172, size=20>

Vdm Value: <Field type=c_void_p, o0fs=3852,
size=4>

WOW32Reserved Value: <Field type=c_void.p, ofs=192,
size=4>

WaitingOnLoaderLock Value: <Field type=c_ulong, ofs=3960,
size=4>

Win32ClientInfo Value: <Field type=c_ulong Array 62,
ofs=1728, size=248>

Win32ThreadInfo Value: <Field type=c_void p, ofs=64,
size=4>

WinSockData Value: <Field type=c_void._p, 0fs=3936,
size=4>

Wx86Thread Value: <Field type=Wx86ThreadState,
0fs=3964, size=12>

glContext Value: <Field type=c_void p, ofs=3044,
size=4>

glCurrentRC Value: <Field type=c_void_p, ofs=3040,
size=4>

glDispatchTable Value: <Field type=c_void_p_Array 233,
0fs=1976, size=932>

glReservedl Value: <Field type=c_ulong Array 29,
0fs=2908, size=116>

glReserved?2 Value: <Field type=c_void p, ofs=3024,
size=4>

glSection Value: <Field type=c_void_p, o0fs=3032,

size=4>

continued on next page
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Name Description
glSectionInfo Value: <Field type=c_void_p, 0fs=3028,
size=4>
glTable Value: <Field type=c_void_p, 0fs=3036,
size=4>
pShimData Value: <Field type=c_void p, 0fs=3992,
size=4>
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266 Class winappdbg.win32.peb_teb. TEB_ACTIVE FRAME

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.TEB_ACTIVE FRAME

266.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

266.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

266.3 Class Variables

Name Description
_fields_ Value: [(°Flags’, <class
’ctypes.c_ulong’>), (’Previous’,
<class...
Context Value: <Field type=c_void.p, ofs=8,
size=4>
Flags Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page

727



Class Variables Class winappdbg.win32.peb_teb. TEB_ACTIVE_FRAME

Name Description
Previous Value: <Field type=c_void_p, ofs=4,
size=4>
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267 Class winappdbg.win32.peb_teb. TEB_ACTIVE FRAME _CONTEXT

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.TEB_ACTIVE FRAME CONTEXT

267.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

267.2 Properties

Name \ Description
Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

267.3 Class Variables

Name Description
_fields_ Value: [(°Flags’, <class
’ctypes.c_ulong’>), (’FrameName’,
<clas...
Flags Value: <Field type=c_ulong, ofs=0,
size=4>
FrameName Value: <Field type=c_void.-p, ofs=4,
size=4>
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268 Class winappdbg.win32.peb_teb.Wx86ThreadState

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.peb_teb.Wx86ThreadState

268.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

268.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

268.3 Class Variables

Name Description
fields_ Value: [(°CallBx86Eip’, <class
>ctypes.c_void_p’>), (’Deallocati...
CallBx86Eip Value: <Field type=c_void_p, ofs=0,
size=4>
DeallocationCpu Value: <Field type=c_void.p, ofs=4,
size=4>

continued on next page
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Name Description
OleStublnvoked Value: <Field type=c_char, ofs=9,
size=1>
UseKnownWx86DI1 Value: <Field type=c_ubyte, ofs=8,
size=1>
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269 Class winappdbg.win32.psapi. LPMODULEINFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.psapi. LPMODULEINFO

269.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

269.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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270 Class winappdbg.win32.psapi. MODULEINFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.psapi. MODULEINFO

270.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

270.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

270.3 Class Variables

Name Description
fields_ Value: [(’1pBase0fD11’, <class
’ctypes.c_void.p’>), (’SizeOfImag...
EntryPoint Value: <Field type=c_void_p, ofs=8,
size=4>
SizeOflmage Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name

Description

IpBaseOfDIl

Value: <Field type=c_void.p, ofs=0,

size=4>
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271 Class winappdbg.win32.user32.GUITHREADINFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.user32.GUITHREADINFO

271.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

271.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

271.3 Class Variables

Name Description
fields_ Value: [(’cbSize’, <class
’ctypes.c_ulong’>), (’flags’, <class

)

cbSize Value: <Field type=c_ulong, ofs=0,
size=4>

flags Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Class winappdbg.win32.user32. GUITHREADINFO

Name Description

hwndActive Value: <Field type=c_void_p, ofs=8,
size=4>

hwndCapture Value: <Field type=c_void_p, ofs=16,
size=4>

hwndCaret Value: <Field type=c_void._p, ofs=28,
size=4>

hwndFocus Value: <Field type=c_void p, ofs=12,
size=4>

hwndMenuOwner Value: <Field type=c_void_p, ofs=20,
size=4>

hwndMoveSize Value: <Field type=c_void p, ofs=24,
size=4>

rcCaret Value: <Field type=RECT, ofs=32,
size=16>
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272 Class winappdbg.win32.user32.PGUITHREADINFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.user32. PGUITHREADINFO

272.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

272.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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273 Class winappdbg.win32.user32.PWINDOWPLACEMENT

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.user32.PWINDOWPLACEMENT

273.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

273.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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274 Class winappdbg.win32.user32.Point

object
winappdbg.win32.user32.Point
Python wrapper over the POINT class.

274.1 Methods

__init__(self, =0, y=0)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
x: Horizontal coordinate
(type=int)
y: Vertical coordinate
(type=int)

Overrides: object._init__
See Also: POINT

__iter__(self)

_len__(self)

__getitem__(self, index)

__setitem__(self, indez, value)

screen_to_client(self, hWnd)

Translates window screen coordinates to client coordinates.

Parameters
hwnd: Window handle.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Point)

See Also: client_to_screen, translate
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client_to_screen(self, hWnd)

Translates window client coordinates to screen coordinates.

Parameters
hwnd: Window handle.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Point)

See Also: screen_to_client, translate

translate(self, hWndFrom=0, hWndTo=0)

Translate coordinates from one window to another.

Parameters

hWndFrom: Window handle to translate from. Use HWND_DESKTOP for
screen coordinates.

(type=int or HWND or system.Window)

hWndTo: Window handle to translate to. Use HWND_DESKTOP for
screen coordinates.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Point)

Note: To translate multiple points it’s more efficient to use the
MapWindowPoints function instead.

See Also: client_to_screen, screen_to_client

Inherited from object

_delattr__(), __format__(), __getattribute__(), --hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

274.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Point object to an API call.

Inherited from object
_class__

continued on next page
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| Name | Description
274.3 Instance Variables
Name Description
X Horizontal coordinate
(type=int)
y Vertical coordinate
(type=int)
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275 Class winappdbg.win32.user32.Rect

object
winappdbg.win32.user32.Rect
Python wrapper over the RECT class.

275.1 Methods

__init__(self, left=0, top=0, right=0, bottom=0)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
left:  Horizontal coordinate for the top left corner.
(type=int)
top: Vertical coordinate for the top left corner.
(type=int)
right: Horizontal coordinate for the bottom right corner.
(type=int)

bottom: Vertical coordinate for the bottom right corner.
(type=int)
Overrides: object.__init__

See Also: RECT

__iter__(self)

_len__(self)

__getitem__(self, inder)

__setitem__(self, indez, value)
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screen_to_client(self, hWnd)

Translates window screen coordinates to client coordinates.

Parameters
hwnd: Window handle.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Rect)

See Also: client_to_screen, translate

client_to_screen(self, hWWnd)

Translates window client coordinates to screen coordinates.

Parameters
hwnd: Window handle.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Rect)

See Also: screen_to_client, translate

translate(self, hWndFrom=0, hWndTo=0)

Translate coordinates from one window to another.

Parameters
hWndFrom: Window handle to translate from. Use HWND_DESKTOP for
screen coordinates.

(type=int or HWND or system.Window)

hWndTo: Window handle to translate to. Use HWND_DESKTOP for
screen coordinates.

(type=int or HWND or system.Window)

Return Value
New object containing the translated coordinates.

(type=Rect)

See Also: client_to_screen, screen_to_client

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), __reduce_ex__(),
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_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

275.2 Properties

Name

Description

_as_parameter_

Compatibility with ctypes. Allows passing
transparently a Point object to an API call.

Inherited from object
_class__

275.3 Instance Variables

Name Description

width

height

bottom Vertical coordinate for the bottom right corner.
(type=int)

left Horizontal coordinate for the top left corner.
(type=int)

right Horizontal coordinate for the bottom right
corner.
(type=int)

top Vertical coordinate for the top left corner.

(type=int)
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276 Class winappdbg.win32.user32.WindowPlacement

object
winappdbg.win32.user32.WindowPlacement
Python wrapper over the WINDOWPLACEMENT class.

276.1 Methods

__init__(self, wp=None)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
wp: Another window placement object.

(type=WindowPlacement or WINDOWPLACEMENT)

Overrides: object.__init__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

276.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Point object to an API call.

Inherited from object
_class__
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277 Class winappdbg.win32.user32.WindowEnumerator

object
winappdbg.win32.user32.WindowEnumerator

Known Subclasses: winappdbg.win32.user32.__EnumChildProc, winappdbg.win32.user32.__EnumThreac
winappdbg.win32.user32.__EnumWndProc

Window enumerator class. You can pass it’s instances as callback functions in window
enumeration APIs.

277.1 Methods

__init__(self)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

__call__(self, hwnd, [Param)

Inherited from object

_delattr_(), __format__(), __getattribute__(), _-hash__(), ~new__(), -_reduce__(), -_reduce_ex__(),
_repr__(), _setattr__(), _sizeof__(), __str__(), __subclasshook__()

277.2 Properties

Name \ Description
Inherited from object
_class__
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278 Class winappdbg.win32.user32.WindowPlacement

object
winappdbg.win32.user32.WindowPlacement
Python wrapper over the WINDOWPLACEMENT class.

278.1 Methods

__init__(self, wp=None)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
wp: Another window placement object.

(type=WindowPlacement or WINDOWPLACEMENT)

Overrides: object.__init__

Inherited from object

_delattr_(), __format__(), __getattribute__(), __hash__(), _new__(), __reduce__(), _reduce_ex__(),
_repr_(), _setattr__(), _sizeof_ (), _str_(), __subclasshook_()

278.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Point object to an API call.

Inherited from object
_class__
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279 Class winappdbg.win32.version. LPOSVERSIONINFOA

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.version. LPOSVERSIONINFOA

279.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

279.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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280 Class winappdbg.win32.version. LPOSVERSIONINFOEXA

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.version. LPOSVERSIONINFOEXA

280.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

280.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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281 Class winappdbg.win32.version.LPOSVERSIONINFOEXW

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.version. LPOSVERSIONINFOEXW

281.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

281.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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282 Class winappdbg.win32.version. LPOSVERSIONINFOW

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.version. LPOSVERSIONINFOW

282.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

282.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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283 Class winappdbg.win32.version.LPSYSTEM _INFO

object T
?77._CData T

_ctypes._Pointer
winappdbg.win32.version.LPSYSTEM INFO

283.1 Methods

Inherited from _ctypes. Pointer

_delitem__(), __getitem__(), __getslice_(), __init__(), _new__(), __nonzero__(), __setitem__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof_(), _str__(), __subclasshook__()

283.2 Properties

Name \ Description
Inherited from _ctypes._Pointer
contents
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
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284 Class winappdbg.win32.version.OSVERSIONINFOA

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOA

284.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

284.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

284.3 Class Variables

Name Description
fields_ Value: [(’dw0SVersionInfoSize’, <class
’ctypes.culong’>), (’dwM...
dwBuildNumber Value: <Field type=c_ulong, ofs=12,
size=4>
dwMajorVersion Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description

dwMinorVersion Value: <Field type=c_ulong, ofs=8,
size=4>

dwOSVersionInfoSize Value: <Field type=c_ulong, ofs=0,
size=4>

dwPlatformld Value: <Field type=c_ulong, ofs=16,
size=4>

szCSDVersion Value: <Field type=c_char_ Array_ 128,
ofs=20, size=128>
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285 Class winappdbg.win32.version.OSVERSIONINFOEXA

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.version. OSVERSIONINFOEXA

285.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

285.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

285.3 Class Variables

Name Description
fields_ Value: [(’dw0SVersionInfoSize’, <class
’ctypes.culong’>), (’dwM...
dwBuildNumber Value: <Field type=c_ulong, ofs=12,
size=4>
dwMajorVersion Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description

dwMinorVersion Value: <Field type=c_ulong, ofs=8,
size=4>

dwOSVersionInfoSize Value: <Field type=c_ulong, ofs=0,
size=4>

dwPlatformld Value: <Field type=c_ulong, ofs=16,
size=4>

szCSDVersion Value: <Field type=c_char_ Array_ 128,
ofs=20, size=128>

wProductType Value: <Field type=c_ubyte, ofs=154,
size=1>

wReserved Value: <Field type=c_ubyte, ofs=155,
size=1>

wServicePackMajor Value: <Field type=c_ushort, ofs=148,
size=2>

wServicePackMinor Value: <Field type=c_ushort, ofs=150,
size=2>

wouiteMask Value: <Field type=c_ushort, ofs=152,
size=2>
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286 Class winappdbg.win32.version.OSVERSIONINFOEXW

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOEXW

286.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

286.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

286.3 Class Variables

Name Description
fields_ Value: [(’dw0SVersionInfoSize’, <class
’ctypes.culong’>), (’dwM...
dwBuildNumber Value: <Field type=c_ulong, ofs=12,
size=4>
dwMajorVersion Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description

dwMinorVersion Value: <Field type=c_ulong, ofs=8,
size=4>

dwOSVersionInfoSize Value: <Field type=c_ulong, ofs=0,
size=4>

dwPlatformld Value: <Field type=c_ulong, ofs=16,
size=4>

szCSDVersion Value: <Field type=c_wchar_ Array 128,
ofs=20, size=256>

wProductType Value: <Field type=c_ubyte, ofs=282,
size=1>

wReserved Value: <Field type=c_ubyte, ofs=283,
size=1>

wServicePackMajor Value: <Field type=c_ushort, ofs=276,
size=2>

wServicePackMinor Value: <Field type=c_ushort, ofs=278,
size=2>

wSuiteMask Value: <Field type=c_ushort, ofs=280,
size=2>
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287 Class winappdbg.win32.version.OSVERSIONINFOW

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOW

287.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

287.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

287.3 Class Variables

Name Description
fields_ Value: [(’dw0SVersionInfoSize’, <class
’ctypes.culong’>), (’dwM...
dwBuildNumber Value: <Field type=c_ulong, ofs=12,
size=4>
dwMajorVersion Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description

dwMinorVersion Value: <Field type=c_ulong, ofs=8,
size=4>

dwOSVersionInfoSize Value: <Field type=c_ulong, ofs=0,
size=4>

dwPlatformld Value: <Field type=c_ulong, ofs=16,
size=4>

szCSDVersion Value: <Field type=c_wchar_ Array 128,
ofs=20, size=256>
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288 Class winappdbg.win32.version.SYSTEM _INFO

object T
?77._CData T

_ctypes.Structure

winappdbg.win32.version.SYSTEM _INFO

288.1 Methods

Inherited from _ctypes.Structure

_init__(), -new__()
Inherited from ?2%._CData

__ctypes_from_outparam__(), __hash__(), _reduce__(), __setstate__()
Inherited from object

_delattr_(), __format__(), __getattribute__(), __reduce_ex__(), __repr__(), __setattr__(),
_sizeof (), _str_(), _subclasshook__()

288.2 Properties

Name Description

dwOemld
wProcessorArchitecture
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

288.3 Class Variables

Name Description
_fields_ Value: [(?id’, <class
’winappdbg.win32.version. SYSTEM_INFO_OEM]. ..
dwActiveProcessorMask Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

dwAllocationGranularity Value: <Field type=c_ulong, ofs=28,
size=4>

dwNumberOfProcessors Value: <Field type=c_ulong, ofs=20,
size=4>

dwPageSize Value: <Field type=c_ulong, ofs=4,
size=4>

dwProcessorType Value: <Field type=c_ulong, ofs=24,
size=4>

id Value: <Field type=_SYSTEM_INFO_OEM_ID,

ofs=0, size=4>
IpMaximumApplicationA- | Value: <Field type=c_void._p, ofs=12,

ddress size=4>

IpMinimumApplicationAd- | Value: <Field type=c_void p, ofs=8,

dress size=4>

wProcessorLevel Value: <Field type=c_ushort, ofs=32,
size=2>

wProcessorRevision Value: <Field type=c_ushort, ofs=34,
size=2>
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str.rindex (function), 134
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unicode (class), 138-148
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unicode.__eq__ (function), 138
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unicode.__mod__ (function), 139
unicode.__mul__ (function), 139
unicode._ne__ (function), 139
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unicode._rmod__ (function), 140
unicode._rmul__ (function), 140
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