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Package winappdbg

1 Package winappdbg

Windows application debugging engine for Python.

by Mario Vilas (mvilas at gmail.com)

Project: http://sourceforge.net/projects/winappdbg/

Web: http://winappdbg.sourceforge.net/

Blog: http://breakingcode.wordpress.com

1.1 Modules

• Win32 API wrappers
– win32: Debugging API wrappers in ctypes.

(Section 8, p. 11)
∗ advapi32: Debugging API wrappers in ctypes.

(Section 9, p. 12)
∗ context amd64: Debugging API wrappers in ctypes.

(Section 10, p. 16)
∗ context i386: Debugging API wrappers in ctypes.

(Section 11, p. 18)
∗ context ia64: Debugging API wrappers in ctypes.

(Section 12, p. 20)
∗ dbghelp: Debugging API wrappers in ctypes.

(Section 13, p. 22)
∗ defines: Debugging API wrappers in ctypes.

(Section 14, p. 26)
∗ kernel32: Debugging API wrappers in ctypes.

(Section 15, p. 29)
∗ ntdll: Debugging API wrappers in ctypes.

(Section 16, p. 49)
∗ peb teb: Debugging API wrappers in ctypes.

(Section 17, p. 54)
∗ psapi: Debugging API wrappers in ctypes.

(Section 18, p. 57)
∗ shell32: Debugging API wrappers in ctypes.

(Section 19, p. 59)
∗ shlwapi: Debugging API wrappers in ctypes.

(Section 20, p. 60)
∗ user32: Debugging API wrappers in ctypes.

(Section 21, p. 65)
∗ version: Debugging API wrappers in ctypes.

(Section 22, p. 72)
• Internal use

– breakpoint: Breakpoints module.
(Section 2, p. 5)

– crash: Crash logging module.
(Section 3, p. 6)

– debug: Debugging module.
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Classes Package winappdbg

(Section 4, p. 7)
– event: Event handling module.

(Section 5, p. 8)
– system: Instrumentation module.

(Section 6, p. 9)
– textio: Functions for text input, logging or text output.

(Section 7, p. 10)

1.2 Classes

• DummyCrashContainer: Fakes a database of volatile Crash objects, trying to mimic part of it’s
interface.
(Section 46, p. 179)

• VolatileCrashContainer: Manages a database of volatile Crash objects, trying to avoid duplicates
if requested.
(Section 47, p. 184)

• CrashTable: Manages a database of persistent Crash objects, trying to avoid duplicates only when
requested.
(Section 45, p. 176)

• Table: Text based table.
(Section 66, p. 302)

• Logger: Logs text to standard output and/or a text file.
(Section 65, p. 300)

• Instrumentation
– System: Interface to a batch of processes, plus some system wide settings.

(Section 57, p. 263)
– Thread: Interface to a thread in another process.

(Section 58, p. 267)
– Process: Interface to a process.

(Section 56, p. 253)
– Module: Interface to a DLL library loaded in the context of another process.

(Section 54, p. 244)
• Debugging

– Debug: The main debugger class.
(Section 48, p. 188)

– NoEvent: No event.
(Section 52, p. 239)

– EventHandler: Base class for debug event handlers.
(Section 51, p. 233)

– DebugRegister: Class to manipulate debug registers.
(Section 39, p. 140)

• Crash reporting
– Crash: Represents a crash, bug, or another interesting event in the debugee.

(Section 43, p. 164)
– CrashContainer: Manages a database of persistent Crash objects, trying to avoid duplicates.

(Section 44, p. 172)
– CrashDump: Static functions for crash dumps.

(Section 60, p. 278)
• Text input and output

– HexDump: Static functions for hexadecimal dumps.
(Section 62, p. 285)
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– HexOutput: Static functions for user output parsing.
(Section 64, p. 297)

– DebugLog: Static functions for debug logging.
(Section 61, p. 283)

– HexInput: Static functions for user input parsing.
(Section 63, p. 293)

• Win32 API wrappers
– Handle: Encapsulates Win32 handles to avoid leaking them.

(Section 136, p. 399)
– ProcessHandle: Win32 process handle.

(Section 170, p. 447)
– ThreadHandle: Win32 thread handle.

(Section 179, p. 463)
– FileHandle: Win32 file handle.

(Section 133, p. 392)

1.3 Variables

Name Description
version This WinAppDbg release version.

Value: ’Version 1.3’ (type=str)
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2 Module winappdbg.breakpoint

Breakpoints module.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/wiki/HowBreakpointsWork

2.1 Classes

• Breakpoints
– Breakpoint: Base class for breakpoints.

(Section 35, p. 94)
– CodeBreakpoint: Code execution breakpoints (using an int3 opcode).

(Section 38, p. 133)
– PageBreakpoint: Page access breakpoint (using guard pages).

(Section 42, p. 157)
– HardwareBreakpoint: Hardware breakpoint (using debug registers).

(Section 40, p. 143)
• Breakpoint wrappers

– Hook: Used by Debug.hook function.
(Section 41, p. 152)

– ApiHook: Used by EventHandler.
(Section 34, p. 89)

– BufferWatch: Used by Debug.watch buffer.
(Section 37, p. 130)

• Debug registers manipulation
– DebugRegister: Class to manipulate debug registers.

(Section 39, p. 140)
• Breakpoint container capabilities

– BreakpointContainer: Encapsulates the capability to contain Breakpoint objects.
(Section 36, p. 102)
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3 Module winappdbg.crash

Crash logging module.

3.1 Classes

• Crash: Represents a crash, bug, or another interesting event in the debugee.
(Section 43, p. 164)

• CrashContainer: Manages a database of persistent Crash objects, trying to avoid duplicates.
(Section 44, p. 172)

• CrashTable: Manages a database of persistent Crash objects, trying to avoid duplicates only when
requested.
(Section 45, p. 176)

• VolatileCrashContainer: Manages a database of volatile Crash objects, trying to avoid duplicates
if requested.
(Section 47, p. 184)

• DummyCrashContainer: Fakes a database of volatile Crash objects, trying to mimic part of it’s
interface.
(Section 46, p. 179)
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4 Module winappdbg.debug

Debugging module.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/wiki/Debugging

4.1 Classes

• Debugging
– Debug: The main debugger class.

(Section 48, p. 188)
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5 Module winappdbg.event

Event handling module.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Debugging

5.1 Classes

• EventFactory: Factory of Event objects.
(Section 50, p. 231)

• EventHandler: Base class for debug event handlers.
(Section 51, p. 233)

• Event objects
– NoEvent: No event.

(Section 52, p. 239)
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6 Module winappdbg.system

Instrumentation module.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Instrumentation

6.1 Classes

• Instrumentation
– Module: Interface to a DLL library loaded in the context of another process.

(Section 54, p. 244)
– Thread: Interface to a thread in another process.

(Section 58, p. 267)
– Process: Interface to a process.

(Section 56, p. 253)
– System: Interface to a batch of processes, plus some system wide settings.

(Section 57, p. 263)
• Capabilities (private)

– PathOperations: Static methods for filename and pathname manipulation.
(Section 55, p. 250)

– MemoryAddresses: Class to manipulate memory addresses.
(Section 53, p. 242)

29

http://apps.sourceforge.net/trac/winappdbg/wiki/Instrumentation


Module winappdbg.textio

7 Module winappdbg.textio

Functions for text input, logging or text output.

7.1 Classes

• Table: Text based table.
(Section 66, p. 302)

• Logger: Logs text to standard output and/or a text file.
(Section 65, p. 300)

• Input
– HexInput: Static functions for user input parsing.

(Section 63, p. 293)
• Output

– HexOutput: Static functions for user output parsing.
(Section 64, p. 297)

• Logging
– HexDump: Static functions for hexadecimal dumps.

(Section 62, p. 285)
– CrashDump: Static functions for crash dumps.

(Section 60, p. 278)
– DebugLog: Static functions for debug logging.

(Section 61, p. 283)
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8 Package winappdbg.win32

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

8.1 Modules

• advapi32: Debugging API wrappers in ctypes.
(Section 9, p. 12)

• context amd64: Debugging API wrappers in ctypes.
(Section 10, p. 16)

• context i386: Debugging API wrappers in ctypes.
(Section 11, p. 18)

• context ia64: Debugging API wrappers in ctypes.
(Section 12, p. 20)

• dbghelp: Debugging API wrappers in ctypes.
(Section 13, p. 22)

• defines: Debugging API wrappers in ctypes.
(Section 14, p. 26)

• kernel32: Debugging API wrappers in ctypes.
(Section 15, p. 29)

• ntdll: Debugging API wrappers in ctypes.
(Section 16, p. 49)

• peb teb: Debugging API wrappers in ctypes.
(Section 17, p. 54)

• psapi: Debugging API wrappers in ctypes.
(Section 18, p. 57)

• shell32: Debugging API wrappers in ctypes.
(Section 19, p. 59)

• shlwapi: Debugging API wrappers in ctypes.
(Section 20, p. 60)

• user32: Debugging API wrappers in ctypes.
(Section 21, p. 65)

• version: Debugging API wrappers in ctypes.
(Section 22, p. 72)

8.2 Variables

Name Description
revision Value: ’$Id: init .py 343 2009-08-03

22:58:22Z QvasiModo $’

package Value: ’winappdbg.win32’
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9 Module winappdbg.win32.advapi32

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

9.1 Classes

• LUID (Section 67, p. 304)
• PLUID (Section 69, p. 306)
• LUID AND ATTRIBUTES (Section 68, p. 305)
• TOKEN PRIVILEGES (Section 72, p. 309)
• PTOKEN PRIVILEGES (Section 70, p. 307)
• WAITCHAIN NODE INFO (Section 73, p. 310)
• PWAITCHAIN NODE INFO (Section 71, p. 308)

9.2 Functions

OpenProcessToken(ProcessHandle, DesiredAccess)

OpenThreadToken(ThreadHandle, DesiredAccess, OpenAsSelf =True)

LookupPrivilegeValueA(lpSystemName, lpName)

LookupPrivilegeValueW(lpSystemName, lpName)

LookupPrivilegeNameA(lpSystemName, lpLuid)

LookupPrivilegeNameW(lpSystemName, lpLuid)

AdjustTokenPrivileges(TokenHandle, NewState=())

CreateProcessWithLogonW(lpUsername=None, lpDomain=None, lpPassword=None,
dwLogonFlags=0, lpApplicationName=None, lpCommandLine=None, dwCreationFlags=0,
lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)

CreateProcessWithTokenW(hToken=None, dwLogonFlags=0,
lpApplicationName=None, lpCommandLine=None, dwCreationFlags=0,
lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)

OpenThreadWaitChainSession(Flags=0, callback=None)

GetThreadWaitChain(WctHandle, Context, Flags, ThreadId)
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CloseThreadWaitChainSession(WctHandle)

9.3 Variables

Name Description
revision Value: ’$Id: advapi32.py 492 2009-12-01

03:18:32Z qvasimodo $’

SE CREATE TOKEN NAME Value: ’SeCreateTokenPrivilege’

SE ASSIGNPRIMARYTOKE-
N NAME

Value: ’SeAssignPrimaryTokenPrivilege’

SE LOCK MEMORY NAME Value: ’SeLockMemoryPrivilege’

SE INCREASE QUOTA NAM-
E

Value: ’SeIncreaseQuotaPrivilege’

SE UNSOLICITED INPUT N-
AME

Value: ’SeUnsolicitedInputPrivilege’

SE MACHINE ACCOUNT N-
AME

Value: ’SeMachineAccountPrivilege’

SE TCB NAME Value: ’SeTcbPrivilege’

SE SECURITY NAME Value: ’SeSecurityPrivilege’

SE TAKE OWNERSHIP NA-
ME

Value: ’SeTakeOwnershipPrivilege’

SE LOAD DRIVER NAME Value: ’SeLoadDriverPrivilege’

SE SYSTEM PROFILE NAM-
E

Value: ’SeSystemProfilePrivilege’

SE SYSTEMTIME NAME Value: ’SeSystemtimePrivilege’

SE PROF SINGLE PROCESS-
NAME

Value: ’SeProfileSingleProcessPrivilege’

SE INC BASE PRIORITY N-
AME

Value: ’SeIncreaseBasePriorityPrivilege’

SE CREATE PAGEFILE NA-
ME

Value: ’SeCreatePagefilePrivilege’

SE CREATE PERMANENT -
NAME

Value: ’SeCreatePermanentPrivilege’

SE BACKUP NAME Value: ’SeBackupPrivilege’

SE RESTORE NAME Value: ’SeRestorePrivilege’

SE SHUTDOWN NAME Value: ’SeShutdownPrivilege’

SE DEBUG NAME Value: ’SeDebugPrivilege’

SE AUDIT NAME Value: ’SeAuditPrivilege’

SE SYSTEM ENVIRONMEN-
T NAME

Value: ’SeSystemEnvironmentPrivilege’

SE CHANGE NOTIFY NAM-
E

Value: ’SeChangeNotifyPrivilege’

SE REMOTE SHUTDOWN N-
AME

Value: ’SeRemoteShutdownPrivilege’

SE UNDOCK NAME Value: ’SeUndockPrivilege’

SE SYNC AGENT NAME Value: ’SeSyncAgentPrivilege’

SE ENABLE DELEGATION -
NAME

Value: ’SeEnableDelegationPrivilege’

SE MANAGE VOLUME NA-
ME

Value: ’SeManageVolumePrivilege’

continued on next page
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Name Description
SE IMPERSONATE NAME Value: ’SeImpersonatePrivilege’

SE CREATE GLOBAL NAM-
E

Value: ’SeCreateGlobalPrivilege’

SE PRIVILEGE ENABLED B-
Y DEFAULT

Value: 1

SE PRIVILEGE ENABLED Value: 2

SE PRIVILEGE REMOVED Value: 4

SE PRIVILEGE USED FOR -
ACCESS

Value: 2147483648

TOKEN ADJUST PRIVILEG-
ES

Value: 32

LOGON WITH PROFILE Value: 1

LOGON NETCREDENTIALS-
ONLY

Value: 2

WCT MAX NODE COUNT Value: 16

WCT OBJNAME LENGTH Value: 128

WCT ASYNC OPEN FLAG Value: 1

WCTP OPEN ALL FLAGS Value: 1

WCT OUT OF PROC FLAG Value: 1

WCT OUT OF PROC COM -
FLAG

Value: 2

WCT OUT OF PROC CS FL-
AG

Value: 4

WCTP GETINFO ALL FLA-
GS

Value: 7

WctCriticalSectionType Value: 1

WctSendMessageType Value: 2

WctMutexType Value: 3

WctAlpcType Value: 4

WctComType Value: 5

WctThreadWaitType Value: 6

WctProcessWaitType Value: 7

WctThreadType Value: 8

WctComActivationType Value: 9

WctUnknownType Value: 10

WctMaxType Value: 11

WctStatusNoAccess Value: 1

WctStatusRunning Value: 2

WctStatusBlocked Value: 3

WctStatusPidOnly Value: 4

WctStatusPidOnlyRpcss Value: 5

WctStatusOwned Value: 6

WctStatusNotOwned Value: 7

WctStatusAbandoned Value: 8

WctStatusUnknown Value: 9

WctStatusError Value: 10

WctStatusMax Value: 11

LookupPrivilegeValue Value: GuessStringType(LookupPrivilegeValueA,

LookupPrivilegeVal...

continued on next page
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Name Description
LookupPrivilegeName Value: GuessStringType(LookupPrivilegeNameA,

LookupPrivilegeNameW)

CreateProcessWithLogonA Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

CreateProcessWithLogon Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

CreateProcessWithTokenA Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

CreateProcessWithToken Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

package Value: ’winappdbg.win32’
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10 Module winappdbg.win32.context amd64

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

10.1 Classes

• XMM SAVE AREA32 (Section 80, p. 319)
• PXMM SAVE AREA32 (Section 79, p. 318)
• LPXMM SAVE AREA32 (Section 79, p. 318)
• CONTEXT (Section ??, p. ??)
• PCONTEXT (Section 77, p. 316)
• LPCONTEXT (Section 77, p. 316)
• Context (Section 75, p. 313)
• LDT ENTRY BYTES (Section 82, p. 323)
• LDT ENTRY BITS (Section 81, p. 321)
• LDT ENTRY HIGHWORD (Section 83, p. 325)
• LDT ENTRY (Section 76, p. 314)
• PLDT ENTRY (Section 78, p. 317)
• LPLDT ENTRY (Section 78, p. 317)

10.2 Functions

GetThreadSelectorEntry(hThread, dwSelector)

GetThreadContext(hThread, ContextFlags=None)

SetThreadContext(hThread, lpContext)

Wow64GetThreadSelectorEntry(hThread, dwSelector)

Wow64ResumeThread(hThread)

Wow64SuspendThread(hThread)

Wow64GetThreadContext(hThread, ContextFlags=None, lpContext=None)

Wow64SetThreadContext(hThread, lpContext)

10.3 Variables

Name Description
revision Value: ’$Id: context amd64.py 382 2009-08-25

21:20:54Z QvasiModo $’

continued on next page
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Name Description
EXCEPTION READ FAULT Value: 0

EXCEPTION WRITE FAUL-
T

Value: 1

EXCEPTION EXECUTE FA-
ULT

Value: 8

CONTEXT AMD64 Value: 1048576

CONTEXT CONTROL Value: 1048577

CONTEXT INTEGER Value: 1048578

CONTEXT SEGMENTS Value: 1048580

CONTEXT FLOATING POI-
NT

Value: 1048584

CONTEXT DEBUG REGIST-
ERS

Value: 1048592

CONTEXT MMX REGISTER-
S

Value: 1048584

CONTEXT FULL Value: 1048587

CONTEXT ALL Value: 1048607

CONTEXT EXCEPTION AC-
TIVE

Value: 134217728

CONTEXT SERVICE ACTIV-
E

Value: 268435456

CONTEXT EXCEPTION RE-
QUEST

Value: 1073741824

CONTEXT EXCEPTION RE-
PORTING

Value: 2147483648

INITIAL MXCSR Value: 8064

INITIAL FPCSR Value: 639

LEGACY SAVE AREA LEN-
GTH

Value: 512

package Value: ’winappdbg.win32’

37



Module winappdbg.win32.context i386

11 Module winappdbg.win32.context i386

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

11.1 Classes

• FLOATING SAVE AREA (Section 86, p. 328)
• PFLOATING SAVE AREA (Section 89, p. 333)
• LPFLOATING SAVE AREA (Section 89, p. 333)
• CONTEXT (Section ??, p. ??)
• PCONTEXT (Section 88, p. 332)
• LPCONTEXT (Section 88, p. 332)
• Context (Section 85, p. 327)
• LDT ENTRY BYTES (Section 92, p. 337)
• LDT ENTRY BITS (Section 91, p. 335)
• LDT ENTRY HIGHWORD (Section 93, p. 339)
• LDT ENTRY (Section 87, p. 330)
• PLDT ENTRY (Section 90, p. 334)
• LPLDT ENTRY (Section 90, p. 334)

11.2 Functions

GetThreadSelectorEntry(hThread, dwSelector)

GetThreadContext(hThread, ContextFlags=None)

SetThreadContext(hThread, lpContext)

11.3 Variables

Name Description
revision Value: ’$Id: context i386.py 382 2009-08-25

21:20:54Z QvasiModo $’

EXCEPTION READ FAULT Value: 0

EXCEPTION WRITE FAUL-
T

Value: 1

EXCEPTION EXECUTE FA-
ULT

Value: 8

CONTEXT i386 Value: 65536

CONTEXT i486 Value: 65536

CONTEXT CONTROL Value: 65537

CONTEXT INTEGER Value: 65538

CONTEXT SEGMENTS Value: 65540

CONTEXT FLOATING POI-
NT

Value: 65544

continued on next page

38

http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers


Variables Module winappdbg.win32.context i386

Name Description
CONTEXT DEBUG REGIST-
ERS

Value: 65552

CONTEXT EXTENDED RE-
GISTERS

Value: 65568

CONTEXT FULL Value: 65543

CONTEXT ALL Value: 65599

SIZE OF 80387 REGISTERS Value: 80

MAXIMUM SUPPORTED E-
XTENSION

Value: 512

package Value: ’winappdbg.win32’
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12 Module winappdbg.win32.context ia64

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

12.1 Classes

• CONTEXT (Section ??, p. ??)
• PCONTEXT (Section 96, p. 342)
• LPCONTEXT (Section 96, p. 342)
• Context (Section 95, p. 341)

12.2 Functions

GetThreadContext(hThread, ContextFlags=None)

SetThreadContext(hThread, lpContext)

12.3 Variables

Name Description
revision Value: ’$Id: context ia64.py 409 2009-09-27

16:51:37Z QvasiModo $’

EXCEPTION READ FAULT Value: 0

EXCEPTION WRITE FAUL-
T

Value: 1

EXCEPTION EXECUTE FA-
ULT

Value: 2

CONTEXT IA64 Value: 524288

CONTEXT CONTROL Value: 524289

CONTEXT LOWER FLOATI-
NG POINT

Value: 524290

CONTEXT HIGHER FLOAT-
ING POINT

Value: 524292

CONTEXT INTEGER Value: 524296

CONTEXT DEBUG Value: 524304

CONTEXT IA32 CONTROL Value: 524320

CONTEXT FLOATING POI-
NT

Value: 524294

CONTEXT FULL Value: 524335

CONTEXT ALL Value: 524351

CONTEXT EXCEPTION AC-
TIVE

Value: 134217728

CONTEXT SERVICE ACTIV-
E

Value: 268435456

continued on next page
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Name Description
CONTEXT EXCEPTION RE-
QUEST

Value: 1073741824

CONTEXT EXCEPTION RE-
PORTING

Value: 2147483648

package Value: ’winappdbg.win32’
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13 Module winappdbg.win32.dbghelp

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

13.1 Classes

• IMAGEHLP MODULE (Section 97, p. 343)
• PIMAGEHLP MODULE (Section 101, p. 351)
• IMAGEHLP MODULE64 (Section 98, p. 345)
• PIMAGEHLP MODULE64 (Section 102, p. 352)
• IMAGEHLP MODULEW (Section 99, p. 347)
• PIMAGEHLP MODULEW (Section 103, p. 353)
• IMAGEHLP MODULEW64 (Section 100, p. 349)
• PIMAGEHLP MODULEW64 (Section 104, p. 354)

13.2 Functions

SymInitialize(hProcess, UserSearchPath=None, fInvadeProcess=False)

SymCleanup(hProcess)

SymRefreshModuleList(hProcess)

SymSetParentWindow(hwnd)

SymSetOptions(SymOptions)

SymGetOptions()

SymLoadModule(hProcess, hFile=None, ImageName=None, ModuleName=None,
BaseOfDll=None, SizeOfDll=None)

SymLoadModule64(hProcess, hFile=None, ImageName=None, ModuleName=None,
BaseOfDll=None, SizeOfDll=None)

SymUnloadModule(hProcess, BaseOfDll)

SymUnloadModule64(hProcess, BaseOfDll)

SymGetModuleInfoA(hProcess, dwAddr)

SymGetModuleInfoW(hProcess, dwAddr)
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SymGetModuleInfo64A(hProcess, dwAddr)

SymGetModuleInfo64W(hProcess, dwAddr)

SymEnumerateModulesA(hProcess, EnumModulesCallback, UserContext=None)

SymEnumerateModulesW(hProcess, EnumModulesCallback, UserContext=None)

SymEnumerateModules64A(hProcess, EnumModulesCallback, UserContext=None)

SymEnumerateModules64W(hProcess, EnumModulesCallback, UserContext=None)

SymEnumerateSymbolsA(hProcess, BaseOfDll, EnumSymbolsCallback,
UserContext=None)

SymEnumerateSymbolsW(hProcess, BaseOfDll, EnumSymbolsCallback,
UserContext=None)

SymEnumerateSymbols64A(hProcess, BaseOfDll, EnumSymbolsCallback,
UserContext=None)

SymEnumerateSymbols64W(hProcess, BaseOfDll, EnumSymbolsCallback,
UserContext=None)

UnDecorateSymbolNameA(DecoratedName, Flags=0)

UnDecorateSymbolNameW(DecoratedName, Flags=0)

SymGetSearchPathA(hProcess)

SymGetSearchPathW(hProcess)

SymSetSearchPathA(hProcess, SearchPath=None)

SymSetSearchPathW(hProcess, SearchPath=None)

13.3 Variables

Name Description
revision Value: ’$Id: dbghelp.py 343 2009-08-03

22:58:22Z QvasiModo $’

UNDNAME 32 BIT DECODE Value: 2048

UNDNAME COMPLETE Value: 0

continued on next page
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Name Description
UNDNAME NAME ONLY Value: 4096

UNDNAME NO ACCESS SP-
ECIFIERS

Value: 128

UNDNAME NO ALLOCATIO-
N LANGUAGE

Value: 16

UNDNAME NO ALLOCATIO-
N MODEL

Value: 8

UNDNAME NO ARGUMENT-
S

Value: 8192

UNDNAME NO CV THISTY-
PE

Value: 64

UNDNAME NO FUNCTION -
RETURNS

Value: 4

UNDNAME NO LEADING U-
NDERSCORES

Value: 1

UNDNAME NO MEMBER T-
YPE

Value: 512

UNDNAME NO MS KEYWO-
RDS

Value: 2

UNDNAME NO MS THISTY-
PE

Value: 32

UNDNAME NO RETURN U-
DT MODEL

Value: 1024

UNDNAME NO SPECIAL SY-
MS

Value: 16384

UNDNAME NO THISTYPE Value: 96

UNDNAME NO THROW SIG-
NATURES

Value: 256

SYMOPT ALLOW ABSOLU-
TE SYMBOLS

Value: 2048

SYMOPT ALLOW ZERO AD-
DRESS

Value: 16777216

SYMOPT AUTO PUBLICS Value: 65536

SYMOPT CASE INSENSITIV-
E

Value: 1

SYMOPT DEBUG Value: 2147483648

SYMOPT DEFERRED LOAD-
S

Value: 4

SYMOPT DISABLE SYMSR-
V AUTODETECT

Value: 33554432

SYMOPT EXACT SYMBOLS Value: 1024

SYMOPT FAIL CRITICAL E-
RRORS

Value: 512

SYMOPT FAVOR COMPRE-
SSED

Value: 8388608

SYMOPT FLAT DIRECTOR-
Y

Value: 4194304

SYMOPT IGNORE CVREC Value: 128

SYMOPT IGNORE IMAGED-
IR

Value: 2097152

continued on next page
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Name Description
SYMOPT IGNORE NT SYM-
PATH

Value: 4096

SYMOPT INCLUDE 32BIT -
MODULES

Value: 8192

SYMOPT LOAD ANYTHING Value: 64

SYMOPT LOAD LINES Value: 16

SYMOPT NO CPP Value: 8

SYMOPT NO IMAGE SEAR-
CH

Value: 131072

SYMOPT NO PROMPTS Value: 524288

SYMOPT NO PUBLICS Value: 32768

SYMOPT NO UNQUALIFIE-
D LOADS

Value: 256

SYMOPT OVERWRITE Value: 1048576

SYMOPT PUBLICS ONLY Value: 16384

SYMOPT SECURE Value: 262144

SYMOPT UNDNAME Value: 2

SymNone Value: 0

SymCoff Value: 1

SymCv Value: 2

SymPdb Value: 3

SymExport Value: 4

SymDeferred Value: 5

SymSym Value: 6

SymDia Value: 7

SymVirtual Value: 8

NumSymTypes Value: 9

SymGetModuleInfo Value: GuessStringType(SymGetModuleInfoA,

SymGetModuleInfoW)

SymGetModuleInfo64 Value: GuessStringType(SymGetModuleInfo64A,

SymGetModuleInfo64W)

SymEnumerateModules Value: GuessStringType(SymEnumerateModulesA,

SymEnumerateModulesW)

SymEnumerateModules64 Value: GuessStringType(SymEnumerateModules64A,

SymEnumerateModul...

SymEnumerateSymbols Value: GuessStringType(SymEnumerateSymbolsA,

SymEnumerateSymbolsW)

SymEnumerateSymbols64 Value: GuessStringType(SymEnumerateSymbols64A,

SymEnumerateSymbo...

UnDecorateSymbolName Value: GuessStringType(UnDecorateSymbolNameA,

UnDecorateSymbolNa...

SymGetSearchPath Value: GuessStringType(SymGetSearchPathA,

SymGetSearchPathW)

SymSetSearchPath Value: GuessStringType(SymSetSearchPathA,

SymSetSearchPathW)

package Value: ’winappdbg.win32’
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14 Module winappdbg.win32.defines

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

14.1 Classes

• FakeWinDll (Section 107, p. 357)
• GuessStringType: Decorator that guesses the correct version (A or W) to call based on the types

of the strings passed as parameters.
(Section 109, p. 360)

• MakeANSIVersion: Decorator that generates an ANSI version of a Unicode (wide) only API call.
(Section 116, p. 368)

• PSIZE T (Section 105, p. 355)
• PPVOID (Section 120, p. 372)
• LPBYTE (Section 111, p. 363)
• LPSBYTE (Section 112, p. 364)
• LPWORD (Section 114, p. 366)
• LPSWORD (Section 113, p. 365)
• LPDWORD (Section 105, p. 355)
• LPSDWORD (Section 119, p. 371)
• DWORD PTR (Section 105, p. 355)
• ULONG PTR (Section 105, p. 355)
• LONG PTR (Section 119, p. 371)
• PDWORD (Section 105, p. 355)
• PULONG (Section 105, p. 355)
• PLONG (Section 119, p. 371)
• PBOOL (Section 105, p. 355)
• LPBOOL (Section 105, p. 355)
• PHANDLE (Section 120, p. 372)
• LPHANDLE (Section 120, p. 372)
• PNTSTATUS (Section 119, p. 371)
• FLOAT128 (Section 106, p. 356)
• PFLOAT128 (Section 117, p. 369)
• M128A (Section 115, p. 367)
• PM128A (Section 118, p. 370)
• UNICODE STRING (Section 121, p. 373)
• GUID (Section 108, p. 358)
• LIST ENTRY (Section 110, p. 362)

14.2 Functions

callable(obj )
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RaiseIfZero(result, func=None, arguments=())

Error checking for most Win32 API calls.

The function is assumed to return an integer, which is 0 on error. In that case the
WindowsError exception is raised.

14.3 Variables

Name Description
revision Value: ’$Id: defines.py 478 2009-11-28

04:19:09Z qvasimodo $’

windll Value: FakeWinDll()

NULL Value: None

INFINITE Value: -1

TRUE Value: 1

FALSE Value: 0

ANYSIZE ARRAY Value: 1

INVALID HANDLE VALUE Value: 4294967295

MAX MODULE NAME32 Value: 255

MAX PATH Value: 260

ERROR SUCCESS Value: 0

ERROR INVALID FUNCTIO-
N

Value: 1

ERROR FILE NOT FOUND Value: 2

ERROR PATH NOT FOUND Value: 3

ERROR ACCESS DENIED Value: 5

ERROR INVALID HANDLE Value: 6

ERROR NOT ENOUGH ME-
MORY

Value: 8

ERROR INVALID DRIVE Value: 15

ERROR NO MORE FILES Value: 18

ERROR BAD LENGTH Value: 24

ERROR HANDLE EOF Value: 38

ERROR HANDLE DISK FUL-
L

Value: 39

ERROR NOT SUPPORTED Value: 50

ERROR FILE EXISTS Value: 80

ERROR INVALID PARAME-
TER

Value: 87

ERROR BUFFER OVERFLO-
W

Value: 111

ERROR DISK FULL Value: 112

ERROR CALL NOT IMPLE-
MENTED

Value: 120

ERROR SEM TIMEOUT Value: 121

ERROR INSUFFICIENT BU-
FFER

Value: 122

ERROR INVALID NAME Value: 123

ERROR MOD NOT FOUND Value: 126

ERROR PROC NOT FOUND Value: 127

continued on next page

47



Variables Module winappdbg.win32.defines

Name Description
ERROR DIR NOT EMPTY Value: 145

ERROR BAD THREADID A-
DDR

Value: 159

ERROR BAD ARGUMENTS Value: 160

ERROR BAD PATHNAME Value: 161

ERROR ALREADY EXISTS Value: 183

ERROR INVALID FLAG NU-
MBER

Value: 186

ERROR FILENAME EXCED-
RANGE

Value: 206

WAIT TIMEOUT Value: 258

ERROR NO MORE ITEMS Value: 259

ERROR PARTIAL COPY Value: 299

ERROR INVALID ADDRESS Value: 487

ERROR THREAD NOT IN P-
ROCESS

Value: 566

ERROR CONTROL C EXIT Value: 572

ERROR UNHANDLED EXC-
EPTION

Value: 574

ERROR ASSERTION FAILU-
RE

Value: 668

ERROR WOW ASSERTION Value: 670

ERROR DBG EXCEPTION -
NOT HANDLED

Value: 688

ERROR DBG REPLY LATE-
R

Value: 689

ERROR DBG UNABLE TO -
PROVIDE HANDLE

Value: 690

ERROR DBG TERMINATE -
THREAD

Value: 691

ERROR DBG TERMINATE -
PROCESS

Value: 692

ERROR DBG CONTROL C Value: 693

ERROR DBG PRINTEXCEP-
TION C

Value: 694

ERROR DBG RIPEXCEPTI-
ON

Value: 695

ERROR DBG CONTROL BR-
EAK

Value: 696

ERROR DBG COMMAND E-
XCEPTION

Value: 697

ERROR DBG EXCEPTION -
HANDLED

Value: 766

ERROR DBG CONTINUE Value: 767

ERROR DEBUGGER INACT-
IVE

Value: 1284

package Value: ’winappdbg.win32’
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15 Module winappdbg.win32.kernel32

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

15.1 Classes

• Handle: Encapsulates Win32 handles to avoid leaking them.
(Section 136, p. 399)

• ProcessHandle: Win32 process handle.
(Section 170, p. 447)

• ThreadHandle: Win32 thread handle.
(Section 179, p. 463)

• FileHandle: Win32 file handle.
(Section 133, p. 392)

• ProcessInformation: Process information object returned by CreateProcess.
(Section 171, p. 450)

• MemoryBasicInformation: Memory information object returned by VirtualQueryEx.
(Section 158, p. 429)

• ProcThreadAttributeList: Extended process and thread attribute support.
(Section 169, p. 445)

• OVERLAPPED (Section 160, p. 433)
• LPOVERLAPPED (Section 146, p. 413)
• SECURITY ATTRIBUTES (Section 173, p. 452)
• LPSECURITY ATTRIBUTES (Section 149, p. 416)
• VS FIXEDFILEINFO (Section 181, p. 467)
• THREADNAME INFO (Section 178, p. 461)
• MEMORY BASIC INFORMATION32 (Section 155, p. 423)
• MEMORY BASIC INFORMATION64 (Section 156, p. 425)
• MEMORY BASIC INFORMATION (Section 154, p. 421)
• PMEMORY BASIC INFORMATION (Section 163, p. 437)
• FILETIME (Section 131, p. 390)
• LPFILETIME (Section 141, p. 408)
• SYSTEMTIME (Section 176, p. 457)
• LPSYSTEMTIME (Section 152, p. 419)
• BY HANDLE FILE INFORMATION (Section 122, p. 375)
• LPBY HANDLE FILE INFORMATION (Section 139, p. 406)
• FILE INFO BY HANDLE CLASS (Section 132, p. 391)
• PROCESS INFORMATION (Section 165, p. 440)
• LPPROCESS INFORMATION (Section 148, p. 415)
• STARTUPINFO (Section 174, p. 454)
• LPSTARTUPINFO (Section 150, p. 417)
• STARTUPINFOEX (Section 175, p. 456)
• LPSTARTUPINFOEX (Section 151, p. 418)
• JIT DEBUG INFO (Section 137, p. 402)
• JIT DEBUG INFO32 (Section 137, p. 402)
• JIT DEBUG INFO64 (Section 137, p. 402)
• LPJIT DEBUG INFO (Section 144, p. 411)
• LPJIT DEBUG INFO32 (Section 144, p. 411)
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• LPJIT DEBUG INFO64 (Section 144, p. 411)
• EXCEPTION RECORD32 (Section 127, p. 384)
• PEXCEPTION RECORD32 (Section 161, p. 435)
• EXCEPTION RECORD64 (Section 128, p. 386)
• PEXCEPTION RECORD64 (Section 162, p. 436)
• EXCEPTION RECORD (Section 127, p. 384)
• PEXCEPTION RECORD (Section 161, p. 435)
• EXCEPTION DEBUG INFO (Section 126, p. 383)
• CREATE THREAD DEBUG INFO (Section 124, p. 379)
• CREATE PROCESS DEBUG INFO (Section 123, p. 377)
• EXIT THREAD DEBUG INFO (Section 130, p. 389)
• EXIT PROCESS DEBUG INFO (Section 129, p. 388)
• LOAD DLL DEBUG INFO (Section 138, p. 404)
• UNLOAD DLL DEBUG INFO (Section 180, p. 466)
• OUTPUT DEBUG STRING INFO (Section 159, p. 431)
• RIP INFO (Section 172, p. 451)
• DEBUG EVENT UNION (Section 185, p. 476)
• DEBUG EVENT (Section 125, p. 381)
• LPDEBUG EVENT (Section 140, p. 407)
• WOW64 FLOATING SAVE AREA (Section 183, p. 472)
• WOW64 CONTEXT (Section 182, p. 469)
• WOW64 LDT ENTRY (Section 184, p. 474)
• PWOW64 FLOATING SAVE AREA (Section 167, p. 443)
• PWOW64 CONTEXT (Section 166, p. 442)
• PWOW64 LDT ENTRY (Section 168, p. 444)
• THREADENTRY32 (Section 177, p. 459)
• LPTHREADENTRY32 (Section 153, p. 420)
• PROCESSENTRY32 (Section 164, p. 438)
• LPPROCESSENTRY32 (Section 147, p. 414)
• MODULEENTRY32 (Section 157, p. 427)
• LPMODULEENTRY32 (Section 145, p. 412)
• HEAPENTRY32 (Section 134, p. 395)
• LPHEAPENTRY32 (Section 142, p. 409)
• HEAPLIST32 (Section 135, p. 397)
• LPHEAPLIST32 (Section 143, p. 410)

15.2 Functions

GetLastError()

SetLastError(dwErrCode)

SetLastErrorEx(dwErrCode, dwType)

CloseHandle(hHandle)
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DuplicateHandle(hSourceHandle, hSourceProcessHandle=None,
hTargetProcessHandle=None, dwDesiredAccess=2031616, bInheritHandle=False,
dwOptions=2)

OutputDebugStringA(lpOutputString)

OutputDebugStringW(lpOutputString)

SetDllDirectoryA(lpPathName)

SetDllDirectoryW(lpPathName)

LoadLibraryA(pszLibrary)

LoadLibraryW(pszLibrary)

LoadLibraryExA(pszLibrary, dwFlags=0)

LoadLibraryExW(pszLibrary, dwFlags=0)

GetModuleHandleA(lpModuleName)

GetModuleHandleW(lpModuleName)

GetProcAddress(hModule, lpProcName)

FreeLibrary(hModule)

QueryFullProcessImageNameA(hProcess, dwFlags=0)

QueryFullProcessImageNameW(hProcess, dwFlags=0)

GetLogicalDriveStringsA()

GetLogicalDriveStringsW()

QueryDosDeviceA(lpDeviceName=None)

QueryDosDeviceW(lpDeviceName)

MapViewOfFile(hFileMappingObject, dwDesiredAccess=983103, dwFileOffsetHigh=0,
dwFileOffsetLow=0, dwNumberOfBytesToMap=0)
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UnmapViewOfFile(lpBaseAddress)

OpenFileMappingA(dwDesiredAccess, bInheritHandle, lpName)

OpenFileMappingW(dwDesiredAccess, bInheritHandle, lpName)

CreateFileMappingA(hFile, lpAttributes=None, flProtect=64, dwMaximumSizeHigh=0,
dwMaximumSizeLow=0, lpName=None)

CreateFileMappingW(hFile, lpAttributes=None, flProtect=64, dwMaximumSizeHigh=0,
dwMaximumSizeLow=0, lpName=None)

CreateFileA(lpFileName, dwDesiredAccess=268435456, dwShareMode=0,
lpSecurityAttributes=None, dwCreationDisposition=4, dwFlagsAndAttributes=128,
hTemplateFile=None)

CreateFileW(lpFileName, dwDesiredAccess=268435456, dwShareMode=0,
lpSecurityAttributes=None, dwCreationDisposition=4, dwFlagsAndAttributes=128,
hTemplateFile=None)

FlushFileBuffers(hFile)

FlushViewOfFile(lpBaseAddress, dwNumberOfBytesToFlush=0)

SearchPathA(lpPath, lpFileName, lpExtension)

SearchPathW(lpPath, lpFileName, lpExtension)

SetSearchPathMode(Flags)

DeviceIoControl(hDevice, dwIoControlCode, lpInBuffer, nInBufferSize, lpOutBuffer,
nOutBufferSize, lpOverlapped)

GetFileInformationByHandle(hFile)

GetFileInformationByHandleEx(hFile, FileInformationClass, lpFileInformation,
dwBufferSize)

GetFinalPathNameByHandleA(hFile, dwFlags=0)

GetFinalPathNameByHandleW(hFile, dwFlags=0)

GetFullPathNameA(lpFileName)
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GetFullPathNameW(lpFileName)

GetTempPathA()

GetTempPathW()

GetTempFileNameA(lpPathName=None, lpPrefixString=’TMP’, uUnique=0)

GetTempFileNameW(lpPathName=None, lpPrefixString=u’TMP’, uUnique=0)

GetCurrentDirectoryA()

GetCurrentDirectoryW()

LocalFree(hMem)

SetConsoleCtrlHandler(HandlerRoutine=None, Add=True)

GenerateConsoleCtrlEvent(dwCtrlEvent, dwProcessGroupId)

WaitForSingleObject(hHandle, dwMilliseconds=-1)

WaitForSingleObjectEx(hHandle, dwMilliseconds=-1, bAlertable=True)

WaitForMultipleObjects(handles, bWaitAll=False, dwMilliseconds=-1)

WaitForMultipleObjectsEx(handles, bWaitAll=False, dwMilliseconds=-1)

WaitForDebugEvent(dwMilliseconds=-1)

ContinueDebugEvent(dwProcessId, dwThreadId, dwContinueStatus=2147549185)

FlushInstructionCache(hProcess, lpBaseAddress=None, dwSize=0)

DebugActiveProcess(dwProcessId)

DebugActiveProcessStop(dwProcessId)

CreateProcessA(lpApplicationName, lpCommandLine=None, lpProcessAttributes=None,
lpThreadAttributes=None, bInheritHandles=False, dwCreationFlags=0,
lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)
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CreateProcessW(lpApplicationName, lpCommandLine=None, lpProcessAttributes=None,
lpThreadAttributes=None, bInheritHandles=False, dwCreationFlags=0,
lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)

CreateProcessAsUserA(hToken, lpApplicationName, lpCommandLine=None,
lpProcessAttributes=None, lpThreadAttributes=None, bInheritHandles=False,
dwCreationFlags=0, lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)

CreateProcessAsUserW(hToken, lpApplicationName, lpCommandLine=None,
lpProcessAttributes=None, lpThreadAttributes=None, bInheritHandles=False,
dwCreationFlags=0, lpEnvironment=None, lpCurrentDirectory=None, lpStartupInfo=None)

InitializeProcThreadAttributeList(dwAttributeCount)

UpdateProcThreadAttribute(lpAttributeList, Attribute, Value, cbSize=None)

DeleteProcThreadAttributeList(lpAttributeList)

OpenProcess(dwDesiredAccess, bInheritHandle, dwProcessId)

OpenThread(dwDesiredAccess, bInheritHandle, dwThreadId)

SuspendThread(hThread)

ResumeThread(hThread)

TerminateThread(hThread, dwExitCode=0)

TerminateProcess(hProcess, dwExitCode=0)

ReadProcessMemory(hProcess, lpBaseAddress, nSize)

WriteProcessMemory(hProcess, lpBaseAddress, lpBuffer)

VirtualAllocEx(hProcess, lpAddress=0, dwSize=4096, flAllocationType=12288,
flProtect=64)

VirtualQueryEx(hProcess, lpAddress)

VirtualProtectEx(hProcess, lpAddress, dwSize, flNewProtect=64)

VirtualFreeEx(hProcess, lpAddress, dwSize=0, dwFreeType=32768)
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CreateRemoteThread(hProcess, lpThreadAttributes, dwStackSize, lpStartAddress,
lpParameter, dwCreationFlags)

GetCurrentProcess()

GetCurrentThread()

GetProcessId(hProcess)

GetThreadId(hThread)

GetProcessIdOfThread(hThread)

GetExitCodeProcess(hProcess)

GetExitCodeThread(hThread)

GetProcessVersion(ProcessId)

GetPriorityClass(hProcess)

SetPriorityClass(hProcess, dwPriorityClass=32)

GetProcessPriorityBoost(hProcess)

SetProcessPriorityBoost(hProcess, DisablePriorityBoost)

GetProcessAffinityMask(hProcess)

SetProcessAffinityMask(hProcess, dwProcessAffinityMask)

CheckRemoteDebuggerPresent(hProcess)

DebugSetProcessKillOnExit(KillOnExit)

DebugBreakProcess(hProcess)

CreateToolhelp32Snapshot(dwFlags=15, th32ProcessID=0)

Process32First(hSnapshot)

Process32Next(hSnapshot, pe=None)
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Thread32First(hSnapshot)

Thread32Next(hSnapshot, te=None)

Module32First(hSnapshot)

Module32Next(hSnapshot, me=None)

Heap32First(th32ProcessID, th32HeapID)

Heap32Next(he)

Heap32ListFirst(hSnapshot)

Heap32ListNext(hSnapshot, hl=None)

Toolhelp32ReadProcessMemory(th32ProcessID, lpBaseAddress, cbRead)

GetCurrentProcessorNumber()

FlushProcessWriteBuffers()

GetGuiResources(hProcess, uiFlags=0)

GetProcessHandleCount(hProcess)

GetProcessTimes(hProcess)

FileTimeToSystemTime(lpFileTime)

IsWow64Process(hProcess)

15.3 Variables

Name Description
revision Value: ’$Id: kernel32.py 550 2009-12-13

23:52:46Z qvasimodo $’

ContextArchMask Value: 1638400

STILL ACTIVE Value: 259

WAIT TIMEOUT Value: 258

WAIT FAILED Value: -1

WAIT OBJECT 0 Value: 0

EXCEPTION NONCONTINU-
ABLE

Value: 1

continued on next page
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Name Description
EXCEPTION MAXIMUM PA-
RAMETERS

Value: 15

MAXIMUM WAIT OBJECTS Value: 64

MAXIMUM SUSPEND COU-
NT

Value: 127

FORMAT MESSAGE ALLOC-
ATE BUFFER

Value: 256

FORMAT MESSAGE FROM -
SYSTEM

Value: 4096

GR GDIOBJECTS Value: 0

GR USEROBJECTS Value: 1

PROCESS NAME NATIVE Value: 1

DONT RESOLVE DLL REFE-
RENCES

Value: 1

LOAD LIBRARY AS DATAF-
ILE

Value: 2

LOAD WITH ALTERED SE-
ARCH PATH

Value: 8

LOAD IGNORE CODE AUT-
HZ LEVEL

Value: 16

LOAD LIBRARY AS IMAGE-
RESOURCE

Value: 32

LOAD LIBRARY AS DATAF-
ILE EXCLUSIVE

Value: 64

CTRL C EVENT Value: 0

CTRL BREAK EVENT Value: 1

CTRL CLOSE EVENT Value: 2

CTRL LOGOFF EVENT Value: 5

CTRL SHUTDOWN EVENT Value: 6

HEAP NO SERIALIZE Value: 1

HEAP GENERATE EXCEPT-
IONS

Value: 4

HEAP ZERO MEMORY Value: 8

HEAP CREATE ENABLE E-
XECUTE

Value: 262144

DELETE Value: 65536

READ CONTROL Value: 131072

WRITE DAC Value: 262144

WRITE OWNER Value: 524288

SYNCHRONIZE Value: 1048576

STANDARD RIGHTS REQUI-
RED

Value: 983040

STANDARD RIGHTS READ Value: 131072

STANDARD RIGHTS WRIT-
E

Value: 131072

STANDARD RIGHTS EXEC-
UTE

Value: 131072

STANDARD RIGHTS ALL Value: 2031616

SPECIFIC RIGHTS ALL Value: 65535

PROCESS TERMINATE Value: 1

continued on next page
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Name Description
PROCESS CREATE THREA-
D

Value: 2

PROCESS SET SESSIONID Value: 4

PROCESS VM OPERATION Value: 8

PROCESS VM READ Value: 16

PROCESS VM WRITE Value: 32

PROCESS DUP HANDLE Value: 64

PROCESS CREATE PROCE-
SS

Value: 128

PROCESS SET QUOTA Value: 256

PROCESS SET INFORMATI-
ON

Value: 512

PROCESS QUERY INFORM-
ATION

Value: 1024

PROCESS SUSPEND RESU-
ME

Value: 2048

PROCESS ALL ACCESS Value: 2035711

DEBUG PROCESS Value: 1

DEBUG ONLY THIS PROCE-
SS

Value: 2

CREATE SUSPENDED Value: 4

DETACHED PROCESS Value: 8

CREATE NEW CONSOLE Value: 16

NORMAL PRIORITY CLASS Value: 32

IDLE PRIORITY CLASS Value: 64

HIGH PRIORITY CLASS Value: 128

REALTIME PRIORITY CLA-
SS

Value: 256

CREATE NEW PROCESS G-
ROUP

Value: 512

CREATE UNICODE ENVIR-
ONMENT

Value: 1024

CREATE SEPARATE WOW-
VDM

Value: 2048

CREATE SHARED WOW V-
DM

Value: 4096

CREATE FORCEDOS Value: 8192

BELOW NORMAL PRIORIT-
Y CLASS

Value: 16384

ABOVE NORMAL PRIORIT-
Y CLASS

Value: 32768

INHERIT PARENT AFFINIT-
Y

Value: 65536

STACK SIZE PARAM IS A -
RESERVATION

Value: 65536

INHERIT CALLER PRIORIT-
Y

Value: 131072

CREATE PROTECTED PRO-
CESS

Value: 262144

continued on next page
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Name Description
EXTENDED STARTUPINFO-
PRESENT

Value: 524288

PROCESS MODE BACKGR-
OUND BEGIN

Value: 1048576

PROCESS MODE BACKGR-
OUND END

Value: 2097152

CREATE BREAKAWAY FR-
OM JOB

Value: 16777216

CREATE PRESERVE CODE-
AUTHZ LEVEL

Value: 33554432

CREATE DEFAULT ERROR-
MODE

Value: 67108864

CREATE NO WINDOW Value: 134217728

PROFILE USER Value: 268435456

PROFILE KERNEL Value: 536870912

PROFILE SERVER Value: 1073741824

CREATE IGNORE SYSTEM -
DEFAULT

Value: 2147483648

THREAD BASE PRIORITY -
LOWRT

Value: 15

THREAD BASE PRIORITY -
MAX

Value: 2

THREAD BASE PRIORITY -
MIN

Value: -2

THREAD BASE PRIORITY I-
DLE

Value: -15

THREAD PRIORITY LOWE-
ST

Value: -2

THREAD PRIORITY BELO-
W NORMAL

Value: -1

THREAD PRIORITY NORM-
AL

Value: 0

THREAD PRIORITY HIGHE-
ST

Value: 2

THREAD PRIORITY ABOV-
E NORMAL

Value: 1

THREAD PRIORITY ERRO-
R RETURN

Value: 4294967295

THREAD PRIORITY TIME -
CRITICAL

Value: 15

THREAD PRIORITY IDLE Value: -15

PAGE NOACCESS Value: 1

PAGE READONLY Value: 2

PAGE READWRITE Value: 4

PAGE WRITECOPY Value: 8

PAGE EXECUTE Value: 16

PAGE EXECUTE READ Value: 32

PAGE EXECUTE READWRI-
TE

Value: 64

continued on next page
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Name Description
PAGE EXECUTE WRITECO-
PY

Value: 128

PAGE GUARD Value: 256

PAGE NOCACHE Value: 512

PAGE WRITECOMBINE Value: 1024

MEM COMMIT Value: 4096

MEM RESERVE Value: 8192

MEM DECOMMIT Value: 16384

MEM RELEASE Value: 32768

MEM FREE Value: 65536

MEM PRIVATE Value: 131072

MEM MAPPED Value: 262144

MEM RESET Value: 524288

MEM TOP DOWN Value: 1048576

MEM WRITE WATCH Value: 2097152

MEM PHYSICAL Value: 4194304

MEM LARGE PAGES Value: 536870912

MEM 4MB PAGES Value: 2147483648

SEC FILE Value: 8388608

SEC IMAGE Value: 16777216

SEC RESERVE Value: 67108864

SEC COMMIT Value: 134217728

SEC NOCACHE Value: 268435456

SEC LARGE PAGES Value: 2147483648

MEM IMAGE Value: 16777216

WRITE WATCH FLAG RES-
ET

Value: 1

SECTION QUERY Value: 1

SECTION MAP WRITE Value: 2

SECTION MAP READ Value: 4

SECTION MAP EXECUTE Value: 8

SECTION EXTEND SIZE Value: 16

SECTION MAP EXECUTE E-
XPLICIT

Value: 32

SECTION ALL ACCESS Value: 983071

FILE MAP COPY Value: 1

FILE MAP WRITE Value: 2

FILE MAP READ Value: 4

FILE MAP ALL ACCESS Value: 983071

FILE MAP EXECUTE Value: 32

GENERIC READ Value: 2147483648

GENERIC WRITE Value: 1073741824

GENERIC EXECUTE Value: 536870912

GENERIC ALL Value: 268435456

FILE SHARE READ Value: 1

FILE SHARE WRITE Value: 2

FILE SHARE DELETE Value: 4

CREATE NEW Value: 1

CREATE ALWAYS Value: 2

OPEN EXISTING Value: 3

continued on next page
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Name Description
OPEN ALWAYS Value: 4

TRUNCATE EXISTING Value: 5

FILE FLAG WRITE THROU-
GH

Value: 2147483648

FILE FLAG NO BUFFERIN-
G

Value: 536870912

FILE FLAG RANDOM ACC-
ESS

Value: 268435456

FILE FLAG SEQUENTIAL S-
CAN

Value: 134217728

FILE FLAG DELETE ON CL-
OSE

Value: 67108864

FILE FLAG OVERLAPPED Value: 1073741824

FILE ATTRIBUTE READON-
LY

Value: 1

FILE ATTRIBUTE HIDDEN Value: 2

FILE ATTRIBUTE SYSTEM Value: 4

FILE ATTRIBUTE DIRECT-
ORY

Value: 16

FILE ATTRIBUTE ARCHIV-
E

Value: 32

FILE ATTRIBUTE DEVICE Value: 64

FILE ATTRIBUTE NORMAL Value: 128

FILE ATTRIBUTE TEMPOR-
ARY

Value: 256

EXCEPTION DEBUG EVEN-
T

Value: 1

CREATE THREAD DEBUG -
EVENT

Value: 2

CREATE PROCESS DEBUG-
EVENT

Value: 3

EXIT THREAD DEBUG EV-
ENT

Value: 4

EXIT PROCESS DEBUG EV-
ENT

Value: 5

LOAD DLL DEBUG EVENT Value: 6

UNLOAD DLL DEBUG EVE-
NT

Value: 7

OUTPUT DEBUG STRING -
EVENT

Value: 8

RIP EVENT Value: 9

DBG CONTINUE Value: 65538

DBG EXCEPTION HANDLE-
D

Value: 65537

DBG EXCEPTION NOT HA-
NDLED

Value: 2147549185

DBG TERMINATE THREAD Value: 1073807363

DBG TERMINATE PROCES-
S

Value: 1073807364

DBG CONTROL BREAK Value: 1073807368

continued on next page

61



Variables Module winappdbg.win32.kernel32

Name Description
DBG COMMAND EXCEPTI-
ON

Value: 1073807369

STATUS WAIT 0 Value: 0

STATUS ABANDONED WAI-
T 0

Value: 128

STATUS USER APC Value: 192

STATUS TIMEOUT Value: 258

STATUS PENDING Value: 259

STATUS SEGMENT NOTIFI-
CATION

Value: 1073741829

STATUS GUARD PAGE VIO-
LATION

Value: 2147483649

STATUS DATATYPE MISA-
LIGNMENT

Value: 2147483650

STATUS BREAKPOINT Value: 2147483651

STATUS SINGLE STEP Value: 2147483652

STATUS INVALID INFO CL-
ASS

Value: 3221225475

STATUS ACCESS VIOLATI-
ON

Value: 3221225477

STATUS IN PAGE ERROR Value: 3221225478

STATUS INVALID HANDLE Value: 3221225480

STATUS NO MEMORY Value: 3221225495

STATUS ILLEGAL INSTRU-
CTION

Value: 3221225501

STATUS NONCONTINUABL-
E EXCEPTION

Value: 3221225509

STATUS INVALID DISPOSI-
TION

Value: 3221225510

STATUS ARRAY BOUNDS -
EXCEEDED

Value: 3221225612

STATUS FLOAT DENORMA-
L OPERAND

Value: 3221225613

STATUS FLOAT DIVIDE B-
Y ZERO

Value: 3221225614

STATUS FLOAT INEXACT -
RESULT

Value: 3221225615

STATUS FLOAT INVALID -
OPERATION

Value: 3221225616

STATUS FLOAT OVERFLO-
W

Value: 3221225617

STATUS FLOAT STACK CH-
ECK

Value: 3221225618

STATUS FLOAT UNDERFL-
OW

Value: 3221225619

STATUS INTEGER DIVIDE -
BY ZERO

Value: 3221225620

STATUS INTEGER OVERFL-
OW

Value: 3221225621

continued on next page
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Name Description
STATUS PRIVILEGED INST-
RUCTION

Value: 3221225622

STATUS STACK OVERFLO-
W

Value: 3221225725

STATUS CONTROL C EXIT Value: 3221225786

STATUS FLOAT MULTIPLE-
FAULTS

Value: 3221226164

STATUS FLOAT MULTIPLE-
TRAPS

Value: 3221226165

STATUS REG NAT CONSU-
MPTION

Value: 3221226185

STATUS SXS EARLY DEAC-
TIVATION

Value: 3222601743

STATUS SXS INVALID DEA-
CTIVATION

Value: 3222601744

STATUS STACK BUFFER O-
VERRUN

Value: 3221226505

STATUS WX86 BREAKPOI-
NT

Value: 1073741855

STATUS HEAP CORRUPTI-
ON

Value: 3221226356

STATUS POSSIBLE DEADL-
OCK

Value: 3221225876

STATUS UNWIND CONSOLI-
DATE

Value: 2147483689

EXCEPTION ACCESS VIOL-
ATION

Value: 3221225477

EXCEPTION ARRAY BOUN-
DS EXCEEDED

Value: 3221225612

EXCEPTION BREAKPOINT Value: 2147483651

EXCEPTION DATATYPE M-
ISALIGNMENT

Value: 2147483650

EXCEPTION FLT DENORM-
AL OPERAND

Value: 3221225613

EXCEPTION FLT DIVIDE B-
Y ZERO

Value: 3221225614

EXCEPTION FLT INEXACT-
RESULT

Value: 3221225615

EXCEPTION FLT INVALID -
OPERATION

Value: 3221225616

EXCEPTION FLT OVERFL-
OW

Value: 3221225617

EXCEPTION FLT STACK C-
HECK

Value: 3221225618

EXCEPTION FLT UNDERF-
LOW

Value: 3221225619

EXCEPTION ILLEGAL INST-
RUCTION

Value: 3221225501

EXCEPTION IN PAGE ERR-
OR

Value: 3221225478
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Name Description
EXCEPTION INT DIVIDE B-
Y ZERO

Value: 3221225620

EXCEPTION INT OVERFLO-
W

Value: 3221225621

EXCEPTION INVALID DISP-
OSITION

Value: 3221225510

EXCEPTION NONCONTINU-
ABLE EXCEPTION

Value: 3221225509

EXCEPTION PRIV INSTRU-
CTION

Value: 3221225622

EXCEPTION SINGLE STEP Value: 2147483652

EXCEPTION STACK OVER-
FLOW

Value: 3221225725

EXCEPTION GUARD PAGE Value: 2147483649

EXCEPTION INVALID HAN-
DLE

Value: 3221225480

EXCEPTION POSSIBLE DE-
ADLOCK

Value: 3221225876

EXCEPTION WX86 BREAK-
POINT

Value: 1073741855

CONTROL C EXIT Value: 3221225786

DBG CONTROL C Value: 1073807365

MS VC EXCEPTION Value: 1080890248

ACCESS VIOLATION TYPE-
READ

Value: 0

ACCESS VIOLATION TYPE-
WRITE

Value: 1

ACCESS VIOLATION TYPE-
DEP

Value: 8

DUPLICATE CLOSE SOURC-
E

Value: 1

DUPLICATE SAME ACCESS Value: 2

FILE NAME NORMALIZED Value: 0

FILE NAME OPENED Value: 8

VOLUME NAME DOS Value: 0

VOLUME NAME GUID Value: 1

VOLUME NAME NONE Value: 4

VOLUME NAME NT Value: 2

PRODUCT BUSINESS Value: 6

PRODUCT BUSINESS N Value: 16

PRODUCT CLUSTER SERV-
ER

Value: 18

PRODUCT DATACENTER S-
ERVER

Value: 8

PRODUCT DATACENTER S-
ERVER CORE

Value: 12

PRODUCT DATACENTER S-
ERVER CORE V

Value: 39

PRODUCT DATACENTER S-
ERVER V

Value: 37
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Name Description
PRODUCT ENTERPRISE Value: 4

PRODUCT ENTERPRISE E Value: 70

PRODUCT ENTERPRISE N Value: 27

PRODUCT ENTERPRISE SE-
RVER

Value: 10

PRODUCT ENTERPRISE SE-
RVER CORE

Value: 14

PRODUCT ENTERPRISE SE-
RVER CORE V

Value: 41

PRODUCT ENTERPRISE SE-
RVER IA64

Value: 15

PRODUCT ENTERPRISE SE-
RVER V

Value: 38

PRODUCT HOME BASIC Value: 2

PRODUCT HOME BASIC E Value: 67

PRODUCT HOME BASIC N Value: 5

PRODUCT HOME PREMIU-
M

Value: 3

PRODUCT HOME PREMIU-
M E

Value: 68

PRODUCT HOME PREMIU-
M N

Value: 26

PRODUCT HYPERV Value: 42

PRODUCT MEDIUMBUSINE-
SS SERVER MANAGEMENT

Value: 30

PRODUCT MEDIUMBUSINE-
SS SERVER MESSAGING

Value: 32

PRODUCT MEDIUMBUSINE-
SS SERVER SECURITY

Value: 31

PRODUCT PROFESSIONAL Value: 48

PRODUCT PROFESSIONAL-
E

Value: 69

PRODUCT PROFESSIONAL-
N

Value: 49

PRODUCT SERVER FOR S-
MALLBUSINESS

Value: 24

PRODUCT SERVER FOR S-
MALLBUSINESS V

Value: 35

PRODUCT SERVER FOUND-
ATION

Value: 33

PRODUCT SMALLBUSINES-
S SERVER

Value: 9

PRODUCT STANDARD SER-
VER

Value: 7

PRODUCT STANDARD SER-
VER CORE

Value: 13

PRODUCT STANDARD SER-
VER CORE V

Value: 40

PRODUCT STANDARD SER-
VER V

Value: 36
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Name Description
PRODUCT STARTER Value: 11

PRODUCT STARTER E Value: 66

PRODUCT STARTER N Value: 47

PRODUCT STORAGE ENTE-
RPRISE SERVER

Value: 23

PRODUCT STORAGE EXPR-
ESS SERVER

Value: 20

PRODUCT STORAGE STAN-
DARD SERVER

Value: 21

PRODUCT STORAGE WOR-
KGROUP SERVER

Value: 22

PRODUCT UNDEFINED Value: 0

PRODUCT UNLICENSED Value: 2882382797

PRODUCT ULTIMATE Value: 1

PRODUCT ULTIMATE E Value: 71

PRODUCT ULTIMATE N Value: 28

PRODUCT WEB SERVER Value: 17

PRODUCT WEB SERVER C-
ORE

Value: 29

PROC THREAD ATTRIBUT-
E NUMBER

Value: 65535

PROC THREAD ATTRIBUT-
E THREAD

Value: 65536

PROC THREAD ATTRIBUT-
E INPUT

Value: 131072

PROC THREAD ATTRIBUT-
E ADDITIVE

Value: 262144

ProcThreadAttributeParentPr-
ocess

Value: 0

ProcThreadAttributeExtended-
Flags

Value: 1

ProcThreadAttributeHandleLis-
t

Value: 2

ProcThreadAttributeGroupAffi-
nity

Value: 3

ProcThreadAttributePreferred-
Node

Value: 4

ProcThreadAttributeIdealProc-
essor

Value: 5

ProcThreadAttributeUmsThre-
ad

Value: 6

ProcThreadAttributeMitigatio-
nPolicy

Value: 7

ProcThreadAttributeMax Value: 8

PROC THREAD ATTRIBUT-
E PARENT PROCESS

Value: 131072

PROC THREAD ATTRIBUT-
E EXTENDED FLAGS

Value: 393217

PROC THREAD ATTRIBUT-
E HANDLE LIST

Value: 131074
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Name Description
PROC THREAD ATTRIBUT-
E GROUP AFFINITY

Value: 196611

PROC THREAD ATTRIBUT-
E PREFERRED NODE

Value: 131076

PROC THREAD ATTRIBUT-
E IDEAL PROCESSOR

Value: 196613

PROC THREAD ATTRIBUT-
E UMS THREAD

Value: 196614

PROC THREAD ATTRIBUT-
E MITIGATION POLICY

Value: 131079

PROCESS CREATION MITI-
GATION POLICY DEP ENA-
BLE

Value: 1

PROCESS CREATION MITI-
GATION POLICY DEP ATL -
THUNK ENABLE

Value: 2

PROCESS CREATION MITI-
GATION POLICY SEHOP E-
NABLE

Value: 4

WOW64 CS32 Value: 35

WOW64 CONTEXT i386 Value: 65536

WOW64 CONTEXT i486 Value: 65536

WOW64 CONTEXT CONTR-
OL

Value: 65537

WOW64 CONTEXT INTEGE-
R

Value: 65538

WOW64 CONTEXT SEGME-
NTS

Value: 65540

WOW64 CONTEXT FLOATI-
NG POINT

Value: 65544

WOW64 CONTEXT DEBUG -
REGISTERS

Value: 65552

WOW64 CONTEXT EXTEN-
DED REGISTERS

Value: 65568

WOW64 CONTEXT FULL Value: 65543

WOW64 CONTEXT ALL Value: 65599

WOW64 SIZE OF 80387 REG-
ISTERS

Value: 80

WOW64 MAXIMUM SUPPO-
RTED EXTENSION

Value: 512

TH32CS SNAPHEAPLIST Value: 1

TH32CS SNAPPROCESS Value: 2

TH32CS SNAPTHREAD Value: 4

TH32CS SNAPMODULE Value: 8

TH32CS INHERIT Value: 2147483648

TH32CS SNAPALL Value: 15

OutputDebugString Value: GuessStringType(OutputDebugStringA,

OutputDebugStringW)

SetDllDirectory Value: GuessStringType(SetDllDirectoryA,

SetDllDirectoryW)

continued on next page
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Name Description
LoadLibrary Value: GuessStringType(LoadLibraryA,

LoadLibraryW)

LoadLibraryEx Value: GuessStringType(LoadLibraryExA,

LoadLibraryExW)

GetModuleHandle Value: GuessStringType(GetModuleHandleA,

GetModuleHandleW)

QueryFullProcessImageName Value:
GuessStringType(QueryFullProcessImageNameA,

QueryFullProc...

GetLogicalDriveStrings Value: GuessStringType(GetLogicalDriveStringsA,

GetLogicalDriveS...

QueryDosDevice Value: GuessStringType(QueryDosDeviceA,

QueryDosDeviceW)

OpenFileMapping Value: GuessStringType(OpenFileMappingA,

OpenFileMappingW)

CreateFileMapping Value: GuessStringType(CreateFileMappingA,

CreateFileMappingW)

CreateFile Value: GuessStringType(CreateFileA,

CreateFileW)

SearchPath Value: GuessStringType(SearchPathA,

SearchPathW)

GetFinalPathNameByHandle Value:
GuessStringType(GetFinalPathNameByHandleA,

GetFinalPathNa...

GetFullPathName Value: GuessStringType(GetFullPathNameA,

GetFullPathNameW)

GetTempPath Value: GuessStringType(GetTempPathA,

GetTempPathW)

GetTempFileName Value: GuessStringType(GetTempFileNameA,

GetTempFileNameW)

GetCurrentDirectory Value: GuessStringType(GetCurrentDirectoryA,

GetCurrentDirectoryW)

CreateProcess Value: GuessStringType(CreateProcessA,

CreateProcessW)

CreateProcessAsUser Value: GuessStringType(CreateProcessAsUserA,

CreateProcessAsUserW)

package Value: ’winappdbg.win32’
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16 Module winappdbg.win32.ntdll

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

16.1 Classes

• PROCESS BASIC INFORMATION (Section 189, p. 482)
• THREAD BASIC INFORMATION (Section 191, p. 485)
• FILE NAME INFORMATION (Section 186, p. 478)
• SYSDBG MSR (Section 190, p. 484)
• IO STATUS BLOCK (Section 187, p. 479)
• PIO STATUS BLOCK (Section 188, p. 481)

16.2 Functions

RtlNtStatusToDosError(Status)

NtSystemDebugControl(Command, InputBuffer=None, InputBufferLength=None,
OutputBuffer=None, OutputBufferLength=None)

ZwSystemDebugControl(Command, InputBuffer=None, InputBufferLength=None,
OutputBuffer=None, OutputBufferLength=None)

NtQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

ZwQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

NtQueryInformationThread(ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

ZwQueryInformationThread(ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

NtQueryInformationFile(FileHandle, FileInformationClass, FileInformation, Length)

ZwQueryInformationFile(FileHandle, FileInformationClass, FileInformation, Length)

CsrGetProcessId()

16.3 Variables
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Name Description
revision Value: ’$Id: ntdll.py 478 2009-11-28 04:19:09Z

qvasimodo $’

MEM EXECUTE OPTION E-
NABLE

Value: 1

MEM EXECUTE OPTION D-
ISABLE

Value: 2

MEM EXECUTE OPTION A-
TL7 THUNK EMULATION

Value: 4

MEM EXECUTE OPTION P-
ERMANENT

Value: 8

SystemBasicInformation Value: 1

SystemProcessorInformation Value: 2

SystemPerformanceInformatio-
n

Value: 3

SystemTimeInformation Value: 4

SystemPathInformation Value: 5

SystemProcessInformation Value: 6

SystemCallInformation Value: 7

SystemConfigurationInformati-
on

Value: 8

SystemProcessorCounters Value: 9

SystemGlobalFlag Value: 10

SystemInfo10 Value: 11

SystemModuleInformation Value: 12

SystemLockInformation Value: 13

SystemInfo13 Value: 14

SystemPagedPoolInformation Value: 15

SystemNonPagedPoolInformati-
on

Value: 16

SystemHandleInformation Value: 17

SystemObjectInformation Value: 18

SystemPagefileInformation Value: 19

SystemInstemulInformation Value: 20

SystemInfo20 Value: 21

SystemCacheInformation Value: 22

SystemPoolTagInformation Value: 23

SystemProcessorStatistics Value: 24

SystemDpcInformation Value: 25

SystemMemoryUsageInformati-
on1

Value: 26

SystemLoadImage Value: 27

SystemUnloadImage Value: 28

SystemTimeAdjustmentInform-
ation

Value: 29

SystemMemoryUsageInformati-
on2

Value: 30

SystemInfo30 Value: 31

SystemInfo31 Value: 32

SystemCrashDumpInformation Value: 33

SystemExceptionInformation Value: 34

continued on next page
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Name Description
SystemCrashDumpStateInform-
ation

Value: 35

SystemDebuggerInformation Value: 36

SystemThreadSwitchInformati-
on

Value: 37

SystemRegistryQuotaInformati-
on

Value: 38

SystemLoadDriver Value: 39

SystemPrioritySeparationInfor-
mation

Value: 40

SystemInfo40 Value: 41

SystemInfo41 Value: 42

SystemInfo42 Value: 43

SystemInfo43 Value: 44

SystemTimeZoneInformation Value: 45

SystemLookasideInformation Value: 46

SystemSetTimeSlipEvent Value: 47

SystemCreateSession Value: 48

SystemDeleteSession Value: 49

SystemInfo49 Value: 50

SystemRangeStartInformation Value: 51

SystemVerifierInformation Value: 52

SystemAddVerifier Value: 53

SystemSessionProcessesInform-
ation

Value: 54

ProcessBasicInformation Value: 0

ProcessQuotaLimits Value: 1

ProcessIoCounters Value: 2

ProcessVmCounters Value: 3

ProcessTimes Value: 4

ProcessBasePriority Value: 5

ProcessRaisePriority Value: 6

ProcessDebugPort Value: 7

ProcessExceptionPort Value: 8

ProcessAccessToken Value: 9

ProcessLdtInformation Value: 10

ProcessLdtSize Value: 11

ProcessDefaultHardErrorMode Value: 12

ProcessIoPortHandlers Value: 13

ProcessPooledUsageAndLimits Value: 14

ProcessWorkingSetWatch Value: 15

ProcessUserModeIOPL Value: 16

ProcessEnableAlignmentFault-
Fixup

Value: 17

ProcessPriorityClass Value: 18

ProcessWx86Information Value: 19

ProcessHandleCount Value: 20

ProcessAffinityMask Value: 21

ProcessPriorityBoost Value: 22

ProcessWow64Information Value: 26

continued on next page
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Name Description
ProcessImageFileName Value: 27

ProcessDebugObjectHandle Value: 30

ProcessExecuteFlags Value: 34

ThreadBasicInformation Value: 0

ThreadTimes Value: 1

ThreadPriority Value: 2

ThreadBasePriority Value: 3

ThreadAffinityMask Value: 4

ThreadImpersonationToken Value: 5

ThreadDescriptorTableEntry Value: 6

ThreadEnableAlignmentFault-
Fixup

Value: 7

ThreadEventPair Value: 8

ThreadQuerySetWin32StartAd-
dress

Value: 9

ThreadZeroTlsCell Value: 10

ThreadPerformanceCount Value: 11

ThreadAmILastThread Value: 12

ThreadIdealProcessor Value: 13

ThreadPriorityBoost Value: 14

ThreadSetTlsArrayAddress Value: 15

ThreadIsIoPending Value: 16

ThreadHideFromDebugger Value: 17

ObjectBasicInformation Value: 0

ObjectNameInformation Value: 1

ObjectTypeInformation Value: 2

ObjectAllTypesInformation Value: 3

ObjectHandleInformation Value: 4

FileDirectoryInformation Value: 1

FileFullDirectoryInformation Value: 2

FileBothDirectoryInformation Value: 3

FileBasicInformation Value: 4

FileStandardInformation Value: 5

FileInternalInformation Value: 6

FileEaInformation Value: 7

FileAccessInformation Value: 8

FileNameInformation Value: 9

FileRenameInformation Value: 10

FileLinkInformation Value: 11

FileNamesInformation Value: 12

FileDispositionInformation Value: 13

FilePositionInformation Value: 14

FileFullEaInformation Value: 15

FileModeInformation Value: 16

FileAlignmentInformation Value: 17

FileAllInformation Value: 18

FileAllocationInformation Value: 19

FileEndOfFileInformation Value: 20

FileAlternateNameInformation Value: 21

FileStreamInformation Value: 22

continued on next page
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Name Description
FilePipeInformation Value: 23

FilePipeLocalInformation Value: 24

FilePipeRemoteInformation Value: 25

FileMailslotQueryInformation Value: 26

FileMailslotSetInformation Value: 27

FileCompressionInformation Value: 28

FileCopyOnWriteInformation Value: 29

FileCompletionInformation Value: 30

FileMoveClusterInformation Value: 31

FileQuotaInformation Value: 32

FileReparsePointInformation Value: 33

FileNetworkOpenInformation Value: 34

FileObjectIdInformation Value: 35

FileTrackingInformation Value: 36

FileOleDirectoryInformation Value: 37

FileContentIndexInformation Value: 38

FileInheritContentIndexInform-
ation

Value: 37

FileOleInformation Value: 39

FileMaximumInformation Value: 40

ExceptionContinueExecution Value: 0

ExceptionContinueSearch Value: 1

ExceptionNestedException Value: 2

ExceptionCollidedUnwind Value: 3

SysDbgReadMsr Value: 16

SysDbgWriteMsr Value: 17

package Value: ’winappdbg.win32’
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17 Module winappdbg.win32.peb teb

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

17.1 Classes

• CLIENT ID (Section 193, p. 489)
• LDR MODULE (Section 197, p. 494)
• PEB LDR DATA (Section 201, p. 503)
• PEB FREE BLOCK (Section 200, p. 502)
• RTL DRIVE LETTER CURDIR (Section 214, p. 521)
• CURDIR (Section 194, p. 490)
• RTL USER PROCESS PARAMETERS (Section 215, p. 523)
• RTL CRITICAL SECTION (Section 212, p. 517)
• RTL CRITICAL SECTION DEBUG (Section 213, p. 519)
• PRTL CRITICAL SECTION (Section 205, p. 509)
• PRTL CRITICAL SECTION DEBUG (Section 206, p. 510)
• PPEB LDR DATA (Section 203, p. 506)
• PRTL USER PROCESS PARAMETERS (Section 207, p. 511)
• PEB (Section 199, p. 498)
• Wx86ThreadState (Section 219, p. 533)
• RTL ACTIVATION CONTEXT STACK FRAME (Section 211, p. 515)
• ACTIVATION CONTEXT STACK (Section 192, p. 487)
• PROCESSOR NUMBER (Section 204, p. 507)
• NT TIB (Section 198, p. 496)
• PNTTIB (Section 202, p. 505)
• EXCEPTION REGISTRATION RECORD (Section 195, p. 491)
• GDI TEB BATCH (Section 196, p. 492)
• TEB ACTIVE FRAME CONTEXT (Section 218, p. 532)
• PTEB ACTIVE FRAME CONTEXT (Section 210, p. 514)
• TEB ACTIVE FRAME (Section 217, p. 530)
• PTEB ACTIVE FRAME (Section 209, p. 513)
• TEB (Section 216, p. 525)
• PTEB (Section 208, p. 512)

17.2 Variables

Name Description
revision Value: ’$Id: peb teb.py 462 2009-11-25

18:58:02Z qvasimodo $’

ImageUsesLargePages Value: 1

IsProtectedProcess Value: 2

IsLegacyProcess Value: 4

IsImageDynamicallyRelocated Value: 8

SkipPatchingUser32Forwarders Value: 16

ProcessInJob Value: 1

ProcessInitializing Value: 2

continued on next page
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Name Description
ProcessUsingVEH Value: 4

ProcessUsingVCH Value: 8

ProcessUsingFTH Value: 16

HeapTracingEnabled Value: 1

CritSecTracingEnabled Value: 2

FLG VALID BITS Value: 4194303

FLG STOP ON EXCEPTION Value: 1

FLG SHOW LDR SNAPS Value: 2

FLG DEBUG INITIAL COM-
MAND

Value: 4

FLG STOP ON HUNG GUI Value: 8

FLG HEAP ENABLE TAIL C-
HECK

Value: 16

FLG HEAP ENABLE FREE -
CHECK

Value: 32

FLG HEAP VALIDATE PAR-
AMETERS

Value: 64

FLG HEAP VALIDATE ALL Value: 128

FLG POOL ENABLE TAIL C-
HECK

Value: 256

FLG POOL ENABLE FREE -
CHECK

Value: 512

FLG POOL ENABLE TAGGI-
NG

Value: 1024

FLG HEAP ENABLE TAGGI-
NG

Value: 2048

FLG USER STACK TRACE -
DB

Value: 4096

FLG KERNEL STACK TRA-
CE DB

Value: 8192

FLG MAINTAIN OBJECT T-
YPELIST

Value: 16384

FLG HEAP ENABLE TAG B-
Y DLL

Value: 32768

FLG IGNORE DEBUG PRIV Value: 65536

FLG ENABLE CSRDEBUG Value: 131072

FLG ENABLE KDEBUG SY-
MBOL LOAD

Value: 262144

FLG DISABLE PAGE KERN-
EL STACKS

Value: 524288

FLG HEAP ENABLE CALL -
TRACING

Value: 1048576

FLG HEAP DISABLE COAL-
ESCING

Value: 2097152

FLG ENABLE CLOSE EXCE-
PTION

Value: 4194304

FLG ENABLE EXCEPTION -
LOGGING

Value: 8388608

FLG ENABLE HANDLE TY-
PE TAGGING

Value: 16777216

continued on next page
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Name Description
FLG HEAP PAGE ALLOCS Value: 33554432

FLG DEBUG WINLOGON Value: 67108864

FLG ENABLE DBGPRINT B-
UFFERING

Value: 134217728

FLG EARLY CRITICAL SEC-
TION EVT

Value: 268435456

FLG DISABLE DLL VERIFI-
CATION

Value: 2147483648

DbgSafeThunkCall Value: 1

DbgInDebugPrint Value: 2

DbgHasFiberData Value: 4

DbgSkipThreadAttach Value: 8

DbgWerInShipAssertCode Value: 16

DbgRanProcessInit Value: 32

DbgClonedThread Value: 64

DbgSuppressDebugMsg Value: 128

RtlDisableUserStackWalk Value: 256

RtlExceptionAttached Value: 512

RtlInitialThread Value: 1024

package Value: ’winappdbg.win32’
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18 Module winappdbg.win32.psapi

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

18.1 Classes

• MODULEINFO (Section 221, p. 536)
• LPMODULEINFO (Section 220, p. 535)

18.2 Functions

EnumDeviceDrivers()

EnumProcesses()

EnumProcessModules(hProcess)

EnumProcessModulesEx(hProcess, dwFilterFlag=0)

GetDeviceDriverBaseNameA(ImageBase)

GetDeviceDriverBaseNameW(ImageBase)

GetDeviceDriverFileNameA(ImageBase)

GetDeviceDriverFileNameW(ImageBase)

GetMappedFileNameA(hProcess, lpv)

GetMappedFileNameW(hProcess, lpv)

GetModuleFileNameExA(hProcess, hModule)

GetModuleFileNameExW(hProcess, hModule)

GetModuleInformation(hProcess, hModule, lpmodinfo=None)

GetProcessImageFileNameA(hProcess)

GetProcessImageFileNameW(hProcess)
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18.3 Variables

Name Description
revision Value: ’$Id: psapi.py 550 2009-12-13 23:52:46Z

qvasimodo $’

LIST MODULES DEFAULT Value: 0

LIST MODULES 32BIT Value: 1

LIST MODULES 64BIT Value: 2

LIST MODULES ALL Value: 3

GetDeviceDriverBaseName Value:
GuessStringType(GetDeviceDriverBaseNameA,

GetDeviceDriver...

GetDeviceDriverFileName Value:
GuessStringType(GetDeviceDriverFileNameA,

GetDeviceDriver...

GetMappedFileName Value: GuessStringType(GetMappedFileNameA,

GetMappedFileNameW)

GetModuleFileNameEx Value: GuessStringType(GetModuleFileNameExA,

GetModuleFileNameExW)

GetProcessImageFileName Value:
GuessStringType(GetProcessImageFileNameA,

GetProcessImage...

package Value: ’winappdbg.win32’
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19 Module winappdbg.win32.shell32

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

19.1 Functions

CommandLineToArgvW(lpCmdLine)

ShellExecuteA(hwnd=None, lpOperation=None, lpFile=None, lpParameters=None,
lpDirectory=None, nShowCmd=None)

ShellExecuteW(hwnd=None, lpOperation=None, lpFile=None, lpParameters=None,
lpDirectory=None, nShowCmd=None)

19.2 Variables

Name Description
revision Value: ’$Id: shell32.py 343 2009-08-03

22:58:22Z QvasiModo $’

CommandLineToArgvA Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

CommandLineToArgv Value:
<winappdbg.win32.defines.MakeANSIVersion

object at 0x00E9...

ShellExecute Value: GuessStringType(ShellExecuteA,

ShellExecuteW)

package Value: ’winappdbg.win32’
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20 Module winappdbg.win32.shlwapi

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

20.1 Functions

IsOS(dwOS )

PathAddBackslashA(lpszPath)

PathAddBackslashW(lpszPath)

PathAddExtensionA(lpszPath, pszExtension=None)

PathAddExtensionW(lpszPath, pszExtension=None)

PathAppendA(lpszPath, pszMore=None)

PathAppendW(lpszPath, pszMore=None)

PathCombineA(lpszDir, lpszFile)

PathCombineW(lpszDir, lpszFile)

PathCanonicalizeA(lpszSrc)

PathCanonicalizeW(lpszSrc)

PathFileExistsA(pszPath)

PathFileExistsW(pszPath)

PathFindExtensionA(pszPath)

PathFindExtensionW(pszPath)

PathFindFileNameA(pszPath)

PathFindFileNameW(pszPath)
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PathFindNextComponentA(pszPath)

PathFindNextComponentW(pszPath)

PathFindOnPathA(pszFile, ppszOtherDirs=None)

PathFindOnPathW(pszFile, ppszOtherDirs=None)

PathGetArgsA(pszPath)

PathGetArgsW(pszPath)

PathIsContentTypeA(pszPath, pszContentType)

PathIsContentTypeW(pszPath, pszContentType)

PathIsDirectoryA(pszPath)

PathIsDirectoryW(pszPath)

PathIsDirectoryEmptyA(pszPath)

PathIsDirectoryEmptyW(pszPath)

PathIsNetworkPathA(pszPath)

PathIsNetworkPathW(pszPath)

PathIsRelativeA(pszPath)

PathIsRelativeW(pszPath)

PathIsRootA(pszPath)

PathIsRootW(pszPath)

PathIsSameRootA(pszPath1, pszPath2 )

PathIsSameRootW(pszPath1, pszPath2 )

PathIsUNCA(pszPath)
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PathIsUNCW(pszPath)

PathMakePrettyA(pszPath)

PathMakePrettyW(pszPath)

PathRemoveArgsA(pszPath)

PathRemoveArgsW(pszPath)

PathRemoveBackslashA(pszPath)

PathRemoveBackslashW(pszPath)

PathRemoveExtensionA(pszPath)

PathRemoveExtensionW(pszPath)

PathRemoveFileSpecA(pszPath)

PathRemoveFileSpecW(pszPath)

PathRenameExtensionA(pszPath, pszExt)

PathRenameExtensionW(pszPath, pszExt)

PathUnExpandEnvStringsA(pszPath)

PathUnExpandEnvStringsW(pszPath)

20.2 Variables

Name Description
revision Value: ’$Id: shlwapi.py 440 2009-11-11

01:28:34Z QvasiModo $’

OS WINDOWS Value: 0

OS NT Value: 1

OS WIN95ORGREATER Value: 2

OS NT4ORGREATER Value: 3

OS WIN98ORGREATER Value: 5

OS WIN98 GOLD Value: 6

OS WIN2000ORGREATER Value: 7

OS WIN2000PRO Value: 8

OS WIN2000SERVER Value: 9

continued on next page
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Name Description
OS WIN2000ADVSERVER Value: 10

OS WIN2000DATACENTER Value: 11

OS WIN2000TERMINAL Value: 12

OS EMBEDDED Value: 13

OS TERMINALCLIENT Value: 14

OS TERMINALREMOTEAD-
MIN

Value: 15

OS WIN95 GOLD Value: 16

OS MEORGREATER Value: 17

OS XPORGREATER Value: 18

OS HOME Value: 19

OS PROFESSIONAL Value: 20

OS DATACENTER Value: 21

OS ADVSERVER Value: 22

OS SERVER Value: 23

OS TERMINALSERVER Value: 24

OS PERSONALTERMINALS-
ERVER

Value: 25

OS FASTUSERSWITCHING Value: 26

OS WELCOMELOGONUI Value: 27

OS DOMAINMEMBER Value: 28

OS ANYSERVER Value: 29

OS WOW6432 Value: 30

OS WEBSERVER Value: 31

OS SMALLBUSINESSSERVE-
R

Value: 32

OS TABLETPC Value: 33

OS SERVERADMINUI Value: 34

OS MEDIACENTER Value: 35

OS APPLIANCE Value: 36

PathAddBackslash Value: GuessStringType(PathAddBackslashA,

PathAddBackslashW)

PathAddExtension Value: GuessStringType(PathAddExtensionA,

PathAddExtensionW)

PathAppend Value: GuessStringType(PathAppendA,

PathAppendW)

PathCombine Value: GuessStringType(PathCombineA,

PathCombineW)

PathCanonicalize Value: GuessStringType(PathCanonicalizeA,

PathCanonicalizeW)

PathFileExists Value: GuessStringType(PathFileExistsA,

PathFileExistsW)

PathFindExtension Value: GuessStringType(PathFindExtensionA,

PathFindExtensionW)

PathFindFileName Value: GuessStringType(PathFindFileNameA,

PathFindFileNameW)

PathFindNextComponent Value: GuessStringType(PathFindNextComponentA,

PathFindNextCompo...

PathFindOnPath Value: GuessStringType(PathFindOnPathA,

PathFindOnPathW)

continued on next page
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Name Description
PathGetArgs Value: GuessStringType(PathGetArgsA,

PathGetArgsW)

PathIsContentType Value: GuessStringType(PathIsContentTypeA,

PathIsContentTypeW)

PathIsDirectory Value: GuessStringType(PathIsDirectoryA,

PathIsDirectoryW)

PathIsDirectoryEmpty Value: GuessStringType(PathIsDirectoryEmptyA,

PathIsDirectoryEmp...

PathIsNetworkPath Value: GuessStringType(PathIsNetworkPathA,

PathIsNetworkPathW)

PathIsRelative Value: GuessStringType(PathIsRelativeA,

PathIsRelativeW)

PathIsRoot Value: GuessStringType(PathIsRootA,

PathIsRootW)

PathIsSameRoot Value: GuessStringType(PathIsSameRootA,

PathIsSameRootW)

PathIsUNC Value: GuessStringType(PathIsUNCA, PathIsUNCW)

PathMakePretty Value: GuessStringType(PathMakePrettyA,

PathMakePrettyW)

PathRemoveArgs Value: GuessStringType(PathRemoveArgsA,

PathRemoveArgsW)

PathRemoveBackslash Value: GuessStringType(PathRemoveBackslashA,

PathRemoveBackslashW)

PathRemoveExtension Value: GuessStringType(PathRemoveExtensionA,

PathRemoveExtensionW)

PathRemoveFileSpec Value: GuessStringType(PathRemoveFileSpecA,

PathRemoveFileSpecW)

PathRenameExtension Value: GuessStringType(PathRenameExtensionA,

PathRenameExtensionW)

PathUnExpandEnvStrings Value: GuessStringType(PathUnExpandEnvStringsA,

PathUnExpandEnvS...

package Value: ’winappdbg.win32’
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21 Module winappdbg.win32.user32

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

21.1 Functions

FindWindowA(lpClassName=None, lpWindowName=None)

FindWindowW(lpClassName=None, lpWindowName=None)

GetClassNameA(hWnd)

GetClassNameW(hWnd)

GetWindowLongA(hWnd, nIndex=0)

GetWindowLongW(hWnd, nIndex=0)

GetWindowLong(hWnd, nIndex=0)

GetShellWindow()

GetWindowThreadProcessId(hWnd)

GetParent(hWnd)

EnableWindow(hWnd, bEnable=True)

ShowWindow(hWnd, nCmdShow=5)

ShowWindowAsync(hWnd, nCmdShow=5)

EnumWindows()

EnumThreadWindows(dwThreadId)

EnumChildWindows(hWndParent=None)

SendMessageA(hWnd, Msg, wParam=0, lParam=0)
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SendMessageW(hWnd, Msg, wParam=0, lParam=0)

PostMessageA(hWnd, Msg, wParam=0, lParam=0)

PostMessageW(hWnd, Msg, wParam=0, lParam=0)

PostThreadMessageA(idThread, Msg, wParam=0, lParam=0)

PostThreadMessageW(idThread, Msg, wParam=0, lParam=0)

SendMessageTimeoutA(hWnd, Msg, wParam=0, lParam=0, fuFlags=0, uTimeout=0)

SendMessageTimeoutW(hWnd, Msg, wParam=0, lParam=0)

SendNotifyMessageA(hWnd, Msg, wParam=0, lParam=0)

SendNotifyMessageW(hWnd, Msg, wParam=0, lParam=0)

SendDlgItemMessageA(hDlg, nIDDlgItem, Msg, wParam=0, lParam=0)

SendDlgItemMessageW(hDlg, nIDDlgItem, Msg, wParam=0, lParam=0)

RegisterWindowMessageA(lpString)

RegisterWindowMessageW(lpString)

21.2 Variables

Name Description
revision Value: ’$Id: user32.py 437 2009-11-08

10:10:51Z qvasimodo $’

GWL WNDPROC Value: -4

GWL HINSTANCE Value: -6

GWL HWNDPARENT Value: -8

GWL STYLE Value: -16

GWL EXSTYLE Value: -20

GWL USERDATA Value: -21

GWL ID Value: -12

SW HIDE Value: 0

SW SHOWNORMAL Value: 1

SW NORMAL Value: 1

SW SHOWMINIMIZED Value: 2

SW SHOWMAXIMIZED Value: 3

SW MAXIMIZE Value: 3

SW SHOWNOACTIVATE Value: 4

continued on next page
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Name Description
SW SHOW Value: 5

SW MINIMIZE Value: 6

SW SHOWMINNOACTIVE Value: 7

SW SHOWNA Value: 8

SW RESTORE Value: 9

SW SHOWDEFAULT Value: 10

SW FORCEMINIMIZE Value: 11

SMTO NORMAL Value: 0

SMTO BLOCK Value: 1

SMTO ABORTIFHUNG Value: 2

SMTO NOTIMEOUTIFNOT-
HUNG

Value: 8

SMTO ERRORONEXIT Value: 32

WM USER Value: 1024

WM NULL Value: 0

WM CREATE Value: 1

WM DESTROY Value: 2

WM MOVE Value: 3

WM SIZE Value: 5

WM ACTIVATE Value: 6

WA INACTIVE Value: 0

WA ACTIVE Value: 1

WA CLICKACTIVE Value: 2

WM SETFOCUS Value: 7

WM KILLFOCUS Value: 8

WM ENABLE Value: 10

WM SETREDRAW Value: 11

WM SETTEXT Value: 12

WM GETTEXT Value: 13

WM GETTEXTLENGTH Value: 14

WM PAINT Value: 15

WM CLOSE Value: 16

WM QUERYENDSESSION Value: 17

WM QUIT Value: 18

WM QUERYOPEN Value: 19

WM ERASEBKGND Value: 20

WM SYSCOLORCHANGE Value: 21

WM ENDSESSION Value: 22

WM SHOWWINDOW Value: 24

WM WININICHANGE Value: 26

WM SETTINGCHANGE Value: 26

WM DEVMODECHANGE Value: 27

WM ACTIVATEAPP Value: 28

WM FONTCHANGE Value: 29

WM TIMECHANGE Value: 30

WM CANCELMODE Value: 31

WM SETCURSOR Value: 32

WM MOUSEACTIVATE Value: 33

WM CHILDACTIVATE Value: 34

WM QUEUESYNC Value: 35

continued on next page
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Name Description
WM GETMINMAXINFO Value: 36

WM PAINTICON Value: 38

WM ICONERASEBKGND Value: 39

WM NEXTDLGCTL Value: 40

WM SPOOLERSTATUS Value: 42

WM DRAWITEM Value: 43

WM MEASUREITEM Value: 44

WM DELETEITEM Value: 45

WM VKEYTOITEM Value: 46

WM CHARTOITEM Value: 47

WM SETFONT Value: 48

WM GETFONT Value: 49

WM SETHOTKEY Value: 50

WM GETHOTKEY Value: 51

WM QUERYDRAGICON Value: 55

WM COMPAREITEM Value: 57

WM GETOBJECT Value: 61

WM COMPACTING Value: 65

WM OTHERWINDOWCREA-
TED

Value: 66

WM OTHERWINDOWDEST-
ROYED

Value: 67

WM COMMNOTIFY Value: 68

CN RECEIVE Value: 1

CN TRANSMIT Value: 2

CN EVENT Value: 4

WM WINDOWPOSCHANGI-
NG

Value: 70

WM WINDOWPOSCHANGE-
D

Value: 71

WM POWER Value: 72

PWR OK Value: 1

PWR FAIL Value: -1

PWR SUSPENDREQUEST Value: 1

PWR SUSPENDRESUME Value: 2

PWR CRITICALRESUME Value: 3

WM COPYDATA Value: 74

WM CANCELJOURNAL Value: 75

WM NOTIFY Value: 78

WM INPUTLANGCHANGER-
EQUEST

Value: 80

WM INPUTLANGCHANGE Value: 81

WM TCARD Value: 82

WM HELP Value: 83

WM USERCHANGED Value: 84

WM NOTIFYFORMAT Value: 85

WM CONTEXTMENU Value: 123

WM STYLECHANGING Value: 124

WM STYLECHANGED Value: 125

WM DISPLAYCHANGE Value: 126

continued on next page
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Name Description
WM GETICON Value: 127

WM SETICON Value: 128

WM NCCREATE Value: 129

WM NCDESTROY Value: 130

WM NCCALCSIZE Value: 131

WM NCHITTEST Value: 132

WM NCPAINT Value: 133

WM NCACTIVATE Value: 134

WM GETDLGCODE Value: 135

WM SYNCPAINT Value: 136

WM NCMOUSEMOVE Value: 160

WM NCLBUTTONDOWN Value: 161

WM NCLBUTTONUP Value: 162

WM NCLBUTTONDBLCLK Value: 163

WM NCRBUTTONDOWN Value: 164

WM NCRBUTTONUP Value: 165

WM NCRBUTTONDBLCLK Value: 166

WM NCMBUTTONDOWN Value: 167

WM NCMBUTTONUP Value: 168

WM NCMBUTTONDBLCLK Value: 169

WM KEYFIRST Value: 256

WM KEYDOWN Value: 256

WM KEYUP Value: 257

WM CHAR Value: 258

WM DEADCHAR Value: 259

WM SYSKEYDOWN Value: 260

WM SYSKEYUP Value: 261

WM SYSCHAR Value: 262

WM SYSDEADCHAR Value: 263

WM KEYLAST Value: 264

WM INITDIALOG Value: 272

WM COMMAND Value: 273

WM SYSCOMMAND Value: 274

WM TIMER Value: 275

WM HSCROLL Value: 276

WM VSCROLL Value: 277

WM INITMENU Value: 278

WM INITMENUPOPUP Value: 279

WM MENUSELECT Value: 287

WM MENUCHAR Value: 288

WM ENTERIDLE Value: 289

WM CTLCOLORMSGBOX Value: 306

WM CTLCOLOREDIT Value: 307

WM CTLCOLORLISTBOX Value: 308

WM CTLCOLORBTN Value: 309

WM CTLCOLORDLG Value: 310

WM CTLCOLORSCROLLBA-
R

Value: 311

WM CTLCOLORSTATIC Value: 312

WM MOUSEFIRST Value: 512

continued on next page
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Name Description
WM MOUSEMOVE Value: 512

WM LBUTTONDOWN Value: 513

WM LBUTTONUP Value: 514

WM LBUTTONDBLCLK Value: 515

WM RBUTTONDOWN Value: 516

WM RBUTTONUP Value: 517

WM RBUTTONDBLCLK Value: 518

WM MBUTTONDOWN Value: 519

WM MBUTTONUP Value: 520

WM MBUTTONDBLCLK Value: 521

WM MOUSELAST Value: 521

WM PARENTNOTIFY Value: 528

WM ENTERMENULOOP Value: 529

WM EXITMENULOOP Value: 530

WM MDICREATE Value: 544

WM MDIDESTROY Value: 545

WM MDIACTIVATE Value: 546

WM MDIRESTORE Value: 547

WM MDINEXT Value: 548

WM MDIMAXIMIZE Value: 549

WM MDITILE Value: 550

WM MDICASCADE Value: 551

WM MDIICONARRANGE Value: 552

WM MDIGETACTIVE Value: 553

WM MDISETMENU Value: 560

WM DROPFILES Value: 563

WM MDIREFRESHMENU Value: 564

WM CUT Value: 768

WM COPY Value: 769

WM PASTE Value: 770

WM CLEAR Value: 771

WM UNDO Value: 772

WM RENDERFORMAT Value: 773

WM RENDERALLFORMAT-
S

Value: 774

WM DESTROYCLIPBOARD Value: 775

WM DRAWCLIPBOARD Value: 776

WM PAINTCLIPBOARD Value: 777

WM VSCROLLCLIPBOARD Value: 778

WM SIZECLIPBOARD Value: 779

WM ASKCBFORMATNAME Value: 780

WM CHANGECBCHAIN Value: 781

WM HSCROLLCLIPBOARD Value: 782

WM QUERYNEWPALETTE Value: 783

WM PALETTEISCHANGING Value: 784

WM PALETTECHANGED Value: 785

WM HOTKEY Value: 786

WM PRINT Value: 791

WM PRINTCLIENT Value: 792

WM PENWINFIRST Value: 896

continued on next page
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Name Description
WM PENWINLAST Value: 911

FindWindow Value: GuessStringType(FindWindowA,

FindWindowW)

GetClassName Value: GuessStringType(GetClassNameA,

GetClassNameW)

SendMessage Value: GuessStringType(SendMessageA,

SendMessageW)

PostMessage Value: GuessStringType(PostMessageA,

PostMessageW)

PostThreadMessage Value: GuessStringType(PostThreadMessageA,

PostThreadMessageW)

SendMessageTimeout Value: GuessStringType(SendMessageTimeoutA,

SendMessageTimeoutW)

SendNotifyMessage Value: GuessStringType(SendNotifyMessageA,

SendNotifyMessageW)

SendDlgItemMessage Value: GuessStringType(SendDlgItemMessageA,

SendDlgItemMessageW)

RegisterWindowMessage Value: GuessStringType(RegisterWindowMessageA,

RegisterWindowMes...

package Value: ’winappdbg.win32’
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22 Module winappdbg.win32.version

Debugging API wrappers in ctypes.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/Win32APIWrappers

22.1 Classes

• OSVERSIONINFOA (Section 227, p. 543)
• OSVERSIONINFOW (Section 230, p. 549)
• OSVERSIONINFOEXA (Section 228, p. 545)
• OSVERSIONINFOEXW (Section 229, p. 547)
• LPOSVERSIONINFOA (Section 222, p. 538)
• LPOSVERSIONINFOW (Section 225, p. 541)
• LPOSVERSIONINFOEXA (Section 223, p. 539)
• LPOSVERSIONINFOEXW (Section 224, p. 540)
• POSVERSIONINFOA (Section 222, p. 538)
• POSVERSIONINFOW (Section 225, p. 541)
• POSVERSIONINFOEXA (Section 223, p. 539)
• POSVERSIONINFOEXW (Section 222, p. 538)
• SYSTEM INFO (Section 231, p. 551)
• LPSYSTEM INFO (Section 226, p. 542)

22.2 Functions

GetSystemInfo()

GetNativeSystemInfo()

GetSystemMetrics(nIndex )

GetVersion()

GetVersionExA()

GetVersionExW()

GetProductInfo(dwOSMajorVersion, dwOSMinorVersion, dwSpMajorVersion,
dwSpMinorVersion)

VerifyVersionInfo(lpVersionInfo, dwTypeMask, dwlConditionMask)

VerifyVersionInfoA(lpVersionInfo, dwTypeMask, dwlConditionMask)

VerifyVersionInfoW(lpVersionInfo, dwTypeMask, dwlConditionMask)
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VerSetConditionMask(dwlConditionMask, dwTypeBitMask, dwConditionMask)

get bits()

Determines the current integer size in bits.

This is useful to know if we’re running in a 32 bits or a 64 bits machine.

Return Value
Returns the size of SIZE T in bits.

(type=int)

get arch()

Determines the current processor architecture.

Return Value
One of the following values:

• "unknown"

• "i386" for Intel 32-bit x86 processor or compatible.

• "amd64" for Intel 64-bit x86 64 processor or compatible.

• "ia64" for Intel Itanium processor or compatible.

(type=str)
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get os()

Determines the current operating system.

This function allows you to quickly tell apart major OS differences. For more detailed
information call kernel32.GetVersionEx instead.

Return Value
One of the following values:

• "Unknown"

• "Windows NT"

• "Windows 2000"

• "Windows XP"

• "Windows XP (64 bits)"

• "Windows 2003"

• "Windows 2003 (64 bits)"

• "Windows 2003 R2"

• "Windows 2003 R2 (64 bits)"

• "Windows 2008"

• "Windows 2008 (64 bits)"

• "Windows 2008 R2"

• "Windows 2008 R2 (64 bits)"

• "Windows Vista"

• "Windows Vista (64 bits)"

• "Windows 7"

• "Windows 7 (64 bits)"

(type=str)

Note: Wine reports itself as Windows XP 32 bits (even if the Linux host is 64 bits).
ReactOS reports itself as Windows 2000.

22.3 Variables

Name Description
revision Value: ’$Id: version.py 441 2009-11-11

01:36:44Z QvasiModo $’

VER PLATFORM WIN32s Value: 0

VER PLATFORM WIN32 WI-
NDOWS

Value: 1

VER PLATFORM WIN32 NT Value: 2

VER SUITE BACKOFFICE Value: 4

VER SUITE BLADE Value: 1024

VER SUITE COMPUTE SER-
VER

Value: 16384

VER SUITE DATACENTER Value: 128

VER SUITE ENTERPRISE Value: 2

VER SUITE EMBEDDEDNT Value: 64

VER SUITE PERSONAL Value: 512

continued on next page
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Name Description
VER SUITE SINGLEUSERTS Value: 256

VER SUITE SMALLBUSINE-
SS

Value: 1

VER SUITE SMALLBUSINE-
SS RESTRICTED

Value: 32

VER SUITE STORAGE SER-
VER

Value: 8192

VER SUITE TERMINAL Value: 16

VER SUITE WH SERVER Value: 32768

VER NT DOMAIN CONTRO-
LLER

Value: 2

VER NT SERVER Value: 3

VER NT WORKSTATION Value: 1

VER BUILDNUMBER Value: 4

VER MAJORVERSION Value: 2

VER MINORVERSION Value: 1

VER PLATFORMID Value: 8

VER PRODUCT TYPE Value: 128

VER SERVICEPACKMAJOR Value: 32

VER SERVICEPACKMINOR Value: 16

VER SUITENAME Value: 64

VER EQUAL Value: 1

VER GREATER Value: 2

VER GREATER EQUAL Value: 3

VER LESS Value: 4

VER LESS EQUAL Value: 5

VER AND Value: 6

VER OR Value: 7

SM CXSCREEN Value: 0

SM CYSCREEN Value: 1

SM CXVSCROLL Value: 2

SM CYHSCROLL Value: 3

SM CYCAPTION Value: 4

SM CXBORDER Value: 5

SM CYBORDER Value: 6

SM CXDLGFRAME Value: 7

SM CYDLGFRAME Value: 8

SM CYVTHUMB Value: 9

SM CXHTHUMB Value: 10

SM CXICON Value: 11

SM CYICON Value: 12

SM CXCURSOR Value: 13

SM CYCURSOR Value: 14

SM CYMENU Value: 15

SM CXFULLSCREEN Value: 16

SM CYFULLSCREEN Value: 17

SM CYKANJIWINDOW Value: 18

SM MOUSEPRESENT Value: 19

SM CYVSCROLL Value: 20

SM CXHSCROLL Value: 21

continued on next page
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Name Description
SM DEBUG Value: 22

SM SWAPBUTTON Value: 23

SM RESERVED1 Value: 24

SM RESERVED2 Value: 25

SM RESERVED3 Value: 26

SM RESERVED4 Value: 27

SM CXMIN Value: 28

SM CYMIN Value: 29

SM CXSIZE Value: 30

SM CYSIZE Value: 31

SM CXFRAME Value: 32

SM CYFRAME Value: 33

SM CXMINTRACK Value: 34

SM CYMINTRACK Value: 35

SM CXDOUBLECLK Value: 36

SM CYDOUBLECLK Value: 37

SM CXICONSPACING Value: 38

SM CYICONSPACING Value: 39

SM MENUDROPALIGNMEN-
T

Value: 40

SM PENWINDOWS Value: 41

SM DBCSENABLED Value: 42

SM CMOUSEBUTTONS Value: 43

SM CXFIXEDFRAME Value: 7

SM CYFIXEDFRAME Value: 8

SM CXSIZEFRAME Value: 32

SM CYSIZEFRAME Value: 33

SM SECURE Value: 44

SM CXEDGE Value: 45

SM CYEDGE Value: 46

SM CXMINSPACING Value: 47

SM CYMINSPACING Value: 48

SM CXSMICON Value: 49

SM CYSMICON Value: 50

SM CYSMCAPTION Value: 51

SM CXSMSIZE Value: 52

SM CYSMSIZE Value: 53

SM CXMENUSIZE Value: 54

SM CYMENUSIZE Value: 55

SM ARRANGE Value: 56

SM CXMINIMIZED Value: 57

SM CYMINIMIZED Value: 58

SM CXMAXTRACK Value: 59

SM CYMAXTRACK Value: 60

SM CXMAXIMIZED Value: 61

SM CYMAXIMIZED Value: 62

SM NETWORK Value: 63

SM CLEANBOOT Value: 67

SM CXDRAG Value: 68

SM CYDRAG Value: 69

continued on next page
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Name Description
SM SHOWSOUNDS Value: 70

SM CXMENUCHECK Value: 71

SM CYMENUCHECK Value: 72

SM SLOWMACHINE Value: 73

SM MIDEASTENABLED Value: 74

SM MOUSEWHEELPRESEN-
T

Value: 75

SM XVIRTUALSCREEN Value: 76

SM YVIRTUALSCREEN Value: 77

SM CXVIRTUALSCREEN Value: 78

SM CYVIRTUALSCREEN Value: 79

SM CMONITORS Value: 80

SM SAMEDISPLAYFORMA-
T

Value: 81

SM IMMENABLED Value: 82

SM CXFOCUSBORDER Value: 83

SM CYFOCUSBORDER Value: 84

SM TABLETPC Value: 86

SM MEDIACENTER Value: 87

SM STARTER Value: 88

SM SERVERR2 Value: 89

SM MOUSEHORIZONTALW-
HEELPRESENT

Value: 91

SM CXPADDEDBORDER Value: 92

SM CMETRICS Value: 93

SM REMOTESESSION Value: 4096

SM SHUTTINGDOWN Value: 8192

SM REMOTECONTROL Value: 8193

SM CARETBLINKINGENAB-
LED

Value: 8194

PROCESSOR ARCHITECTU-
RE INTEL

Value: 0

PROCESSOR ARCHITECTU-
RE IA64

Value: 6

PROCESSOR ARCHITECTU-
RE AMD64

Value: 9

PROCESSOR ARCHITECTU-
RE UNKNOWN

Value: 65535

GetVersionEx Value: GuessStringType(GetVersionExA,

GetVersionExW)

arch Value: ’i386’

bits Value: 32

os Value: ’Windows XP’

package Value: ’winappdbg.win32’

97



Class Variables Class ctypes.c byte

23 Class ctypes.c byte

object

??. CData

ctypes. SimpleCData

ctypes.c byte

23.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

23.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

23.3 Class Variables

Name Description

type Value: ’b’
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24 Class ctypes.c long

object

??. CData

ctypes. SimpleCData

ctypes.c long

24.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

24.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

24.3 Class Variables

Name Description

type Value: ’l’
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25 Class ctypes.c long. ctype be

object

??. CData

ctypes. SimpleCData

ctypes.c long. ctype be

25.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

25.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

25.3 Class Variables

Name Description

type Value: ’l’
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26 Class ctypes.c short

object

??. CData

ctypes. SimpleCData

ctypes.c short

26.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

26.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

26.3 Class Variables

Name Description

type Value: ’h’
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27 Class ctypes.c short. ctype be

object

??. CData

ctypes. SimpleCData

ctypes.c short. ctype be

27.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

27.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

27.3 Class Variables

Name Description

type Value: ’h’
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28 Class ctypes.c ubyte

object

??. CData

ctypes. SimpleCData

ctypes.c ubyte

28.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

28.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

28.3 Class Variables

Name Description

type Value: ’B’
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29 Class ctypes.c ulong

object

??. CData

ctypes. SimpleCData

ctypes.c ulong

29.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

29.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

29.3 Class Variables

Name Description

type Value: ’L’
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30 Class ctypes.c ulong. ctype be

object

??. CData

ctypes. SimpleCData

ctypes.c ulong. ctype be

30.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

30.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

30.3 Class Variables

Name Description

type Value: ’L’
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31 Class ctypes.c ushort

object

??. CData

ctypes. SimpleCData

ctypes.c ushort

31.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

31.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

31.3 Class Variables

Name Description

type Value: ’H’
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32 Class ctypes.c ushort. ctype be

object

??. CData

ctypes. SimpleCData

ctypes.c ushort. ctype be

32.1 Methods

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

32.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

32.3 Class Variables

Name Description

type Value: ’H’
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33 Class ctypes.c void p

object

??. CData

ctypes. SimpleCData

ctypes.c void p

33.1 Methods

from param(...)

Inherited from ctypes. SimpleCData

ctypes from outparam (), init (), new (), nonzero (), repr ()

Inherited from ??. CData

hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), setattr (), sizeof (),
str (), subclasshook ()

33.2 Properties

Name Description

Inherited from ctypes. SimpleCData
value
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

33.3 Class Variables

Name Description

type Value: ’P’
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34 Class winappdbg.breakpoint.ApiHook

object

winappdbg.breakpoint.Hook

winappdbg.breakpoint.ApiHook

Used by EventHandler.

This class acts as an action callback for code breakpoints set at the beginning of a function.
It automatically retrieves the parameters from the stack, sets a breakpoint at the return
address and retrieves the return value from the function call.

See Also: EventHandler.apiHooks
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34.1 Methods

init (self, eventHandler, procName, paramCount=0)

x. init (...) initializes x; see x. class . doc for signature

Parameters

eventHandler: Event handler instance.

(type=EventHandler)

procName: Procedure name. The pre and post callbacks will be
deduced from it.

For example, if the procedure is ”LoadLibraryEx”
the callback routines will be ”pre LoadLibraryEx”
and ”post LoadLibraryEx”.

The signature for the callbacks can be something
like this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

def post LoadLibraryEx(event, return value):

# (...)

But if you passed the right number of arguments,
you can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

Note that the second example assumes all
parameters are DWORDs. This may not always be
so, especially in 64 bits Windows.

(type=str)

paramCount: (Optional) Number of parameters for the callback.
Parameters are read from the stack and assumed to
be DWORDs. The first parameter of the pre
callback is always the return address.

(type=int)

Overrides: object. init
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hook(self, debug, pid, modName)

Installs the API hook on a given process and module.

Parameters

debug: Debug object.

(type=Debug)

pid: Process ID.

(type=int)

modName: Module name.

(type=str)

Overrides: winappdbg.breakpoint.Hook.hook

Warning: Do not call from an API hook callback.

unhook(self, debug, pid, modName)

Removes the API hook from the given process and module.

Parameters

debug: Debug object.

(type=Debug)

pid: Process ID.

(type=int)

modName: Module name.

(type=str)

Overrides: winappdbg.breakpoint.Hook.unhook

Warning: Do not call from an API hook callback.

call (self, event)

Handles the breakpoint event on entry of the function.

Parameters

event: Breakpoint hit event.

(type=ExceptionEvent)

Raises

WindowsError An error occured.
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get params(self, tid)

Returns the parameters found in the stack when the hooked function was last
called by this thread.

Parameters

tid: Thread global ID.

(type=int)

Return Value

Tuple of arguments.

(type=tuple( arg, arg, arg... ))

get params stack(self, tid)

Returns the parameters found in the stack each time the hooked function was
called by this thread and haven’t returned yet.

Parameters

tid: Thread global ID.

(type=int)

Return Value

List of argument tuples.

(type=list of tuple( arg, arg, arg... ))

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

34.2 Properties

Name Description

Inherited from object
class

34.3 Class Variables

Name Description

useHardwareBreakpoints True to try to use hardware breakpoints, False
otherwise.
Value: False (type=bool)
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35 Class winappdbg.breakpoint.Breakpoint

object

winappdbg.breakpoint.Breakpoint

Known Subclasses: winappdbg.breakpoint.CodeBreakpoint, winappdbg.breakpoint.HardwareBreakpoint,
winappdbg.breakpoint.PageBreakpoint

Base class for breakpoints. Here’s the breakpoints state machine.

See Also: CodeBreakpoint, PageBreakpoint, HardwareBreakpoint
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35.1 Methods

init (self, address, size=1, condition=True, action=None)

Breakpoint object.

Parameters

address: Memory address for breakpoint.

(type=int)

size: Size of breakpoint in bytes (defaults to 1).

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return value
is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object.

(type=function)

Overrides: object. init

repr (self )

repr(x)

Overrides: object. repr extit(inherited documentation)
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get span(self )

Return Value

Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
setattr (), sizeof (), str (), subclasshook ()

State machine

is disabled(self )

Return Value

True if the breakpoint is in DISABLED state.

(type=bool)

is enabled(self )

Return Value

True if the breakpoint is in ENABLED state.

(type=bool)

is one shot(self )

Return Value

True if the breakpoint is in ONESHOT state.

(type=bool)

is running(self )

Return Value

True if the breakpoint is in RUNNING state.

(type=bool)

get state(self )

Return Value

The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)
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get state name(self )

Return Value

The name of the current state of the breakpoint.

(type=str)

disable(self, aProcess, aThread)

Transition to DISABLED state.

• When hit: OneShot → Disabled

• Forced by user: Enabled, OneShot, Running → Disabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

(type=Process)

aThread: Thread object.

(type=Thread)

enable(self, aProcess, aThread)

Transition to ENABLED state.

• When hit: Running → Enabled

• Forced by user: Disabled, Running → Enabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

(type=Process)

aThread: Thread object.

(type=Thread)
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one shot(self, aProcess, aThread)

Transition to ONESHOT state.

• Forced by user: Disabled → OneShot

Parameters

aProcess: Process object.

(type=Process)

aThread: Thread object.

(type=Thread)

running(self, aProcess, aThread)

Transition to RUNNING state.

• When hit: Enabled → Running

Parameters

aProcess: Process object.

(type=Process)

aThread: Thread object.

(type=Thread)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters

event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises

AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one shot, running

Information

is here(self, address)

Return Value

True if the address is within the range of the breakpoint.

(type=bool)
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get address(self )

Return Value

The target memory address for the breakpoint.

(type=int)

get size(self )

Return Value

The size in bytes of the breakpoint.

(type=int)

Conditional breakpoints

is conditional(self )

Return Value

True if the breakpoint has a condition callback defined.

(type=bool)

See Also: init

is unconditional(self )

Return Value

True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

get condition(self )

Return Value

Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

set condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters

condition: (Optional) Condition callback function.

(type=function)

See Also: init
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eval condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

Return Value

True to dispatch the event, False otherwise.

(type=bool)

Automatic breakpoints

is automatic(self )

Return Value

True if the breakpoint has an action callback defined.

(type=bool)

is interactive(self )

Return Value

True if the breakpoint doesn’t have an action callback defined.

(type=bool)

get action(self )

Return Value

Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

set action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters

action: (Optional) Action callback function.

(type=function)

120



Class Variables Class winappdbg.breakpoint.Breakpoint

run action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

35.2 Properties

Name Description

Inherited from object
class

35.3 Class Variables

Name Description

typeName User friendly breakpoint type string.
Value: ’breakpoint’ (type=str)

stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,

2: ’one shot’, 3: ’running’} (type=dict
{ int → str })

Breakpoint states
DISABLED Disabled → Enabled, OneShot

Value: 0 (type=int)
ENABLED Enabled → Running, Disabled

Value: 1 (type=int)
ONESHOT OneShot → Disabled

Value: 2 (type=int)
RUNNING Running → Enabled, Disabled

Value: 3 (type=int)
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36 Class winappdbg.breakpoint.BreakpointContainer

object

winappdbg.breakpoint.BreakpointContainer

Known Subclasses: winappdbg.debug.Debug

Encapsulates the capability to contain Breakpoint objects.

36.1 Methods

init (self )

x. init (...) initializes x; see x. class . doc for signature

Overrides: object. init extit(inherited documentation)

notify unload dll(self, event)

Notify the unloading of a DLL.

Parameters

event: Unload DLL event.

(type=UnloadDLLEvent)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Simple breakpoint use
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break at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

action: (Optional) Action callback function.

See define code breakpoint for more details.

(type=function)

See Also: stalk at, dont break at

dont break at(self, pid, address)

Clears a code breakpoint set by break at.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)
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hook function(self, pid, address, preCB=None, postCB=None,
paramCount=0)

Sets a function hook at the given address.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

preCB: (Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)

postCB: (Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...)

(type=function)

paramCount: (Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)
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dont hook function(self, pid, address)

Removes a function hook set by hook function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

unhook function(self, pid, address)

Removes a function hook set by hook function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

watch variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to watch.

(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).

(type=int)

action: (Optional) Action callback function.

See define hardware breakpoint for more details.

(type=function)

See Also: dont watch variable
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dont watch variable(self, tid, address)

Clears a hardware breakpoint set by watch variable.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to stop watching.

(type=int)

watch buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to watch.

(type=int)

size: Size in bytes of buffer to watch.

(type=int)

action: (Optional) Action callback function.

See define page breakpoint for more details.

(type=function)

See Also: dont watch variable

dont watch buffer(self, pid, address, size)

Clears a page breakpoint set by watch buffer.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to stop watching.

(type=int)

size: Size in bytes of buffer to stop watching.

(type=int)

Stalking
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stalk at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

action: (Optional) Action callback function.

See define code breakpoint for more details.

(type=function)

See Also: break at, dont stalk at

dont stalk at(self, pid, address)

Clears a code breakpoint set by stalk at.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)
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stalk function(self, pid, address, preCB=None, postCB=None,
paramCount=0)

Sets a one-shot function hook at the given address.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

preCB: (Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)

postCB: (Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...)

(type=function)

paramCount: (Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)
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dont stalk function(self, pid, address)

Removes a function hook set by stalk function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

stalk variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to watch.

(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).

(type=int)

action: (Optional) Action callback function.

See define hardware breakpoint for more details.

(type=function)

See Also: dont watch variable

dont stalk variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to stop watching.

(type=int)
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stalk buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to watch.

(type=int)

size: Size in bytes of buffer to watch.

(type=int)

action: (Optional) Action callback function.

See define page breakpoint for more details.

(type=function)

See Also: dont watch variable

dont stalk buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to stop watching.

(type=int)

size: Size in bytes of buffer to stop watching.

(type=int)

Tracing

is tracing(self, tid)

Parameters

tid: Thread global ID.

(type=int)

Return Value

True if the thread is being traced, False otherwise.

(type=bool)
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get traced tids(self )

Retrieves the list of global IDs of all threads being traced.

Return Value

List of thread global IDs.

(type=list( int... ))

start tracing(self, tid)

Start tracing mode in the given thread.

Parameters

tid: Global ID of thread to start tracing.

(type=int)

stop tracing(self, tid)

Stop tracing mode in the given thread.

Parameters

tid: Global ID of thread to stop tracing.

(type=int)

start tracing process(self, pid)

Start tracing mode for all threads in the given process.

Parameters

pid: Global ID of process to start tracing.

(type=int)

stop tracing process(self, pid)

Stop tracing mode for all threads in the given process.

Parameters

pid: Global ID of process to stop tracing.

(type=int)

start tracing all(self )

Start tracing mode for all threads in all debugees.

stop tracing all(self )

Stop tracing mode for all threads in all debugees.
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Symbols

resolve exported function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters

pid: Process global ID.

(type=int)

modName: Name of the module that exports the function.

(type=str)

procName: Name of the exported function to resolve.

(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)

resolve label(self, pid, label)

Resolves a label for the given process.

Parameters

pid: Process global ID.

(type=int)

label: Label to resolve.

(type=str)

Return Value

Memory address pointed to by the label.

(type=int)

Raises

ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define code breakpoint(self, dwProcessId, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

Return Value

The code breakpoint object.

(type=CodeBreakpoint)

See Also: has code breakpoint, get code breakpoint,
enable code breakpoint, enable one shot code breakpoint,
disable code breakpoint, erase code breakpoint
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define page breakpoint(self, dwProcessId, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.

(type=int)

pages: Number of pages to watch.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

Return Value

The page breakpoint object.

(type=PageBreakpoint)

See Also: has page breakpoint, get page breakpoint,
enable page breakpoint, enable one shot page breakpoint,
disable page breakpoint, erase page breakpoint
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define hardware breakpoint(self, dwThreadId, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address to watch.

(type=int)

triggerFlag: Trigger of breakpoint. Must be one of the following:

• BP BREAK ON EXECUTION

Break on code execution.

• BP BREAK ON WRITE

Break on memory read or write.

• BP BREAK ON ACCESS

Break on memory write.

(type=int)

sizeFlag: Size of breakpoint. Must be one of the following:

• BP WATCH BYTE

One (1) byte in size.

• BP WATCH WORD

Two (2) bytes in size.

• BP WATCH DWORD

Four (4) bytes in size.

• BP WATCH QWORD

Eight (8) bytes in size.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
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has code breakpoint(self, dwProcessId, address)

Checks if a code breakpoint is defined at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define code breakpoint, get code breakpoint,
erase code breakpoint, enable code breakpoint,
enable one shot code breakpoint, disable code breakpoint

has page breakpoint(self, dwProcessId, address)

Checks if a page breakpoint is defined at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase page breakpoint, enable page breakpoint,
enable one shot page breakpoint, disable page breakpoint
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has hardware breakpoint(self, dwThreadId, address)

Checks if a hardware breakpoint is defined at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get hardware breakpoint,
erase hardware breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint

get code breakpoint(self, dwProcessId, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The code breakpoint object.

(type=CodeBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define code breakpoint, has code breakpoint,
enable code breakpoint, enable one shot code breakpoint,
disable code breakpoint, erase code breakpoint
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get page breakpoint(self, dwProcessId, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The page breakpoint object.

(type=PageBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has page breakpoint,
enable page breakpoint, enable one shot page breakpoint,
disable page breakpoint, erase page breakpoint

get hardware breakpoint(self, dwThreadId, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has hardware breakpoint,
get code breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint,
erase hardware breakpoint
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enable code breakpoint(self, dwProcessId, address)

Enables the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
enable one shot code breakpoint, disable code breakpoint

erase code breakpoint,

enable page breakpoint(self, dwProcessId, address)

Enables the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable one shot page breakpoint,
disable page breakpoint erase page breakpoint,

enable hardware breakpoint(self, dwThreadId, address)

Enables the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable one shot hardware breakpoint,
disable hardware breakpoint erase hardware breakpoint,

Note: Do not set hardware breakpoints while processing the system
breakpoint event.
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enable one shot code breakpoint(self, dwProcessId, address)

Enables the code breakpoint at the given address for only one shot.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint, disable code breakpoint

erase code breakpoint,

enable one shot page breakpoint(self, dwProcessId, address)

Enables the page breakpoint at the given address for only one shot.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint, disable page breakpoint

erase page breakpoint,

enable one shot hardware breakpoint(self, dwThreadId, address)

Enables the hardware breakpoint at the given address for only one shot.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint,
disable hardware breakpoint erase hardware breakpoint,
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disable code breakpoint(self, dwProcessId, address)

Disables the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint

enable one shot code breakpoint, erase code breakpoint,

disable page breakpoint(self, dwProcessId, address)

Disables the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint

enable one shot page breakpoint, erase page breakpoint,

disable hardware breakpoint(self, dwThreadId, address)

Disables the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint

enable one shot hardware breakpoint, erase hardware breakpoint,
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erase code breakpoint(self, dwProcessId, address)

Erases the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint,
enable one shot code breakpoint, disable code breakpoint

erase page breakpoint(self, dwProcessId, address)

Erases the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint,
enable one shot page breakpoint, disable page breakpoint

erase hardware breakpoint(self, dwThreadId, address)

Erases the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint

Listing breakpoints
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get all breakpoints(self )

Returns all breakpoint objects as a list of tuples.

Each tuple contains:

• Process global ID to which the breakpoint applies.

• Thread global ID to which the breakpoint applies, or None.

• The Breakpoint object itself.

Return Value

List of all breakpoints.

(type=list of tuple( pid, tid, bp ))

Note: If you’re only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

• get all code breakpoints

• get all page breakpoints

• get all hardware breakpoints

• get process code breakpoints

• get process page breakpoints

• get process hardware breakpoints

• get thread hardware breakpoints

get all code breakpoints(self )

Return Value

All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get all page breakpoints(self )

Return Value

All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))

get all hardware breakpoints(self )

Return Value

All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
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get process breakpoints(self, dwProcessId)

Returns all breakpoint objects for the given process as a list of tuples.

Each tuple contains:

• Process global ID to which the breakpoint applies.

• Thread global ID to which the breakpoint applies, or None.

• The Breakpoint object itself.

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you’re only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

• get all code breakpoints

• get all page breakpoints

• get all hardware breakpoints

• get process code breakpoints

• get process page breakpoints

• get process hardware breakpoints

• get thread hardware breakpoints

get process code breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get process page breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All page breakpoints for the given process.

(type=list of PageBreakpoint)

get thread hardware breakpoints(self, dwThreadId)

Parameters

dwThreadId: Thread global ID.

(type=int)

Return Value

All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get process hardware breakpoints

get process hardware breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))

See Also: get thread hardware breakpoints

Batch operations on breakpoints

enable all breakpoints(self )

Enables all disabled breakpoints in all processes.

See Also: enable code breakpoint, enable page breakpoint,
enable hardware breakpoint
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enable one shot all breakpoints(self )

Enables for one shot all disabled breakpoints in all processes.

See Also: enable one shot code breakpoint, enable one shot page breakpoint,
enable one shot hardware breakpoint

disable all breakpoints(self )

Disables all breakpoints in all processes.

See Also: disable code breakpoint, disable page breakpoint,
disable hardware breakpoint

erase all breakpoints(self )

Erases all breakpoints in all processes.

See Also: erase code breakpoint, erase page breakpoint,
erase hardware breakpoint

enable process breakpoints(self, dwProcessId)

Enables all disabled breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

enable one shot process breakpoints(self, dwProcessId)

Enables for one shot all disabled breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

disable process breakpoints(self, dwProcessId)

Disables all breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)
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erase process breakpoints(self, dwProcessId)

Erases all breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

Event notifications (private)

notify guard page(self, event)

Notify breakpoints of a guard page exception event.

Parameters

event: Guard page exception event.

(type=ExceptionEvent)

notify breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters

event: Breakpoint exception event.

(type=ExceptionEvent)

notify single step(self, event)

Notify breakpoints of a single step exception event.

Parameters

event: Single step exception event.

(type=ExceptionEvent)

notify exit thread(self, event)

Notify the termination of a thread.

Parameters

event: Exit thread event.

(type=ExitThreadEvent)
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notify exit process(self, event)

Notify the termination of a process.

Parameters

event: Exit process event.

(type=ExitProcessEvent)

36.2 Properties

Name Description

Inherited from object
class

36.3 Class Variables

Name Description

BP BREAK ON IO ACC-
ESS

Value: 2

Breakpoint types
BP TYPE ANY To get all breakpoints

Value: 0 (type=int)
BP TYPE CODE To get code breakpoints only

Value: 1 (type=int)
BP TYPE PAGE To get page breakpoints only

Value: 2 (type=int)
BP TYPE HARDWARE To get hardware breakpoints only

Value: 3 (type=int)
Breakpoint states
BP STATE DISABLED Breakpoint is disabled.

Value: 0 (type=int)
BP STATE ENABLED Breakpoint is enabled.

Value: 1 (type=int)
BP STATE ONESHOT Breakpoint is enabled for one shot.

Value: 2 (type=int)
BP STATE RUNNING Breakpoint is running (recently hit).

Value: 3 (type=int)
Memory breakpoint trigger flags
BP BREAK ON EXECU-
TION

Break on code execution.
Value: 0 (type=int)

BP BREAK ON WRITE Break on memory write.
Value: 1 (type=int)

continued on next page
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Name Description
BP BREAK ON ACCESS Break on memory read or write.

Value: 3 (type=int)
Memory breakpoint size flags
BP WATCH BYTE Value: 0

BP WATCH WORD Value: 1

BP WATCH QWORD Value: 2

BP WATCH DWORD Value: 3
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37 Class winappdbg.breakpoint.BufferWatch

object

winappdbg.breakpoint.BufferWatch

Used by Debug.watch buffer.

This class acts as a condition callback for page breakpoints. It emulates page breakpoints
that can overlap and/or take up less than a page’s size.

37.1 Methods

init (self )

x. init (...) initializes x; see x. class . doc for signature

Overrides: object. init extit(inherited documentation)

add(self, address, size, action=None)

Adds a buffer to the watch object.

Parameters

address: Memory address of buffer to watch.

(type=int)

size: Size in bytes of buffer to watch.

(type=int)

action: (Optional) Action callback function.

See Debug.define page breakpoint for more details.

(type=function)

remove(self, address, size)

Removes a buffer from the watch object.

Parameters

address: Memory address of buffer to stop watching.

(type=int)

size: Size in bytes of buffer to stop watching.

(type=int)
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exists(self, address, size)

Parameters

address: Memory address of buffer being watched.

(type=int)

size: Size in bytes of buffer being watched.

(type=int)

Return Value

True if the buffer is being watched, False otherwise.

(type=bool)

span(self )

Return Value

Base address and size in pages required to watch all the buffers.

(type=tuple( int, int ))

count(self )

Return Value

Number of buffers being watched.

(type=int)

call (self, event)

Breakpoint condition callback.

This method will also call the action callbacks for each buffer being watched.

Parameters

event: Guard page exception event.

(type=ExceptionEvent)

Return Value

True if the address being accessed belongs to at least one of the
buffers that was being watched and had no action callback.

(type=bool)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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37.2 Properties

Name Description

Inherited from object
class
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38 Class winappdbg.breakpoint.CodeBreakpoint

object

winappdbg.breakpoint.Breakpoint

winappdbg.breakpoint.CodeBreakpoint

Code execution breakpoints (using an int3 opcode).

See Also: Debug.break at

38.1 Methods

init (self, address, condition=True, action=None)

Code breakpoint object.

Parameters

address: Memory address for breakpoint.

(type=int)

condition: (Optional) Condition callback function.

(type=function)

action: (Optional) Action callback function.

(type=function)

Overrides: object. init

See Also: Breakpoint. init

repr (self )

repr(x)

Overrides: object. repr extit(inherited documentation)

get span(self )

Return Value

Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object
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delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
setattr (), sizeof (), str (), subclasshook ()

State machine

disable(self, aProcess, aThread)

Transition to DISABLED state.

• When hit: OneShot → Disabled

• Forced by user: Enabled, OneShot, Running → Disabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)

Transition to ENABLED state.

• When hit: Running → Enabled

• Forced by user: Disabled, Running → Enabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)
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one shot(self, aProcess, aThread)

Transition to ONESHOT state.

• Forced by user: Disabled → OneShot

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one shot extit(inherited
documentation)

running(self, aProcess, aThread)

Transition to RUNNING state.

• When hit: Enabled → Running

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get state(self )

Return Value

The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get state name(self )

Return Value

The name of the current state of the breakpoint.

(type=str)
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hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters

event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises

AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one shot, running

is disabled(self )

Return Value

True if the breakpoint is in DISABLED state.

(type=bool)

is enabled(self )

Return Value

True if the breakpoint is in ENABLED state.

(type=bool)

is one shot(self )

Return Value

True if the breakpoint is in ONESHOT state.

(type=bool)

is running(self )

Return Value

True if the breakpoint is in RUNNING state.

(type=bool)

Information

get address(self )

Return Value

The target memory address for the breakpoint.

(type=int)
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get size(self )

Return Value

The size in bytes of the breakpoint.

(type=int)

is here(self, address)

Return Value

True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

Return Value

True to dispatch the event, False otherwise.

(type=bool)

get condition(self )

Return Value

Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is conditional(self )

Return Value

True if the breakpoint has a condition callback defined.

(type=bool)

See Also: init

is unconditional(self )

Return Value

True if the breakpoint doesn’t have a condition callback defined.

(type=bool)
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set condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters

condition: (Optional) Condition callback function.

(type=function)

See Also: init

Automatic breakpoints

get action(self )

Return Value

Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is automatic(self )

Return Value

True if the breakpoint has an action callback defined.

(type=bool)

is interactive(self )

Return Value

True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

set action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters

action: (Optional) Action callback function.

(type=function)
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38.2 Properties

Name Description

Inherited from object
class

38.3 Class Variables

Name Description

typeName User friendly breakpoint type string.
Value: ’code breakpoint’ (type=str)

bpInstruction Breakpoint instruction for the current
processor.
Value: ’\xcc’ (type=str)

stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,

2: ’one shot’, 3: ’running’} (type=dict
{ int → str })

Breakpoint states
DISABLED Disabled → Enabled, OneShot

Value: 0 (type=int)
ENABLED Enabled → Running, Disabled

Value: 1 (type=int)
ONESHOT OneShot → Disabled

Value: 2 (type=int)
RUNNING Running → Enabled, Disabled

Value: 3 (type=int)

159



Class winappdbg.breakpoint.DebugRegister

39 Class winappdbg.breakpoint.DebugRegister

object

winappdbg.breakpoint.DebugRegister

Class to manipulate debug registers. Used by HardwareBreakpoint.

39.1 Methods

clear bp(cls, ctx, register)

Clears a hardware breakpoint.

Parameters

ctx: Thread context dictionary.

(type=dict( str → int ))

register: Slot (debug register) for hardware breakpoint.

(type=int)

See Also: find slot, set bp

set bp(cls, ctx, register, address, trigger, watch)

Sets a hardware breakpoint.

Parameters

ctx: Thread context dictionary.

(type=dict( str → int ))

register: Slot (debug register).

(type=int)

address: Memory address.

(type=int)

trigger: Trigger flag. See HardwareBreakpoint.validTriggers.

(type=int)

watch: Watch flag. See
HardwareBreakpoint.validWatchSizes.

(type=int)

See Also: clear bp, find slot
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find slot(cls, ctx )

Finds an empty slot to set a hardware breakpoint.

Parameters

ctx: Thread context dictionary.

(type=dict( str → int ))

Return Value

Slot (debug register) for hardware breakpoint.

(type=int)

See Also: clear bp, set bp

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

39.2 Properties

Name Description

Inherited from object
class

39.3 Class Variables

Name Description

registerMask Value: 4294967295

Trigger flags used by HardwareBreakpoint
BREAK ON EXECUTIO-
N

Break on execution.
Value: 0 (type=int)

BREAK ON WRITE Break on write.
Value: 1 (type=int)

BREAK ON ACCESS Break on read or write.
Value: 3 (type=int)

BREAK ON IO ACCESS Break on I/O port access.
Value: 2 (type=int)

Size flags used by HardwareBreakpoint
WATCH BYTE Watch a byte.

Value: 0 (type=int)
WATCH WORD Watch a word.

Value: 1 (type=int)
continued on next page
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Name Description
WATCH DWORD Watch a double word.

Value: 3 (type=int)
WATCH QWORD Watch one quad word.

Value: 2 (type=int)
Bitwise masks for Dr7
enableMask Enable bit on Dr7 for each slot. Works as a

bitwise-OR mask.
Value: (1, 4, 16, 64) (type=4-tuple of
integers)

disableMask Mask of the enable bit on Dr7 for each slot.
Works as a bitwise-AND mask.
Value: (4294967294, 4294967291,

4294967279, 4294967231) (type=4-tuple of
integers)

triggerMask Trigger bits on Dr7 for each trigger flag value.
Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.
Value: (((0, 4294770687), (65536,

4294770687), (131072, 42947706...

(type=4-tuple of 2-tuples of integers)
watchMask Watch bits on Dr7 for each watch flag value.

Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.
Value: (((0, 4294180863), (262144,

4294180863), (524288, 4294180...

(type=4-tuple of 2-tuples of integers)
clearMask Mask of all important bits on Dr7 for each slot.

Works as a bitwise-AND mask.
Value: (4293984254, 4279238651,

4043309039, 268435391) (type=4-tuple of
integers)

Bitwise masks for Dr6
hitMask Hit bit on Dr6 for each slot. Works as a

bitwise-AND mask.
Value: (1, 2, 4, 8) (type=4-tuple of
integers)
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40 Class winappdbg.breakpoint.HardwareBreakpoint

object

winappdbg.breakpoint.Breakpoint

winappdbg.breakpoint.HardwareBreakpoint

Hardware breakpoint (using debug registers).

See Also: Debug.watch variable
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40.1 Methods

init (self, address, triggerFlag=3, sizeFlag=3, condition=True,
action=None)

Hardware breakpoint object.

Parameters

address: Memory address for breakpoint.

(type=int)

triggerFlag: Trigger of breakpoint. Must be one of the following:

• BREAK ON EXECUTION

Break on code execution.

• BREAK ON WRITE

Break on memory read or write.

• BREAK ON ACCESS

Break on memory write.

(type=int)

sizeFlag: Size of breakpoint. Must be one of the following:

• WATCH BYTE

One (1) byte in size.

• WATCH WORD

Two (2) bytes in size.

• WATCH DWORD

Four (4) bytes in size.

• WATCH QWORD

Eight (8) bytes in size.

(type=int)

condition: (Optional) Condition callback function.

(type=function)

action: (Optional) Action callback function.

(type=function)

Overrides: object. init

See Also: Breakpoint. init
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get slot(self )

Return Value

The debug register number used by this breakpoint, or None if the
breakpoint is not active.

(type=int)

get trigger(self )

Return Value

The breakpoint trigger flag.

(type=int)

See Also: validTriggers

get watch(self )

Return Value

The breakpoint watch flag.

(type=int)

See Also: validWatchSizes

repr (self )

repr(x)

Overrides: object. repr extit(inherited documentation)

get span(self )

Return Value

Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
setattr (), sizeof (), str (), subclasshook ()

State machine
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disable(self, aProcess, aThread)

Transition to DISABLED state.

• When hit: OneShot → Disabled

• Forced by user: Enabled, OneShot, Running → Disabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)

Transition to ENABLED state.

• When hit: Running → Enabled

• Forced by user: Disabled, Running → Enabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one shot(self, aProcess, aThread)

Transition to ONESHOT state.

• Forced by user: Disabled → OneShot

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one shot extit(inherited
documentation)
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running(self, aProcess, aThread)

Transition to RUNNING state.

• When hit: Enabled → Running

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get state(self )

Return Value

The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get state name(self )

Return Value

The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters

event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises

AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one shot, running

is disabled(self )

Return Value

True if the breakpoint is in DISABLED state.

(type=bool)
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is enabled(self )

Return Value

True if the breakpoint is in ENABLED state.

(type=bool)

is one shot(self )

Return Value

True if the breakpoint is in ONESHOT state.

(type=bool)

is running(self )

Return Value

True if the breakpoint is in RUNNING state.

(type=bool)

Information

get address(self )

Return Value

The target memory address for the breakpoint.

(type=int)

get size(self )

Return Value

The size in bytes of the breakpoint.

(type=int)

is here(self, address)

Return Value

True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints
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eval condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

Return Value

True to dispatch the event, False otherwise.

(type=bool)

get condition(self )

Return Value

Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is conditional(self )

Return Value

True if the breakpoint has a condition callback defined.

(type=bool)

See Also: init

is unconditional(self )

Return Value

True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters

condition: (Optional) Condition callback function.

(type=function)

See Also: init

Automatic breakpoints
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get action(self )

Return Value

Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is automatic(self )

Return Value

True if the breakpoint has an action callback defined.

(type=bool)

is interactive(self )

Return Value

True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

set action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters

action: (Optional) Action callback function.

(type=function)

40.2 Properties

Name Description

Inherited from object
class

40.3 Class Variables
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Name Description

typeName User friendly breakpoint type string.
Value: ’hardware breakpoint’ (type=str)

validTriggers Valid trigger flag values.
Value: (0, 1, 3, 2) (type=tuple)

validWatchSizes Valid watch flag values.
Value: (0, 1, 3, 2) (type=tuple)

stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,

2: ’one shot’, 3: ’running’} (type=dict
{ int → str })

Trigger flags
BREAK ON EXECUTIO-
N

Break on execution.
Value: 0 (type=int)

BREAK ON WRITE Break on write.
Value: 1 (type=int)

BREAK ON ACCESS Break on read or write.
Value: 3 (type=int)

BREAK ON IO ACCESS Break on I/O port access.
Value: 2 (type=int)

Watch size flags
WATCH BYTE Watch a byte.

Value: 0 (type=int)
WATCH WORD Watch a word.

Value: 1 (type=int)
WATCH DWORD Watch a double word.

Value: 3 (type=int)
WATCH QWORD Watch one quad word.

Value: 2 (type=int)
Breakpoint states
DISABLED Disabled → Enabled, OneShot

Value: 0 (type=int)
ENABLED Enabled → Running, Disabled

Value: 1 (type=int)
ONESHOT OneShot → Disabled

Value: 2 (type=int)
RUNNING Running → Enabled, Disabled

Value: 3 (type=int)
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41 Class winappdbg.breakpoint.Hook

object

winappdbg.breakpoint.Hook

Known Subclasses: winappdbg.breakpoint.ApiHook

Used by Debug.hook function.

This class acts as an action callback for code breakpoints set at the beginning of a function.
It automatically retrieves the parameters from the stack, sets a breakpoint at the return
address and retrieves the return value from the function call.
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41.1 Methods

init (self, preCB=None, postCB=None, paramCount=0)

x. init (...) initializes x; see x. class . doc for signature

Parameters

preCB: (Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

In the above example, the value for paramCount would
be 3.

Note that the second example assumes all parameters
are DWORDs. This may not always be so, especially
in 64 bits Windows.

(type=function)

postCB: (Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...)

(type=function)

paramCount: (Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)

Overrides: object. init
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call (self, event)

Handles the breakpoint event on entry of the function.

Parameters

event: Breakpoint hit event.

(type=ExceptionEvent)

Raises

WindowsError An error occured.

get params(self, tid)

Returns the parameters found in the stack when the hooked function was last
called by this thread.

Parameters

tid: Thread global ID.

(type=int)

Return Value

Tuple of arguments.

(type=tuple( arg, arg, arg... ))

get params stack(self, tid)

Returns the parameters found in the stack each time the hooked function was
called by this thread and haven’t returned yet.

Parameters

tid: Thread global ID.

(type=int)

Return Value

List of argument tuples.

(type=list of tuple( arg, arg, arg... ))
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hook(self, debug, pid, address)

Installs the function hook at a given process and address.

Parameters

debug: Debug object.

(type=Debug)

pid: Process ID.

(type=int)

address: Function address.

(type=int)

See Also: unhook

Warning: Do not call from an function hook callback.

unhook(self, debug, pid, address)

Removes the function hook at a given process and address.

Parameters

debug: Debug object.

(type=Debug)

pid: Process ID.

(type=int)

address: Function address.

(type=int)

See Also: hook

Warning: Do not call from an function hook callback.

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

41.2 Properties

Name Description

Inherited from object
class

41.3 Class Variables
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Name Description

useHardwareBreakpoints True to try to use hardware breakpoints, False
otherwise.
Value: False (type=bool)
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42 Class winappdbg.breakpoint.PageBreakpoint

object

winappdbg.breakpoint.Breakpoint

winappdbg.breakpoint.PageBreakpoint

Page access breakpoint (using guard pages).

See Also: Debug.watch buffer

42.1 Methods

init (self, address, pages=1, condition=True, action=None)

Page breakpoint object.

Parameters

address: Memory address for breakpoint.

(type=int)

address: Size of breakpoint in pages.

(type=int)

condition: (Optional) Condition callback function.

(type=function)

action: (Optional) Action callback function.

(type=function)

pages: (type=int)

Overrides: object. init

See Also: Breakpoint. init

get size in pages(self )

Return Value

The size in pages of the breakpoint.

(type=int)
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repr (self )

repr(x)

Overrides: object. repr extit(inherited documentation)

get span(self )

Return Value

Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
setattr (), sizeof (), str (), subclasshook ()

State machine

disable(self, aProcess, aThread)

Transition to DISABLED state.

• When hit: OneShot → Disabled

• Forced by user: Enabled, OneShot, Running → Disabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)
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enable(self, aProcess, aThread)

Transition to ENABLED state.

• When hit: Running → Enabled

• Forced by user: Disabled, Running → Enabled

• Transition from running state may require special handling by the
breakpoint implementation class.

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one shot(self, aProcess, aThread)

Transition to ONESHOT state.

• Forced by user: Disabled → OneShot

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one shot extit(inherited
documentation)

running(self, aProcess, aThread)

Transition to RUNNING state.

• When hit: Enabled → Running

Parameters

aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)
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get state(self )

Return Value

The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get state name(self )

Return Value

The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters

event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises

AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one shot, running

is disabled(self )

Return Value

True if the breakpoint is in DISABLED state.

(type=bool)

is enabled(self )

Return Value

True if the breakpoint is in ENABLED state.

(type=bool)

is one shot(self )

Return Value

True if the breakpoint is in ONESHOT state.

(type=bool)
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is running(self )

Return Value

True if the breakpoint is in RUNNING state.

(type=bool)

Information

get address(self )

Return Value

The target memory address for the breakpoint.

(type=int)

get size(self )

Return Value

The size in bytes of the breakpoint.

(type=int)

is here(self, address)

Return Value

True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

Return Value

True to dispatch the event, False otherwise.

(type=bool)

get condition(self )

Return Value

Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)
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is conditional(self )

Return Value

True if the breakpoint has a condition callback defined.

(type=bool)

See Also: init

is unconditional(self )

Return Value

True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters

condition: (Optional) Condition callback function.

(type=function)

See Also: init

Automatic breakpoints

get action(self )

Return Value

Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is automatic(self )

Return Value

True if the breakpoint has an action callback defined.

(type=bool)

is interactive(self )

Return Value

True if the breakpoint doesn’t have an action callback defined.

(type=bool)
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run action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters

event: Debug event triggered by the breakpoint.

(type=Event)

set action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters

action: (Optional) Action callback function.

(type=function)

42.2 Properties

Name Description

Inherited from object
class

42.3 Class Variables

Name Description

typeName User friendly breakpoint type string.
Value: ’page breakpoint’ (type=str)

stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,

2: ’one shot’, 3: ’running’} (type=dict
{ int → str })

Breakpoint states
DISABLED Disabled → Enabled, OneShot

Value: 0 (type=int)
ENABLED Enabled → Running, Disabled

Value: 1 (type=int)
ONESHOT OneShot → Disabled

Value: 2 (type=int)
RUNNING Running → Enabled, Disabled

Value: 3 (type=int)
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43 Class winappdbg.crash.Crash

object

winappdbg.crash.Crash

Represents a crash, bug, or another interesting event in the debugee.

43.1 Methods

init (self, event)

x. init (...) initializes x; see x. class . doc for signature

Parameters

event: Event object for crash.

(type=Event)

Overrides: object. init

fetch extra data(self, event, takeMemorySnapshot=0)

Fetch extra data from the Event object.

Parameters

event: Event object for crash.

(type=Event)

takeMemorySnapshot: Memory snapshot behavior:

• 0 to take no memory information
(default).

• 1 to take only the memory map.

• 2 to take a full memory snapshot.

(type=int)

Note: This is only needed for exceptions. Since this method may take a little
longer to run, it’s best to call it only after you’ve determined the crash is
interesting and you want to save it.

str (self )

str(x)

Overrides: object. str extit(inherited documentation)

184



Methods Class winappdbg.crash.Crash

isExploitable(self )

Guess how likely is it that the bug causing the crash can be leveraged into an
exploitable vulnerability.

Return Value

The first element of the tuple is the result of the analysis, being one
of the following:

• Not an exception

• Not exploitable

• Not likely exploitable

• Unknown

• Probably exploitable

• Exploitable

The second element of the tuple is a code to identify the matched
heuristic rule.

The second element of the tuple is a description string of the reason
behind the result.

(type=tuple( str, str ))

Note: Don’t take this as an equivalent of a real exploitability analysis, that
can only be done by a human being! This is only a guideline, useful for
example to sort crashes - placing the most interesting ones at the top.

See Also: The heuristics are similar to those of the !exploitable extension
for WinDBG, which can be downloaded from here:

http://www.codeplex.com/msecdbg

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), subclasshook ()

Key
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key(self )

Generates an approximately unique key for the Crash object.

This key can be used as an heuristic to determine if two crashes were caused
by the same software error. Ideally it should be treated as an opaque object.

Return Value

Crash unique key.

(type=(opaque))

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/CrashKey

Report

briefReport(self )

Return Value

Short description of the event.

(type=str)

fullReport(self, bShowNotes=True)

Parameters

bShowNotes: True to show the user notes, False otherwise.

(type=bool)

Return Value

Long description of the event.

(type=str)

notesReport(self )

Return Value

All notes, merged and formatted for a report.

(type=str)

Notes

addNote(self, msg)

Add a note to the crash event.

Parameters

msg: Note text.

(type=str)
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clearNotes(self )

Clear the notes of this crash event.

getNotes(self )

Get the list of notes of this crash event.

Return Value

List of notes.

(type=list( str ))

iterNotes(self )

Iterate the notes of this crash event.

Return Value

Iterator of the list of notes.

(type=listiterator)

hasNotes(self )

Return Value

True if there are notes for this crash event.

(type=bool)

43.2 Properties

Name Description

pc Value of the program counter register.
(type=int)

sp Value of the stack pointer register.
(type=int)

fp Value of the frame pointer register.
(type=int)

Inherited from object
class

43.3 Instance Variables

Name Description

debugString Debug string sent by the debugee.
None if unapplicable or unable to retrieve.
(type=None or str)

continued on next page
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Name Description

eventCode Event code as defined by the Win32 API.
(type=int)

eventName Event code user-friendly name.
(type=str)

exceptionAddress Memory address where the exception occured.
None if unapplicable or unable to retrieve.
(type=None or int)

exceptionCode Exception code as defined by the Win32 API.
None if unapplicable or unable to retrieve.
(type=None or int)

exceptionLabel Label pointing to the exception address.
None or invalid if unapplicable or unable to
retrieve.
(type=None or str)

exceptionName Exception code user-friendly name.
None if unapplicable or unable to retrieve.
(type=None or str)

faultAddress Access violation memory address. Only
applicable to memory faults.
None if unapplicable or unable to retrieve.
(type=None or int)

faultCode Data pointed to by the program counter.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

faultDisasm Dissassembly around the program counter.
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple of tuple( long, int, str, str
))

faultLabel Label pointing to the access violation memory
address. Only applicable to memory faults.
None if unapplicable or unable to retrieve.
(type=None or str)

faultMem Data pointed to by the exception address.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

continued on next page
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Name Description
faultPeek Dictionary mapping guessed pointers at

faultMem to the data they point to.
None or empty if unapplicable or unable to
retrieve.
(type=None or dict( int→ str ))

faultType Access violation type. Only applicable to
memory faults. Should be one of the following
constants:

• win32.ACCESS VIOLATION TYPE READ

• win32.ACCESS VIOLATION TYPE WRITE

• win32.ACCESS VIOLATION TYPE DEP

None if unapplicable or unable to retrieve.
(type=None or int)

firstChance True for first chance exceptions, False for
second chance.
None if unapplicable or unable to retrieve.
(type=None or bool)

isOurBreakpoint True for breakpoints defined by the Debug

class, False otherwise.
None if unapplicable.
(type=bool)

isSystemBreakpoint True for known system-defined breakpoints,
False otherwise.
None if unapplicable.
(type=bool)

labelPC Label pointing to the program counter.
None or invalid if unapplicable or unable to
retrieve.
(type=None or str)

lpBaseOfDll Base of module where the program counter
points to.
None if unapplicable or unable to retrieve.
(type=None or int)

memoryMap Memory snapshot of the program. May contain
the actual data from the entire process memory
if requested. See fetch extra data for more
details.
None or empty if unapplicable or unable to
retrieve.
(type=None or list of
win32.MemoryBasicInformation objects.)

continued on next page
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Name Description
modFileName File name of module where the program

counter points to.
None or invalid if unapplicable or unable to
retrieve.
(type=None or str)

notes List of strings, each string is a note.
(type=list( str ))

pid Process global ID.
(type=int)

registers Dictionary mapping register names to their
values.
(type=dict( str → int ))

registersPeek Dictionary mapping register names to the data
they point to.
None if unapplicable or unable to retrieve.
(type=None or dict( str → str ))

stackFrame Data pointed to by the stack pointer.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

stackPeek Dictionary mapping stack offsets to the data
they point to.
None or empty if unapplicable or unable to
retrieve.
(type=None or dict( int → str ))

stackRange Stack beginning and end pointers, in memory
addresses order.
None if unapplicable or unable to retrieve.
(type=tuple( int, int ))

stackTrace Stack trace of the current thread as a tuple of (
frame pointer, return address, module filename
).
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple of tuple( int, int, str ))

stackTraceLabels Tuple of labels pointing to the return addresses
in the stack trace.
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple( str... ))

continued on next page
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Name Description
stackTracePC Tuple of return addresses in the stack trace.

None or empty if unapplicable or unable to
retrieve.
(type=None or tuple( int... ))

stackTracePretty Stack trace of the current thread as a tuple of (
frame pointer, return location ).
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple of tuple( int, str ))

tid Thread global ID.
(type=int)

timeStamp Timestamp as returned by time.time().
(type=float)
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44 Class winappdbg.crash.CrashContainer

object

winappdbg.crash.CrashContainer

Known Subclasses: winappdbg.crash.DummyCrashContainer, winappdbg.crash.VolatileCrashContainer

Manages a database of persistent Crash objects, trying to avoid duplicates.

Uses a DBM database file for persistency.

See Also: Crash.key

44.1 Methods

init (self, filename=None, allowRepeatedKeys=False)

x. init (...) initializes x; see x. class . doc for signature

Parameters

filename: (Optional) File name for crash database. If no filename
is specified, the container is volatile.

Volatile containers are stored only in memory and
destroyed when they go out of scope.

(type=str)

Overrides: object. init

del (self )

contains (self, crash)

Parameters

crash: Crash object.

(type=Crash)

Return Value

True if the Crash object is in the container.

(type=bool)
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iter (self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

See Also: itervalues

len (self )

Return Value

Count of Crash elements in the container.

(type=int)

bool (self )

Return Value

False if the container is empty.

(type=bool)

has key(self, key)

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

True if a matching Crash object is in the container.

(type=bool)

iterkeys(self )

Return Value

Iterator of the contained Crash object keys.

(type=iterator)

See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

193



Methods Class winappdbg.crash.CrashContainer

itervalues(self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

add(self, crash)

Adds a new crash to the container. If the crash appears to be already known,
it’s ignored.

Parameters

crash: Crash object to add.

(type=Crash)

See Also: Crash.key

remove(self, crash)

Removes a crash from the container.

Parameters

crash: Crash object to remove.

(type=Crash)
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get(self, key)

Retrieves a crash from the container.

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

Crash matching the given key.

(type=Crash object.)

See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

44.2 Properties

Name Description

Inherited from object
class
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45 Class winappdbg.crash.CrashTable

object

winappdbg.crash.CrashTable

Manages a database of persistent Crash objects, trying to avoid duplicates only when re-
quested.

Uses a SQLite database file for persistency.

See Also: Crash.key

45.1 Methods

init (self, location=None, allowRepeatedKeys=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

location: (Optional) Location of the crash database. If
no location is specified, the container is
volatile.

If the location is a filename, it’s an SQLite
database file.

Volatile containers are stored only in memory
and destroyed when they go out of scope.

(type=str)

allowRepeatedKeys: If True all Crash objects are stored.

If False any Crash object with the same key
as a previously existing object will be ignored.

(type=bool)

Overrides: object. init
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add(self, crash)

Adds a new crash to the container.

Parameters

crash: Crash object to add.

(type=Crash)

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key

iter (self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

contains (self, crash)

Parameters

crash: Crash object.

(type=Crash)

Return Value

True if the Crash object is in the container.

(type=bool)

len (self )

Return Value

Count of Crash elements in the container.

(type=int)

bool (self )

Return Value

False if the container is empty.

(type=bool)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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45.2 Properties

Name Description

Inherited from object
class
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46 Class winappdbg.crash.DummyCrashContainer

object

winappdbg.crash.CrashContainer

winappdbg.crash.DummyCrashContainer

Fakes a database of volatile Crash objects, trying to mimic part of it’s interface.

See Also: Crash.key

46.1 Methods

init (self, allowRepeatedKeys=True)

Fake containers don’t store Crash objects, but they implement the interface
properly.

Parameters

allowRepeatedKeys: If True the len() of the container returns the
total number of Crash objects added.

If False the len() of the container returns the
total number of Crash objects keys added.

(type=bool)

Overrides: object. init

contains (self, crash)

Parameters

crash: Crash object.

(type=Crash)

Return Value

True if the Crash object is in the container.

(type=bool)

Overrides: winappdbg.crash.CrashContainer. contains
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len (self )

Return Value

Count of Crash elements in the container.

(type=int)

Overrides: winappdbg.crash.CrashContainer. len

bool (self )

Return Value

False if the container is empty.

(type=bool)

Overrides: winappdbg.crash.CrashContainer. bool

add(self, crash)

Adds a new crash to the container.

Parameters

crash: Crash object to add.

(type=Crash)

Overrides: winappdbg.crash.CrashContainer.add

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key

has key(self, key)

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

True if a matching Crash object is in the container.

(type=bool)

Overrides: winappdbg.crash.CrashContainer.has key
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iterkeys(self )

Return Value

Iterator of the contained Crash object keys.

(type=iterator)

Overrides: winappdbg.crash.CrashContainer.iterkeys

See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

del (self )

iter (self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

See Also: itervalues
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get(self, key)

Retrieves a crash from the container.

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

Crash matching the given key.

(type=Crash object.)

See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

itervalues(self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

remove(self, crash)

Removes a crash from the container.

Parameters

crash: Crash object to remove.

(type=Crash)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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46.2 Properties

Name Description

Inherited from object
class
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47 Class winappdbg.crash.VolatileCrashContainer

object

winappdbg.crash.CrashContainer

winappdbg.crash.VolatileCrashContainer

Manages a database of volatile Crash objects, trying to avoid duplicates if requested.

See Also: Crash.key

47.1 Methods

init (self, allowRepeatedKeys=True)

Volatile containers are stored only in memory and destroyed when they go out
of scope.

Parameters

allowRepeatedKeys: If True all Crash objects are stored.

If False any Crash object with the same key
as a previously existing object will be ignored.

(type=bool)

Overrides: object. init

contains (self, crash)

Parameters

crash: Crash object.

(type=Crash)

Return Value

True if the Crash object is in the container.

(type=bool)

Overrides: winappdbg.crash.CrashContainer. contains
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iter (self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

Overrides: winappdbg.crash.CrashContainer. iter

See Also: itervalues

len (self )

Return Value

Count of Crash elements in the container.

(type=int)

Overrides: winappdbg.crash.CrashContainer. len

bool (self )

Return Value

False if the container is empty.

(type=bool)

Overrides: winappdbg.crash.CrashContainer. bool

add(self, crash)

Adds a new crash to the container.

Parameters

crash: Crash object to add.

(type=Crash)

Overrides: winappdbg.crash.CrashContainer.add

Note: When the allowRepeatedKeys parameter of the constructor is set to
False, duplicated crashes are ignored.

See Also: Crash.key
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has key(self, key)

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

True if a matching Crash object is in the container.

(type=bool)

Overrides: winappdbg.crash.CrashContainer.has key

iterkeys(self )

Return Value

Iterator of the contained Crash object keys.

(type=iterator)

Overrides: winappdbg.crash.CrashContainer.iterkeys

See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

itervalues(self )

Return Value

Iterator of the contained Crash objects.

(type=iterator)

Overrides: winappdbg.crash.CrashContainer.itervalues

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

del (self )
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get(self, key)

Retrieves a crash from the container.

Parameters

key: Key of the crash to get.

(type=Crash unique key.)

Return Value

Crash matching the given key.

(type=Crash object.)

See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.

2. Delete the object from the set.

3. Modify the object and add it again.

remove(self, crash)

Removes a crash from the container.

Parameters

crash: Crash object to remove.

(type=Crash)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

47.2 Properties

Name Description

Inherited from object
class
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48 Class winappdbg.debug.Debug

object

winappdbg.event.EventDispatcher

object

winappdbg.breakpoint.BreakpointContainer

winappdbg.debug.Debug

The main debugger class.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/wiki/Debugging

48.1 Methods

init (self, eventHandler=None, bKillOnExit=False, bHostileCode=False)

Debugger object.

Parameters

eventHandler: (Optional, recommended) Custom event handler
object.

(type=EventHandler)

bKillOnExit: (Optional) Global kill on exit mode. True to kill the
process on exit, False to detach. Ignored under
Windows 2000 and below.

(type=bool)

bHostileCode: (Optional) Hostile code mode. Set to True to take
some basic precautions against anti-debug tricks.
Disabled by default.

(type=bool)

Raises

WindowsError Raises an exception on error.

Overrides: object. init

Note: The eventHandler parameter may be any callable Python object (for
example a function, or an instance method). However you’ll probably find it
more convenient to use an instance of a subclass of EventHandler here.
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len (self )

Return Value

Number of processes being debugged.

(type=int)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Debugging

attach(self, dwProcessId)

Attaches to an existing process for debugging.

Parameters

dwProcessId: Global ID of a process to attach to.

(type=int)

Return Value

A new Process object.

(type=Process)

Raises

WindowsError Raises an exception on error.

See Also: detach, execv, execl

detach(self, dwProcessId, bIgnoreExceptions=False)

Detaches from a process currently being debugged.

Parameters

dwProcessId: Global ID of a process to detach from.

(type=int)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)

Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

See Also: attach, detach from all
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detach from all(self, bIgnoreExceptions=False)

Detaches from all processes currently being debugged.

Parameters

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)

Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

Note: To better handle last debugging event, call stop instead.
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execv(self, argv, bConsole=False, bFollow=False, bSuspended=False,
bInheritHandles=False, dwParentProcessId=None)

Starts a new process for debugging.

This method uses a list of arguments. To use a command line string instead,
use execl.

Parameters

argv: List of command line arguments to pass to the
debugee. The first element must be the
debugee executable filename.

(type=list( str... ))

bConsole: True to inherit the console of the debugger.
Defaults to False.

(type=bool)

bFollow: True to automatically attach to child
processes. Defaults to False.

(type=bool)

bSuspended: True to suspend the main thread before any
code is executed in the debugee. Defaults to
False.

(type=bool)

bInheritHandles: True if the new process should inherit it’s
parent process’ handles. Defaults to False.

(type=bool)

dwParentProcessId: None if the debugger process should be the
parent process (default), or a process ID to
forcefully set as the debuguee’s parent (only
available for Windows Vista and above).

(type=int or None)

Return Value

A new Process object.

(type=Process)

Raises

WindowsError Raises an exception on error.

See Also: attach, detach
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execl(self, lpCmdLine, bConsole=False, bFollow=False, bSuspended=False,
bInheritHandles=False, dwParentProcessId=None)

Starts a new process for debugging.

This method uses a command line string. To use a list of arguments instead,
use execv.

Parameters

lpCmdLine: Command line string to execute. The first
token must be the debugee executable
filename. Tokens with spaces must be
enclosed in double quotes. Tokens including
double quote characters must be escaped with
a backslash.

(type=str)

bConsole: True to inherit the console of the debugger.
Defaults to False.

(type=bool)

bFollow: True to automatically attach to child
processes. Defaults to False.

(type=bool)

bSuspended: True to suspend the main thread before any
code is executed in the debugee. Defaults to
False.

(type=bool)

bInheritHandles: True if the new process should inherit it’s
parent process’ handles. Defaults to False.

(type=bool)

dwParentProcessId: None if the debugger process should be the
parent process (default), or a process ID to
forcefully set as the debuguee’s parent (only
available for Windows Vista and above).

(type=int or None)

Return Value

A new Process object.

(type=Process)

Raises

WindowsError Raises an exception on error.

See Also: attach, detach
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get debugee count(self )

Return Value

Number of processes being debugged.

(type=int)

get debugee pids(self )

Return Value

Global IDs of processes being debugged.

(type=list( int... ))

is debugee(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

True if the given process is being debugged by this Debug instance.

(type=bool)

is debugee started(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

True if the given process was started for debugging by this Debug
instance.

(type=bool)

is debugee attached(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

True if the given process is attached to this Debug instance.

(type=bool)
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clear(self )

Detach from all processes and clean up internal structures.

Raises

WindowsError Raises an exception on error.

See Also: System

Debugging loop

wait(self, dwMilliseconds=None)

Waits for the next debug event and returns an Event object.

Parameters

dwMilliseconds: (Optional) Timeout in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Return Value

An event that occured in one of the debugees.

(type=Event)

Raises

WindowsError Raises an exception on error.

See Also: cont, dispatch, loop

dispatch(self, event)

Calls the debug event notify callbacks.

Parameters

event: Event object returned by wait.

(type=Event)

Raises

WindowsError Raises an exception on error.

Overrides: winappdbg.event.EventDispatcher.dispatch

See Also: cont, loop, wait
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cont(self, event)

Resumes execution after processing a debug event.

Parameters

event: Event object returned by wait.

(type=Event)

Raises

WindowsError Raises an exception on error.

See Also: dispatch(), loop(), wait()

stop(self, event=None, bIgnoreExceptions=True)

Stops debugging all processes.

If bKillOnExit was set to True when instancing the Debug object, all
debugees are terminated. Otherwise, the debugger detaches from all debugees.

Parameters

event: (Optional) Event object returned by wait. By
passing this parameter, the last debugging
event may be continued gracefully.

(type=Event)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)

Note: This method is better than detach from all because it can gracefully
handle the last debugging event before detaching.
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next(self )

Handles the next debug event.

Return Value

Handled debug event.

(type=Event)

Raises

WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: cont, dispatch, wait, stop

loop(self )

Simple debugging loop.

This debugging loop is meant to be useful for most simple scripts. It iterates
as long as there is at least one debuguee, or an exception is raised. Multiple
calls are allowed.

This is a trivial example script:

import sys

debug = Debug()

debug.execv( sys.argv [ 1 : ] )

try:

debug.loop()

finally:

debug.stop()

Raises

WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: next, stop

http://msdn.microsoft.com/en-us/library/ms681675(VS.85).aspx
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Event notifications (private)

notify create process(self, event)

Notify the creation of a new process.

Parameters

event: Exit process event.

(type=ExitProcessEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.

notify create thread(self, event)

Notify the creation of a new thread.

Parameters

event: Create thread event.

(type=CreateThreadEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.

notify load dll(self, event)

Notify the load of a new module.

Parameters

event: Load DLL event.

(type=LoadDLLEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.
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notify exit process(self, event)

Notify the termination of a process.

Parameters

event: Exit process event.

(type=ExitProcessEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Overrides: winappdbg.breakpoint.BreakpointContainer.notify exit process

Warning: This method is meant to be used internally by the debugger.

notify exit thread(self, event)

Notify the termination of a thread.

Parameters

event: Exit thread event.

(type=ExitThreadEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Overrides: winappdbg.breakpoint.BreakpointContainer.notify exit thread

Warning: This method is meant to be used internally by the debugger.

notify unload dll(self, event)

Notify the unload of a module.

Parameters

event: Unload DLL event.

(type=UnloadDLLEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Overrides: winappdbg.breakpoint.BreakpointContainer.notify unload dll

Warning: This method is meant to be used internally by the debugger.
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notify rip(self, event)

Notify of a RIP event.

Parameters

event: RIP event.

(type=RIPEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.

notify debug control c(self, event)

Notify of a Debug Ctrl-C exception.

Parameters

event: Debug Ctrl-C exception event.

(type=ExceptionEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.

Note: This exception is only raised when a debugger is attached, and
applications are not supposed to handle it, so we need to handle it ourselves or
the application may crash.

See Also: http://msdn.microsoft.com/en-us/library/aa363082(VS.85).aspx
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notify ms vc exception(self, event)

Notify of a Microsoft Visual C exception.

Parameters

event: Microsoft Visual C exception event.

(type=ExceptionEvent)

Return Value

True to call the user-defined handle, False otherwise.

(type=bool)

Warning: This method is meant to be used internally by the debugger.

Note: This allows the debugger to understand the Microsoft Visual C thread
naming convention.

See Also: http://msdn.microsoft.com/en-us/library/xcb2z8hs.aspx

notify breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters

event: Breakpoint exception event.

(type=ExceptionEvent)

notify guard page(self, event)

Notify breakpoints of a guard page exception event.

Parameters

event: Guard page exception event.

(type=ExceptionEvent)

notify single step(self, event)

Notify breakpoints of a single step exception event.

Parameters

event: Single step exception event.

(type=ExceptionEvent)

Simple breakpoint use
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break at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

action: (Optional) Action callback function.

See define code breakpoint for more details.

(type=function)

See Also: stalk at, dont break at

dont break at(self, pid, address)

Clears a code breakpoint set by break at.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

dont hook function(self, pid, address)

Removes a function hook set by hook function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)
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dont watch buffer(self, pid, address, size)

Clears a page breakpoint set by watch buffer.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to stop watching.

(type=int)

size: Size in bytes of buffer to stop watching.

(type=int)

dont watch variable(self, tid, address)

Clears a hardware breakpoint set by watch variable.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to stop watching.

(type=int)
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hook function(self, pid, address, preCB=None, postCB=None,
paramCount=0)

Sets a function hook at the given address.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

preCB: (Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)

postCB: (Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...)

(type=function)

paramCount: (Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)
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unhook function(self, pid, address)

Removes a function hook set by hook function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

watch buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to watch.

(type=int)

size: Size in bytes of buffer to watch.

(type=int)

action: (Optional) Action callback function.

See define page breakpoint for more details.

(type=function)

See Also: dont watch variable
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watch variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to watch.

(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).

(type=int)

action: (Optional) Action callback function.

See define hardware breakpoint for more details.

(type=function)

See Also: dont watch variable

Stalking

dont stalk at(self, pid, address)

Clears a code breakpoint set by stalk at.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

dont stalk buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to stop watching.

(type=int)

size: Size in bytes of buffer to stop watching.

(type=int)
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dont stalk function(self, pid, address)

Removes a function hook set by stalk function.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

dont stalk variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to stop watching.

(type=int)

stalk at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of code instruction to break at.

(type=int)

action: (Optional) Action callback function.

See define code breakpoint for more details.

(type=function)

See Also: break at, dont stalk at
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stalk buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters

pid: Process global ID.

(type=int)

address: Memory address of buffer to watch.

(type=int)

size: Size in bytes of buffer to watch.

(type=int)

action: (Optional) Action callback function.

See define page breakpoint for more details.

(type=function)

See Also: dont watch variable
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stalk function(self, pid, address, preCB=None, postCB=None,
paramCount=0)

Sets a one-shot function hook at the given address.

Parameters

pid: Process global ID.

(type=int)

address: Function address.

(type=int)

preCB: (Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)

postCB: (Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (...)

(type=function)

paramCount: (Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORDs.

(type=int)
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stalk variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.

(type=int)

address: Memory address of variable to watch.

(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).

(type=int)

action: (Optional) Action callback function.

See define hardware breakpoint for more details.

(type=function)

See Also: dont watch variable

Tracing

get traced tids(self )

Retrieves the list of global IDs of all threads being traced.

Return Value

List of thread global IDs.

(type=list( int... ))

is tracing(self, tid)

Parameters

tid: Thread global ID.

(type=int)

Return Value

True if the thread is being traced, False otherwise.

(type=bool)

start tracing(self, tid)

Start tracing mode in the given thread.

Parameters

tid: Global ID of thread to start tracing.

(type=int)
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start tracing all(self )

Start tracing mode for all threads in all debugees.

start tracing process(self, pid)

Start tracing mode for all threads in the given process.

Parameters

pid: Global ID of process to start tracing.

(type=int)

stop tracing(self, tid)

Stop tracing mode in the given thread.

Parameters

tid: Global ID of thread to stop tracing.

(type=int)

stop tracing all(self )

Stop tracing mode for all threads in all debugees.

stop tracing process(self, pid)

Stop tracing mode for all threads in the given process.

Parameters

pid: Global ID of process to stop tracing.

(type=int)

Symbols
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resolve exported function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters

pid: Process global ID.

(type=int)

modName: Name of the module that exports the function.

(type=str)

procName: Name of the exported function to resolve.

(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)

resolve label(self, pid, label)

Resolves a label for the given process.

Parameters

pid: Process global ID.

(type=int)

label: Label to resolve.

(type=str)

Return Value

Memory address pointed to by the label.

(type=int)

Raises

ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define code breakpoint(self, dwProcessId, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

Return Value

The code breakpoint object.

(type=CodeBreakpoint)

See Also: has code breakpoint, get code breakpoint,
enable code breakpoint, enable one shot code breakpoint,
disable code breakpoint, erase code breakpoint
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define hardware breakpoint(self, dwThreadId, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address to watch.

(type=int)

triggerFlag: Trigger of breakpoint. Must be one of the following:

• BP BREAK ON EXECUTION

Break on code execution.

• BP BREAK ON WRITE

Break on memory read or write.

• BP BREAK ON ACCESS

Break on memory write.

(type=int)

sizeFlag: Size of breakpoint. Must be one of the following:

• BP WATCH BYTE

One (1) byte in size.

• BP WATCH WORD

Two (2) bytes in size.

• BP WATCH DWORD

Four (4) bytes in size.

• BP WATCH QWORD

Eight (8) bytes in size.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
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define page breakpoint(self, dwProcessId, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.

(type=int)

pages: Number of pages to watch.

(type=int)

condition: (Optional) Condition callback function.

The callback signature is:

def condition callback(event):

return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action callback(event):

pass # no return value

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

Return Value

The page breakpoint object.

(type=PageBreakpoint)

See Also: has page breakpoint, get page breakpoint,
enable page breakpoint, enable one shot page breakpoint,
disable page breakpoint, erase page breakpoint
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disable code breakpoint(self, dwProcessId, address)

Disables the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint

enable one shot code breakpoint, erase code breakpoint,

disable hardware breakpoint(self, dwThreadId, address)

Disables the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint

enable one shot hardware breakpoint, erase hardware breakpoint,

disable page breakpoint(self, dwProcessId, address)

Disables the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint

enable one shot page breakpoint, erase page breakpoint,
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enable code breakpoint(self, dwProcessId, address)

Enables the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
enable one shot code breakpoint, disable code breakpoint

erase code breakpoint,

enable hardware breakpoint(self, dwThreadId, address)

Enables the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable one shot hardware breakpoint,
disable hardware breakpoint erase hardware breakpoint,

Note: Do not set hardware breakpoints while processing the system
breakpoint event.

enable one shot code breakpoint(self, dwProcessId, address)

Enables the code breakpoint at the given address for only one shot.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint, disable code breakpoint

erase code breakpoint,
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enable one shot hardware breakpoint(self, dwThreadId, address)

Enables the hardware breakpoint at the given address for only one shot.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint,
disable hardware breakpoint erase hardware breakpoint,

enable one shot page breakpoint(self, dwProcessId, address)

Enables the page breakpoint at the given address for only one shot.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint, disable page breakpoint

erase page breakpoint,

enable page breakpoint(self, dwProcessId, address)

Enables the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable one shot page breakpoint,
disable page breakpoint erase page breakpoint,
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erase code breakpoint(self, dwProcessId, address)

Erases the code breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define code breakpoint, has code breakpoint,
get code breakpoint, enable code breakpoint,
enable one shot code breakpoint, disable code breakpoint

erase hardware breakpoint(self, dwThreadId, address)

Erases the hardware breakpoint at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get hardware breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint

erase page breakpoint(self, dwProcessId, address)

Erases the page breakpoint at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

See Also: define page breakpoint, has page breakpoint,
get page breakpoint, enable page breakpoint,
enable one shot page breakpoint, disable page breakpoint
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get code breakpoint(self, dwProcessId, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The code breakpoint object.

(type=CodeBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define code breakpoint, has code breakpoint,
enable code breakpoint, enable one shot code breakpoint,
disable code breakpoint, erase code breakpoint

get hardware breakpoint(self, dwThreadId, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has hardware breakpoint,
get code breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint,
erase hardware breakpoint
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get page breakpoint(self, dwProcessId, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address where the breakpoint is defined.

(type=int)

Return Value

The page breakpoint object.

(type=PageBreakpoint)

Warning: It’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has page breakpoint,
enable page breakpoint, enable one shot page breakpoint,
disable page breakpoint, erase page breakpoint

has code breakpoint(self, dwProcessId, address)

Checks if a code breakpoint is defined at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define code breakpoint, get code breakpoint,
erase code breakpoint, enable code breakpoint,
enable one shot code breakpoint, disable code breakpoint

240



Methods Class winappdbg.debug.Debug

has hardware breakpoint(self, dwThreadId, address)

Checks if a hardware breakpoint is defined at the given address.

Parameters

dwThreadId: Thread global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get hardware breakpoint,
erase hardware breakpoint, enable hardware breakpoint,
enable one shot hardware breakpoint, disable hardware breakpoint

has page breakpoint(self, dwProcessId, address)

Checks if a page breakpoint is defined at the given address.

Parameters

dwProcessId: Process global ID.

(type=int)

address: Memory address of breakpoint.

(type=int)

Return Value

True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase page breakpoint, enable page breakpoint,
enable one shot page breakpoint, disable page breakpoint

Listing breakpoints
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get all breakpoints(self )

Returns all breakpoint objects as a list of tuples.

Each tuple contains:

• Process global ID to which the breakpoint applies.

• Thread global ID to which the breakpoint applies, or None.

• The Breakpoint object itself.

Return Value

List of all breakpoints.

(type=list of tuple( pid, tid, bp ))

Note: If you’re only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

• get all code breakpoints

• get all page breakpoints

• get all hardware breakpoints

• get process code breakpoints

• get process page breakpoints

• get process hardware breakpoints

• get thread hardware breakpoints

get all code breakpoints(self )

Return Value

All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get all hardware breakpoints(self )

Return Value

All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))

get all page breakpoints(self )

Return Value

All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))
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get process breakpoints(self, dwProcessId)

Returns all breakpoint objects for the given process as a list of tuples.

Each tuple contains:

• Process global ID to which the breakpoint applies.

• Thread global ID to which the breakpoint applies, or None.

• The Breakpoint object itself.

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you’re only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

• get all code breakpoints

• get all page breakpoints

• get all hardware breakpoints

• get process code breakpoints

• get process page breakpoints

• get process hardware breakpoints

• get thread hardware breakpoints

get process code breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get process hardware breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))

See Also: get thread hardware breakpoints

get process page breakpoints(self, dwProcessId)

Parameters

dwProcessId: Process global ID.

(type=int)

Return Value

All page breakpoints for the given process.

(type=list of PageBreakpoint)

get thread hardware breakpoints(self, dwThreadId)

Parameters

dwThreadId: Thread global ID.

(type=int)

Return Value

All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get process hardware breakpoints

Batch operations on breakpoints

disable all breakpoints(self )

Disables all breakpoints in all processes.

See Also: disable code breakpoint, disable page breakpoint,
disable hardware breakpoint
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disable process breakpoints(self, dwProcessId)

Disables all breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

enable all breakpoints(self )

Enables all disabled breakpoints in all processes.

See Also: enable code breakpoint, enable page breakpoint,
enable hardware breakpoint

enable one shot all breakpoints(self )

Enables for one shot all disabled breakpoints in all processes.

See Also: enable one shot code breakpoint, enable one shot page breakpoint,
enable one shot hardware breakpoint

enable one shot process breakpoints(self, dwProcessId)

Enables for one shot all disabled breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

enable process breakpoints(self, dwProcessId)

Enables all disabled breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

erase all breakpoints(self )

Erases all breakpoints in all processes.

See Also: erase code breakpoint, erase page breakpoint,
erase hardware breakpoint
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erase process breakpoints(self, dwProcessId)

Erases all breakpoints for the given process.

Parameters

dwProcessId: Process global ID.

(type=int)

48.2 Properties

Name Description

Inherited from object
class

48.3 Class Variables

Name Description

BP BREAK ON IO ACC-
ESS

Value: 2

Breakpoint types
BP TYPE ANY To get all breakpoints

Value: 0 (type=int)
BP TYPE CODE To get code breakpoints only

Value: 1 (type=int)
BP TYPE HARDWARE To get hardware breakpoints only

Value: 3 (type=int)
BP TYPE PAGE To get page breakpoints only

Value: 2 (type=int)
Breakpoint states
BP STATE DISABLED Breakpoint is disabled.

Value: 0 (type=int)
BP STATE ENABLED Breakpoint is enabled.

Value: 1 (type=int)
BP STATE ONESHOT Breakpoint is enabled for one shot.

Value: 2 (type=int)
BP STATE RUNNING Breakpoint is running (recently hit).

Value: 3 (type=int)
Memory breakpoint trigger flags
BP BREAK ON ACCESS Break on memory read or write.

Value: 3 (type=int)
BP BREAK ON EXECU-
TION

Break on code execution.
Value: 0 (type=int)

continued on next page
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Name Description
BP BREAK ON WRITE Break on memory write.

Value: 1 (type=int)
Memory breakpoint size flags
BP WATCH BYTE Value: 0

BP WATCH DWORD Value: 3

BP WATCH QWORD Value: 2

BP WATCH WORD Value: 1

48.4 Instance Variables

Name Description

system A System snapshot that is automatically
updated for processes being debugged.
Processes not being debugged in this snapshot
may be outdated.
(type=System)
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49 Class winappdbg.event.Event

object

winappdbg.event.Event

Known Subclasses: winappdbg.event.NoEvent, winappdbg.event.CreateProcessEvent, winap-
pdbg.event.CreateThreadEvent, winappdbg.event.ExceptionEvent, winappdbg.event.ExitProcessEvent,
winappdbg.event.ExitThreadEvent, winappdbg.event.LoadDLLEvent, winappdbg.event.OutputDebugStringEv
winappdbg.event.RIPEvent, winappdbg.event.UnloadDLLEvent

Event object.

49.1 Methods

init (self, debug, raw)

x. init (...) initializes x; see x. class . doc for signature

Parameters

debug: Debug object that received the event.

(type=Debug)

raw: Raw DEBUG EVENT structure as used by the Win32 API.

(type=DEBUG EVENT)

Overrides: object. init

get event name(self )

Return Value

User-friendly name of the event.

(type=str)

get event description(self )

Return Value

User-friendly description of the event.

(type=str)

get event code(self )

Return Value

Debug event code as defined in the Win32 API.

(type=int)
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get code(self )

Alias of get event code for backwards compatibility with WinAppDbg
version 1.0. Will be phased out in the next version.

Return Value

Debug event code as defined in the Win32 API.

(type=int)

get pid(self )

Return Value

Process global ID where the event occured.

(type=int)

See Also: get process

get tid(self )

Return Value

Thread global ID where the event occured.

(type=int)

See Also: get thread

get process(self )

Return Value

Process where the event occured.

(type=Process)

See Also: get pid

get thread(self )

Return Value

Thread where the event occured.

(type=Thread)

See Also: get tid

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

49.2 Properties
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Name Description

Inherited from object
class

49.3 Class Variables

Name Description

eventMethod Method name to call when using EventHandler

subclasses.
Value: ’unknown event’ (type=str)

eventName User-friendly name of the event.
Value: ’Unknown event’ (type=str)

eventDescription User-friendly description of the event.
Value: ’A debug event of an unknown type

has occured.’ (type=str)

49.4 Instance Variables

Name Description

continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)

debug Debug object that received the event.
(type=Debug)

raw Raw DEBUG EVENT structure as used by the
Win32 API.
(type=DEBUG EVENT)
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50 Class winappdbg.event.EventFactory

object

winappdbg.event.EventFactory

Factory of Event objects.

50.1 Methods

get(cls, debug, raw)

Parameters

debug: Debug object that received the event.

(type=Debug)

raw: Raw DEBUG EVENT structure as used by the Win32 API.

(type=DEBUG EVENT)

Return Value

An Event object or one of it’s subclasses, depending on the event
type.

(type=Event)

new (typ, *args, **kwargs)

EventFactory is a singleton, you can’t really have multiple instances of it. To
create this effect, the new operator was overriden to return always the class
object instead of new instances.

Return Value

EventFactory class (NOT an instance)

(type=EventFactory)

Overrides: object. new

Inherited from object

delattr (), format (), getattribute (), hash (), init (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

50.2 Properties

Name Description

Inherited from object
continued on next page
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Name Description

class

50.3 Class Variables

Name Description

eventClasses Dictionary that maps event codes to Event

subclasses.
Value: {1: <class

’winappdbg.event.ExceptionEvent’>, 2:

<class ’... (type=dict( int → Event ))
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51 Class winappdbg.event.EventHandler

object

winappdbg.event.EventHandler

Base class for debug event handlers.

Your program should subclass it to implement it’s own event handling.

The signature for event handlers is the following:

def event handler(self, event):

Where event is an Event object.

Each event handler is named after the event they handle. This is the list of all valid event
handler names:

• event

Receives an Event object or an object of any of it’s subclasses, and handles any event
for which no handler was defined.

• unknown event

Receives an Event object or an object of any of it’s subclasses, and handles any event
unknown to the debugging engine. (This is not likely to happen unless the Win32
debugging API is changed in future versions of Windows).

• exception

Receives an ExceptionEvent object and handles any exception for which no handler
was defined. See above for exception handlers.

• unknown exception

Receives an ExceptionEvent object and handles any exception unknown to the debug-
ging engine. This usually happens for C++ exceptions, which are not standardized and
may change from one compiler to the next.

Currently we have partial support for C++ exceptions thrown by Microsoft compilers.

Also see: RaiseException()1

• create thread

Receives a CreateThreadEvent object.

• create process

Receives a CreateProcessEvent object.

• exit thread

Receives a ExitThreadEvent object.

• exit process

1http://msdn.microsoft.com/en-us/library/ms680552(VS.85).aspx
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Receives a ExitProcessEvent object.

• load dll

Receives a LoadDLLEvent object.

• unload dll

Receives an UnloadDLLEvent object.

• output string

Receives an OutputDebugStringEvent object.

• rip

Receives a RIPEvent object.

This is the list of all valid exception handler names (they all receive an ExceptionEvent

object):

• access violation

• array bounds exceeded

• breakpoint

• control c exit

• datatype misalignment

• debug control c

• float denormal operand

• float divide by zero

• float inexact result

• float invalid operation

• float overflow

• float stack check

• float underflow

• guard page

• illegal instruction

• in page error

• integer divide by zero

• integer overflow

• invalid disposition

• invalid handle

• ms vc exception

• noncontinuable exception

• possible deadlock

• privileged instruction

• single step
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• stack overflow

51.1 Methods

init (self )

x. init (...) initializes x; see x. class . doc for signature

Overrides: object. init extit(inherited documentation)

call (self, event)

Dispatch debug events.

Parameters

event: Event object.

(type=Event)

event(self, event)

Handler for events not handled by any other defined method.

Parameters

event: Event object.

(type=Event)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

51.2 Properties

Name Description

Inherited from object
class

51.3 Class Variables
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continued on next page
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Name Description

Name Description

apiHooks Dictionary that maps module names to tuples
of ( procedure name, parameter count ).
All procedures listed here will be hooked for
calls from the debuguee. When this happens,
the corresponding event handler is notified both
when the procedure is entered and when it’s left
by the debugee.
For example, if the procedure name is
”LoadLibraryEx” the event handler routines
must be defined as ”pre LoadLibraryEx” and
”post LoadLibraryEx” in your class.
The signature for the routines can be something
like this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address

argv = params[1:] # function parameters

# (...)

def post LoadLibrary(event, return value):

# (...)

But since you can also specify the number of
arguments, this signature works too (four
arguments in this case):

def pre LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):

szFilename = event.get process().peek string(lpFilename)

# (...)

Note that the number of parameters to pull
from the stack includes the return address. The
apiHooks dictionary for the example above
would look like this:

apiHook = {

"kernel32.dll" : (

# Procedure name Parameter count

( "LoadLibraryEx", 4 ),

# (more procedures can go here...)

),

# (more libraries can go here...)

}
For a more complete support of API hooking,
you can also check out Universal Hooker at
http://oss.coresecurity.com/projects/uhooker.htm
Value: {} (type=dict( str → tuple( str, int ) ))
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Name Description
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52 Class winappdbg.event.NoEvent

object

winappdbg.event.Event

winappdbg.event.NoEvent

No event.

Dummy Event object that can be used as a placeholder when no debug event has occured
yet. It’s never returned by the EventFactory.

52.1 Methods

init (self, debug, raw=None)

x. init (...) initializes x; see x. class . doc for signature

Parameters

debug: Debug object that received the event.

raw: Raw DEBUG EVENT structure as used by the Win32 API.

Overrides: object. init extit(inherited documentation)

len (self )

Always returns 0, so when evaluating the object as a boolean it’s always
False. This prevents Debug.cont from trying to continue a dummy event.

get event code(self )

Return Value

Debug event code as defined in the Win32 API.

(type=int)

Overrides: winappdbg.event.Event.get event code extit(inherited
documentation)

get pid(self )

Return Value

Process global ID where the event occured.

(type=int)

Overrides: winappdbg.event.Event.get pid extit(inherited documentation)
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get tid(self )

Return Value

Thread global ID where the event occured.

(type=int)

Overrides: winappdbg.event.Event.get tid extit(inherited documentation)

get process(self )

Return Value

Process where the event occured.

(type=Process)

Overrides: winappdbg.event.Event.get process extit(inherited documentation)

get thread(self )

Return Value

Thread where the event occured.

(type=Thread)

Overrides: winappdbg.event.Event.get thread extit(inherited documentation)

get code(self )

Alias of get event code for backwards compatibility with WinAppDbg
version 1.0. Will be phased out in the next version.

Return Value

Debug event code as defined in the Win32 API.

(type=int)

get event description(self )

Return Value

User-friendly description of the event.

(type=str)

get event name(self )

Return Value

User-friendly name of the event.

(type=str)

Inherited from object
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delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

52.2 Properties

Name Description

Inherited from object
class

52.3 Class Variables

Name Description

eventMethod Method name to call when using EventHandler

subclasses.
Value: ’no event’ (type=str)

eventName User-friendly name of the event.
Value: ’No event’ (type=str)

eventDescription User-friendly description of the event.
Value: ’No debug event has occured.’

(type=str)

52.4 Instance Variables

Name Description

continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)

debug Debug object that received the event.
(type=Debug)

raw Raw DEBUG EVENT structure as used by the
Win32 API.
(type=DEBUG EVENT)
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53 Class winappdbg.system.MemoryAddresses

object

winappdbg.system.MemoryAddresses

Class to manipulate memory addresses.

53.1 Methods

align address to page start(address)

Align the given address to the start of the page it occupies.

Parameters

address: Memory address.

(type=int)

Return Value

Aligned memory address.

(type=int)

align address to page end(address)

Align the given address to the end of the page it occupies.

Parameters

address: Memory address.

(type=int)

Return Value

Aligned memory address.

(type=int)
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align address range(cls, begin, end)

Align the given address range to the start and end of the page(s) it occupies.

Parameters

begin: Memory address of the beginning of the buffer.

(type=int)

end: Memory address of the end of the buffer.

(type=int)

Return Value

Aligned memory addresses.

(type=tuple( int, int ))

get buffer size in pages(cls, address, size)

Get the number of pages in use by the given buffer.

Parameters

address: Aligned memory address.

(type=int)

size: Buffer size.

(type=int)

Return Value

Buffer size in number of pages.

(type=int)

do ranges intersect(begin, end, old begin, old end)

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

53.2 Properties

Name Description

Inherited from object
class
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54 Class winappdbg.system.Module

object

winappdbg.system.SymbolContainer

winappdbg.system.Module

Interface to a DLL library loaded in the context of another process.

54.1 Methods

init (self, lpBaseOfDll, hFile=None, fileName=None, SizeOfImage=None,
EntryPoint=None, process=None)

x. init (...) initializes x; see x. class . doc for signature

Parameters

lpBaseOfDll: Base address of the module.

(type=str)

hFile: (Optional) Handle to the module file.

(type=FileHandle)

fileName: (Optional) Module filename.

(type=str)

SizeOfImage: (Optional) Size of the module.

(type=int)

EntryPoint: (Optional) Entry point of the module.

(type=int)

process: (Optional) Process where the module is loaded.

(type=Process)

Overrides: object. init

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Properties
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get base(self )

Return Value

Base address of the module. Returns None if unknown.

(type=int or None)

get size(self )

Return Value

Base size of the module. Returns None if unknown.

(type=int or None)

get entry point(self )

Return Value

Entry point of the module. Returns None if unknown.

(type=int or None)

get filename(self )

Return Value

Module filename. Returns None if unknown.

(type=str or None)

get name(self )

Return Value

Module name, as used in labels.

(type=str)

Warning: Names are NOT guaranteed to be unique.

If you need unique identification for a loaded module, use the base address
instead.

See Also: get label

get process(self )

Return Value

Parent Process object. Returns None on error.

(type=Process or None)
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get pid(self )

Return Value

Parent process global ID. Returns None on error.

(type=int or None)

Labels

match name(self, name)

Return Value

True if the given name could refer to this module. It may not be
exactly the same returned by get name.

(type=bool)

get label(self, function=None, offset=None)

Retrieves the label for the given function of this module or the module base
address if no function name is given.

Parameters

function: (Optional) Exported function name.

(type=str)

offset: (Optional) Offset from the module base address.

(type=int)

Return Value

Label for the module base address, plus the offset if given.

(type=str)
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get label at address(self, address, offset=None)

Creates a label from the given memory address.

If the address belongs to the module, the label is made relative to it’s base
address.

Parameters

address: Memory address.

(type=int)

offset: (Optional) Offset value.

(type=None or int)

Return Value

Label pointing to the given address.

(type=str)

is address here(self, address)

Tries to determine if the given address belongs to this module.

Parameters

address: Memory address.

(type=int)

Return Value

True if the address belongs to the module, False if it doesn’t, and
None if it can’t be determined.

(type=bool or None)

resolve(self, function)

Resolves a function exported by this module.

Parameters

function: str: Name of the function. int: Ordinal of the function.

(type=str or int)

Return Value

Memory address of the exported function in the process. Returns
None on error.

(type=int)
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resolve label(self, label)

Resolves a label for this module only. If the label refers to another module, an
exception is raised.

Parameters

label: Label to resolve.

(type=str)

Return Value

Memory address pointed to by the label.

(type=int)

Raises

ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Handle

open handle(self )

Opens a new handle to the module.

close handle(self )

Closes the handle to the module.

get handle(self )

Return Value

Handle to the module file.

(type=FileHandle)

Symbols

Inherited from winappdbg.system.SymbolContainer

get symbol at address(), get symbols(), iter symbols(), load symbols(), resolve symbol(),
unload symbols()

54.2 Properties

Name Description

Inherited from object
class
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54.3 Class Variables

Name Description

unknown Suggested tag for unknown modules.
Value: ’<unknown>’ (type=str)

54.4 Instance Variables

Name Description

EntryPoint Entry point of the module. Use
get entry point instead.
(type=int)

SizeOfImage Size of the module. Use get size instead.
(type=int)

fileName Module filename. Use get filename instead.
(type=str)

hFile Handle to the module file. Use get handle

instead.
(type=FileHandle)

lpBaseOfDll Base of DLL module. Use get base instead.
(type=int)

process Process where the module is loaded. Use
get process instead.
(type=Process)
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55 Class winappdbg.system.PathOperations

object

winappdbg.system.PathOperations

Static methods for filename and pathname manipulation.

55.1 Methods

pathname to filename(pathname)

Parameters

pathname: Absolute path.

(type=str)

Return Value

Relative path.

(type=str)

filename to pathname(filename)

Parameters

filename: Relative path.

(type=str)

Return Value

Absolute path.

(type=str)

path is relative(path)

Parameters

path: Absolute or relative path.

(type=str)

Return Value

True if the path is relative, False if it’s absolute.

(type=bool)

See Also: path is absolute

270



Methods Class winappdbg.system.PathOperations

path is absolute(path)

Parameters

path: Absolute or relative path.

(type=str)

Return Value

True if the path is absolute, False if it’s relative.

(type=bool)

See Also: path is relative

split extension(pathname)

Parameters

pathname: Absolute path.

(type=str)

Return Value

Tuple containing the file and extension components of the filename.

(type=tuple( str, str ))

split filename(pathname)

Parameters

pathname: Absolute path.

(type=str)

Return Value

Tuple containing the path to the file and the base filename.

(type=tuple( str, str ))

split path(path)

Parameters

path: Absolute or relative path.

(type=str)

Return Value

List of path components.

(type=list( str... ))

See Also: join path
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join path(*components)

Parameters

components: Path components.

(type=tuple( str... ))

Return Value

Absolute or relative path.

(type=str)

See Also: split path

native to win32 pathname(name)

Parameters

name: Native (NT) absolute pathname.

(type=str)

Return Value

Win32 absolute pathname.

(type=str)

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

55.2 Properties

Name Description

Inherited from object
class
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56 Class winappdbg.system.Process

object

winappdbg.system.MemoryOperations

object

winappdbg.system.ProcessDebugOperations

object

winappdbg.system.SymbolOperations

object

winappdbg.system.ThreadContainer

object

winappdbg.system.ModuleContainer

winappdbg.system.Process

Interface to a process. Contains threads and modules snapshots.

56.1 Methods

init (self, dwProcessId, hProcess=None, fileName=None)

x. init (...) initializes x; see x. class . doc for signature

Parameters

dwProcessId: Global process ID.

(type=int)

hProcess: Handle to the process.

(type=ProcessHandle)

fileName: (Optional) Filename of the main module.

(type=str)

Overrides: object. init
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get windows(self )

Return Value

Returns a list of windows handled by this process.

(type=list of Window)

clean exit(self, dwExitCode=0, bWait=False, dwTimeout=None)

Injects a new thread to call ExitProcess(). Optionally waits for the injected
thread to finish.

Parameters

dwExitCode: Process exit code.

(type=int)

bWait: True to wait for the process to finish. False to return
immediately.

(type=bool)

dwTimeout: (Optional) Timeout value in milliseconds. Ignored if
bWait is False.

(type=int)

Raises

WindowsError An exception is raised on error.

Warning: Setting bWait to True when the process is frozen by a debug event
will cause a deadlock in your debugger.

Inherited from winappdbg.system.MemoryOperations

get mapped filenames(), read string(), restore memory snapshot(), take memory snapshot()

Inherited from winappdbg.system.ProcessDebugOperations

get command line()

Inherited from winappdbg.system.SymbolOperations

get wow64 breakin breakpoint(), get wow64 system breakpoint(), get wow64 user breakpoint()

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Properties
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get pid(self )

Return Value

Process global ID.

(type=int)

get filename(self )

Return Value

Filename of the main module of the process.

(type=str)

is debugged(self )

Tries to determine if the process is being debugged by another process. It may
detect other debuggers besides WinAppDbg.

Return Value

True if the process has a debugger attached.

(type=bool)

Warning: May return inaccurate results when some anti-debug techniques
are used by the target process.

Note: To know if a process currently being debugged by a Debug object, call
Debug.is debugee instead.

is alive(self )

Return Value

True if the process is currently running.

(type=bool)

get exit code(self )

Return Value

Process exit code, or STILL ACTIVE if it’s still alive.

(type=int)

Warning: If a process returns STILL ACTIVE as it’s exit code, you may not be
able to determine if it’s active or not with this method. Use is alive to check
if the process is still active. Alternatively you can call get handle to get the
handle object and then ProcessHandle.wait on it to wait until the process
finishes running.

Inherited from winappdbg.system.ProcessDebugOperations
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get image base(), get image name(), get main module(), get peb(), get peb address(),
is wow64()

Instrumentation

wait(self, dwTimeout=None)

Waits for the process to finish executing.

Raises

WindowsError On error an exception is raised.

kill(self, dwExitCode=0)

Terminates the execution of the process.

Raises

WindowsError On error an exception is raised.

suspend(self )

Suspends execution on all threads of the process.

Raises

WindowsError On error an exception is raised.

resume(self )

Resumes execution on all threads of the process.

Raises

WindowsError On error an exception is raised.
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inject code(self, payload, lpParameter=0)

Injects relocatable code into the process memory and executes it.

Parameters

payload: Relocatable code to run in a new thread.

(type=str)

lpParameter: (Optional) Parameter to be pushed in the stack.

(type=int)

Return Value

The injected Thread object and the memory address where the code
was written.

(type=tuple( Thread, int ))

Raises

WindowsError An exception is raised on error.

See Also: inject dll
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inject dll(self, dllname, procname=None, lpParameter=0, bWait=True,
dwTimeout=None)

Injects a DLL into the process memory.

Parameters

dllname: Name of the DLL module to load.

(type=str)

procname: (Optional) Procedure to call when the DLL is loaded.

(type=str)

lpParameter: (Optional) Parameter to the procname procedure.

(type=int)

bWait: True to wait for the process to finish. False to
return immediately.

(type=bool)

dwTimeout: (Optional) Timeout value in milliseconds. Ignored if
bWait is False.

(type=int)

Raises

NotImplementedError The target platform is not supported.
Currently calling a procedure in the library is only supported in
the i386 architecture.

WindowsError An exception is raised on error.

Warning: Setting bWait to True when the process is frozen by a debug event
will cause a deadlock in your debugger.

See Also: inject code

Inherited from winappdbg.system.ThreadContainer

start thread()

Processes snapshot
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contains (self, anObject)

The same as: self.has thread(anObject) or self.has module(anObject)

Parameters

anObject: Object to look for. Can be a Thread, Module, thread
global ID or module base address.

(type=Thread, Module or int)

Return Value

True if the requested object was found in the snapshot.

(type=bool)

Overrides: winappdbg.system.ModuleContainer. contains

len (self )

Return Value

Count of Thread and Module objects in this snapshot.

(type=int)

Overrides: winappdbg.system.ModuleContainer. len

See Also: get thread count, get module count

iter (self )

Return Value

Iterator of Thread and Module objects in this snapshot. All threads
are iterated first, then all modules.

(type=iterator)

Overrides: winappdbg.system.ModuleContainer. iter

See Also: iter threads, iter modules

scan(self )

Populates the snapshot of threads and modules.

clear(self )

Clears the snapshot of threads and modules.

Handle

open handle(self )

Opens a new handle to the process.
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close handle(self )

Closes the handle to the process.

get handle(self )

Return Value

Handle to the process.

(type=ProcessHandle)

Memory mapping

Inherited from winappdbg.system.MemoryOperations

free(), get memory map(), is address commited(), is address copy on write(), is address executable(),
is address executable and writeable(), is address free(), is address guard(), is address readable(),
is address reserved(), is address valid(), is address writeable(), is pointer(), mal-
loc(), mprotect(), mquery()

Memory read

Inherited from winappdbg.system.MemoryOperations

peek(), peek char(), peek pointer(), peek string(), peek uint(), read(), read char(),
read pointer(), read structure(), read uint()

Memory write

Inherited from winappdbg.system.MemoryOperations

poke(), poke char(), poke pointer(), poke uint(), write(), write char(), write pointer(),
write uint()

Disassembly

Inherited from winappdbg.system.ProcessDebugOperations

disassemble(), disassemble around(), disassemble around pc(), disassemble current(),
disassemble instruction(), disassemble string()

Debugging

Inherited from winappdbg.system.ProcessDebugOperations

debug break(), flush instruction cache(), peek pointers in data()

Inherited from winappdbg.system.SymbolOperations

get breakin breakpoint(), get system breakpoint(), get user breakpoint(), is system defined breakpoin

Labels
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Inherited from winappdbg.system.SymbolOperations

get label at address(), parse label(), resolve label(), sanitize label(), split label(),
split label fuzzy(), split label strict()

Symbols

Inherited from winappdbg.system.SymbolOperations

get symbol at address(), get symbols(), iter symbols(), load symbols(), resolve symbol(),
unload symbols()

Threads snapshot

Inherited from winappdbg.system.ThreadContainer

clear dead threads(), clear threads(), close thread handles(), find threads by name(),
get thread(), get thread count(), get thread ids(), has thread(), iter thread ids(),
iter threads(), scan threads()

Event notifications (private)

notify create process(self, event)

Notify the creation of a new process.

This is done automatically by the Debug class, you shouldn’t need to call it
yourself.

Parameters

event: Create process event.

(type=CreateProcessEvent)

Overrides: winappdbg.system.ModuleContainer.notify create process

Inherited from winappdbg.system.ThreadContainer

notify create thread(), notify exit thread()

Inherited from winappdbg.system.ModuleContainer

notify load dll(), notify unload dll()

Modules snapshot

Inherited from winappdbg.system.ModuleContainer

clear modules(), get module(), get module at address(), get module bases(), get module by name(),
get module count(), has module(), iter module addresses(), iter modules(), scan modules()

56.2 Properties
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Name Description

Inherited from object
class

56.3 Instance Variables

Name Description

dwProcessId Global process ID. Use get pid instead.
(type=int)

fileName Filename of the main module. Use
get filename instead.
(type=str)

hProcess Handle to the process. Use get handle instead.
(type=ProcessHandle)
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57 Class winappdbg.system.System

object

winappdbg.system.ProcessContainer

winappdbg.system.System

Interface to a batch of processes, plus some system wide settings. Contains a snapshot of
processes.

57.1 Methods

Inherited from winappdbg.system.ProcessContainer

contains (), init (), iter (), len (), get windows()

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Global settings

request debug privileges(bIgnoreExceptions=False)

Requests debug privileges.

This may be needed to debug processes running as SYSTEM (such as services)
since Windows XP.
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set kill on exit mode(bKillOnExit=False)

Automatically detach from processes when the current thread dies.

Works on the following platforms:

• Microsoft Windows XP and above.

• Wine (Windows Emulator).

Fails on the following platforms:

• Microsoft Windows 2000 and below.

• ReactOS.

Parameters

bKillOnExit: True to automatically kill processes when the
debugger thread dies. False to automatically detach
from processes when the debugger thread dies.

(type=bool)

Return Value

True on success, False on error.

(type=bool)

enable step on branch mode()

When tracing, call this on every single step event for step on branch mode.

Raises

WindowsError Raises ERROR DEBUGGER INACTIVE if the debugger is
not attached to least one process.

Warning: This has a HARDCODED value for a machine specific register
(MSR). It could potentially brick your machine. It works on my machine, but
your mileage may vary.

Note: It doesn’t seem to work in VirtualBox machines. Maybe it fails in other
virtualization/emulation environments, no extensive testing was made so far.

Instrumentation

Inherited from winappdbg.system.ProcessContainer

argv to cmdline(), cmdline to argv(), start process()

Processes snapshot

Inherited from winappdbg.system.ProcessContainer

clear(), clear dead processes(), clear processes(), clear unattached processes(), close process and thread
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close process handles(), find processes by filename(), get pid from tid(), get process(),
get process count(), get process ids(), has process(), iter process ids(), iter processes(),
scan(), scan processes(), scan processes fast()

Threads snapshots

Inherited from winappdbg.system.ProcessContainer

get thread(), get thread count(), get thread ids(), has thread(), scan processes and threads()

Modules snapshots

Inherited from winappdbg.system.ProcessContainer

find modules by address(), find modules by base(), find modules by name(), get module count(),
scan modules()

Event notifications (private)

Inherited from winappdbg.system.ProcessContainer

notify create process(), notify exit process()

57.2 Properties

Name Description

Inherited from object
class

57.3 Class Variables

Name Description

bits Size of the machine word in bits for the current
architecture. For more details see
win32.version.get bits.
Value: 32 (type=int)

os Name of the Windows version we’re runing on.
For more details see win32.version.get os.
Value: ’Windows XP’ (type=str)

wow64 True if the debugger is a 32 bits process
running in a 64 bits version of Windows, False
otherwise.
Value: False (type=bool)

Global settings
continued on next page
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Name Description
arch Name of the processor architecture we’re

running on. For more details see
win32.version.get arch.
Value: ’i386’ (type=str)

pageSize Page size in bytes. Defaults to 0x1000 but it’s
automatically updated on runtime when
importing the module.
Value: 4096 (type=int)
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58 Class winappdbg.system.Thread

object

winappdbg.system.ThreadDebugOperations

winappdbg.system.Thread

Interface to a thread in another process.

58.1 Methods

init (self, dwThreadId, hThread=None, process=None)

x. init (...) initializes x; see x. class . doc for signature

Parameters

dwThreadId: Global thread ID.

(type=int)

hThread: (Optional) Handle to the thread.

(type=ThreadHandle)

process: (Optional) Parent Process object.

(type=Process)

Overrides: object. init

get windows(self )

Return Value

Returns a list of windows handled by this thread.

(type=list of Window)

get gp(self )

Return Value

Value of the GP register.

(type=int)

287



Methods Class winappdbg.system.Thread

set gp(self, gp)

Sets the value of the frame pointer register.

Parameters

gp: Value of the GP register.

(type=int)

get rp(self )

Return Value

Value of the RP register.

(type=int)

set rp(self, rp)

Sets the value of the RP register.

Parameters

rp: Value of the RP register.

(type=int)

Inherited from winappdbg.system.ThreadDebugOperations

peek stack qwords(), read stack qwords()

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

Properties

get process(self )

Return Value

Parent Process object.

(type=Process)
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get pid(self )

Return Value

Parent process global ID.

(type=int)

Raises

WindowsError An error occured when calling a Win32 API function.

RuntimeError The parent process ID can’t be found.

get tid(self )

Return Value

Thread global ID.

(type=int)

get name(self )

Return Value

Thread name, or None if the thread is nameless.

(type=str)

set name(self, name=None)

Sets the thread’s name.

Parameters

name: Thread name, or None if the thread is nameless.

(type=str)

is alive(self )

Return Value

True if the thread if currently running.

(type=bool)

get exit code(self )

Return Value

Thread exit code, or STILL ACTIVE if it’s still alive.

(type=int)

Inherited from winappdbg.system.ThreadDebugOperations

get teb(), get teb address(), is wow64()
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Instrumentation

wait(self, dwTimeout=None)

Waits for the thread to finish executing.

Parameters

dwTimeout: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

kill(self, dwExitCode=0)

Terminates the thread execution.

Parameters

dwExitCode: (Optional) Thread exit code.

(type=int)

Note: If the lpInjectedMemory member contains a valid pointer, the memory
is freed.

suspend(self )

Suspends the thread execution.

Return Value

Suspend count. If zero, the thread is running.

(type=int)

resume(self )

Resumes the thread execution.

Return Value

Suspend count. If zero, the thread is running.

(type=int)

Registers

290



Methods Class winappdbg.system.Thread

get context(self, ContextFlags=None)

Parameters

ContextFlags: Optional, specify which registers to retrieve.
Defaults to win32.CONTEXT ALL which retrieves all
registes for the current platform.

(type=int)

Return Value

Dictionary mapping register names to their values.

(type=dict( str → int ))

See Also: set context

set context(self, context)

Sets the values of the registers.

Parameters

context: Dictionary mapping register names to their values.

(type=dict( str → int ))

See Also: get context

get register(self, register)

Parameters

register: Register name.

(type=str)

Return Value

Value of the requested register.

(type=int)

set register(self, register, value)

Sets the value of a specific register.

Parameters

register: Register name.

(type=str)

Return Value

Register value.

(type=int)
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get pc(self )

Return Value

Value of the program counter register.

(type=int)

set pc(self, pc)

Sets the value of the program counter register.

Parameters

pc: Value of the program counter register.

(type=int)

get fp(self )

Return Value

Value of the frame pointer register.

(type=int)

set fp(self, fp)

Sets the value of the frame pointer register.

Parameters

fp: Value of the frame pointer register.

(type=int)

get sp(self )

Return Value

Value of the stack pointer register.

(type=int)

set sp(self, sp)

Sets the value of the stack pointer register.

Parameters

sp: Value of the stack pointer register.

(type=int)
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get flags(self, FlagMask=4294967295)

Parameters

FlagMask: (Optional) Bitwise-AND mask.

(type=int)

Return Value

Flags register contents, optionally masking out some bits.

(type=int)

set flags(self, eflags, FlagMask=4294967295)

Sets the flags register, optionally masking some bits.

Parameters

eflags: Flags register contents.

(type=int)

FlagMask: (Optional) Bitwise-AND mask.

(type=int)

get flag value(self, FlagBit)

Parameters

FlagBit: One of the Flags.

(type=int)

Return Value

Boolean value of the requested flag.

(type=bool)

set flag value(self, FlagBit, FlagValue)

Sets a single flag, leaving the others intact.

Parameters

FlagBit: One of the Flags.

(type=int)

FlagValue: Boolean value of the flag.

(type=bool)
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get zf(self )

Return Value

Boolean value of the Zero flag.

(type=bool)

get cf(self )

Return Value

Boolean value of the Carry flag.

(type=bool)

get sf(self )

Return Value

Boolean value of the Sign flag.

(type=bool)

get df(self )

Return Value

Boolean value of the Direction flag.

(type=bool)

get tf(self )

Return Value

Boolean value of the Trap flag.

(type=bool)

clear zf(self )

Clears the Zero flag.

clear cf(self )

Clears the Carry flag.

clear sf(self )

Clears the Sign flag.

clear df(self )

Clears the Direction flag.
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clear tf(self )

Clears the Trap flag.

set zf(self )

Sets the Zero flag.

set cf(self )

Sets the Carry flag.

set sf(self )

Sets the Sign flag.

set df(self )

Sets the Direction flag.

set tf(self )

Sets the Trap flag.

Handle

open handle(self, dwDesiredAccess=2035711)

Opens a new handle to the thread.

close handle(self )

Closes the handle to the thread.

get handle(self )

Return Value

Handle to the thread.

(type=ThreadHandle)

Disassembly

Inherited from winappdbg.system.ThreadDebugOperations

disassemble(), disassemble around(), disassemble around pc(), disassemble current(),
disassemble instruction(), disassemble string()

Stack
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Inherited from winappdbg.system.ThreadDebugOperations

get stack frame(), get stack frame range(), get stack range(), get stack trace(), get stack trace with lab
peek stack data(), peek stack dwords(), read stack data(), read stack dwords()

Miscellaneous

Inherited from winappdbg.system.ThreadDebugOperations

get label at pc(), get linear address(), get seh chain(), get wait chain(), peek code bytes(),
peek pointers in data(), peek pointers in registers(), read code bytes()

58.2 Properties

Name Description

Inherited from object
class

58.3 Instance Variables

Name Description

dwThreadId Global thread ID. Use get tid instead.
(type=int)

hThread Handle to the thread. Use get handle instead.
(type=ThreadHandle)

pInjectedMemory If the thread was created by
Process.inject code, this member contains a
pointer to the memory buffer for the injected
code. Otherwise it’s None.
The kill method uses this member to free the
buffer when the injected thread is killed.
(type=int)

process Parent process object. Use get process

instead.
(type=Process)
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59 Class winappdbg.system.Thread.Flags

object

winappdbg.system.Thread.Flags

Commonly used processor flags

59.1 Methods

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

59.2 Properties

Name Description

Inherited from object
class

59.3 Class Variables

Name Description

Overflow Value: 2048

Direction Value: 1024

Interrupts Value: 512

Trap Value: 256

Sign Value: 128

Zero Value: 64

Auxiliary Value: 16

Parity Value: 4

Carry Value: 1
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60 Class winappdbg.textio.CrashDump

object

winappdbg.textio.CrashDump

Static functions for crash dumps.

60.1 Methods

dump flags(efl)

Dump the x86 processor flags. The output mimics that of the WinDBG
debugger.

Parameters

efl: Value of the eFlags register.

(type=int)

Return Value

Text suitable for logging.

(type=str)

dump registers(cls, registers)

Dump the x86 processor register values. The output mimics that of the
WinDBG debugger.

Parameters

registers: Dictionary mapping register names to their values.

(type=dict( str → int ))

Return Value

Text suitable for logging.

(type=str)
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dump registers peek(registers, data, separator=’ ’, width=16)

Dump data pointed to by the given registers, if any.

Parameters

registers: Dictionary mapping register names to their values. This
value is returned by Thread.get context.

(type=dict( str → int ))

data: Dictionary mapping register names to the data they
point to. This value is returned by
Thread.peek pointers in registers.

(type=dict( str → str ))

Return Value

Text suitable for logging.

(type=str)

dump data peek(data, base=0, separator=’ ’, width=16)

Dump data from pointers guessed within the given binary data.

Parameters

data: Dictionary mapping offsets to the data they point to.

(type=str)

base: Base offset.

(type=int)

Return Value

Text suitable for logging.

(type=str)

dump stack peek(data, separator=’ ’, width=16)

Dump data from pointers guessed within the given stack dump.

Parameters

data: Dictionary mapping stack offsets to the data they point to.

(type=str)

Return Value

Text suitable for logging.

(type=str)
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dump stack trace(stack trace)

Dump a stack trace, as returned by Thread.get stack trace with the
bUseLabels parameter set to False.

Parameters

stack trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str ))

Return Value

Text suitable for logging.

(type=str)

dump stack trace with labels(stack trace)

Dump a stack trace, as returned by Thread.get stack trace with labels.

Parameters

stack trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str ))

Return Value

Text suitable for logging.

(type=str)

dump code(disassembly, pc=None, bLowercase=True)

Dump a disassembly. Optionally mark where the program counter is.

Parameters

disassembly: Disassembly dump as returned by
Process.disassemble or
Thread.disassemble around pc.

(type=list of tuple( int, int, str, str ))

pc: (Optional) Program counter.

(type=int)

bLowercase: (Optional) If True convert the code to lowercase.

(type=bool)

Return Value

Text suitable for logging.

(type=str)
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dump code line(disassembly line, bShowAddress=True, bShowDump=True,
bLowercase=True, dwDumpWidth=None, dwCodeWidth=None)

Dump a single line of code. To dump a block of code use dump code.

Parameters

disassembly line: Single item of the list returned by
Process.disassemble or
Thread.disassemble around pc.

(type=tuple( int, int, str, str ))

bShowAddress: (Optional) If True show the memory address.

(type=bool)

bShowDump: (Optional) If True show the hexadecimal
dump.

(type=bool)

bLowercase: (Optional) If True convert the code to
lowercase.

(type=bool)

dwDumpWidth: (Optional) Width in characters of the hex
dump.

(type=int or None)

dwCodeWidth: (Optional) Width in characters of the code.

(type=int or None)

Return Value

Text suitable for logging.

(type=str)
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dump memory map(memoryMap, mappedFilenames=None)

Dump the memory map of a process. Optionally show the filenames for
memory mapped files as well.

Parameters

memoryMap: Memory map returned by
Process.get memory map.

(type=list( win32.MemoryBasicInformation ))

mappedFilenames: (Optional) Memory mapped filenames returned
by Process.get mapped filenames.

(type=dict( int → str ))

Return Value

Text suitable for logging.

(type=str)

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

60.2 Properties

Name Description

Inherited from object
class

60.3 Class Variables

Name Description

reg template Template for the dump registers method.
Value: {’amd64’: ’rax=%(Rax).16x

rbx=%(Rbx).16x rcx=%(Rcx).16x\n...
(type=str)
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61 Class winappdbg.textio.DebugLog

object

winappdbg.textio.DebugLog

Static functions for debug logging.

61.1 Methods

log text(text)

Log lines of text, inserting a timestamp.

Parameters

text: Text to log.

(type=str)

Return Value

Log line.

(type=str)

log event(cls, event, text)

Log lines of text associated with a debug event.

Parameters

event: Event object.

(type=Event)

text: Text to log.

(type=str)

Return Value

Log line.

(type=str)

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

61.2 Properties
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Name Description

Inherited from object
class
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62 Class winappdbg.textio.HexDump

object

winappdbg.textio.HexDump

Static functions for hexadecimal dumps.

62.1 Methods

integer(cls, integer)

Parameters

integer: Integer.

(type=int)

Return Value

Text output.

(type=str)

address(cls, address)

Parameters

address: Memory address.

(type=int)

Return Value

Text output.

(type=str)

printable(data)

Replace unprintable characters with dots.

Parameters

data: Binary data.

(type=str)

Return Value

Printable text.

(type=str)
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hexadecimal(data, separator=’’)

Convert binary data to a string of hexadecimal numbers.

Parameters

data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)

Return Value

Hexadecimal representation.

(type=str)

hexa word(data, separator=’ ’)

Convert binary data to a string of hexadecimal WORDs.

Parameters

data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each WORD.

(type=str)

Return Value

Hexadecimal representation.

(type=str)

hexa dword(data, separator=’ ’)

Convert binary data to a string of hexadecimal DWORDs.

Parameters

data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each DWORD.

(type=str)

Return Value

Hexadecimal representation.

(type=str)
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hexa qword(data, separator=’ ’)

Convert binary data to a string of hexadecimal QWORDs.

Parameters

data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each QWORD.

(type=str)

Return Value

Hexadecimal representation.

(type=str)

hexline(cls, data, separator=’ ’, width=None)

Dump a line of hexadecimal numbers from binary data.

Parameters

data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)

width: (Optional) Maximum number of characters to convert
per text line. This value is also used for padding.

(type=int)

Return Value

Multiline output text.

(type=str)
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hexblock(cls, data, address=None, separator=’ ’, width=8)

Dump a block of hexadecimal numbers from binary data. Also show a
printable text version of the data.

Parameters

data: Binary data.

(type=str)

address: Memory address where the data was read from.

(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)

width: (Optional) Maximum number of characters to convert
per text line.

(type=int)

Return Value

Multiline output text.

(type=str)
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hexblock cb(cls, callback, data, address=None, width=16, cb args=(),
cb kwargs={})

Dump a block of binary data using a callback function to convert each line of
text.

Parameters

callback: Callback function to convert each line of data.

(type=function)

data: Binary data.

(type=str)

address: (Optional) Memory address where the data was read
from.

(type=str)

cb args: (Optional) Arguments to pass to the callback function.

(type=str)

cb kwargs: (Optional) Keyword arguments to pass to the callback
function.

(type=str)

width: (Optional) Maximum number of bytes to convert per
text line.

(type=int)

Return Value

Multiline output text.

(type=str)
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hexblock byte(cls, data, address=None, separator=’ ’, width=16)

Dump a block of hexadecimal BYTEs from binary data.

Parameters

data: Binary data.

(type=str)

address: Memory address where the data was read from.

(type=str)

separator: Separator between the hexadecimal representation of
each BYTE.

(type=str)

width: (Optional) Maximum number of BYTEs to convert per
text line.

(type=int)

Return Value

Multiline output text.

(type=str)

hexblock word(cls, data, address=None, separator=’ ’, width=8)

Dump a block of hexadecimal WORDs from binary data.

Parameters

data: Binary data.

(type=str)

address: Memory address where the data was read from.

(type=str)

separator: Separator between the hexadecimal representation of
each WORD.

(type=str)

width: (Optional) Maximum number of WORDs to convert per
text line.

(type=int)

Return Value

Multiline output text.

(type=str)
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hexblock dword(cls, data, address=None, separator=’ ’, width=4)

Dump a block of hexadecimal DWORDs from binary data.

Parameters

data: Binary data.

(type=str)

address: Memory address where the data was read from.

(type=str)

separator: Separator between the hexadecimal representation of
each DWORD.

(type=str)

width: (Optional) Maximum number of DWORDs to convert
per text line.

(type=int)

Return Value

Multiline output text.

(type=str)

hexblock qword(cls, data, address=None, separator=’ ’, width=2)

Dump a block of hexadecimal QWORDs from binary data.

Parameters

data: Binary data.

(type=str)

address: Memory address where the data was read from.

(type=str)

separator: Separator between the hexadecimal representation of
each QWORD.

(type=str)

width: (Optional) Maximum number of QWORDs to convert
per text line.

(type=int)

Return Value

Multiline output text.

(type=str)

Inherited from object
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delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

62.2 Properties

Name Description

Inherited from object
class

62.3 Class Variables

Name Description

integer size Size in characters of an outputted integer. This
value is platform dependent.
Value: 8 (type=int)

address size Size in characters of an outputted address. This
value is platform dependent.
Value: 8 (type=int)
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63 Class winappdbg.textio.HexInput

object

winappdbg.textio.HexInput

Static functions for user input parsing. The counterparts for each method are in the
HexOutput class.

63.1 Methods

integer(token)

Convert numeric strings into integers.

Parameters

token: String to parse.

(type=str)

Return Value

Parsed integer value.

(type=int)

address(token)

Convert numeric strings into memory addresses.

Parameters

token: String to parse.

(type=str)

Return Value

Parsed integer value.

(type=int)

hexadecimal(token)

Convert a strip of hexadecimal numbers into binary data.

Parameters

token: String to parse.

(type=str)

Return Value

Parsed string value.

(type=str)
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pattern(token)

Convert an hexadecimal search pattern into a POSIX regular expression.

For example, the following pattern:

"B8 0? ?0 ?? ??"

Would match the following data:

"B8 0D F0 AD BA" # mov eax, 0xBAADF00D

Parameters

token: String to parse.

(type=str)

Return Value

Parsed string value.

(type=str)

integer list file(cls, filename)

Read a list of integers from a file.

The file format is:

• # anywhere in the line begins a comment

• leading and trailing spaces are ignored

• empty lines are ignored

• integers can be specified as:

– decimal numbers (”100” is 100)

– hexadecimal numbers (”0x100” is 256)

– binary numbers (”0b100” is 4)

– octal numbers (”0100” is 64)

Parameters

filename: Name of the file to read.

(type=str)

Return Value

List of integers read from the file.

(type=list( int ))
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string list file(cls, filename)

Read a list of string values from a file.

The file format is:

• # anywhere in the line begins a comment

• leading and trailing spaces are ignored

• empty lines are ignored

• strings cannot span over a single line

Parameters

filename: Name of the file to read.

(type=str)

Return Value

List of integers and strings read from the file.

(type=list)

mixed list file(cls, filename)

Read a list of mixed values from a file.

The file format is:

• # anywhere in the line begins a comment

• leading and trailing spaces are ignored

• empty lines are ignored

• strings cannot span over a single line

• integers can be specified as:

– decimal numbers (”100” is 100)

– hexadecimal numbers (”0x100” is 256)

– binary numbers (”0b100” is 4)

– octal numbers (”0100” is 64)

Parameters

filename: Name of the file to read.

(type=str)

Return Value

List of integers and strings read from the file.

(type=list)

Inherited from object
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delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

63.2 Properties

Name Description

Inherited from object
class
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64 Class winappdbg.textio.HexOutput

object

winappdbg.textio.HexOutput

Static functions for user output parsing. The counterparts for each method are in the
HexInput class.

64.1 Methods

integer(cls, integer)

Parameters

integer: Integer.

(type=int)

Return Value

Text output.

(type=str)

address(cls, address)

Parameters

address: Memory address.

(type=int)

Return Value

Text output.

(type=str)

hexadecimal(data)

Convert binary data to a string of hexadecimal numbers.

Parameters

data: Binary data.

(type=str)

Return Value

Hexadecimal representation.

(type=str)
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integer list file(cls, filename, values)

Write a list of integers to a file. If a file of the same name exists, it’s contents
are replaced.

See HexInput.integer list file for a description of the file format.

Parameters

filename: Name of the file to write.

(type=str)

values: List of integers to write to the file.

(type=list( int ))

string list file(cls, filename, values)

Write a list of strings to a file. If a file of the same name exists, it’s contents
are replaced.

See HexInput.string list file for a description of the file format.

Parameters

filename: Name of the file to write.

(type=str)

values: List of strings to write to the file.

(type=list( int ))

mixed list file(cls, filename, values)

Write a list of mixed values to a file. If a file of the same name exists, it’s
contents are replaced.

See HexInput.mixed list file for a description of the file format.

Parameters

filename: Name of the file to write.

(type=str)

values: List of mixed values to write to the file.

(type=list( int ))

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()
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64.2 Properties

Name Description

Inherited from object
class

64.3 Class Variables

Name Description

integer size Size in characters of an outputted integer. This
value is platform dependent.
Value: 10 (type=int)

address size Size in characters of an outputted address. This
value is platform dependent.
Value: 10 (type=int)
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65 Class winappdbg.textio.Logger

object

winappdbg.textio.Logger

Logs text to standard output and/or a text file.

65.1 Methods

init (self, logfile=None, verbose=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

logfile: Append messahes to this text file.

(type=str or None)

verbose: True to print messages to standard output.

(type=bool)

Overrides: object. init

log text(self, text)

Log lines of text, inserting a timestamp.

Parameters

text: Text to log.

(type=str)

log event(self, event, text)

Log lines of text associated with a debug event.

Parameters

event: Event object.

(type=Event)

text: Text to log.

(type=str)

log exc(self )

Log lines of text associated with the last Python exception.

Inherited from object
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delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

65.2 Properties

Name Description

Inherited from object
class

65.3 Instance Variables

Name Description

fd File object where log messages are printed to.
None if no log file is used.
(type=file)

logfile Append messahes to this text file.
(type=str or None)

verbose True to print messages to standard output.
(type=bool)
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66 Class winappdbg.textio.Table

object

winappdbg.textio.Table

Text based table. The number of columns and the width of each column is automatically
calculated.

66.1 Methods

init (self, sep=’ ’)

x. init (...) initializes x; see x. class . doc for signature

Parameters

sep: Separator between cells in each row.

(type=str)

Overrides: object. init

addRow(self, *row)

Add a row to the table. All items are converted to strings.

Parameters

row: Each argument is a cell in the table.

(type=tuple)

justify(self, column, direction)

Make the text in a column left or right justified.

Parameters

column: Index of the column.

(type=int)

direction: 1 to justify left, -1 to justify right.

(type=int)

Raises

IndexError Bad column index.

ValueError Bad direction value.
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getOutput(self )

Get the text output for the table.

Return Value

Text output.

(type=str)

yieldOutput(self )

Generate the text output for the table.

Return Value

Text output.

(type=generator of str)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

66.2 Properties

Name Description

Inherited from object
class
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67 Class winappdbg.win32.advapi32.LUID

object

??. CData

ctypes.Structure

winappdbg.win32.advapi32.LUID

67.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

67.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

67.3 Class Variables

Name Description

fields Value: [(’LowPart’, <class

’ctypes.c ulong’>), (’HighPart’,

<cla...

HighPart Value: <Field type=c long, ofs=4,

size=4>

LowPart Value: <Field type=c ulong, ofs=0,

size=4>
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68 Class winappdbg.win32.advapi32.LUID AND ATTRIBUTES

object

??. CData

ctypes.Structure

winappdbg.win32.advapi32.LUID AND ATTRIBUTES

68.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

68.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

68.3 Class Variables

Name Description

fields Value: [(’Luid’, <class

’winappdbg.win32.advapi32.LUID’>),

(’Att...

Attributes Value: <Field type=c ulong, ofs=8,

size=4>

Luid Value: <Field type=LUID, ofs=0, size=8>
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69 Class winappdbg.win32.advapi32.PLUID

object

??. CData

ctypes. Pointer

winappdbg.win32.advapi32.PLUID

69.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

69.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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70 Class winappdbg.win32.advapi32.PTOKEN PRIVILEGES

object

??. CData

ctypes. Pointer

winappdbg.win32.advapi32.PTOKEN PRIVILEGES

70.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

70.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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71 Class winappdbg.win32.advapi32.PWAITCHAIN NODE INFO

object

??. CData

ctypes. Pointer

winappdbg.win32.advapi32.PWAITCHAIN NODE INFO

71.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

71.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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72 Class winappdbg.win32.advapi32.TOKEN PRIVILEGES

object

??. CData

ctypes.Structure

winappdbg.win32.advapi32.TOKEN PRIVILEGES

72.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

72.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

72.3 Class Variables

Name Description

fields Value: [(’PrivilegeCount’, <class

’ctypes.c ulong’>), (’Privileg...

PrivilegeCount Value: <Field type=c ulong, ofs=0,

size=4>

Privileges Value: <Field type=LUID AND ATTRIBUTES,

ofs=4, size=12>
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73 Class winappdbg.win32.advapi32.WAITCHAIN NODE INFO

object

??. CData

ctypes.Structure

winappdbg.win32.advapi32.WAITCHAIN NODE INFO

73.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

73.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

73.3 Class Variables

Name Description

fields Value: [(’ObjectType’, <class

’ctypes.c ulong’>), (’ObjectStatus...

ObjectStatus Value: <Field type=c ulong, ofs=4,

size=4>

ObjectType Value: <Field type=c ulong, ofs=0,

size=4>

continued on next page
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Name Description
u Value: <Field

type= WAITCHAIN NODE INFO UNION, ofs=8,

size=272>
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74 Class winappdbg.win32.context amd64.Context

object

dict

winappdbg.win32.context amd64.Context

74.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

74.2 Properties

Name Description

pc
sp
fp
Inherited from object

class

74.3 Class Variables

Name Description

arch Value: ’amd64’

Inherited from dict
hash
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75 Class winappdbg.win32.context amd64.Context

object

dict

winappdbg.win32.context amd64.Context

75.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

75.2 Properties

Name Description

pc
sp
fp
Inherited from object

class

75.3 Class Variables

Name Description

arch Value: ’amd64’

Inherited from dict
hash
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76 Class winappdbg.win32.context amd64.LDT ENTRY

object

??. CData

ctypes.Structure

winappdbg.win32.context amd64.LDT ENTRY

76.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

76.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

76.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’LimitLow’, <class

’ctypes.c ushort’>), (’BaseLow’, <cl...

BaseLow Value: <Field type=c ushort, ofs=2,

size=2>

HighWord Value: <Field type= LDT ENTRY HIGHWORD ,

ofs=4, size=4>

continued on next page
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Name Description

LimitLow Value: <Field type=c ushort, ofs=0,

size=2>
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77 Class winappdbg.win32.context amd64.PCONTEXT

object

??. CData

ctypes. Pointer

winappdbg.win32.context amd64.PCONTEXT

77.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

77.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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78 Class winappdbg.win32.context amd64.PLDT ENTRY

object

??. CData

ctypes. Pointer

winappdbg.win32.context amd64.PLDT ENTRY

78.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

78.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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79 Class winappdbg.win32.context amd64.PXMM SAVE AREA32

object

??. CData

ctypes. Pointer

winappdbg.win32.context amd64.PXMM SAVE AREA32

79.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

79.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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80 Class winappdbg.win32.context amd64.XMM SAVE AREA32

object

??. CData

ctypes.Structure

winappdbg.win32.context amd64.XMM SAVE AREA32

80.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

80.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

80.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’ControlWord’, <class

’ctypes.c ushort’>), (’StatusWord...

ControlWord Value: <Field type=c ushort, ofs=0,

size=2>

DataOffset Value: <Field type=c ulong, ofs=16,

size=4>

continued on next page
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Name Description

DataSelector Value: <Field type=c ushort, ofs=20,

size=2>

ErrorOffset Value: <Field type=c ulong, ofs=8,

size=4>

ErrorOpcode Value: <Field type=c ushort, ofs=6,

size=2>

ErrorSelector Value: <Field type=c ushort, ofs=12,

size=2>

FloatRegisters Value: <Field type=M128A Array 8,

ofs=32, size=128>

MxCsr Value: <Field type=c ulong, ofs=24,

size=4>

MxCsr Mask Value: <Field type=c ulong, ofs=28,

size=4>

Reserved1 Value: <Field type=c ubyte, ofs=5,

size=1>

Reserved2 Value: <Field type=c ushort, ofs=14,

size=2>

Reserved3 Value: <Field type=c ushort, ofs=22,

size=2>

Reserved4 Value: <Field type=c ubyte Array 96,

ofs=416, size=96>

StatusWord Value: <Field type=c ushort, ofs=2,

size=2>

TagWord Value: <Field type=c ubyte, ofs=4,

size=1>

XmmRegisters Value: <Field type=M128A Array 16,

ofs=160, size=256>

340



Class Variables Class winappdbg.win32.context amd64. LDT ENTRY BITS

81 Class winappdbg.win32.context amd64. LDT ENTRY BITS

object

??. CData

ctypes.Structure

winappdbg.win32.context amd64. LDT ENTRY BITS

81.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

81.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

81.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’BaseMid’, <class

’ctypes.c ulong’>, 8), (’Type’,

<clas...

BaseHi Value: <Field type=c ulong, ofs=0:24,

bits=8>

continued on next page
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Name Description
BaseMid Value: <Field type=c ulong, ofs=0:0,

bits=8>

Default Big Value: <Field type=c ulong, ofs=0:22,

bits=1>

Dpl Value: <Field type=c ulong, ofs=0:13,

bits=2>

Granularity Value: <Field type=c ulong, ofs=0:23,

bits=1>

LimitHi Value: <Field type=c ulong, ofs=0:16,

bits=4>

Pres Value: <Field type=c ulong, ofs=0:15,

bits=1>

Reserved 0 Value: <Field type=c ulong, ofs=0:21,

bits=1>

Sys Value: <Field type=c ulong, ofs=0:20,

bits=1>

Type Value: <Field type=c ulong, ofs=0:8,

bits=5>
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82 Class winappdbg.win32.context amd64. LDT ENTRY BYTES

object

??. CData

ctypes.Structure

winappdbg.win32.context amd64. LDT ENTRY BYTES

82.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

82.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

82.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’BaseMid’, <class

’ctypes.c ubyte’>), (’Flags1’,

<class...

BaseHi Value: <Field type=c ubyte, ofs=3,

size=1>

continued on next page
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Name Description
BaseMid Value: <Field type=c ubyte, ofs=0,

size=1>

Flags1 Value: <Field type=c ubyte, ofs=1,

size=1>

Flags2 Value: <Field type=c ubyte, ofs=2,

size=1>
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83 Class winappdbg.win32.context amd64. LDT ENTRY HIGHWORD

object

??. CData

ctypes.Union

winappdbg.win32.context amd64. LDT ENTRY HIGHWORD

83.1 Methods

Inherited from ctypes.Union

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

83.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

83.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’Bytes’, <class

’winappdbg.win32.context amd64. LDT ENT...

Bits Value: <Field type= LDT ENTRY BITS ,

ofs=0, size=4>

Bytes Value: <Field type= LDT ENTRY BYTES ,

ofs=0, size=4>
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84 Class winappdbg.win32.context i386.Context

object

dict

winappdbg.win32.context i386.Context

84.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

84.2 Properties

Name Description

pc
sp
fp
Inherited from object

class

84.3 Class Variables

Name Description

arch Value: ’i386’

Inherited from dict
hash
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85 Class winappdbg.win32.context i386.Context

object

dict

winappdbg.win32.context i386.Context

85.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

85.2 Properties

Name Description

pc
sp
fp
Inherited from object

class

85.3 Class Variables

Name Description

arch Value: ’i386’

Inherited from dict
hash
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86 Class winappdbg.win32.context i386.FLOATING SAVE AREA

object

??. CData

ctypes.Structure

winappdbg.win32.context i386.FLOATING SAVE AREA

Known Subclasses: winappdbg.win32.kernel32.WOW64 FLOATING SAVE AREA

86.1 Methods

from dict(cls, fsa)

Instance a new structure from a Python dictionary.

to dict(self )

Convert a structure into a Python dictionary.

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

86.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

86.3 Class Variables
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Name Description

pack Value: 1

fields Value: [(’ControlWord’, <class

’ctypes.c ulong’>), (’StatusWord’...

ControlWord Value: <Field type=c ulong, ofs=0,

size=4>

Cr0NpxState Value: <Field type=c ulong, ofs=108,

size=4>

DataOffset Value: <Field type=c ulong, ofs=20,

size=4>

DataSelector Value: <Field type=c ulong, ofs=24,

size=4>

ErrorOffset Value: <Field type=c ulong, ofs=12,

size=4>

ErrorSelector Value: <Field type=c ulong, ofs=16,

size=4>

RegisterArea Value: <Field type=c ubyte Array 80,

ofs=28, size=80>

StatusWord Value: <Field type=c ulong, ofs=4,

size=4>

TagWord Value: <Field type=c ulong, ofs=8,

size=4>
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87 Class winappdbg.win32.context i386.LDT ENTRY

object

??. CData

ctypes.Structure

winappdbg.win32.context i386.LDT ENTRY

Known Subclasses: winappdbg.win32.kernel32.WOW64 LDT ENTRY

87.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

87.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

87.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’LimitLow’, <class

’ctypes.c ushort’>), (’BaseLow’, <cl...

BaseLow Value: <Field type=c ushort, ofs=2,

size=2>

continued on next page
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Name Description
HighWord Value: <Field type= LDT ENTRY HIGHWORD ,

ofs=4, size=4>

LimitLow Value: <Field type=c ushort, ofs=0,

size=2>
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88 Class winappdbg.win32.context i386.PCONTEXT

object

??. CData

ctypes. Pointer

winappdbg.win32.context i386.PCONTEXT

88.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

88.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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89 Class winappdbg.win32.context i386.PFLOATING SAVE AREA

object

??. CData

ctypes. Pointer

winappdbg.win32.context i386.PFLOATING SAVE AREA

89.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

89.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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90 Class winappdbg.win32.context i386.PLDT ENTRY

object

??. CData

ctypes. Pointer

winappdbg.win32.context i386.PLDT ENTRY

90.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

90.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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91 Class winappdbg.win32.context i386. LDT ENTRY BITS

object

??. CData

ctypes.Structure

winappdbg.win32.context i386. LDT ENTRY BITS

91.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

91.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

91.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’BaseMid’, <class

’ctypes.c ulong’>, 8), (’Type’,

<clas...

BaseHi Value: <Field type=c ulong, ofs=0:24,

bits=8>

continued on next page
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Name Description
BaseMid Value: <Field type=c ulong, ofs=0:0,

bits=8>

Default Big Value: <Field type=c ulong, ofs=0:22,

bits=1>

Dpl Value: <Field type=c ulong, ofs=0:13,

bits=2>

Granularity Value: <Field type=c ulong, ofs=0:23,

bits=1>

LimitHi Value: <Field type=c ulong, ofs=0:16,

bits=4>

Pres Value: <Field type=c ulong, ofs=0:15,

bits=1>

Reserved 0 Value: <Field type=c ulong, ofs=0:21,

bits=1>

Sys Value: <Field type=c ulong, ofs=0:20,

bits=1>

Type Value: <Field type=c ulong, ofs=0:8,

bits=5>
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92 Class winappdbg.win32.context i386. LDT ENTRY BYTES

object

??. CData

ctypes.Structure

winappdbg.win32.context i386. LDT ENTRY BYTES

92.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

92.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

92.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’BaseMid’, <class

’ctypes.c ubyte’>), (’Flags1’,

<class...

BaseHi Value: <Field type=c ubyte, ofs=3,

size=1>

continued on next page
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Name Description
BaseMid Value: <Field type=c ubyte, ofs=0,

size=1>

Flags1 Value: <Field type=c ubyte, ofs=1,

size=1>

Flags2 Value: <Field type=c ubyte, ofs=2,

size=1>
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93 Class winappdbg.win32.context i386. LDT ENTRY HIGHWORD

object

??. CData

ctypes.Union

winappdbg.win32.context i386. LDT ENTRY HIGHWORD

93.1 Methods

Inherited from ctypes.Union

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

93.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

93.3 Class Variables

Name Description

pack Value: 1

fields Value: [(’Bytes’, <class

’winappdbg.win32.context i386. LDT ENTR...

Bits Value: <Field type= LDT ENTRY BITS ,

ofs=0, size=4>

Bytes Value: <Field type= LDT ENTRY BYTES ,

ofs=0, size=4>
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94 Class winappdbg.win32.context ia64.Context

object

dict

winappdbg.win32.context ia64.Context

94.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

94.2 Properties

Name Description

gp
sp
rp
Inherited from object

class

94.3 Class Variables

Name Description

arch Value: ’ia64’

Inherited from dict
hash
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95 Class winappdbg.win32.context ia64.Context

object

dict

winappdbg.win32.context ia64.Context

95.1 Methods

Inherited from dict

cmp (), contains (), delitem (), eq (), ge (), getattribute (), getitem (),
gt (), init (), iter (), le (), len (), lt (), ne (), new (), repr (),
setitem (), sizeof (), clear(), copy(), fromkeys(), get(), has key(), items(),

iteritems(), iterkeys(), itervalues(), keys(), pop(), popitem(), setdefault(), update(),
values()

Inherited from object

delattr (), format (), reduce (), reduce ex (), setattr (), str (), subclasshook ()

95.2 Properties

Name Description

gp
sp
rp
Inherited from object

class

95.3 Class Variables

Name Description

arch Value: ’ia64’

Inherited from dict
hash
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96 Class winappdbg.win32.context ia64.PCONTEXT

object

??. CData

ctypes. Pointer

winappdbg.win32.context ia64.PCONTEXT

96.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

96.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

362



Class Variables Class winappdbg.win32.dbghelp.IMAGEHLP MODULE

97 Class winappdbg.win32.dbghelp.IMAGEHLP MODULE

object

??. CData

ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULE

97.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

97.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

97.3 Class Variables

Name Description

fields Value: [(’SizeOfStruct’, <class

’ctypes.c ulong’>), (’BaseOfImag...

BaseOfImage Value: <Field type=c ulong, ofs=4,

size=4>

CheckSum Value: <Field type=c ulong, ofs=16,

size=4>

continued on next page
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Name Description
ImageName Value: <Field type=c char Array 256,

ofs=60, size=256>

ImageSize Value: <Field type=c ulong, ofs=8,

size=4>

LoadedImageName Value: <Field type=c char Array 256,

ofs=316, size=256>

ModuleName Value: <Field type=c char Array 32,

ofs=28, size=32>

NumSyms Value: <Field type=c ulong, ofs=20,

size=4>

SizeOfStruct Value: <Field type=c ulong, ofs=0,

size=4>

SymType Value: <Field type=c ulong, ofs=24,

size=4>

TimeDateStamp Value: <Field type=c ulong, ofs=12,

size=4>
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98 Class winappdbg.win32.dbghelp.IMAGEHLP MODULE64

object

??. CData

ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULE64

98.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

98.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

98.3 Class Variables

Name Description

fields Value: [(’SizeOfStruct’, <class

’ctypes.c ulong’>), (’BaseOfImag...

BaseOfImage Value: <Field type=c ulonglong, ofs=8,

size=8>

CVData Value: <Field type=c char Array 780,

ofs=840, size=780>
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Name Description
CVSig Value: <Field type=c ulong, ofs=836,

size=4>

CheckSum Value: <Field type=c ulong, ofs=24,

size=4>

DbgUnmatched Value: <Field type=c ulong, ofs=1648,

size=4>

GlobalSymbols Value: <Field type=c ulong, ofs=1656,

size=4>

ImageName Value: <Field type=c char Array 256,

ofs=68, size=256>

ImageSize Value: <Field type=c ulong, ofs=16,

size=4>

LineNumbers Value: <Field type=c ulong, ofs=1652,

size=4>

LoadedImageName Value: <Field type=c char Array 256,

ofs=324, size=256>

LoadedPdbName Value: <Field type=c char Array 256,

ofs=580, size=256>

ModuleName Value: <Field type=c char Array 32,

ofs=36, size=32>

NumSyms Value: <Field type=c ulong, ofs=28,

size=4>

PdbAge Value: <Field type=c ulong, ofs=1640,

size=4>

PdbSig Value: <Field type=c ulong, ofs=1620,

size=4>

PdbSig70 Value: <Field type=GUID, ofs=1624,

size=16>

PdbUnmatched Value: <Field type=c ulong, ofs=1644,

size=4>

Publics Value: <Field type=c ulong, ofs=1668,

size=4>

SizeOfStruct Value: <Field type=c ulong, ofs=0,

size=4>

SourceIndexed Value: <Field type=c ulong, ofs=1664,

size=4>

SymType Value: <Field type=c ulong, ofs=32,

size=4>

TimeDateStamp Value: <Field type=c ulong, ofs=20,

size=4>

TypeInfo Value: <Field type=c ulong, ofs=1660,

size=4>
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99 Class winappdbg.win32.dbghelp.IMAGEHLP MODULEW

object

??. CData

ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULEW

99.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

99.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

99.3 Class Variables

Name Description

fields Value: [(’SizeOfStruct’, <class

’ctypes.c ulong’>), (’BaseOfImag...

BaseOfImage Value: <Field type=c ulong, ofs=4,

size=4>

CheckSum Value: <Field type=c ulong, ofs=16,

size=4>
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367



Class Variables Class winappdbg.win32.dbghelp.IMAGEHLP MODULEW

Name Description
ImageName Value: <Field type=c wchar Array 256,

ofs=92, size=512>

ImageSize Value: <Field type=c ulong, ofs=8,

size=4>

LoadedImageName Value: <Field type=c wchar Array 256,

ofs=604, size=512>

ModuleName Value: <Field type=c wchar Array 32,

ofs=28, size=64>

NumSyms Value: <Field type=c ulong, ofs=20,

size=4>

SizeOfStruct Value: <Field type=c ulong, ofs=0,

size=4>

SymType Value: <Field type=c ulong, ofs=24,

size=4>

TimeDateStamp Value: <Field type=c ulong, ofs=12,

size=4>
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100 Class winappdbg.win32.dbghelp.IMAGEHLP MODULEW64

object

??. CData

ctypes.Structure

winappdbg.win32.dbghelp.IMAGEHLP MODULEW64

100.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

100.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

100.3 Class Variables

Name Description

fields Value: [(’SizeOfStruct’, <class

’ctypes.c ulong’>), (’BaseOfImag...

BaseOfImage Value: <Field type=c ulonglong, ofs=8,

size=8>

CVData Value: <Field type=c wchar Array 780,

ofs=1640, size=1560>
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Name Description
CVSig Value: <Field type=c ulong, ofs=1636,

size=4>

CheckSum Value: <Field type=c ulong, ofs=24,

size=4>

DbgUnmatched Value: <Field type=c ulong, ofs=3228,

size=4>

GlobalSymbols Value: <Field type=c ulong, ofs=3236,

size=4>

ImageName Value: <Field type=c wchar Array 256,

ofs=100, size=512>

ImageSize Value: <Field type=c ulong, ofs=16,

size=4>

LineNumbers Value: <Field type=c ulong, ofs=3232,

size=4>

LoadedImageName Value: <Field type=c wchar Array 256,

ofs=612, size=512>

LoadedPdbName Value: <Field type=c wchar Array 256,

ofs=1124, size=512>

ModuleName Value: <Field type=c wchar Array 32,

ofs=36, size=64>

NumSyms Value: <Field type=c ulong, ofs=28,

size=4>

PdbAge Value: <Field type=c ulong, ofs=3220,

size=4>

PdbSig Value: <Field type=c ulong, ofs=3200,

size=4>

PdbSig70 Value: <Field type=GUID, ofs=3204,

size=16>

PdbUnmatched Value: <Field type=c ulong, ofs=3224,

size=4>

Publics Value: <Field type=c ulong, ofs=3248,

size=4>

SizeOfStruct Value: <Field type=c ulong, ofs=0,

size=4>

SourceIndexed Value: <Field type=c ulong, ofs=3244,

size=4>

SymType Value: <Field type=c ulong, ofs=32,

size=4>

TimeDateStamp Value: <Field type=c ulong, ofs=20,

size=4>

TypeInfo Value: <Field type=c ulong, ofs=3240,

size=4>
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101 Class winappdbg.win32.dbghelp.PIMAGEHLP MODULE

object

??. CData

ctypes. Pointer

winappdbg.win32.dbghelp.PIMAGEHLP MODULE

101.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

101.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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102 Class winappdbg.win32.dbghelp.PIMAGEHLP MODULE64

object

??. CData

ctypes. Pointer

winappdbg.win32.dbghelp.PIMAGEHLP MODULE64

102.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

102.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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103 Class winappdbg.win32.dbghelp.PIMAGEHLP MODULEW

object

??. CData

ctypes. Pointer

winappdbg.win32.dbghelp.PIMAGEHLP MODULEW

103.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

103.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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104 Class winappdbg.win32.dbghelp.PIMAGEHLP MODULEW64

object

??. CData

ctypes. Pointer

winappdbg.win32.dbghelp.PIMAGEHLP MODULEW64

104.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

104.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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105 Class winappdbg.win32.defines.DWORD PTR

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.DWORD PTR

105.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

105.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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106 Class winappdbg.win32.defines.FLOAT128

object

??. CData

ctypes.Structure

winappdbg.win32.defines.FLOAT128

106.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

106.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

106.3 Class Variables

Name Description

fields Value: [(’LowPart’, <class

’ctypes.c ulonglong’>), (’HighPart’,

...

HighPart Value: <Field type=c ulonglong, ofs=8,

size=8>

LowPart Value: <Field type=c ulonglong, ofs=0,

size=8>
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107 Class winappdbg.win32.defines.FakeWinDll

object

winappdbg.win32.defines.FakeWinDll

107.1 Methods

getattr (self, name)

call (self, *argv, **argd)

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

107.2 Properties

Name Description

Inherited from object
class
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108 Class winappdbg.win32.defines.GUID

object

??. CData

ctypes.Structure

winappdbg.win32.defines.GUID

108.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

108.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

108.3 Class Variables

Name Description

fields Value: [(’Data1’, <class

’ctypes.c ulong’>), (’Data2’, <class

’c...

Data1 Value: <Field type=c ulong, ofs=0,

size=4>

Data2 Value: <Field type=c ushort, ofs=4,

size=2>

continued on next page
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Name Description

Data3 Value: <Field type=c ushort, ofs=6,

size=2>

Data4 Value: <Field type=c ubyte Array 8,

ofs=8, size=8>
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109 Class winappdbg.win32.defines.GuessStringType

object

winappdbg.win32.defines.GuessStringType

Decorator that guesses the correct version (A or W) to call based on the types of the strings
passed as parameters.

Defaults to ANSI if no string arguments are passed.

Defaults to Unicode if mixed string types are passed.

109.1 Methods

init (self, fn ansi, fn unicode)

x. init (...) initializes x; see x. class . doc for signature

Parameters

fn ansi: ANSI version of the API function to call.

(type=function)

fn unicode: Unicode (wide) version of the API function to call.

(type=function)

Overrides: object. init

call (self, *argv, **argd)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

109.2 Properties

Name Description

Inherited from object
class

109.3 Instance Variables
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Name Description

fn ansi ANSI version of the API function to call.
(type=function)

fn unicode Unicode (wide) version of the API function to
call.
(type=function)

381



Class Variables Class winappdbg.win32.defines.LIST ENTRY

110 Class winappdbg.win32.defines.LIST ENTRY

object

??. CData

ctypes.Structure

winappdbg.win32.defines.LIST ENTRY

110.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

110.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

110.3 Class Variables

Name Description

fields Value: [(’Flink’, <class

’ctypes.c void p’>), (’Blink’, <class

’...

Blink Value: <Field type=c void p, ofs=4,

size=4>

Flink Value: <Field type=c void p, ofs=0,

size=4>
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111 Class winappdbg.win32.defines.LPBYTE

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.LPBYTE

111.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

111.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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112 Class winappdbg.win32.defines.LPSBYTE

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.LPSBYTE

112.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

112.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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113 Class winappdbg.win32.defines.LPSWORD

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.LPSWORD

113.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

113.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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114 Class winappdbg.win32.defines.LPWORD

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.LPWORD

114.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

114.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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115 Class winappdbg.win32.defines.M128A

object

??. CData

ctypes.Structure

winappdbg.win32.defines.M128A

115.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

115.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

115.3 Class Variables

Name Description

fields Value: [(’Low’, <class

’ctypes.c ulonglong’>), (’High’, <class

’...

High Value: <Field type=c longlong, ofs=8,

size=8>

Low Value: <Field type=c ulonglong, ofs=0,

size=8>
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116 Class winappdbg.win32.defines.MakeANSIVersion

object

winappdbg.win32.defines.MakeANSIVersion

Decorator that generates an ANSI version of a Unicode (wide) only API call.

116.1 Methods

init (self, fn)

x. init (...) initializes x; see x. class . doc for signature

Parameters

fn: Unicode (wide) version of the API function to call.

(type=function)

Overrides: object. init

call (self, *argv, **argd)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

116.2 Properties

Name Description

Inherited from object
class

116.3 Instance Variables

Name Description

fn Unicode (wide) version of the API function to
call.
(type=function)
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117 Class winappdbg.win32.defines.PFLOAT128

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.PFLOAT128

117.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

117.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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118 Class winappdbg.win32.defines.PM128A

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.PM128A

118.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

118.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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119 Class winappdbg.win32.defines.PNTSTATUS

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.PNTSTATUS

119.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

119.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

391



Properties Class winappdbg.win32.defines.PPVOID

120 Class winappdbg.win32.defines.PPVOID

object

??. CData

ctypes. Pointer

winappdbg.win32.defines.PPVOID

120.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

120.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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121 Class winappdbg.win32.defines.UNICODE STRING

object

??. CData

ctypes.Structure

winappdbg.win32.defines.UNICODE STRING

121.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

121.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

121.3 Class Variables

Name Description

fields Value: [(’Length’, <class

’ctypes.c ushort’>),

(’MaximumLength’,...

Buffer Value: <Field type=c void p, ofs=4,

size=4>

Length Value: <Field type=c ushort, ofs=0,

size=2>

continued on next page
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Name Description

MaximumLength Value: <Field type=c ushort, ofs=2,

size=2>
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122 Class winappdbg.win32.kernel32.BY HANDLE FILE INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.BY HANDLE FILE INFORMATION

122.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

122.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

122.3 Class Variables

Name Description

fields Value: [(’dwFileAttributes’, <class

’ctypes.c ulong’>), (’ftCrea...

dwFileAttributes Value: <Field type=c ulong, ofs=0,

size=4>

dwVolumeSerialNumber Value: <Field type=c ulong, ofs=28,

size=4>

continued on next page
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Name Description
ftCreationTime Value: <Field type=FILETIME, ofs=4,

size=8>

ftLastAccessTime Value: <Field type=FILETIME, ofs=12,

size=8>

ftLastWriteTime Value: <Field type=FILETIME, ofs=20,

size=8>

nFileIndexHigh Value: <Field type=c ulong, ofs=44,

size=4>

nFileIndexLow Value: <Field type=c ulong, ofs=48,

size=4>

nFileSizeHigh Value: <Field type=c ulong, ofs=32,

size=4>

nFileSizeLow Value: <Field type=c ulong, ofs=36,

size=4>

nNumberOfLinks Value: <Field type=c ulong, ofs=40,

size=4>
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123 Class winappdbg.win32.kernel32.CREATE PROCESS DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.CREATE PROCESS DEBUG INFO

123.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

123.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

123.3 Class Variables

Name Description

fields Value: [(’hFile’, <class

’ctypes.c void p’>), (’hProcess’,

<clas...

dwDebugInfoFileOffset Value: <Field type=c ulong, ofs=16,

size=4>

fUnicode Value: <Field type=c ushort, ofs=36,

size=2>

continued on next page
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Name Description

hFile Value: <Field type=c void p, ofs=0,

size=4>

hProcess Value: <Field type=c void p, ofs=4,

size=4>

hThread Value: <Field type=c void p, ofs=8,

size=4>

lpBaseOfImage Value: <Field type=c void p, ofs=12,

size=4>

lpImageName Value: <Field type=c void p, ofs=32,

size=4>

lpStartAddress Value: <Field type=c void p, ofs=28,

size=4>

lpThreadLocalBase Value: <Field type=c void p, ofs=24,

size=4>

nDebugInfoSize Value: <Field type=c ulong, ofs=20,

size=4>
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124 Class winappdbg.win32.kernel32.CREATE THREAD DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.CREATE THREAD DEBUG INFO

124.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

124.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

124.3 Class Variables

Name Description

fields Value: [(’hThread’, <class

’ctypes.c void p’>), (’lpThreadLocalB...

hThread Value: <Field type=c void p, ofs=0,

size=4>

lpStartAddress Value: <Field type=c void p, ofs=8,

size=4>

continued on next page
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Name Description
lpThreadLocalBase Value: <Field type=c void p, ofs=4,

size=4>
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125 Class winappdbg.win32.kernel32.DEBUG EVENT

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.DEBUG EVENT

125.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

125.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

125.3 Class Variables

Name Description

fields Value: [(’dwDebugEventCode’, <class

’ctypes.c ulong’>), (’dwProc...

dwDebugEventCode Value: <Field type=c ulong, ofs=0,

size=4>

dwProcessId Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
dwThreadId Value: <Field type=c ulong, ofs=8,

size=4>

u Value: <Field type= DEBUG EVENT UNION ,

ofs=12, size=84>
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126 Class winappdbg.win32.kernel32.EXCEPTION DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.EXCEPTION DEBUG INFO

126.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

126.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

126.3 Class Variables

Name Description

fields Value: [(’ExceptionRecord’, <class

’winappdbg.win32.kernel32.EXC...

ExceptionRecord Value: <Field type=EXCEPTION RECORD32,

ofs=0, size=80>

dwFirstChance Value: <Field type=c ulong, ofs=80,

size=4>

403



Class Variables Class winappdbg.win32.kernel32.EXCEPTION RECORD32

127 Class winappdbg.win32.kernel32.EXCEPTION RECORD32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.EXCEPTION RECORD32

127.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

127.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

127.3 Class Variables

Name Description

fields Value: [(’ExceptionCode’, <class

’ctypes.c ulong’>), (’Exception...

ExceptionAddress Value: <Field type=c ulong, ofs=12,

size=4>

ExceptionCode Value: <Field type=c ulong, ofs=0,

size=4>

continued on next page
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Name Description
ExceptionFlags Value: <Field type=c ulong, ofs=4,

size=4>

ExceptionInformation Value: <Field type=c ulong Array 15,

ofs=20, size=60>

ExceptionRecord Value: <Field type=c ulong, ofs=8,

size=4>

NumberParameters Value: <Field type=c ulong, ofs=16,

size=4>
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128 Class winappdbg.win32.kernel32.EXCEPTION RECORD64

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.EXCEPTION RECORD64

128.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

128.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

128.3 Class Variables

Name Description

fields Value: [(’ExceptionCode’, <class

’ctypes.c ulong’>), (’Exception...

ExceptionAddress Value: <Field type=c ulonglong, ofs=16,

size=8>

ExceptionCode Value: <Field type=c ulong, ofs=0,

size=4>

continued on next page
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Name Description
ExceptionFlags Value: <Field type=c ulong, ofs=4,

size=4>

ExceptionInformation Value: <Field type=c ulonglong Array 15,

ofs=32, size=120>

ExceptionRecord Value: <Field type=c ulonglong, ofs=8,

size=8>

NumberParameters Value: <Field type=c ulong, ofs=24,

size=4>
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129 Class winappdbg.win32.kernel32.EXIT PROCESS DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.EXIT PROCESS DEBUG INFO

129.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

129.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

129.3 Class Variables

Name Description

fields Value: [(’dwExitCode’, <class

’ctypes.c ulong’>)]

dwExitCode Value: <Field type=c ulong, ofs=0,

size=4>
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130 Class winappdbg.win32.kernel32.EXIT THREAD DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.EXIT THREAD DEBUG INFO

130.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

130.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

130.3 Class Variables

Name Description

fields Value: [(’dwExitCode’, <class

’ctypes.c ulong’>)]

dwExitCode Value: <Field type=c ulong, ofs=0,

size=4>
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131 Class winappdbg.win32.kernel32.FILETIME

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.FILETIME

131.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

131.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

131.3 Class Variables

Name Description

fields Value: [(’dwLowDateTime’, <class

’ctypes.c ulong’>), (’dwHighDat...

dwHighDateTime Value: <Field type=c ulong, ofs=4,

size=4>

dwLowDateTime Value: <Field type=c ulong, ofs=0,

size=4>
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132 Class winappdbg.win32.kernel32.FILE INFO BY HANDLE CLASS

object

winappdbg.win32.kernel32.FILE INFO BY HANDLE CLASS

132.1 Methods

Inherited from object

delattr (), format (), getattribute (), hash (), init (), new (), reduce (),
reduce ex (), repr (), setattr (), sizeof (), str (), subclasshook ()

132.2 Properties

Name Description

Inherited from object
class

132.3 Class Variables

Name Description

FileBasicInfo Value: 0

FileStandardInfo Value: 1

FileNameInfo Value: 2

FileRenameInfo Value: 3

FileDispositionInfo Value: 4

FileAllocationInfo Value: 5

FileEndOfFileInfo Value: 6

FileStreamInfo Value: 7

FileCompressionInfo Value: 8

FileAttributeTagInfo Value: 9

FileIdBothDirectoryInfo Value: 10

FileIdBothDirectoryResta-
rtInfo

Value: 11

FileIoPriorityHintInfo Value: 12

MaximumFileInfoByHand-
lesClass

Value: 13
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133 Class winappdbg.win32.kernel32.FileHandle

object

winappdbg.win32.kernel32.Handle

winappdbg.win32.kernel32.FileHandle

Win32 file handle.

See Also: Handle

133.1 Methods

get filename(self )

Return Value

Name of the open file, or None if unavailable.

(type=None or str)

copy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same Win32 object.

(type=Handle)

deepcopy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same win32 object.

(type=Handle)

del (self )

Closes the Win32 handle when the Python object is destroyed.
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init (self, aHandle=None, bOwnership=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

aHandle: Win32 handle value.

(type=int)

bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object. init

close(self )

Closes the Win32 handle.

dup(self )

Return Value

A new handle to the same Win32 object.

(type=Handle)

from param(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters

value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)

Wait for the Win32 object to be signaled.

Parameters

dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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133.2 Properties

Name Description

as parameter Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
class
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134 Class winappdbg.win32.kernel32.HEAPENTRY32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.HEAPENTRY32

134.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

134.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

134.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>), (’hHandle’,

<class...

dwAddress Value: <Field type=c void p, ofs=8,

size=4>

dwBlockSize Value: <Field type=c ulong, ofs=12,

size=4>

continued on next page
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Name Description

dwFlags Value: <Field type=c ulong, ofs=16,

size=4>

dwLockCount Value: <Field type=c ulong, ofs=20,

size=4>

dwResvd Value: <Field type=c ulong, ofs=24,

size=4>

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

hHandle Value: <Field type=c void p, ofs=4,

size=4>

th32HeapID Value: <Field type=c void p, ofs=32,

size=4>

th32ProcessID Value: <Field type=c ulong, ofs=28,

size=4>

416



Class Variables Class winappdbg.win32.kernel32.HEAPLIST32

135 Class winappdbg.win32.kernel32.HEAPLIST32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.HEAPLIST32

135.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

135.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

135.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>), (’th32ProcessID’,

...

dwFlags Value: <Field type=c ulong, ofs=12,

size=4>

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

continued on next page
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Name Description

th32HeapID Value: <Field type=c void p, ofs=8,

size=4>

th32ProcessID Value: <Field type=c ulong, ofs=4,

size=4>
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136 Class winappdbg.win32.kernel32.Handle

object

winappdbg.win32.kernel32.Handle

Known Subclasses: winappdbg.win32.kernel32.FileHandle, winappdbg.win32.kernel32.ProcessHandle,
winappdbg.win32.kernel32.ThreadHandle

Encapsulates Win32 handles to avoid leaking them.

See Also: ProcessHandle, ThreadHandle, FileHandle

136.1 Methods

init (self, aHandle=None, bOwnership=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

aHandle: Win32 handle value.

(type=int)

bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object. init

del (self )

Closes the Win32 handle when the Python object is destroyed.

copy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same Win32 object.

(type=Handle)
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deepcopy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same win32 object.

(type=Handle)

from param(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters

value: Numeric handle value.

(type=int)

close(self )

Closes the Win32 handle.

dup(self )

Return Value

A new handle to the same Win32 object.

(type=Handle)

wait(self, dwMilliseconds=None)

Wait for the Win32 object to be signaled.

Parameters

dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

136.2 Properties

Name Description

as parameter Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

continued on next page
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Name Description

Inherited from object
class
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137 Class winappdbg.win32.kernel32.JIT DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.JIT DEBUG INFO

137.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

137.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

137.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>),

(’dwProcessorArchi...

dwProcessorArchitecture Value: <Field type=c ulong, ofs=4,

size=4>

dwReserved0 Value: <Field type=c ulong, ofs=12,

size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

dwThreadID Value: <Field type=c ulong, ofs=8,

size=4>

lpContextRecord Value: <Field type=c ulonglong, ofs=32,

size=8>

lpExceptionAddress Value: <Field type=c ulonglong, ofs=16,

size=8>

lpExceptionRecord Value: <Field type=c ulonglong, ofs=24,

size=8>
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138 Class winappdbg.win32.kernel32.LOAD DLL DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.LOAD DLL DEBUG INFO

138.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

138.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

138.3 Class Variables

Name Description

fields Value: [(’hFile’, <class

’ctypes.c void p’>), (’lpBaseOfDll’,

<c...

dwDebugInfoFileOffset Value: <Field type=c ulong, ofs=8,

size=4>

fUnicode Value: <Field type=c ushort, ofs=20,

size=2>

continued on next page
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Name Description

hFile Value: <Field type=c void p, ofs=0,

size=4>

lpBaseOfDll Value: <Field type=c void p, ofs=4,

size=4>

lpImageName Value: <Field type=c void p, ofs=16,

size=4>

nDebugInfoSize Value: <Field type=c ulong, ofs=12,

size=4>
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139 Class winappdbg.win32.kernel32.LPBY HANDLE FILE INFORMATION

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPBY HANDLE FILE INFORMATION

139.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

139.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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140 Class winappdbg.win32.kernel32.LPDEBUG EVENT

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPDEBUG EVENT

140.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

140.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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141 Class winappdbg.win32.kernel32.LPFILETIME

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPFILETIME

141.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

141.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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142 Class winappdbg.win32.kernel32.LPHEAPENTRY32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPHEAPENTRY32

142.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

142.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

429



Properties Class winappdbg.win32.kernel32.LPHEAPLIST32

143 Class winappdbg.win32.kernel32.LPHEAPLIST32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPHEAPLIST32

143.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

143.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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144 Class winappdbg.win32.kernel32.LPJIT DEBUG INFO

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPJIT DEBUG INFO

144.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

144.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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145 Class winappdbg.win32.kernel32.LPMODULEENTRY32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPMODULEENTRY32

145.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

145.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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146 Class winappdbg.win32.kernel32.LPOVERLAPPED

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPOVERLAPPED

146.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

146.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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147 Class winappdbg.win32.kernel32.LPPROCESSENTRY32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPPROCESSENTRY32

147.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

147.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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148 Class winappdbg.win32.kernel32.LPPROCESS INFORMATION

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPPROCESS INFORMATION

148.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

148.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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149 Class winappdbg.win32.kernel32.LPSECURITY ATTRIBUTES

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPSECURITY ATTRIBUTES

149.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

149.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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150 Class winappdbg.win32.kernel32.LPSTARTUPINFO

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPSTARTUPINFO

150.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

150.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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151 Class winappdbg.win32.kernel32.LPSTARTUPINFOEX

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPSTARTUPINFOEX

151.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

151.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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152 Class winappdbg.win32.kernel32.LPSYSTEMTIME

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPSYSTEMTIME

152.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

152.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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153 Class winappdbg.win32.kernel32.LPTHREADENTRY32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.LPTHREADENTRY32

153.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

153.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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154 Class winappdbg.win32.kernel32.MEMORY BASIC INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.MEMORY BASIC INFORMATION32

winappdbg.win32.kernel32.MEMOR

154.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

154.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

154.3 Class Variables

Name Description

fields Value: [(’BaseAddress’, SIZE T),

(’AllocationBase’, SIZE T), (’A...

AllocationBase Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
AllocationProtect Value: <Field type=c ulong, ofs=8,

size=4>

BaseAddress Value: <Field type=c ulong, ofs=0,

size=4>

Protect Value: <Field type=c ulong, ofs=20,

size=4>

RegionSize Value: <Field type=c ulong, ofs=12,

size=4>

State Value: <Field type=c ulong, ofs=16,

size=4>

Type Value: <Field type=c ulong, ofs=24,

size=4>
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155 Class winappdbg.win32.kernel32.MEMORY BASIC INFORMATION32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.MEMORY BASIC INFORMATION32

Known Subclasses: winappdbg.win32.kernel32.MEMORY BASIC INFORMATION

155.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

155.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

155.3 Class Variables

Name Description

AllocationBase Value: <Field type=c ulong, ofs=4,

size=4>

AllocationProtect Value: <Field type=c ulong, ofs=8,

size=4>

continued on next page
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Name Description
BaseAddress Value: <Field type=c ulong, ofs=0,

size=4>

Protect Value: <Field type=c ulong, ofs=20,

size=4>

RegionSize Value: <Field type=c ulong, ofs=12,

size=4>

State Value: <Field type=c ulong, ofs=16,

size=4>

Type Value: <Field type=c ulong, ofs=24,

size=4>

fields Value: [(’BaseAddress’, <class

’ctypes.c ulong’>), (’AllocationB...
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156 Class winappdbg.win32.kernel32.MEMORY BASIC INFORMATION64

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.MEMORY BASIC INFORMATION64

156.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

156.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

156.3 Class Variables

Name Description

fields Value: [(’BaseAddress’, <class

’ctypes.c ulonglong’>), (’Allocat...

AllocationBase Value: <Field type=c ulonglong, ofs=8,

size=8>

AllocationProtect Value: <Field type=c ulong, ofs=16,

size=4>

continued on next page
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Name Description
BaseAddress Value: <Field type=c ulonglong, ofs=0,

size=8>

Protect Value: <Field type=c ulong, ofs=36,

size=4>

RegionSize Value: <Field type=c ulonglong, ofs=24,

size=8>

State Value: <Field type=c ulong, ofs=32,

size=4>

Type Value: <Field type=c ulong, ofs=40,

size=4>

446



Class Variables Class winappdbg.win32.kernel32.MODULEENTRY32

157 Class winappdbg.win32.kernel32.MODULEENTRY32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.MODULEENTRY32

157.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

157.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

157.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>), (’th32ModuleID’,

<...

GlblcntUsage Value: <Field type=c ulong, ofs=12,

size=4>

ProccntUsage Value: <Field type=c ulong, ofs=16,

size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

hModule Value: <Field type=c void p, ofs=28,

size=4>

modBaseAddr Value: <Field type=c void p, ofs=20,

size=4>

modBaseSize Value: <Field type=c ulong, ofs=24,

size=4>

szExePath Value: <Field type=c char Array 260,

ofs=288, size=260>

szModule Value: <Field type=c char Array 256,

ofs=32, size=256>

th32ModuleID Value: <Field type=c ulong, ofs=4,

size=4>

th32ProcessID Value: <Field type=c ulong, ofs=8,

size=4>
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158 Class winappdbg.win32.kernel32.MemoryBasicInformation

object

winappdbg.win32.kernel32.MemoryBasicInformation

Memory information object returned by VirtualQueryEx.

158.1 Methods

init (self, mbi)

x. init (...) initializes x; see x. class . doc for signature

Overrides: object. init extit(inherited documentation)

is free(self )

is reserved(self )

is commited(self )

is guard(self )

has content(self )

is readable(self )

is writeable(self )

is copy on write(self )

is executable(self )

is executable and writeable(self )

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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158.2 Properties

Name Description

Inherited from object
class

158.3 Class Variables

Name Description

READABLE Value: 238

WRITEABLE Value: 204

COPY ON WRITE Value: 136

EXECUTABLE Value: 240

EXECUTABLE AND W-
RITEABLE

Value: 192
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159 Class winappdbg.win32.kernel32.OUTPUT DEBUG STRING INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.OUTPUT DEBUG STRING INFO

159.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

159.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

159.3 Class Variables

Name Description

fields Value: [(’lpDebugStringData’, <class

’ctypes.c void p’>), (’fUni...

fUnicode Value: <Field type=c ushort, ofs=4,

size=2>

lpDebugStringData Value: <Field type=c void p, ofs=0,

size=4>

continued on next page
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Name Description
nDebugStringLength Value: <Field type=c ushort, ofs=6,

size=2>
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160 Class winappdbg.win32.kernel32.OVERLAPPED

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.OVERLAPPED

160.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

160.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

160.3 Class Variables

Name Description

fields Value: [(’Internal’, <class

’winappdbg.win32.defines.LP c ulong’...

Internal Value: <Field type=LP c ulong, ofs=0,

size=4>

InternalHigh Value: <Field type=LP c ulong, ofs=4,

size=4>

continued on next page
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Name Description
hEvent Value: <Field type=c void p, ofs=16,

size=4>

u Value: <Field type= OVERLAPPED UNION,

ofs=8, size=8>
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161 Class winappdbg.win32.kernel32.PEXCEPTION RECORD32

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PEXCEPTION RECORD32

161.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

161.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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162 Class winappdbg.win32.kernel32.PEXCEPTION RECORD64

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PEXCEPTION RECORD64

162.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

162.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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163 Class winappdbg.win32.kernel32.PMEMORY BASIC INFORMATION

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PMEMORY BASIC INFORMATION

163.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

163.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

457



Class Variables Class winappdbg.win32.kernel32.PROCESSENTRY32

164 Class winappdbg.win32.kernel32.PROCESSENTRY32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.PROCESSENTRY32

164.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

164.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

164.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>), (’cntUsage’,

<clas...

cntThreads Value: <Field type=c ulong, ofs=20,

size=4>

cntUsage Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description

dwFlags Value: <Field type=c ulong, ofs=32,

size=4>

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

pcPriClassBase Value: <Field type=c long, ofs=28,

size=4>

szExeFile Value: <Field type=c char Array 260,

ofs=36, size=260>

th32DefaultHeapID Value: <Field type=c void p, ofs=12,

size=4>

th32ModuleID Value: <Field type=c ulong, ofs=16,

size=4>

th32ParentProcessID Value: <Field type=c ulong, ofs=24,

size=4>

th32ProcessID Value: <Field type=c ulong, ofs=8,

size=4>
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165 Class winappdbg.win32.kernel32.PROCESS INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.PROCESS INFORMATION

165.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

165.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

165.3 Class Variables

Name Description

fields Value: [(’hProcess’, <class

’ctypes.c void p’>), (’hThread’, <cl...

dwProcessId Value: <Field type=c ulong, ofs=8,

size=4>

dwThreadId Value: <Field type=c ulong, ofs=12,

size=4>

continued on next page
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Name Description
hProcess Value: <Field type=c void p, ofs=0,

size=4>

hThread Value: <Field type=c void p, ofs=4,

size=4>
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166 Class winappdbg.win32.kernel32.PWOW64 CONTEXT

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PWOW64 CONTEXT

166.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

166.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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167 Class winappdbg.win32.kernel32.PWOW64 FLOATING SAVE AREA

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PWOW64 FLOATING SAVE AREA

167.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

167.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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168 Class winappdbg.win32.kernel32.PWOW64 LDT ENTRY

object

??. CData

ctypes. Pointer

winappdbg.win32.kernel32.PWOW64 LDT ENTRY

168.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

168.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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169 Class winappdbg.win32.kernel32.ProcThreadAttributeList

object

winappdbg.win32.kernel32.ProcThreadAttributeList

Extended process and thread attribute support.

To be used with STARTUPINFOEX. Only available for Windows Vista and above.

169.1 Methods

init (self, AttributeList)

x. init (...) initializes x; see x. class . doc for signature

Parameters

AttributeList: List of (Attribute, Value) pairs.

(type=list of tuple( int, ctypes-compatible object ))

Overrides: object. init

del (self )

copy (self )

deepcopy (self )

from param(value)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

169.2 Properties

Name Description

value
as parameter

Inherited from object
class
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169.3 Instance Variables

Name Description

AttributeList List of (Attribute, Value) pairs.
(type=list of tuple( int, ctypes-compatible object
))

AttributeListBuffer Memory buffer used to store the attribute list.
InitializeProcThreadAttributeList,
UpdateProcThreadAttribute,
DeleteProcThreadAttributeList and
STARTUPINFOEX.
(type=LPPROC THREAD ATTRIBUTE LIST)
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170 Class winappdbg.win32.kernel32.ProcessHandle

object

winappdbg.win32.kernel32.Handle

winappdbg.win32.kernel32.ProcessHandle

Win32 process handle.

See Also: Handle

170.1 Methods

get pid(self )

Return Value

Process global ID.

(type=int)

copy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same Win32 object.

(type=Handle)

deepcopy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same win32 object.

(type=Handle)

del (self )

Closes the Win32 handle when the Python object is destroyed.
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init (self, aHandle=None, bOwnership=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

aHandle: Win32 handle value.

(type=int)

bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object. init

close(self )

Closes the Win32 handle.

dup(self )

Return Value

A new handle to the same Win32 object.

(type=Handle)

from param(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters

value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)

Wait for the Win32 object to be signaled.

Parameters

dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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170.2 Properties

Name Description

as parameter Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
class
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171 Class winappdbg.win32.kernel32.ProcessInformation

object

winappdbg.win32.kernel32.ProcessInformation

Process information object returned by CreateProcess.

171.1 Methods

init (self, pi)

x. init (...) initializes x; see x. class . doc for signature

Overrides: object. init extit(inherited documentation)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()

171.2 Properties

Name Description

Inherited from object
class
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172 Class winappdbg.win32.kernel32.RIP INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.RIP INFO

172.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

172.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

172.3 Class Variables

Name Description

fields Value: [(’dwError’, <class

’ctypes.c ulong’>), (’dwType’,

<class...

dwError Value: <Field type=c ulong, ofs=0,

size=4>

dwType Value: <Field type=c ulong, ofs=4,

size=4>

471



Class Variables Class winappdbg.win32.kernel32.SECURITY ATTRIBUTES

173 Class winappdbg.win32.kernel32.SECURITY ATTRIBUTES

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.SECURITY ATTRIBUTES

173.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

173.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

173.3 Class Variables

Name Description

fields Value: [(’nLength’, <class

’ctypes.c ulong’>),

(’lpSecurityDescr...

bInheritHandle Value: <Field type=c ulong, ofs=8,

size=4>

lpSecurityDescriptor Value: <Field type=c void p, ofs=4,

size=4>

continued on next page
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Name Description

nLength Value: <Field type=c ulong, ofs=0,

size=4>
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174 Class winappdbg.win32.kernel32.STARTUPINFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.STARTUPINFO

174.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

174.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

174.3 Class Variables

Name Description

fields Value: [(’cb’, <class

’ctypes.c ulong’>), (’lpReserved’,

<class ...

cb Value: <Field type=c ulong, ofs=0,

size=4>

cbReserved2 Value: <Field type=c ushort, ofs=50,

size=2>

continued on next page
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Name Description

dwFillAttribute Value: <Field type=c ulong, ofs=40,

size=4>

dwFlags Value: <Field type=c ulong, ofs=44,

size=4>

dwX Value: <Field type=c ulong, ofs=16,

size=4>

dwXCountChars Value: <Field type=c ulong, ofs=32,

size=4>

dwXSize Value: <Field type=c ulong, ofs=24,

size=4>

dwY Value: <Field type=c ulong, ofs=20,

size=4>

dwYCountChars Value: <Field type=c ulong, ofs=36,

size=4>

dwYSize Value: <Field type=c ulong, ofs=28,

size=4>

hStdError Value: <Field type=c void p, ofs=64,

size=4>

hStdInput Value: <Field type=c void p, ofs=56,

size=4>

hStdOutput Value: <Field type=c void p, ofs=60,

size=4>

lpDesktop Value: <Field type=c char p, ofs=8,

size=4>

lpReserved Value: <Field type=c char p, ofs=4,

size=4>

lpReserved2 Value: <Field type=c void p, ofs=52,

size=4>

lpTitle Value: <Field type=c char p, ofs=12,

size=4>

wShowWindow Value: <Field type=c ushort, ofs=48,

size=2>
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175 Class winappdbg.win32.kernel32.STARTUPINFOEX

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.STARTUPINFOEX

175.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

175.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

175.3 Class Variables

Name Description

fields Value: [(’StartupInfo’, <class

’winappdbg.win32.kernel32.STARTUP...

StartupInfo Value: <Field type=STARTUPINFO, ofs=0,

size=68>

lpAttributeList Value: <Field type=c void p, ofs=68,

size=4>
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176 Class winappdbg.win32.kernel32.SYSTEMTIME

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.SYSTEMTIME

176.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

176.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

176.3 Class Variables

Name Description

fields Value: [(’wYear’, <class

’ctypes.c ushort’>), (’wMonth’, <class

...

wDay Value: <Field type=c ushort, ofs=6,

size=2>

wDayOfWeek Value: <Field type=c ushort, ofs=4,

size=2>

continued on next page
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Name Description

wHour Value: <Field type=c ushort, ofs=8,

size=2>

wMilliseconds Value: <Field type=c ushort, ofs=14,

size=2>

wMinute Value: <Field type=c ushort, ofs=10,

size=2>

wMonth Value: <Field type=c ushort, ofs=2,

size=2>

wSecond Value: <Field type=c ushort, ofs=12,

size=2>

wYear Value: <Field type=c ushort, ofs=0,

size=2>

478



Class Variables Class winappdbg.win32.kernel32.THREADENTRY32

177 Class winappdbg.win32.kernel32.THREADENTRY32

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.THREADENTRY32

177.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

177.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

177.3 Class Variables

Name Description

fields Value: [(’dwSize’, <class

’ctypes.c ulong’>), (’cntUsage’,

<clas...

cntUsage Value: <Field type=c ulong, ofs=4,

size=4>

dwFlags Value: <Field type=c ulong, ofs=24,

size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c ulong, ofs=0,

size=4>

th32OwnerProcessID Value: <Field type=c ulong, ofs=12,

size=4>

th32ThreadID Value: <Field type=c ulong, ofs=8,

size=4>

tpBasePri Value: <Field type=c long, ofs=16,

size=4>

tpDeltaPri Value: <Field type=c long, ofs=20,

size=4>
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178 Class winappdbg.win32.kernel32.THREADNAME INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.THREADNAME INFO

178.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

178.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

178.3 Class Variables

Name Description

fields Value: [(’dwType’, <class

’ctypes.c ulong’>), (’szName’, <class

...

dwFlags Value: <Field type=c ulong, ofs=12,

size=4>

dwThreadID Value: <Field type=c ulong, ofs=8,

size=4>

continued on next page
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Name Description

dwType Value: <Field type=c ulong, ofs=0,

size=4>

szName Value: <Field type=c void p, ofs=4,

size=4>
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179 Class winappdbg.win32.kernel32.ThreadHandle

object

winappdbg.win32.kernel32.Handle

winappdbg.win32.kernel32.ThreadHandle

Win32 thread handle.

See Also: Handle

179.1 Methods

get tid(self )

Return Value

Thread global ID.

(type=int)

copy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same Win32 object.

(type=Handle)

deepcopy (self )

Duplicates the Win32 handle when copying the Python object.

Return Value

A new handle to the same win32 object.

(type=Handle)

del (self )

Closes the Win32 handle when the Python object is destroyed.
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init (self, aHandle=None, bOwnership=True)

x. init (...) initializes x; see x. class . doc for signature

Parameters

aHandle: Win32 handle value.

(type=int)

bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)

Overrides: object. init

close(self )

Closes the Win32 handle.

dup(self )

Return Value

A new handle to the same Win32 object.

(type=Handle)

from param(value)

Compatibility with ctypes. Allows passing transparently a Handle object to an
API call.

Parameters

value: Numeric handle value.

(type=int)

wait(self, dwMilliseconds=None)

Wait for the Win32 object to be signaled.

Parameters

dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

delattr (), format (), getattribute (), hash (), new (), reduce (), reduce ex (),
repr (), setattr (), sizeof (), str (), subclasshook ()
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179.2 Properties

Name Description

as parameter Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
class
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180 Class winappdbg.win32.kernel32.UNLOAD DLL DEBUG INFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.UNLOAD DLL DEBUG INFO

180.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

180.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

180.3 Class Variables

Name Description

fields Value: [(’lpBaseOfDll’, <class

’ctypes.c void p’>)]

lpBaseOfDll Value: <Field type=c void p, ofs=0,

size=4>
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181 Class winappdbg.win32.kernel32.VS FIXEDFILEINFO

object

??. CData

ctypes.Structure

winappdbg.win32.kernel32.VS FIXEDFILEINFO

181.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

181.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

181.3 Class Variables

Name Description

fields Value: [(’dwSignature’, <class

’ctypes.c ulong’>), (’dwStrucVers...

dwFileDateLS Value: <Field type=c ulong, ofs=48,

size=4>

dwFileDateMS Value: <Field type=c ulong, ofs=44,

size=4>

continued on next page
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Name Description
dwFileFlags Value: <Field type=c ulong, ofs=28,

size=4>

dwFileFlagsMask Value: <Field type=c ulong, ofs=24,

size=4>

dwFileOS Value: <Field type=c ulong, ofs=32,

size=4>

dwFileSubtype Value: <Field type=c ulong, ofs=40,

size=4>

dwFileType Value: <Field type=c ulong, ofs=36,

size=4>

dwFileVersionLS Value: <Field type=c ulong, ofs=12,

size=4>

dwFileVersionMS Value: <Field type=c ulong, ofs=8,

size=4>

dwProductVersionLS Value: <Field type=c ulong, ofs=20,

size=4>

dwProductVersionMS Value: <Field type=c ulong, ofs=16,

size=4>

dwSignature Value: <Field type=c ulong, ofs=0,

size=4>

dwStrucVersion Value: <Field type=c ulong, ofs=4,

size=4>
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182 Class winappdbg.win32.kernel32.WOW64 CONTEXT

object

??. CData

ctypes.Structure

winappdbg.win32.context i386.CONTEXT

winappdbg.win32.kernel32.WOW64 CONTEXT

182.1 Methods

from dict(cls, ctx )

Instance a new structure from a Python dictionary.

to dict(self )

Convert a structure into a Python dictionary.

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

182.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

182.3 Class Variables
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Name Description

ContextFlags Value: <Field type=c ulong, ofs=0,

size=4>

Dr0 Value: <Field type=c ulong, ofs=4,

size=4>

Dr1 Value: <Field type=c ulong, ofs=8,

size=4>

Dr2 Value: <Field type=c ulong, ofs=12,

size=4>

Dr3 Value: <Field type=c ulong, ofs=16,

size=4>

Dr6 Value: <Field type=c ulong, ofs=20,

size=4>

Dr7 Value: <Field type=c ulong, ofs=24,

size=4>

EFlags Value: <Field type=c ulong, ofs=192,

size=4>

Eax Value: <Field type=c ulong, ofs=176,

size=4>

Ebp Value: <Field type=c ulong, ofs=180,

size=4>

Ebx Value: <Field type=c ulong, ofs=164,

size=4>

Ecx Value: <Field type=c ulong, ofs=172,

size=4>

Edi Value: <Field type=c ulong, ofs=156,

size=4>

Edx Value: <Field type=c ulong, ofs=168,

size=4>

Eip Value: <Field type=c ulong, ofs=184,

size=4>

Esi Value: <Field type=c ulong, ofs=160,

size=4>

Esp Value: <Field type=c ulong, ofs=196,

size=4>

ExtendedRegisters Value: <Field type=c ubyte Array 512,

ofs=204, size=512>

FloatSave Value: <Field type=FLOATING SAVE AREA,

ofs=28, size=112>

SegCs Value: <Field type=c ulong, ofs=188,

size=4>

SegDs Value: <Field type=c ulong, ofs=152,

size=4>

continued on next page
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Name Description
SegEs Value: <Field type=c ulong, ofs=148,

size=4>

SegFs Value: <Field type=c ulong, ofs=144,

size=4>

SegGs Value: <Field type=c ulong, ofs=140,

size=4>

SegSs Value: <Field type=c ulong, ofs=200,

size=4>

fields Value: [(’ContextFlags’, <class

’ctypes.c ulong’>), (’Dr0’, <cla...

pack Value: 1

arch Value: ’i386’
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183 Class winappdbg.win32.kernel32.WOW64 FLOATING SAVE AREA

object

??. CData

ctypes.Structure

winappdbg.win32.context i386.FLOATING SAVE AREA

winappdbg.win32.kernel32.WOW64 FLO

183.1 Methods

from dict(cls, fsa)

Instance a new structure from a Python dictionary.

to dict(self )

Convert a structure into a Python dictionary.

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

183.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

183.3 Class Variables
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Name Description

ControlWord Value: <Field type=c ulong, ofs=0,

size=4>

Cr0NpxState Value: <Field type=c ulong, ofs=108,

size=4>

DataOffset Value: <Field type=c ulong, ofs=20,

size=4>

DataSelector Value: <Field type=c ulong, ofs=24,

size=4>

ErrorOffset Value: <Field type=c ulong, ofs=12,

size=4>

ErrorSelector Value: <Field type=c ulong, ofs=16,

size=4>

RegisterArea Value: <Field type=c ubyte Array 80,

ofs=28, size=80>

StatusWord Value: <Field type=c ulong, ofs=4,

size=4>

TagWord Value: <Field type=c ulong, ofs=8,

size=4>

fields Value: [(’ControlWord’, <class

’ctypes.c ulong’>), (’StatusWord’...

pack Value: 1

493



Class Variables Class winappdbg.win32.kernel32.WOW64 LDT ENTRY

184 Class winappdbg.win32.kernel32.WOW64 LDT ENTRY

object

??. CData

ctypes.Structure

winappdbg.win32.context i386.LDT ENTRY

winappdbg.win32.kernel32.WOW64 LDT ENTRY

184.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

184.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

184.3 Class Variables

Name Description

BaseLow Value: <Field type=c ushort, ofs=2,

size=2>

HighWord Value: <Field type= LDT ENTRY HIGHWORD ,

ofs=4, size=4>

continued on next page
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Name Description
LimitLow Value: <Field type=c ushort, ofs=0,

size=2>

fields Value: [(’LimitLow’, <class

’ctypes.c ushort’>), (’BaseLow’, <cl...

pack Value: 1
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185 Class winappdbg.win32.kernel32. DEBUG EVENT UNION

object

??. CData

ctypes.Union

winappdbg.win32.kernel32. DEBUG EVENT UNION

185.1 Methods

Inherited from ctypes.Union

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

185.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

185.3 Class Variables

Name Description

fields Value: [(’Exception’, <class

’winappdbg.win32.kernel32.EXCEPTION...

CreateProcessInfo Value: <Field

type=CREATE PROCESS DEBUG INFO, ofs=0,

size=40>

continued on next page
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Name Description
CreateThread Value: <Field

type=CREATE THREAD DEBUG INFO, ofs=0,

size=12>

DebugString Value: <Field

type=OUTPUT DEBUG STRING INFO, ofs=0,

size=8>

Exception Value: <Field type=EXCEPTION DEBUG INFO,

ofs=0, size=84>

ExitProcess Value: <Field

type=EXIT PROCESS DEBUG INFO, ofs=0,

size=4>

ExitThread Value: <Field

type=EXIT THREAD DEBUG INFO, ofs=0,

size=4>

LoadDll Value: <Field type=LOAD DLL DEBUG INFO,

ofs=0, size=24>

RipInfo Value: <Field type=RIP INFO, ofs=0,

size=8>

UnloadDll Value: <Field

type=UNLOAD DLL DEBUG INFO, ofs=0,

size=4>
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186 Class winappdbg.win32.ntdll.FILE NAME INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.ntdll.FILE NAME INFORMATION

186.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

186.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

186.3 Class Variables

Name Description

fields Value: [(’FileNameLength’, <class

’ctypes.c ulong’>), (’FileName...

FileName Value: <Field type=c wchar Array 1,

ofs=4, size=2>

FileNameLength Value: <Field type=c ulong, ofs=0,

size=4>
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187 Class winappdbg.win32.ntdll.IO STATUS BLOCK

object

??. CData

ctypes.Structure

winappdbg.win32.ntdll.IO STATUS BLOCK

187.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

187.2 Properties

Name Description

Pointer
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

187.3 Class Variables

Name Description

fields Value: [(’Status’, <class

’ctypes.c long’>), (’Information’,

<cl...

Information Value: <Field type=LP c ulong, ofs=4,

size=4>

continued on next page
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Name Description
Status Value: <Field type=c long, ofs=0,

size=4>

500



Properties Class winappdbg.win32.ntdll.PIO STATUS BLOCK

188 Class winappdbg.win32.ntdll.PIO STATUS BLOCK

object

??. CData

ctypes. Pointer

winappdbg.win32.ntdll.PIO STATUS BLOCK

188.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

188.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

501



Class Variables Class winappdbg.win32.ntdll.PROCESS BASIC INFORMATION

189 Class winappdbg.win32.ntdll.PROCESS BASIC INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.ntdll.PROCESS BASIC INFORMATION

189.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

189.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

189.3 Class Variables

Name Description

fields Value: [(’ExitStatus’, <class

’ctypes.c long’>), (’PebBaseAddres...

AffinityMask Value: <Field type=c void p, ofs=8,

size=4>

BasePriority Value: <Field type=c long, ofs=12,

size=4>

continued on next page
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Name Description
ExitStatus Value: <Field type=c long, ofs=0,

size=4>

InheritedFromUniqueProc-
essId

Value: <Field type=c void p, ofs=20,

size=4>

PebBaseAddress Value: <Field type=c void p, ofs=4,

size=4>

UniqueProcessId Value: <Field type=c void p, ofs=16,

size=4>
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190 Class winappdbg.win32.ntdll.SYSDBG MSR

object

??. CData

ctypes.Structure

winappdbg.win32.ntdll.SYSDBG MSR

190.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

190.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

190.3 Class Variables

Name Description

fields Value: [(’Address’, <class

’ctypes.c ulong’>), (’Data’, <class

’...

Address Value: <Field type=c ulong, ofs=0,

size=4>

Data Value: <Field type=c ulonglong, ofs=8,

size=8>
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191 Class winappdbg.win32.ntdll.THREAD BASIC INFORMATION

object

??. CData

ctypes.Structure

winappdbg.win32.ntdll.THREAD BASIC INFORMATION

191.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

191.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

191.3 Class Variables

Name Description

fields Value: [(’ExitStatus’, <class

’ctypes.c long’>), (’TebBaseAddres...

AffinityMask Value: <Field type=c void p, ofs=16,

size=4>

BasePriority Value: <Field type=c long, ofs=24,

size=4>

continued on next page
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Name Description
ClientId Value: <Field type=CLIENT ID, ofs=8,

size=8>

ExitStatus Value: <Field type=c long, ofs=0,

size=4>

Priority Value: <Field type=c long, ofs=20,

size=4>

TebBaseAddress Value: <Field type=c void p, ofs=4,

size=4>
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192 Class winappdbg.win32.peb teb.ACTIVATION CONTEXT STACK

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.ACTIVATION CONTEXT STACK

192.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

192.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

192.3 Class Variables

Name Description

fields Value: [(’ActiveFrame’, <class

’ctypes.c void p’>), (’FrameListC...

ActiveFrame Value: <Field type=c void p, ofs=0,

size=4>

Flags Value: <Field type=c ulong, ofs=12,

size=4>

continued on next page
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Name Description
FrameListCache Value: <Field type=LIST ENTRY, ofs=4,

size=8>

NextCookieSequenceNum-
ber

Value: <Field type=c ulong, ofs=16,

size=4>

StackId Value: <Field type=c ulong, ofs=20,

size=4>
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193 Class winappdbg.win32.peb teb.CLIENT ID

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.CLIENT ID

193.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

193.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

193.3 Class Variables

Name Description

fields Value: [(’UniqueProcess’, <class

’ctypes.c void p’>), (’UniqueTh...

UniqueProcess Value: <Field type=c void p, ofs=0,

size=4>

UniqueThread Value: <Field type=c void p, ofs=4,

size=4>
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194 Class winappdbg.win32.peb teb.CURDIR

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.CURDIR

194.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

194.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

194.3 Class Variables

Name Description

fields Value: [(’DosPath’, <class

’winappdbg.win32.defines.UNICODE STRI...

DosPath Value: <Field type=UNICODE STRING,

ofs=0, size=8>

Handle Value: <Field type=c void p, ofs=8,

size=4>
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195 Class winappdbg.win32.peb teb.EXCEPTION REGISTRATION RECORD

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.EXCEPTION REGISTRATION RECORD

195.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

195.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

195.3 Class Variables

Name Description

fields Value: [(’Next’, <class

’ctypes.c void p’>), (’Handler’, <class

...

Handler Value: <Field type=c void p, ofs=4,

size=4>

Next Value: <Field type=c void p, ofs=0,

size=4>
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196 Class winappdbg.win32.peb teb.GDI TEB BATCH

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.GDI TEB BATCH

196.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

196.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

196.3 Class Variables

Name Description

fields Value: [(’Offset’, <class

’ctypes.c ulong’>), (’HDC’, <class

’ct...

Buffer Value: <Field type=c ulong Array 310,

ofs=8, size=1240>

HDC Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description

Offset Value: <Field type=c ulong, ofs=0,

size=4>
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197 Class winappdbg.win32.peb teb.LDR MODULE

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.LDR MODULE

197.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

197.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

197.3 Class Variables

Name Description

fields Value: [(’InLoadOrderModuleList’,

<class ’winappdbg.win32.define...

BaseAddress Value: <Field type=c void p, ofs=24,

size=4>

BaseDllName Value: <Field type=UNICODE STRING,

ofs=44, size=8>

continued on next page
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Name Description
EntryPoint Value: <Field type=c void p, ofs=28,

size=4>

Flags Value: <Field type=c ulong, ofs=52,

size=4>

FullDllName Value: <Field type=UNICODE STRING,

ofs=36, size=8>

HashTableEntry Value: <Field type=LIST ENTRY, ofs=60,

size=8>

InInitializationOrderModu-
leList

Value: <Field type=LIST ENTRY, ofs=16,

size=8>

InLoadOrderModuleList Value: <Field type=LIST ENTRY, ofs=0,

size=8>

InMemoryOrderModuleLis-
t

Value: <Field type=LIST ENTRY, ofs=8,

size=8>

LoadCount Value: <Field type=c short, ofs=56,

size=2>

SizeOfImage Value: <Field type=c ulong, ofs=32,

size=4>

TimeDateStamp Value: <Field type=c ulong, ofs=68,

size=4>

TlsIndex Value: <Field type=c short, ofs=58,

size=2>
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198 Class winappdbg.win32.peb teb.NT TIB

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.NT TIB

198.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

198.2 Properties

Name Description

FiberData
Version
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

198.3 Class Variables

Name Description

fields Value: [(’ExceptionList’, <class

’ctypes.c void p’>), (’StackBas...

ArbitraryUserPointer Value: <Field type=c void p, ofs=20,

size=4>

continued on next page
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Name Description
ExceptionList Value: <Field type=c void p, ofs=0,

size=4>

Self Value: <Field type=c void p, ofs=24,

size=4>

StackBase Value: <Field type=c void p, ofs=4,

size=4>

StackLimit Value: <Field type=c void p, ofs=8,

size=4>

SubSystemTib Value: <Field type=c void p, ofs=12,

size=4>

u Value: <Field type= NT TIB UNION,

ofs=16, size=4>
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199 Class winappdbg.win32.peb teb.PEB

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.PEB

199.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

199.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

199.3 Class Variables

Name Description

pack Value: 8

fields Value: [(’InheritedAddressSpace’,

<class ’ctypes.c ubyte’>), (’R...

ActivationContextData Value: <Field type=c void p, ofs=504,

size=4>

AnsiCodePageData Value: <Field type=c void p, ofs=88,

size=4>

continued on next page
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Name Description

AppCompatFlags Value: <Field type=c ulonglong,

ofs=472, size=8>

AppCompatFlagsUser Value: <Field type=c ulonglong,

ofs=480, size=8>

AppCompatInfo Value: <Field type=c void p, ofs=492,

size=4>

AtlThunkSListPtr32 Value: <Field type=c ulong, ofs=52,

size=4>

BeingDebugged Value: <Field type=c ubyte, ofs=2,

size=1>

CSDVersion Value: <Field type=UNICODE STRING,

ofs=496, size=8>

CriticalSectionTimeout Value: <Field type=c longlong, ofs=112,

size=8>

EnvironmentUpdateCount Value: <Field type=c ulong, ofs=40,

size=4>

FastPebLock Value: <Field type=c void p, ofs=28,

size=4>

FastPebLockRoutine Value: <Field type=c void p, ofs=32,

size=4>

FastPebUnlockRoutine Value: <Field type=c void p, ofs=36,

size=4>

FreeList Value: <Field type=c void p, ofs=56,

size=4>

GdiDCAttributeList Value: <Field type=c ulong, ofs=156,

size=4>

GdiHandleBuffer Value: <Field type=c ulong Array 34,

ofs=196, size=136>

GdiSharedHandleTable Value: <Field type=c void p, ofs=148,

size=4>

HeapDeCommitFreeBlock-
Threshold

Value: <Field type=c ulong, ofs=132,

size=4>

HeapDeCommitTotalFree-
Threshold

Value: <Field type=c ulong, ofs=128,

size=4>

HeapSegmentCommit Value: <Field type=c ulong, ofs=124,

size=4>

HeapSegmentReserve Value: <Field type=c ulong, ofs=120,

size=4>

ImageBaseAddress Value: <Field type=c void p, ofs=8,

size=4>

ImageProcessAffinityMask Value: <Field type=c ulong, ofs=192,

size=4>

continued on next page
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Name Description
ImageSubsystem Value: <Field type=c ulong, ofs=180,

size=4>

ImageSubsystemMajorVer-
sion

Value: <Field type=c ulong, ofs=184,

size=4>

ImageSubsystemMinorVer-
sion

Value: <Field type=c ulong, ofs=188,

size=4>

InheritedAddressSpace Value: <Field type=c ubyte, ofs=0,

size=1>

KernelCallbackTable Value: <Field type=c void p, ofs=44,

size=4>

Ldr Value: <Field type=c void p, ofs=12,

size=4>

LoaderLock Value: <Field type=c void p, ofs=160,

size=4>

MaximumNumberOfHeap-
s

Value: <Field type=c ulong, ofs=140,

size=4>

MinimumStackCommit Value: <Field type=c ulong, ofs=520,

size=4>

Mutant Value: <Field type=c void p, ofs=4,

size=4>

NtGlobalFlag Value: <Field type=c ulong, ofs=104,

size=4>

NumberOfHeaps Value: <Field type=c ulong, ofs=136,

size=4>

NumberOfProcessors Value: <Field type=c ulong, ofs=100,

size=4>

OSBuildNumber Value: <Field type=c ushort, ofs=172,

size=2>

OSCSDVersion Value: <Field type=c ushort, ofs=174,

size=2>

OSMajorVersion Value: <Field type=c ulong, ofs=164,

size=4>

OSMinorVersion Value: <Field type=c ulong, ofs=168,

size=4>

OSPlatformId Value: <Field type=c ulong, ofs=176,

size=4>

OemCodePageData Value: <Field type=c void p, ofs=92,

size=4>

PostProcessInitRoutine Value: <Field type=c void p, ofs=332,

size=4>

ProcessAssemblyStorageM-
ap

Value: <Field type=c void p, ofs=508,

size=4>

continued on next page
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Name Description
ProcessHeap Value: <Field type=c void p, ofs=24,

size=4>

ProcessHeaps Value: <Field type=c void p, ofs=144,

size=4>

ProcessParameters Value: <Field type=c void p, ofs=16,

size=4>

ProcessStarterHelper Value: <Field type=c void p, ofs=152,

size=4>

ReadImageFileExecOptio-
ns

Value: <Field type=c ubyte, ofs=1,

size=1>

ReadOnlySharedMemory-
Base

Value: <Field type=c void p, ofs=76,

size=4>

ReadOnlySharedMemory-
Heap

Value: <Field type=c void p, ofs=80,

size=4>

ReadOnlyStaticServerDat-
a

Value: <Field type=c void p, ofs=84,

size=4>

SessionId Value: <Field type=c ulong, ofs=468,

size=4>

SpareBool Value: <Field type=c ubyte, ofs=3,

size=1>

SubSystemData Value: <Field type=c void p, ofs=20,

size=4>

SystemAssemblyStorageM-
ap

Value: <Field type=c void p, ofs=516,

size=4>

SystemDefaultActivation-
ContextData

Value: <Field type=c void p, ofs=512,

size=4>

SystemReserved Value: <Field type=c ulong, ofs=48,

size=4>

TlsBitmap Value: <Field type=c void p, ofs=64,

size=4>

TlsBitmapBits Value: <Field type=c ulong Array 2,

ofs=68, size=8>

TlsExpansionBitmap Value: <Field type=c void p, ofs=336,

size=4>

TlsExpansionBitmapBits Value: <Field type=c ulong Array 32,

ofs=340, size=128>

TlsExpansionCounter Value: <Field type=c ulong, ofs=60,

size=4>

UnicodeCaseTableData Value: <Field type=c void p, ofs=96,

size=4>

pShimData Value: <Field type=c void p, ofs=488,

size=4>
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200 Class winappdbg.win32.peb teb.PEB FREE BLOCK

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.PEB FREE BLOCK

200.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

200.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

200.3 Class Variables

Name Description

fields Value: [(’Next’, <class

’ctypes.c void p’>), (’Size’, <class

’ct...

Next Value: <Field type=c void p, ofs=0,

size=4>

Size Value: <Field type=c ulong, ofs=4,

size=4>
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201 Class winappdbg.win32.peb teb.PEB LDR DATA

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.PEB LDR DATA

201.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

201.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

201.3 Class Variables

Name Description

fields Value: [(’Length’, <class

’ctypes.c ulong’>), (’Initialized’,

<c...

InInitializationOrderModu-
leList

Value: <Field type=LIST ENTRY, ofs=28,

size=8>

InLoadOrderModuleList Value: <Field type=LIST ENTRY, ofs=12,

size=8>

continued on next page

523



Class Variables Class winappdbg.win32.peb teb.PEB LDR DATA

Name Description

InMemoryOrderModuleLis-
t

Value: <Field type=LIST ENTRY, ofs=20,

size=8>

Initialized Value: <Field type=c ubyte, ofs=4,

size=1>

Length Value: <Field type=c ulong, ofs=0,

size=4>

SsHandle Value: <Field type=c void p, ofs=8,

size=4>
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202 Class winappdbg.win32.peb teb.PNTTIB

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PNTTIB

202.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

202.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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203 Class winappdbg.win32.peb teb.PPEB LDR DATA

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PPEB LDR DATA

203.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

203.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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204 Class winappdbg.win32.peb teb.PROCESSOR NUMBER

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.PROCESSOR NUMBER

204.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

204.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

204.3 Class Variables

Name Description

fields Value: [(’Group’, <class

’ctypes.c ushort’>), (’Number’, <class

...

Group Value: <Field type=c ushort, ofs=0,

size=2>

Number Value: <Field type=c ubyte, ofs=2,

size=1>

continued on next page
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Name Description

Reserved Value: <Field type=c ubyte, ofs=3,

size=1>
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205 Class winappdbg.win32.peb teb.PRTL CRITICAL SECTION

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PRTL CRITICAL SECTION

205.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

205.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

529



Properties Class winappdbg.win32.peb teb.PRTL CRITICAL SECTION DEBUG

206 Class winappdbg.win32.peb teb.PRTL CRITICAL SECTION DEBUG

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PRTL CRITICAL SECTION DEBUG

206.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

206.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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207 Class winappdbg.win32.peb teb.PRTL USER PROCESS PARAMETERS

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PRTL USER PROCESS PARAMETERS

207.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

207.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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208 Class winappdbg.win32.peb teb.PTEB

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PTEB

208.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

208.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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209 Class winappdbg.win32.peb teb.PTEB ACTIVE FRAME

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PTEB ACTIVE FRAME

209.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

209.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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210 Class winappdbg.win32.peb teb.PTEB ACTIVE FRAME CONTEXT

object

??. CData

ctypes. Pointer

winappdbg.win32.peb teb.PTEB ACTIVE FRAME CONTEXT

210.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

210.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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211 Class winappdbg.win32.peb teb.RTL ACTIVATION CONTEXT STACK

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.RTL ACTIVATION CONTEXT STACK FRAME

211.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

211.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

211.3 Class Variables

Name Description

fields Value: [(’Previous’, <class

’ctypes.c void p’>), (’ActivationCon...

ActivationContext Value: <Field type=c void p, ofs=4,

size=4>

Flags Value: <Field type=c ulong, ofs=8,

size=4>

continued on next page
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Name Description
Previous Value: <Field type=c void p, ofs=0,

size=4>
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212 Class winappdbg.win32.peb teb.RTL CRITICAL SECTION

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.RTL CRITICAL SECTION

212.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

212.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

212.3 Class Variables

Name Description

fields Value: [(’DebugInfo’, <class

’ctypes.c void p’>), (’LockCount’, ...

DebugInfo Value: <Field type=c void p, ofs=0,

size=4>

LockCount Value: <Field type=c long, ofs=4,

size=4>

continued on next page
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Name Description
LockSemaphore Value: <Field type=c void p, ofs=16,

size=4>

OwningThread Value: <Field type=c void p, ofs=12,

size=4>

RecursionCount Value: <Field type=c long, ofs=8,

size=4>

SpinCount Value: <Field type=c ulong, ofs=20,

size=4>
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213 Class winappdbg.win32.peb teb.RTL CRITICAL SECTION DEBUG

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.RTL CRITICAL SECTION DEBUG

213.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

213.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

213.3 Class Variables

Name Description

fields Value: [(’Type’, <class

’ctypes.c ushort’>),

(’CreatorBackTraceI...

ContentionCount Value: <Field type=c ulong, ofs=20,

size=4>

CreatorBackTraceIndex Value: <Field type=c ushort, ofs=2,

size=2>

continued on next page
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Name Description

CreatorBackTraceIndexHi-
gh

Value: <Field type=c ushort, ofs=28,

size=2>

CriticalSection Value: <Field type=c void p, ofs=4,

size=4>

EntryCount Value: <Field type=c ulong, ofs=16,

size=4>

Flags Value: <Field type=c ulong, ofs=24,

size=4>

ProcessLocksList Value: <Field type=LIST ENTRY, ofs=8,

size=8>

SpareUSHORT Value: <Field type=c ushort, ofs=30,

size=2>

Type Value: <Field type=c ushort, ofs=0,

size=2>
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214 Class winappdbg.win32.peb teb.RTL DRIVE LETTER CURDIR

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.RTL DRIVE LETTER CURDIR

214.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

214.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

214.3 Class Variables

Name Description

fields Value: [(’Flags’, <class

’ctypes.c ushort’>), (’Length’, <class

...

DosPath Value: <Field type=UNICODE STRING,

ofs=8, size=8>

Flags Value: <Field type=c ushort, ofs=0,

size=2>

continued on next page
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Name Description

Length Value: <Field type=c ushort, ofs=2,

size=2>

TimeStamp Value: <Field type=c ulong, ofs=4,

size=4>
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215 Class winappdbg.win32.peb teb.RTL USER PROCESS PARAMETERS

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.RTL USER PROCESS PARAMETERS

215.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

215.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

215.3 Class Variables

Name Description

fields Value: [(’Reserved1’, <class

’winappdbg.win32.peb teb.c ubyte Ar...

CommandLine Value: <Field type=UNICODE STRING,

ofs=64, size=8>

ImagePathName Value: <Field type=UNICODE STRING,

ofs=56, size=8>

continued on next page
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Name Description
Reserved1 Value: <Field type=c ubyte Array 16,

ofs=0, size=16>

Reserved2 Value: <Field type=c void p Array 10,

ofs=16, size=40>
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216 Class winappdbg.win32.peb teb.TEB

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.TEB

216.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

216.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

216.3 Class Variables

Name Description

pack Value: 8

fields Value: [(’NtTib’, <class

’winappdbg.win32.peb teb.NT TIB’>),

(’E...

ActivationContextStackP-
ointer

Value: <Field type=c void p, ofs=424,

size=4>

continued on next page
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Name Description
ActiveFrame Value: <Field type=c void p, ofs=4004,

size=4>

ActiveRpcHandle Value: <Field type=c void p, ofs=40,

size=4>

BooleanSpare Value: <Field type=c ubyte Array 3,

ofs=4009, size=3>

ClientId Value: <Field type=CLIENT ID, ofs=32,

size=8>

CountOfOwnedCriticalSec-
tions

Value: <Field type=c ulong, ofs=56,

size=4>

CsrClientThread Value: <Field type=c void p, ofs=60,

size=4>

CurrentLocale Value: <Field type=c ulong, ofs=196,

size=4>

CurrentTransactionHandl-
e

Value: <Field type=c void p, ofs=4000,

size=4>

DbgSsReserved Value: <Field type=c void p Array 2,

ofs=3860, size=8>

DeallocationStack Value: <Field type=c void p, ofs=3584,

size=4>

EnvironmentPointer Value: <Field type=c void p, ofs=28,

size=4>

ExceptionCode Value: <Field type=c long, ofs=420,

size=4>

FpSoftwareStatusRegister Value: <Field type=c ulong, ofs=200,

size=4>

FreeStackOnTermination Value: <Field type=c ubyte, ofs=3945,

size=1>

GdiBatchCount Value: <Field type=c ulong, ofs=3940,

size=4>

GdiCachedProcessHandle Value: <Field type=c void p, ofs=1712,

size=4>

GdiClientPID Value: <Field type=c ulong, ofs=1716,

size=4>

GdiClientTID Value: <Field type=c ulong, ofs=1720,

size=4>

GdiTebBatch Value: <Field type=GDI TEB BATCH,

ofs=456, size=1248>

GdiThreadLocalInfo Value: <Field type=c void p, ofs=1724,

size=4>

HardErrorsAreDisabled Value: <Field type=c ulong, ofs=3868,

size=4>

continued on next page
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Name Description
HasFiberData Value: <Field type=c ubyte, ofs=3946,

size=1>

HeapVirtualAffinity Value: <Field type=c ulong, ofs=3996,

size=4>

IdealProcessor Value: <Field type=c ubyte, ofs=3947,

size=1>

ImpersonationLocale Value: <Field type=c ulong, ofs=3980,

size=4>

InDbgPrint Value: <Field type=c ubyte, ofs=3944,

size=1>

Instrumentation Value: <Field type=c void p Array 16,

ofs=3872, size=64>

IsImpersonating Value: <Field type=c ulong, ofs=3984,

size=4>

LastErrorValue Value: <Field type=c ulong, ofs=52,

size=4>

LastStatusValue Value: <Field type=c long, ofs=3048,

size=4>

NlsCache Value: <Field type=c void p, ofs=3988,

size=4>

NtTib Value: <Field type=NT TIB, ofs=0,

size=28>

ProcessEnvironmentBlock Value: <Field type=c void p, ofs=48,

size=4>

RealClientId Value: <Field type=CLIENT ID, ofs=1704,

size=8>

ReservedForNtRpc Value: <Field type=c void p, ofs=3856,

size=4>

ReservedForOle Value: <Field type=c void p, ofs=3956,

size=4>

ReservedForPerf Value: <Field type=c void p, ofs=3952,

size=4>

SafeThunkCall Value: <Field type=c ubyte, ofs=4008,

size=1>

Spare3 Value: <Field type=c ulong, ofs=3948,

size=4>

SpareBytes1 Value: <Field type=c ubyte Array 24,

ofs=428, size=24>

StaticUnicodeBuffer Value: <Field type=c wchar Array 261,

ofs=3060, size=522>

StaticUnicodeString Value: <Field type=UNICODE STRING,

ofs=3052, size=8>

continued on next page
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Name Description
SystemReserved1 Value: <Field type=c void p Array 54,

ofs=204, size=216>

ThreadLocalStoragePointe-
r

Value: <Field type=c void p, ofs=44,

size=4>

TlsExpansionSlots Value: <Field type=c void p, ofs=3976,

size=4>

TlsLinks Value: <Field type=LIST ENTRY,

ofs=3844, size=8>

TlsSlots Value: <Field type=c void p Array 64,

ofs=3588, size=256>

TxFsContext Value: <Field type=c ulong, ofs=452,

size=4>

User32Reserved Value: <Field type=c ulong Array 26,

ofs=68, size=104>

UserReserved Value: <Field type=c ulong Array 5,

ofs=172, size=20>

Vdm Value: <Field type=c void p, ofs=3852,

size=4>

WOW32Reserved Value: <Field type=c void p, ofs=192,

size=4>

WaitingOnLoaderLock Value: <Field type=c ulong, ofs=3960,

size=4>

Win32ClientInfo Value: <Field type=c ulong Array 62,

ofs=1728, size=248>

Win32ThreadInfo Value: <Field type=c void p, ofs=64,

size=4>

WinSockData Value: <Field type=c void p, ofs=3936,

size=4>

Wx86Thread Value: <Field type=Wx86ThreadState,

ofs=3964, size=12>

glContext Value: <Field type=c void p, ofs=3044,

size=4>

glCurrentRC Value: <Field type=c void p, ofs=3040,

size=4>

glDispatchTable Value: <Field type=c void p Array 233,

ofs=1976, size=932>

glReserved1 Value: <Field type=c ulong Array 29,

ofs=2908, size=116>

glReserved2 Value: <Field type=c void p, ofs=3024,

size=4>

glSection Value: <Field type=c void p, ofs=3032,

size=4>

continued on next page
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Name Description
glSectionInfo Value: <Field type=c void p, ofs=3028,

size=4>

glTable Value: <Field type=c void p, ofs=3036,

size=4>

pShimData Value: <Field type=c void p, ofs=3992,

size=4>
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217 Class winappdbg.win32.peb teb.TEB ACTIVE FRAME

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.TEB ACTIVE FRAME

217.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

217.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

217.3 Class Variables

Name Description

fields Value: [(’Flags’, <class

’ctypes.c ulong’>), (’Previous’,

<class...

Context Value: <Field type=c void p, ofs=8,

size=4>

Flags Value: <Field type=c ulong, ofs=0,

size=4>

continued on next page
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Name Description

Previous Value: <Field type=c void p, ofs=4,

size=4>
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218 Class winappdbg.win32.peb teb.TEB ACTIVE FRAME CONTEXT

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.TEB ACTIVE FRAME CONTEXT

218.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

218.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

218.3 Class Variables

Name Description

fields Value: [(’Flags’, <class

’ctypes.c ulong’>), (’FrameName’,

<clas...

Flags Value: <Field type=c ulong, ofs=0,

size=4>

FrameName Value: <Field type=c void p, ofs=4,

size=4>
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219 Class winappdbg.win32.peb teb.Wx86ThreadState

object

??. CData

ctypes.Structure

winappdbg.win32.peb teb.Wx86ThreadState

219.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

219.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

219.3 Class Variables

Name Description

fields Value: [(’CallBx86Eip’, <class

’ctypes.c void p’>), (’Deallocati...

CallBx86Eip Value: <Field type=c void p, ofs=0,

size=4>

DeallocationCpu Value: <Field type=c void p, ofs=4,

size=4>

continued on next page
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Name Description
OleStubInvoked Value: <Field type=c char, ofs=9,

size=1>

UseKnownWx86Dll Value: <Field type=c ubyte, ofs=8,

size=1>
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220 Class winappdbg.win32.psapi.LPMODULEINFO

object

??. CData

ctypes. Pointer

winappdbg.win32.psapi.LPMODULEINFO

220.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

220.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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221 Class winappdbg.win32.psapi.MODULEINFO

object

??. CData

ctypes.Structure

winappdbg.win32.psapi.MODULEINFO

221.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

221.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

221.3 Class Variables

Name Description

fields Value: [(’lpBaseOfDll’, <class

’ctypes.c void p’>), (’SizeOfImag...

EntryPoint Value: <Field type=c void p, ofs=8,

size=4>

SizeOfImage Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
lpBaseOfDll Value: <Field type=c void p, ofs=0,

size=4>
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222 Class winappdbg.win32.version.LPOSVERSIONINFOA

object

??. CData

ctypes. Pointer

winappdbg.win32.version.LPOSVERSIONINFOA

222.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

222.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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223 Class winappdbg.win32.version.LPOSVERSIONINFOEXA

object

??. CData

ctypes. Pointer

winappdbg.win32.version.LPOSVERSIONINFOEXA

223.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

223.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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224 Class winappdbg.win32.version.LPOSVERSIONINFOEXW

object

??. CData

ctypes. Pointer

winappdbg.win32.version.LPOSVERSIONINFOEXW

224.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

224.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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225 Class winappdbg.win32.version.LPOSVERSIONINFOW

object

??. CData

ctypes. Pointer

winappdbg.win32.version.LPOSVERSIONINFOW

225.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

225.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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226 Class winappdbg.win32.version.LPSYSTEM INFO

object

??. CData

ctypes. Pointer

winappdbg.win32.version.LPSYSTEM INFO

226.1 Methods

Inherited from ctypes. Pointer

delitem (), getitem (), getslice (), init (), new (), nonzero (), setitem ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

226.2 Properties

Name Description

Inherited from ctypes. Pointer
contents
Inherited from ??. CData
b base , b needsfree

Inherited from object
class
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227 Class winappdbg.win32.version.OSVERSIONINFOA

object

??. CData

ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOA

227.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

227.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

227.3 Class Variables

Name Description

fields Value: [(’dwOSVersionInfoSize’, <class

’ctypes.c ulong’>), (’dwM...

dwBuildNumber Value: <Field type=c ulong, ofs=12,

size=4>

dwMajorVersion Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
dwMinorVersion Value: <Field type=c ulong, ofs=8,

size=4>

dwOSVersionInfoSize Value: <Field type=c ulong, ofs=0,

size=4>

dwPlatformId Value: <Field type=c ulong, ofs=16,

size=4>

szCSDVersion Value: <Field type=c char Array 128,

ofs=20, size=128>
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228 Class winappdbg.win32.version.OSVERSIONINFOEXA

object

??. CData

ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOEXA

228.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

228.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

228.3 Class Variables

Name Description

fields Value: [(’dwOSVersionInfoSize’, <class

’ctypes.c ulong’>), (’dwM...

dwBuildNumber Value: <Field type=c ulong, ofs=12,

size=4>

dwMajorVersion Value: <Field type=c ulong, ofs=4,

size=4>
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Name Description
dwMinorVersion Value: <Field type=c ulong, ofs=8,

size=4>

dwOSVersionInfoSize Value: <Field type=c ulong, ofs=0,

size=4>

dwPlatformId Value: <Field type=c ulong, ofs=16,

size=4>

szCSDVersion Value: <Field type=c char Array 128,

ofs=20, size=128>

wProductType Value: <Field type=c ubyte, ofs=154,

size=1>

wReserved Value: <Field type=c ubyte, ofs=155,

size=1>

wServicePackMajor Value: <Field type=c ushort, ofs=148,

size=2>

wServicePackMinor Value: <Field type=c ushort, ofs=150,

size=2>

wSuiteMask Value: <Field type=c ushort, ofs=152,

size=2>
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229 Class winappdbg.win32.version.OSVERSIONINFOEXW

object

??. CData

ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOEXW

229.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

229.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

229.3 Class Variables

Name Description

fields Value: [(’dwOSVersionInfoSize’, <class

’ctypes.c ulong’>), (’dwM...

dwBuildNumber Value: <Field type=c ulong, ofs=12,

size=4>

dwMajorVersion Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
dwMinorVersion Value: <Field type=c ulong, ofs=8,

size=4>

dwOSVersionInfoSize Value: <Field type=c ulong, ofs=0,

size=4>

dwPlatformId Value: <Field type=c ulong, ofs=16,

size=4>

szCSDVersion Value: <Field type=c wchar Array 128,

ofs=20, size=256>

wProductType Value: <Field type=c ubyte, ofs=282,

size=1>

wReserved Value: <Field type=c ubyte, ofs=283,

size=1>

wServicePackMajor Value: <Field type=c ushort, ofs=276,

size=2>

wServicePackMinor Value: <Field type=c ushort, ofs=278,

size=2>

wSuiteMask Value: <Field type=c ushort, ofs=280,

size=2>
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230 Class winappdbg.win32.version.OSVERSIONINFOW

object

??. CData

ctypes.Structure

winappdbg.win32.version.OSVERSIONINFOW

230.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

230.2 Properties

Name Description

Inherited from ??. CData
b base , b needsfree

Inherited from object
class

230.3 Class Variables

Name Description

fields Value: [(’dwOSVersionInfoSize’, <class

’ctypes.c ulong’>), (’dwM...

dwBuildNumber Value: <Field type=c ulong, ofs=12,

size=4>

dwMajorVersion Value: <Field type=c ulong, ofs=4,

size=4>

continued on next page
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Name Description
dwMinorVersion Value: <Field type=c ulong, ofs=8,

size=4>

dwOSVersionInfoSize Value: <Field type=c ulong, ofs=0,

size=4>

dwPlatformId Value: <Field type=c ulong, ofs=16,

size=4>

szCSDVersion Value: <Field type=c wchar Array 128,

ofs=20, size=256>
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231 Class winappdbg.win32.version.SYSTEM INFO

object

??. CData

ctypes.Structure

winappdbg.win32.version.SYSTEM INFO

231.1 Methods

Inherited from ctypes.Structure

init (), new ()

Inherited from ??. CData

ctypes from outparam (), hash (), reduce (), setstate ()

Inherited from object

delattr (), format (), getattribute (), reduce ex (), repr (), setattr (),
sizeof (), str (), subclasshook ()

231.2 Properties

Name Description

dwOemId
wProcessorArchitecture
Inherited from ??. CData
b base , b needsfree

Inherited from object
class

231.3 Class Variables

Name Description

fields Value: [(’id’, <class

’winappdbg.win32.version. SYSTEM INFO OEM ...

dwActiveProcessorMask Value: <Field type=LP c ulong, ofs=16,

size=4>

continued on next page
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Name Description
dwAllocationGranularity Value: <Field type=c ulong, ofs=28,

size=4>

dwNumberOfProcessors Value: <Field type=c ulong, ofs=20,

size=4>

dwPageSize Value: <Field type=c ulong, ofs=4,

size=4>

dwProcessorType Value: <Field type=c ulong, ofs=24,

size=4>

id Value: <Field type= SYSTEM INFO OEM ID,

ofs=0, size=4>

lpMaximumApplicationA-
ddress

Value: <Field type=c void p, ofs=12,

size=4>

lpMinimumApplicationAd-
dress

Value: <Field type=c void p, ofs=8,

size=4>

wProcessorLevel Value: <Field type=c ushort, ofs=32,

size=2>

wProcessorRevision Value: <Field type=c ushort, ofs=34,

size=2>
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