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Package winappdbg

1 Package winappdbg

Windows application debugging engine for Python.
by Mario Vilas (mvilas at gmail.com)

Project: hitp://sourceforge.net/projects/winappdbg/
Web: http://winappdbg.sourceforge.net/

Blog: http://breakingcode.wordpress.com

1.1 Modules

e Win32 API wrappers
— win32: Debugging API wrappers in ctypes.
(Section 8, p. 10)
e Internal use
— breakpoint: Breakpoints module.
(Section 2, p. 4)
crash: Crash logging module.
(Section 3, p. 5)
debug: Debugging module.
(Section 4, p. 6)
event: Event handling module.
(Section 5, p. 7)
— system: Instrumentation module.
(Section 6, p. 8)
— textio: Functions for text input, logging or text output.
(Section 7, p. 9)

1.2 Classes

e Instrumentation
— System: Interface to a batch of processes, plus some system wide settings.
(Section 29, p. 190)
— Thread: Interface to a thread in another process.
(Section 30, p. 193)
— Process: Interface to a process.
(Section 28, p. 182)
— Module: Interface to a DLL library loaded in the context of another process.
(Section 26, p. 173)
e Debugging
— DebugRegister: Class to manipulate debug registers.
(Section 14, p. 88)
— Debug: The main debugger class.
(Section 20, p. 120)
— NoEvent: No event.
(Section 24, p. 168)
— EventHandler: Base class for debug event handlers.
(Section 23, p. 162)
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Variables

Package winappdbg

e Crash reporting
— Crash: Represents a crash, bug, or another interesting event in the debugee.

e Text input and output

(Section 18, p. 111)

— CrashContainer: Manages a database of persistent Crash objects, trying to avoid duplicates.

(Section 19, p. 116)

— CrashDump: Static functions for crash dumps.

(Section 32, p. 203)

— HexDump: Static functions for hexadecimal dumps.

(Section 34, p. 210)

— HexOutput: Static functions for user output parsing.

(Section 36, p. 221)

— DebugLog: Static functions for debug logging.

(Section 33, p. 208)

— HexInput: Static functions for user input parsing.

(Section 35, p. 217)

e Win32 API wrappers
— Handle: Encapsulates win32 handles to avoid leaking them.

1.3

(Section 57, p. 258)

— ProcessHandle: Win32 process handle.

(Section 80, p. 303)

— ThreadHandle: Win32 thread handle.

(Section 97, p. 336)

— FileHandle: Win32 file handle.

(Section 52, p. 247)

Variables

Name

Description

version

This WinAppDbg release version.
Value: ’Version 1.1’ (type=str)

12



Module winappdbg.breakpoint

2 Module winappdbg.breakpoint

Breakpoints module.

See Also: hitp://apps.sourceforge.net/trac/winappdbg/wiki/wiki/HowBreakpoints Work

2.1 Classes

e Breakpoints
— Breakpoint: Base class for breakpoints.
(Section 10, p. 43)
— CodeBreakpoint: Code execution breakpoints (using an int3 opcode).
(Section 13, p. 81)
— PageBreakpoint: Page access breakpoint (using guard pages).
(Section 17, p. 104)
— HardwareBreakpoint: Hardware breakpoint (using debug registers).
(Section 15, p. 91)
e Breakpoint wrappers
— Hook: Used by Debug.hook_function.
(Section 16, p. 100)
— ApiHook: Used by EventHandler.
(Section 9, p. 39)
— BufferWatch: Used by Debug.watch_buffer.
(Section 12, p. 78)
e Debug registers manipulation
— DebugRegister: Class to manipulate debug registers.
(Section 14, p. 88)
e Breakpoint container capabilities
— BreakpointContainer: Encapsulates the capability to contain Breakpoint objects.
(Section 11, p. 51)
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Module winappdbg.crash

3 Module winappdbg.crash

Crash logging module.

3.1 Classes

e Crash: Represents a crash, bug, or another interesting event in the debugee.
(Section 18, p. 111)

e CrashContainer: Manages a database of persistent Crash objects, trying to avoid duplicates.
(Section 19, p. 116)
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Module winappdbg.debug

4 Module winappdbg.debug

Debugging module.

See Also: hitp://apps.sourceforge.net/trac/winappdbg/wiki/wiki/Debugging

4.1 Classes

e Debugging
— Debug: The main debugger class.
(Section 20, p. 120)
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Module winappdbg.event

5 Module winappdbg.event

Event handling module.

See Also: hitp://apps.sourceforge.net/trac/winappdbg/wiki/Debugging

5.1 Classes

e EventFactory: Factory of Event objects.
(Section 22, p. 160)
e EventHandler: Base class for debug event handlers.
(Section 23, p. 162)
e Event objects
— NoEvent: No event.
(Section 24, p. 168)
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Module winappdbg.system

6 Module winappdbg.system

Instrumentation module.

See Also: hitp://apps.sourceforge.net/trac/winappdbg/wiki/Instrumentation

6.1 Classes

e Instrumentation
— Module: Interface to a DLL library loaded in the context of another process.
(Section 26, p. 173)
— Thread: Interface to a thread in another process.
(Section 30, p. 193)
— Process: Interface to a process.
(Section 28, p. 182)
— System: Interface to a batch of processes, plus some system wide settings.
(Section 29, p. 190)
e Capabilities (private)
— PathOperations: Static methods for filename and pathname manipulation.
(Section 27, p. 179)
— MemoryAddresses: Class to manipulate memory addresses.
(Section 25, p. 171)
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Module winappdbg.textio

7 Module winappdbg.textio

Functions for text input, logging or text output.

7.1 Classes

e Input

— HexInput: Static functions for user input parsing.
(Section 35, p. 217)
e Output

— HexOutput: Static functions for user output parsing.
(Section 36, p. 221)
e Logging
— DebugLog: Static functions for debug logging.
(Section 33, p. 208)

— HexDump: Static functions for hexadecimal dumps.
(Section 34, p. 210)

— CrashDump: Static functions for crash dumps.
(Section 32, p. 203)
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Module winappdbg.win32

Debugging API wrappers in ctypes.

See Also: hitp://apps.sourceforge.net/trac/winappdbg/wiki/Win32A PIWrappers

8.1

Classes

Handle: Encapsulates win32 handles to avoid leaking them.
(Section 57, p. 258)

ProcessHandle: Win32 process handle.

(Section 80, p. 303)

ThreadHandle: Win32 thread handle.

(Section 97, p. 336)

FileHandle: Win32 file handle.

(Section 52, p. 247)

ProcessInformation: Process information object returned by CreateProcess.
(Section 81, p. 306)

THREADNAME_INFO (Section 94, p. 831)
UNICODE_STRING (Section 98, p. 339)

CLIENT_ID (Section 38, p. 226)

GUID (Section 54, p. 252)

LIST ENTRY (Section 65, p. 274)

LDR _MODULE (Section 63, p. 270)

PEB_LDR _DATA (Section 76, p. 295)
PEB_FREE_BLOCK (Section 75, p. 294)

RTL_ DRIVE LETTER_CURDIR (Section 85, p. 313)
CURDIR (Section 42, p. 234)

RTL_USER_PROCESS_ PARAMETERS (Section 86, p. 315)
RTL_CRITICAL_SECTION (Section 83, p. 309)
RTL_CRITICAL_SECTION_DEBUG (Section 84, p. 811)
PEB (Section 74, p. 289)

NT_TIB (Section 72, p. 285)

EXCEPTION _REGISTRATION _RECORD (Section 46, p. 240)
GDI_TEB_BATCH (Section 53, p. 250)

TEB (Section 92, p. 325)
PROCESS_BASIC_INFORMATION (Section 78, p. 299)
THREAD BASIC_INFORMATION (Section 95, p. 833)
SYSDBG_MSR (Section 90, p. 322)

SYSTEM _INFO (Section 91, p. 323)

MEMORY _BASIC_INFORMATION (Section 69, p. 279)
FILETIME (Section 49, p. 243)
BY_HANDLE _FILE INFORMATION (Section 37, p. 224)
FILE_INFO_BY HANDLE_CLASS (Section 50, p. 244)
SECURITY_ATTRIBUTES (Section 87, p. 817)
PROCESS_INFORMATION (Section 79, p. 301)
STARTUPINFO (Section 88, p. 319)
STARTUPINFOEX (Section 89, p. 821)

EXCEPTION _RECORD (Section 45, p. 238)
EXCEPTION _DEBUG_INFO (Section 44, p. 237)
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CREATE_THREAD DEBUG_INFO (Section 41, p. 232)
CREATE_PROCESS_DEBUG_INFO (Section 40, p. 230)
EXIT THREAD _DEBUG_INFO (Section 48, p. 242)
EXIT_PROCESS_DEBUG_INFO (Section 47, p. 241)
LOAD _DLL_DEBUG_INFO (Section 66, p. 275)
UNLOAD _DLL _DEBUG _INFO (Section 99, p. 941)
OUTPUT_DEBUG_STRING_INFO (Section 73, p. 287)
RIP_INFO (Section 82, p. 807)
_DEBUG_EVENT_UNION_ (Section 100, p. 342)
DEBUG_EVENT (Section 43, p. 235)

_LDT_ENTRY BYTES_ (Section 102, p. 346)
_LDT_ENTRY BITS_ (Section 101, p. 344)
_LDT_ENTRY_HIGHWORD._ (Section 103, p. 348)
LDT_ENTRY (Section 64, p. 272)
FLOATING_SAVE_AREA (Section 51, p. 245)
CONTEXT (Section 39, p. 227)

THREADENTRY32 (Section 93, p. 329)
PROCESSENTRY32 (Section 77, p. 297)
MODULEENTRY32 (Section 70, p. 281)
HEAPENTRY32 (Section 55, p. 254)

HEAPLIST32 (Section 56, p. 256)

MODULEINFO (Section 71, p. 283)

LUID (Section 67, p. 277)

LUID_AND_ATTRIBUTES (Section 68, p. 278)
TOKEN_PRIVILEGES (Section 96, p. 835)
IO_STATUS_BLOCK (Section 62, p. 268)

IMAGEHLP _MODULE (Section 58, p. 260)
IMAGEHLP _MODULE®64 (Section 59, p. 262)
IMAGEHLP_MODULEW (Section 60, p. 264)
IMAGEHLP _MODULEWG64 (Section 61, p. 266)

%
B

Functions

| GetLastError() |

| SetLastError(dwErrCode) |

| SetLastErrorEx(dwErrCode, dwType) |

| CloseHandle(hHandle) |

DuplicateHandle(hSourceHandle, hSourceProcessHandle=None,
hTargetProcessHandle=None, dwDesiredAccess=2031616, blnheritHandle=0, dwOptions=2)

| SetDlIDirectory (IpPathName) |

| LoadLibrary(pszLibrary) |
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| LoadLibraryEx(pszLibrary, dwFlags) |

| GetModuleHandleA (IpModuleName) |

| GetModuleHandleW (ipModuleName) |

| GetModuleHandle(IpModuleName) |

| GetProcAddress(hModule, lpProcName) |

| FreeLibrary() |

| QueryFullProcessImageNameA (hProcess, dwFlags=0) |

| QueryFullProcessImageNameW (hProcess, dwFlags) |

| QueryFullProcessImageName(hProcess, dwFlags=0) |

| GetLogicalDriveStrings() |

| QueryDosDeviceA (lpDeviceName) |

| QueryDosDeviceW (lpDeviceName) |

| QueryDosDevice(lpDeviceName) |

MapViewOfFile(hFileMappingObject, dwDesiredAccess=983103, dwF'ileOffsetHigh=0,
dwFileOffsetLow=0, dwNumberOfBytesToMap=0)

| UnmapViewOfFile(lpBaseAddress) |

|OpenFileMapping(deesiredAccess, bInheritHandle, lpName) |

CreateFileMappingA (hF'ile, IpAttributes=0, flProtect=64, dwMazimumSizeHigh=0,
dwMazimumSizeLow=0, IpName=0)

CreateFileMappingW (hFile, lpAttributes=0, flProtect=64, dwMazimumSizeHigh=0,
dwMazimumSizeLow=0, IpName=0)

CreateFileMapping(hFile, lpAttributes=0, flProtect=64, dwMazimumSizeHigh=0,
dwMazimumsSizeLow=0, lpName=0)
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CreateFileA (IpFileName, dwDesiredAccess=268435456, dwShareMode=0,
IpSecurityAttributes=0, dwCreationDisposition=4, dwFlagsAndAttributes=128,
hTemplateFile=0)

CreateFileW (lpFileName, dwDesiredAccess=268435456, dwShareMode=0,
IpSecurityAttributes=0, dwCreationDisposition=4, dwFlagsAndAttributes=128,
hTemplateFile=0)

CreateFile(lpFileName, dwDesiredAccess=268435456, dwShareMode=0,
IpSecurityAttributes=0, dwCreationDisposition=4, dwFlagsAndAttributes=128,
hTemplateFile=0)

| FlushFileBuffers(hFile) |

| FlushViewOfFile(lpBaseAddress, dwNumberOfBytesToFlush=0) |

|SearchPathA(lpPath, IpFileName, lpExtension) |

|SearchPathW(lpPath, IpFileName, lpExtension) |

|SearchPa‘ch(lpPath7 IpFileName, lpExtension) |

| SetSearchPathMode(Flags) |

DeviceloControl(hDevice, dwloControlCode, lpInBuffer, nInBufferSize, lpOutBuffer,
nOutBufferSize, IpOverlapped)

GetFileInformationByHandle(hFile)

GetFileInformationByHandleEx(hFile, FileInformationClass, lpFileInformation,
dwBufferSize)

| GetFullPathNameA (lpFileName, nBufferLength=260) |

| GetFullPathNameW (IpFileName, nBufferLength=260) |

| GetFullPathName(lpFileName, nBufferLength=260) |

| GetTempPathA() |

| GetTempPathW () |

| GetTempPath() |
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| GetTempFileNameA (IpPathName=None, lpPrefixString="TMP’, uUnique=0) |

|GretTempFileNarneVV(lpPathNamezNone7 IpPrefizString=u’TMP’ | uUnique=0) |

| GetTempFileName(lpPathName=None, lpPrefixString=’TMP’ | uwUnique=0) |

| LocalFree(hMem) |

| SetConsoleCtrlHandler(HandlerRoutine=None, Add=True) |

| GenerateConsoleCtrlEvent(dwCtriEvent, dwProcessGroupld) |

| WaitForSingleObject(hHandle, dwMilliseconds=-1) |

| WaitForSingleObjectEx(hHandle, dwMilliseconds=-1, bAlertable=True) |

|WaitForMultipleObjects(handles, bWaitAll=False, dwMilliseconds=-1) |

|WaitForMultipleObjectsEX(handles7 bWaitAll=False, dwMilliseconds=-1) |

| WaitForDebugEvent(dwMilliseconds=-1) |

|ContinueDebugEvent(derocessId, dwThreadld, dwContinueStatus=2147549185) |

|FlushInstructionCache(hProcess, IpBaseAddress=0, dwSize=0) |

| DebugA ctiveProcess(dwProcessld) |

| DebugA ctiveProcessStop(dwProcessld) |

CreateProcessA (IlpApplicationName, lpCommandLine=None, lpProcessAttributes=None,
Ip ThreadAttributes=None, bInheritHandles=False, dwCreationFlags=0,
IpEnvironment=None, IpCurrentDirectory=None, IpStartupInfo=None)

CreateProcessW (IpApplicationName, lpCommandLine=None, IpProcessAtiributes=None,
Ip ThreadAttributes=None, bilnheritHandles=False, dwCreationFlags=0,
IpEnvironment=None, lpCurrentDirectory=None, IpStartupInfo=None)

CreateProcess(lpApplicationName, lpCommandLine=None, lpProcessAttributes=None,
Ip ThreadAttributes=None, bInheritHandles=False, dwCreationFlags=0,
IpEnvironment=None, IpCurrentDirectory=None, IpStartupInfo=None)
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CreateProcessAsUser(hToken, lpApplicationName, IlpCommandLine=None,
IpProcessAttributes=None, lp ThreadAttributes=None, bInheritHandles=False,
dwCreationFlags=0, lpEnvironment=None, lpCurrentDirectory=None, IpStartupInfo=None)

|OpenProcess(deesiredAccess, bInheritHandle, dwProcessld) |

|OpenThread(deesiredAccess, bInheritHandle, dwThreadld) |

| SuspendThread(hThread) |

| ResumeThread(hThread) |

| TerminateThread(hThread, dwEzitCode=0) |

| TerminateProcess(hProcess, dwEzitCode=0) |

|ReadProcessMemory(hProcess, IpBaseAddress, nSize) |

|WriteProcessMemory(hProcess7 IpBaseAddress, lpBuffer) |

VirtualAllocEx(hProcess, lpAddress=0, dwSize=4096, flAllocation Type=12288,
flProtect=64)

| VirtualQueryEx(hProcess, lpAddress) |

|VirtualProtectEx(hProcess, IpAddress, dwSize, fINewProtect=64) |

|VirtualFreeEx(hProcess, IpAddress, dwSize=0, dwFreeType=32768) |

| GetThreadSelectorEntry (hThread, dwSelector) |

CreateRemoteThread(hProcess, Ip ThreadAttributes, dwStackSize, IpStartAddress,
IpParameter, dwCreationFlags)

| GetCurrentProcess() |

| GetCurrentThread|() |

| GetProcessId(hProcess) |

| GetThreadId(h Thread) |

| GetProcessIdOfThread(hThread) |
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| GetExitCodeProcess(hProcess) |

| GetExitCodeThread(hThread) |

| GetProcessVersion(Processld) |

| GetPriorityClass(hProcess) |

| SetPriorityClass(hProcess, dwPriorityClass) |

| GetProcessPriorityBoost(hProcess) |

| SetProcessPriorityBoost(hProcess, DisablePriorityBoost) |

| CheckRemoteDebuggerPresent(hProcess) |

| DebugSetProcessKillOnExit(KillOnExit) |

| DebugBreakProcess(hProcess) |

|GetThreadContext(hThread7 ContextFlags=65599) |

| SetThreadContext(hThread, IpContext) |

| CreateToolhelp32Snapshot(dwFlags=15, th32ProcessID=0) |

| Process32First(hSnapshot) |

| Process32Next(hSnapshot, pe=None) |

| Thread32First(hSnapshot) |

| Thread32Next(hSnapshot, te=None) |

| Module32First(hSnapshot) |

| Module32Next(hSnapshot, me=None) |

| Heap32First(th32ProcessID, th32HeapID) |

| Heap32Next(he) |
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| Heap32ListFirst(hSnapshot) |

| Heap32ListNext(hSnapshot, hl=None) |

|Toolhelp32ReadPr0cessMem0ry(th32ProcessID, IpBaseAddress, nSize) |

| GetCurrentProcessorNumber() |

| FlushProcessWriteBuffers() |

| GetGuiResources(hProcess, uiFlags) |

| GetProcessHandleCount(hProcess) |

| GetSystemlInfo() |

| GetNativeSystemInfo() |

| IsWow64Process(hProcess) |

NtSystemDebugControl( Command, InputBuffer, InputBufferLength, OutputBuffer,
OutputBufferLength, ReturnLength)

ZwSystemDebugControl( Command, InputBuffer, InputBufferLength, OutputBuffer,
OutputBufferLength, ReturnLength)

NtQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

ZwQueryInformationProcess(ProcessHandle, ProcessInformationClass,
ProcessInformationLength=None)

NtQueryInformationThread( ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

ZwQueryInformationThread( ThreadHandle, ThreadInformationClass,
ThreadInformationLength=None)

|NtQueryInformationFile(FileHandle, FileInformationClass, FileInformation, Length) |

|ZWQueryInformationFile(lfsz'lel'{omdle7 FileInformationClass, FileInformation, Length) |

| OpenProcessToken(ProcessHandle, DesiredAccess) |
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| OpenThreadToken( ThreadHandle, DesiredAccess, OpenAsSelf=True) |

| LookupPrivilegeValue(lpSystemName, lpName) |

| LookupPrivilegeName(lpSystemName, IpLuid) |

| AdjustTokenPrivileges( TokenHandle, NewState=()) |

| CommandLineToArgvW (IpCmdLine) |

| CommandLineToArgvA (lpCmdLine) |

| CommandLineToArgv(lpCmdLine) |

ShellExecuteA (hwnd=None, lpOperation=None, lpFile=None, IpParameters=None,
IpDirectory=None, nShowCmd=None)

ShellExecuteW (hwnd=None, IpOperation=None, IpFile=None, lpParameters=None,
IpDirectory=None, nShowCmd=None)

ShellExecute(hwnd=None, IpOperation=None, IpFile=None, lpParameters=None,
IpDirectory=None, nShowCmd=None)

| EnumDeviceDrivers() |

| EnumProcesses() |

| EnumProcessModules(hProcess) |

| EnumProcessModulesEx(hProcess, dwF'ilterFlag=0) |

| GetDeviceDriverBaseNameA (ImageBase) |

| GetDeviceDriverBaseNameW (ImageBase) |

| GetDeviceDriverBaseName(ImageBase) |

| GetDeviceDriverFileNameA (ImageBase) |

| GetDeviceDriverFileNameW (ImageBase) |

| GetDeviceDriverFileName(ImageBase) |
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| GetMappedFileNameA (hProcess, lpv) |

| GetMappedFileNameW (hProcess, lpv) |

| GetMappedFileName(hProcess, lpv) |

| GetModuleFileNameExA (hProcess, hModule) |

| GetModuleFileNameExW (hProcess, hModule) |

| GetModuleFileNameEx(hProcess, hModule) |

|GetModuleInformation(hPmcess, hModule, lpmodinfo=None) |

| GetProcessImageFileNameA (hProcess) |

| GetProcessImageFileNameW (hProcess) |

| GetProcessImageFileName(hProcess) |

| Path AddBackslashA (IpszPath) |

| PathAddBackslashW (IpszPath) |

| PathAddBackslash IpszPath) |

| PathAddExtensionA (IpszPath, pszExtension=None) |

| PathAddExtensionW (IpszPath, pszExtension=None) |

| PathAddExtension(lpszPath, pszExtension=None) |

| PathAppendA (IpszPath, pszMore=None) |

| PathAppendW (lpszPath, pszMore=None) |

| PathAppend(lpszPath, pszMore=None) |

| PathCombineA (lpszDir, IpszFile) |

| PathCombineW (IpszDir, IpszFile) |
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| PathCombine(lpszDir, lpszFile) |

| PathCanonicalizeA (IpszSrc) |

| PathCanonicalizeW (IpszSrc) |

| PathCanonicalize(lpszSrc) |

| PathFileExistsA (ps:Path) |

| PathFileExistsW (ps:Path) |

| PathFileExists(pszPath) |

| PathFindExtensionA (pszPath) |

| PathFindExtensionW (pszPath) |

| PathFindExtension(pszPath) |

| PathFindFileNameA (pszPath) |

| PathFindFileNameW (pszPath) |

| PathFindFileName(pszPath) |

| PathFindNextComponentA (pszPath) |

| PathFindNextComponentW (pszPath) |

| PathFindNextComponent(pszPath) |

| PathFindOnPathA (pszFile, ppszOtherDirs=None) |

| PathFindOnPathW (pszFile, ppszOtherDirs=None) |

| PathFindOnPath(pszFile, ppszOtherDirs=None) |

| PathGetArgsA (pszPath) |

| PathGetArgsW (pszPath) |
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| PathGetArgs(pszPath) |

| PathIsContentTypeA (pszPath, pszContentType) |

| PathIsContentTypeW (pszPath, pszContent Type) |

| PathIsContentType(pszPath, pszContent Type) |

| PathIsDirectoryA (pszPath) |

| PathlIsDirectoryW (pszPath) |

| PathlIsDirectory(pszPath) |

| PathlIsDirectoryEmptyA (pszPath) |

| PathIsDirectoryEmpty W (pszPath) |

| PathIsDirectoryEmpty (pszPath) |

| PathIsNetworkPathA (pszPath) |

| PathIsNetworkPathW (pszPath) |

| PathIsNetworkPath(pszPath) |

| PathIsRelativeA (IpszPath) |

| PathIsRelativeW (IpszPath) |

| PathlIsRelative(lpszPath) |

| PathIsRoot A (pPath) |

| PathIsRoot W (pPath) |

| PathIsRoot(pPath) |

| PathIsSameRootA (pszPathl, pszPath?2) |

| PathIsSameRootW (pszPathl, pszPath2) |
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| PathIsSameRoot(pszPathl, pszPath2) |

| PathIsUNCA (pszPath) |

| PathIsUNCW (pszPath) |

| PathIsUNC(pszPath) |

| PathMakePretty A (ps:Path) |

| PathMakePretty W (pszPath) |

| PathMakePretty (pszPath) |

| PathRemoveArgsA (pszPath) |

| PathRemoveArgsW (pszPath) |

| PathRemoveArgs(pszPath) |

| PathRemoveBackslashA (pszPath) |

| PathRemoveBackslashW (pszPath) |

| PathRemoveBackslash(pszPath) |

| PathRemoveExtensionA (pszPath) |

| PathRemoveExtensionW (pszPath) |

| PathRemoveExtension(pszPath) |

| PathRemoveFileSpecA (pszPath) |

| PathRemoveFileSpecW (pszPath) |

| PathRemoveFileSpec(pszPath) |

| PathRenameExtensionA (pszPath, pszExt) |

| PathRenameExtensionW (pszPath, pszExt) |

31



Functions Module winappdbg.win32

| PathRenameExtension(pszPath, pszExt) |

| PathUnExpandEnvStringsA (pszPath) |

| PathUnExpandEnvStringsW (pszPath) |

|SymInitializeA(hProcess, UserSearchPath=None, fInvadeProcess=False) |

|SymInitializeW(hProcess7 UserSearchPath=None, fInvadeProcess=False) |

|SymInitialize(hProcess, UserSearchPath=None, fInvadeProcess=False) |

| SymCleanup(hProcess) |

| SymRefreshModuleList(hProcess) |

| SymSetParent Window (hwnd) |

| SymSetOptions(SymOptions) |

| SymGetOptions() |

SymLoadModule(hProcess, hFile=None, ImageName=None, ModuleName=None,
BaseOfDll=None, SizeOfDll=None)

| SymUnloadModule(hProcess, BaseOfDIl) |

| SymGetModulelnfoA (hProcess, dwAddr) |

| SymGetModuleInfoW (hProcess, dwAddr) |

SymEnumerateModulesA (hProcess, BaseOfDIl, EnumModulesCallback;,
UserContext=None)

SymEnumerateModulesW (hProcess, BaseOfDIl, EnumModulesCallback,
UserContext=None)

SymEnumerateModules(hProcess, BaseOfDIl, EnumModulesCallback,
UserContext=None)

SymEnumerateSymbolsA (hProcess, BaseOfDll, EnumSymbolsCallback,
UserContext=None)
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SymEnumerateSymbolsW (hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContext=None)

SymEnumerateSymbols(hProcess, BaseOfDIl, EnumSymbolsCallback,
UserContext=None)

| SymGetSearchPathA (hProcess) |

| SymGetSearchPathW (hProcess) |

| SymGetSearchPath(hProcess) |

| SymSetSearchPathA (hProcess, SearchPath=None) |

| SymSetSearchPathW (hProcess, SearchPath=None) |

| SymSetSearchPath(hProcess, SearchPath=None) |

8.3 Variables

Name Description

__revision__ Value: *$Id: win32.py 148 2009-05-15 03:29:23Z
gvasimodo $’

NULL Value: 0
INFINITE Value: -1
TRUE Value: 1
FALSE Value: 0
ANYSIZE_ARRAY Value: 1
INVALID_HANDLE_VALUE Value: -1
STILL_ACTIVE Value: 259
MAX_MODULE_NAME32 Value: 255
MAX_PATH Value: 260
WAIT_FAILED Value: -1
WAIT_OBJECT_0 Value: 0
EXCEPTION_NONCONTINU- | Value: 1
ABLE
EXCEPTION_MAXIMUM_PA- | Value: 15
RAMETERS
MAXIMUM_WAIT_OBJECTS | Value: 64
MAXIMUM_SUSPEND_COU- Value: 127
NT
HW_ACCESS Value: 3
HW_EXECUTE Value: 0
HW_WRITE Value: 1
FORMAT_MESSAGE_ALLOC- | Value: 256
ATE_BUFFER

continued on next page
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Name Description
FORMAT _MESSAGE_FROM_- | Value: 4096
SYSTEM
GR_GDIOBJECTS Value: 0
GR_USEROBJECTS Value: 1
PROCESS_NAME_NATIVE Value: 1
ERROR_SUCCESS Value: 0
ERROR_FILE_NOT_FOUND Value: 2
ERROR_PATH_NOT_FOUND Value: 3
ERROR_ACCESS_DENIED Value: 5
ERROR_INVALID HANDLE Value: 6
ERROR_NOT_ENOUGH_ME- Value: 8
MORY
ERROR_INVALID _DRIVE Value: 15
ERROR_NO_MORE_FILES Value: 18
ERROR_HANDLE_EOF Value: 38
ERROR_HANDLE_DISK_FUL- | Value: 39
L
ERROR_NOT_SUPPORTED Value: 50
ERROR_FILE_EXISTS Value: 80
ERROR_INVALID_PARAME- | Value: 87
TER
ERROR_BUFFER_OVERFLO- | Value: 111
W%
ERROR_DISK_FULL Value: 112
ERROR_CALL_NOT_IMPLE- Value: 120
MENTED
ERROR_SEM_TIMEOUT Value: 121
ERROR_INSUFFICIENT _BU- Value: 122
FFER
ERROR_INVALID_NAME Value: 123

ERROR_MOD_NOT_FOUND Value: 126
ERROR_PROC_NOT_FOUND | Value: 127
ERROR_DIR.NOT_EMPTY Value: 145
ERROR_BAD_THREADID_A- Value: 159
DDR
ERROR_BAD_ARGUMENTS Value: 160
ERROR_BAD_PATHNAME Value: 161
ERROR_ALREADY _EXISTS Value: 183
ERROR_INVALID_FLAG_NU- | Value: 186

MBER

ERROR_FILENAME EXCED- | Value: 206
_RANGE

WAIT_TIMEOUT Value: 258
ERROR_NO_MORE_ITEMS Value: 259
ERROR_PARTIAL_COPY Value: 299

ERROR_INVALID_ADDRESS | Value: 487
ERROR_-THREAD_NOT_IN_P- | Value: 566
ROCESS
ERROR_-CONTROL_C_EXIT Value: 572

continued on next page
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Name Description
ERROR_.UNHANDLED_EXC- Value: 574
EPTION
ERROR_ASSERTION_FAILU- | Value: 668
RE

ERROR_-WOW_ASSERTION Value: 670
ERROR_-DBG_EXCEPTION _- Value: 688
NOT_HANDLED
ERROR_DBG_REPLY_LATE- Value: 689
R
ERROR_DBG_UNABLE_TO_- Value: 690
PROVIDE_HANDLE
ERROR_DBG_TERMINATE - Value: 691
THREAD
ERROR_DBG_TERMINATE - Value: 692
PROCESS
ERROR_DBG_CONTROL_C Value: 693
ERROR_DBG_PRINTEXCEP- | Value: 694

TION_C

ERROR_DBG_RIPEXCEPTI- Value: 695
ON

ERROR_DBG_CONTROL_BR- | Value: 696
EAK

ERROR_DBG_COMMAND_E- | Value: 697
XCEPTION

ERROR_DBG_EXCEPTION _- Value: 766
HANDLED

ERROR_DBG_CONTINUE Value: 767
DUPLICATE_CLOSE_SOURC- | Value: 1

E

DUPLICATE_SAME_ACCESS | Value: 2
DELETE Value: 65536
READ_CONTROL Value: 131072
WRITE_DAC Value: 262144
WRITE_OWNER Value: 524288
SYNCHRONIZE Value: 1048576
STANDARD_RIGHTS_REQUI- | Value: 983040
RED

STANDARD_RIGHTS_READ Value: 131072
STANDARD_RIGHTS_WRIT- | Value: 131072

E

STANDARD_RIGHTS_EXEC- | Value: 131072
UTE

STANDARD_RIGHTS_ALL Value: 2031616
SPECIFIC_RIGHTS_ALL Value: 65535
PROCESS_MODE_BACKGR- Value: 1048576
OUND_BEGIN

PROCESS_MODE_BACKGR- Value: 2097152
OUND_END

DEBUG_PROCESS Value: 1

continued on next page
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Name Description
DEBUG_ONLY_THIS_PROCE- | Value: 2
SS
CREATE_SUSPENDED Value: 4
DETACHED_PROCESS Value: 8
CREATE_NEW_CONSOLE Value: 16
NORMAL_PRIORITY_CLASS | Value: 32
IDLE_PRIORITY_CLASS Value: 64
HIGH_PRIORITY _CLASS Value: 128
REALTIME_PRIORITY_CLA- | Value: 256
SS
CREATE_NEW_PROCESS_G- | Value: 512
ROUP
CREATE_UNICODE_ENVIR- Value: 1024
ONMENT
CREATE_SEPARATE_WOW- | Value: 2048
_VDM
CREATE_SHARED_WOW_V- Value: 4096
DM
CREATE_FORCEDOS Value: 8192
BELOW_NORMAL_PRIORIT- | Value: 16384
Y_CLASS
ABOVE_NORMAL_PRIORIT- | Value: 32768
Y_CLASS
STACK_SIZE_PARAM_S_A - Value: 65536
RESERVATION
CREATE_.BREAKAWAY_FR- | Value: 16777216
OM_JOB
CREATE_PRESERVE_CODE- | Value: 33554432
_AUTHZ_LEVEL
CREATE_DEFAULT_ERROR- | Value: 67108864
_MODE
CREATE_NO_WINDOW Value: 134217728
PROFILE_USER Value: 268435456
PROFILE_KERNEL Value: 536870912
PROFILE_SERVER Value: 1073741824
CREATE_IGNORE_SYSTEM_- | Value: 2147483648
DEFAULT
THREAD_BASE_PRIORITY_- | Value: 15
LOWRT
THREAD_BASE_PRIORITY _- Value: 2
MAX
THREAD_BASE_PRIORITY_- | Value: -2
MIN
THREAD_BASE_PRIORITY_I- | Value: -15
DLE
THREAD_PRIORITY_LOWE- Value: -2
ST
THREAD_PRIORITY_BELO- Value: -1

W_NORMAL
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Name Description
THREAD_PRIORITY_NORM- | Value: 0
AL
THREAD_PRIORITY_HIGHE- | Value: 2
ST
THREAD_PRIORITY_ABOV- | Value: 1
E_NORMAL
THREAD_PRIORITY_ERRO- Value: 4294967295
R_RETURN
THREAD_PRIORITY_TIME_- | Value: 15
CRITICAL
THREAD_PRIORITY_IDLE Value: -15
PAGE_NOACCESS Value: 1
PAGE_READONLY Value: 2
PAGE_READWRITE Value: 4
PAGE_WRITECOPY Value: 8
PAGE_EXECUTE Value: 16
PAGE_EXECUTE_READ Value: 32
PAGE_EXECUTE_READWRI- | Value: 64
TE
PAGE_EXECUTE_WRITECO- | Value: 128
PY
PAGE_GUARD Value: 256
PAGE_NOCACHE Value: 512
PAGE_WRITECOMBINE Value: 1024
MEM_COMMIT Value: 4096
MEM_RESERVE Value: 8192
MEM_DECOMMIT Value: 16384
MEM_RELEASE Value: 32768
MEM_FREE Value: 65536
MEM_PRIVATE Value: 131072
MEM_MAPPED Value: 262144
MEM_RESET Value: 524288
MEM_TOP_DOWN Value: 1048576
MEM_WRITE_WATCH Value: 2097152
MEM_PHYSICAL Value: 4194304
MEM_LARGE_PAGES Value: 536870912
MEM_4MB_PAGES Value: 2147483648
SEC_FILE Value: 8388608
SEC_IMAGE Value: 16777216
SEC_RESERVE Value: 67108864
SEC_COMMIT Value: 134217728
SEC_NOCACHE Value: 268435456
SEC_LARGE_PAGES Value: 2147483648
MEM_IMAGE Value: 16777216
WRITE_WATCH_FLAG_RES- | Value: 1
ET
SECTION_QUERY Value: 1
SECTION_MAP_WRITE Value: 2
SECTION_MAP_READ Value: 4
SECTION_MAP_EXECUTE Value: 8

37

continued on next page



Variables

Module winappdbg.win32

Name Description
SECTION_EXTEND_SIZE Value: 16
SECTION_MAP_EXECUTE_E- | Value: 32
XPLICIT
SECTION_ALL_ACCESS Value: 983071
FILE_MAP_COPY Value: 1
FILE_.MAP_WRITE Value: 2
FILE_MAP_READ Value: 4
FILE_MAP_ALL_ACCESS Value: 983071
FILE_.MAP_EXECUTE Value: 32
GENERIC_READ Value: 2147483648
GENERIC_WRITE Value: 1073741824
GENERIC_EXECUTE Value: 536870912
GENERIC_ALL Value: 268435456
FILE_.SHARE_READ Value: 1
FILE_.SHARE_WRITE Value: 2
FILE_.SHARE_DELETE Value: 4
CREATE_NEW Value: 1
CREATE_ALWAYS Value: 2
OPEN_EXISTING Value: 3
OPEN_ALWAYS Value: 4
TRUNCATE_EXISTING Value: 5
FILE_FLAG_WRITE_.THROU- | Value: 2147483648
GH
FILE_FLAG_NO_BUFFERIN- Value: 536870912
G
FILE_.FLAG_RANDOM_ACC- Value: 268435456
ESS
FILE_FLAG_SEQUENTIAL_S- | Value: 134217728
CAN
FILE_FLAG_DELETE_ON_CL- | Value: 67108864
OSE
FILE_.FLAG_OVERLAPPED Value: 1073741824
FILE_ATTRIBUTE_READON- | Value: 1
LY
FILE_ATTRIBUTE_HIDDEN Value: 2
FILE_ATTRIBUTE_SYSTEM Value: 4
FILE_ATTRIBUTE_DIRECT- Value: 16
ORY
FILE_ATTRIBUTE_ARCHIV- | Value: 32
E
FILE_ATTRIBUTE_DEVICE Value: 64
FILE_ATTRIBUTE_NORMAL | Value: 128
FILE_ATTRIBUTE_TEMPOR- | Value: 256
ARY
EXCEPTION_DEBUG_EVEN- | Value: 1
T
CREATE_.THREAD_DEBUG_- | Value: 2
EVENT
CREATE_PROCESS_.DEBUG- | Value: 3
_EVENT
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Name Description
EXIT_-THREAD_DEBUG_EV- Value: 4
ENT
EXIT_PROCESS_DEBUG_EV- | Value: 5
ENT
LOAD_DLL_DEBUG_EVENT Value: 6
UNLOAD_DLL_DEBUG_EVE- | Value: 7
NT
OUTPUT_DEBUG_STRING - Value: 8
EVENT
RIP_EVENT Value: 9
PROCESS_.TERMINATE Value: 1
PROCESS_.CREATE_THREA- | Value: 2
D
PROCESS_SET_SESSIONID Value: 4
PROCESS_VM_OPERATION Value: 8
PROCESS_VM_READ Value: 16
PROCESS_VM_WRITE Value: 32
PROCESS_DUP_HANDLE Value: 64
PROCESS_CREATE_PROCE- | Value: 128
SS
PROCESS_SET_QUOTA Value: 256
PROCESS_SET_INFORMATI- | Value: 512
ON
PROCESS_QUERY_INFORM- Value: 1024
ATION
PROCESS_SUSPEND_RESU- Value: 2048
ME
PROCESS_ALL_ACCESS Value: 2035711
STATUS_WAIT_0 Value: 0
STATUS_ABANDONED_WAI- | Value: 128
T.0
STATUS_USER_APC Value: 192
STATUS_TIMEOUT Value: 258
STATUS_PENDING Value: 259
DBG_EXCEPTION_HANDLE- | Value: 65537
D
DBG_CONTINUE Value: 65538
DBG_EXCEPTION_NOT_HA- | Value: 2147549185
NDLED
STATUS_SEGMENT_NOTIFI- | Value: 1073741829
CATION
STATUS_.GUARD_PAGE_VIO- | Value: 2147483649
LATION
STATUS_DATATYPE_MISA- Value: 2147483650
LIGNMENT
STATUS_BREAKPOINT Value: 2147483651
STATUS_SINGLE_STEP Value: 2147483652
STATUS_INVALID_INFO_CL- | Value: 3221225475
ASS

continued on next page
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Name Description
STATUS_ACCESS_VIOLATI- Value: 3221225477
ON
STATUS_IN_PAGE_ERROR Value: 3221225478
STATUS_INVALID_HANDLE Value: 3221225480
STATUS_NO_MEMORY Value: 3221225495
STATUS_ILLEGAL_INSTRU- Value: 3221225501
CTION
STATUS_NONCONTINUABL- | Value: 3221225509
E_EXCEPTION
STATUS_INVALID_DISPOSI- | Value: 3221225510
TION
STATUS_ARRAY_BOUNDS - Value: 3221225612
EXCEEDED
STATUS_FLOAT_DENORMA- | Value: 3221225613
L_.OPERAND
STATUS_FLOAT_DIVIDE_B- Value: 3221225614
Y_ZERO
STATUS_FLOAT_INEXACT - Value: 3221225615
RESULT
STATUS_FLOAT_INVALID - Value: 3221225616
OPERATION
STATUS_FLOAT_OVERFLO- | Value: 3221225617
W
STATUS_FLOAT_STACK_CH- | Value: 3221225618
ECK
STATUS_FLOAT_UNDERFL- | Value: 3221225619
ow
STATUS_INTEGER_DIVIDE_- | Value: 3221225620
BY_ZERO
STATUS_INTEGER_OVERFL- | Value: 3221225621
oW
STATUS_PRIVILEGED_INST- | Value: 3221225622
RUCTION
STATUS_STACK_OVERFLO- | Value: 3221225725
W%

STATUS_CONTROL_C_EXIT Value: 3221225786
STATUS_FLOAT_MULTIPLE- | Value: 3221226164
_FAULTS

STATUS_FLOAT_MULTIPLE- | Value: 3221226165
_TRAPS

STATUS_REG_NAT_CONSU- Value: 3221226185
MPTION

STATUS_SXS_EARLY_DEAC- | Value: 3222601743
TIVATION

STATUS_SXS_INVALID_DEA- | Value: 3222601744
CTIVATION

STATUS_POSSIBLE_DEADL- | Value: 3221225876
OCK

STATUS_UNWIND_CONSOLI- | Value: 2147483689

DATE
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Name Description
EXCEPTION_ACCESS_VIOL- | Value: 3221225477
ATION
EXCEPTION_ARRAY_BOUN- | Value: 3221225612
DS_EXCEEDED
EXCEPTION_BREAKPOINT Value: 2147483651
EXCEPTION_DATATYPE_M- | Value: 2147483650

ISALIGNMENT

EXCEPTION_FLT_DENORM- | Value: 3221225613
AL_OPERAND

EXCEPTION_FLT_DIVIDE B- | Value: 3221225614
Y_ZERO

EXCEPTION_FLT_INEXACT- | Value: 3221225615
_RESULT

EXCEPTION_FLT_INVALID - | Value: 3221225616
OPERATION

EXCEPTION_FLT_OVERFL- Value: 3221225617
ow

EXCEPTION_FLT_STACK_C- | Value: 3221225618
HECK

EXCEPTION_FLT_UNDERF- Value: 3221225619
LOW

EXCEPTION_ILLEGAL_INST- | Value: 3221225501
RUCTION

EXCEPTION_IN_PAGE_ERR- | Value: 3221225478
OR

EXCEPTION_INT_DIVIDE_B- | Value: 3221225620
Y_ZERO

EXCEPTION_INT_OVERFLO- | Value: 3221225621
W

EXCEPTION_INVALID _DISP- | Value: 3221225510
OSITION

EXCEPTION_NONCONTINU- | Value: 3221225509
ABLE_EXCEPTION
EXCEPTION_PRIV_INSTRU- | Value: 3221225622
CTION
EXCEPTION _SINGLE_STEP Value: 2147483652
EXCEPTION_STACK_OVER- | Value: 3221225725
FLOW
EXCEPTION_GUARD_PAGE | Value: 2147483649
EXCEPTION_INVALID_HAN- | Value: 3221225480

DLE

EXCEPTION_POSSIBLE_DE- Value: 3221225876
ADLOCK

CONTROL_C_EXIT Value: 3221225786
DBG_CONTROL_C Value: 1073807365
MS_VC_EXCEPTION Value: 1080890248

SE_.CREATE_-TOKEN_NAME Value: ’SeCreateTokenPrivilege’

SE_ASSIGNPRIMARYTOKE- | Value: ’SeAssignPrimaryTokenPrivilege’
N_NAME
SE_LOCK_MEMORY_NAME Value: ’SeLockMemoryPrivilege’

continued on next page
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Name Description

SE_INCREASE_QUOTA_NAM- | Value: ’SelncreaseQuotaPrivilege’
E
SE_UNSOLICITED_INPUT_N- | Value: ’SeUnsolicitedInputPrivilege’
AME
SE_.MACHINE_ACCOUNT_N- | Value: ’SeMachineAccountPrivilege’
AME
SE_TCB_NAME Value: ’SeTcbPrivilege’
SE_SECURITY_NAME Value: ’SeSecurityPrivilege’
SE_- TAKE_OWNERSHIP_NA- Value: ’SeTakeOwnershipPrivilege’
ME
SE_LOAD_DRIVER_NAME Value: ’SeLoadDriverPrivilege’
SE_SYSTEM_PROFILE_NAM- | Value: ’SeSystemProfilePrivilege’
E
SE_SYSTEMTIME_NAME Value: ’SeSystemtimePrivilege’
SE_PROF_SINGLE_PROCESS- | Value: ’SeProfileSingleProcessPrivilege’
_NAME
SE_INC_BASE_PRIORITY_N- Value: ’SeIncreaseBasePriorityPrivilege’
AME
SE_CREATE_PAGEFILE_NA- | Value: ’SeCreatePagefilePrivilege’
ME
SE_.CREATE_PERMANENT_- | Value: ’SeCreatePermanentPrivilege’
NAME
SE_BACKUP_NAME Value: ’SeBackupPrivilege’
SE_RESTORE_NAME Value: ’SeRestorePrivilege’
SE_SHUTDOWN_NAME Value: ’SeShutdownPrivilege’
SE_DEBUG_NAME Value: ’SeDebugPrivilege’
SE_AUDIT_NAME Value: ’SeAuditPrivilege’
SE_SYSTEM_ENVIRONMEN- | Value: ’SeSystemEnvironmentPrivilege’
T_NAME
SE_CHANGE_NOTIFY_NAM- | Value: ’SeChangeNotifyPrivilege’
E
SE_.REMOTE_SHUTDOWN_N- | Value: ’SeRemoteShutdownPrivilege’
AME
SE_UNDOCK_NAME Value: ’SeUndockPrivilege’
SE_.SYNC_AGENT_NAME Value: ’SeSyncAgentPrivilege’
SE_ENABLE DELEGATION_- | Value: ’SeEnableDelegationPrivilege’
NAME
SE_MANAGE_VOLUME_NA- Value: ’SeManageVolumePrivilege’
ME
SE_IMPERSONATE_NAME Value: ’SeImpersonatePrivilege’
SE_CREATE_GLOBAL_NAM- | Value: ’SeCreateGlobalPrivilege’
E
SE_PRIVILEGE_ENABLED_B- | Value: 1
Y_DEFAULT
SE_PRIVILEGE_ENABLED Value: 2
SE_PRIVILEGE_REMOVED Value: 4
SE_PRIVILEGE_USED_FOR_- | Value: 2147483648
ACCESS
TOKEN_ADJUST_PRIVILEG- | Value: 32
ES

continued on next page
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Name Description
DONT_RESOLVE_DLL_REFE- | Value: 1
RENCES
LOAD_LIBRARY_AS_DATAF- | Value: 2
ILE
LOAD_WITH_ALTERED_SE- Value: 8
ARCH_PATH
LOAD_IGNORE_CODE_AUT- | Value: 16
HZ LEVEL
LOAD_LIBRARY_AS IMAGE- | Value: 32
_-RESOURCE

LOAD_LIBRARY_AS_DATAF- | Value: 64
ILE_EXCLUSIVE

CTRL_C_LEVENT Value: 0
CTRL_BREAK_EVENT Value: 1
CTRL_CLOSE_EVENT Value: 2
CTRL_LOGOFF_EVENT Value: 5
CTRL_.SHUTDOWN_EVENT Value: 6
MEM_EXECUTE_OPTION_E- | Value: 1
NABLE

MEM_EXECUTE_OPTION_D- | Value: 2
ISABLE

MEM_EXECUTE_OPTION_A- | Value: 4
TL7-THUNK_EMULATION
MEM_EXECUTE_OPTION_P- | Value: 8

ERMANENT

SystemBasicInformation Value: 1
SystemProcessorInformation Value: 2
SystemPerformancelnformatio- | Value: 3
n

SystemTimelnformation Value: 4
SystemPathInformation Value: 5
SystemProcessInformation Value: 6
SystemCalllnformation Value: 7
SystemConfigurationInformati- | Value: 8
on

SystemProcessorCounters Value: 9
SystemGlobalFlag Value: 10
SystemInfol0 Value: 11
SystemModuleInformation Value: 12
SystemLockInformation Value: 13
SystemInfol3 Value: 14

SystemPagedPoollnformation Value: 15
SystemNonPagedPoollnformati- | Value: 16

on
SystemHandleInformation Value: 17
SystemObjectInformation Value: 18
SystemPagefileInformation Value: 19
SystemInstemullnformation Value: 20
SystemInfo20 Value: 21
SystemCachelnformation Value: 22

continued on next page
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Name Description
SystemPool TagInformation Value: 23
SystemProcessorStatistics Value: 24
SystemDpcInformation Value: 25
SystemMemoryUsagelnformati- | Value: 26
onl
SystemLoadlmage Value: 27
SystemUnloadImage Value: 28
SystemTimeAdjustmentInform- | Value: 29
ation
SystemMemoryUsagelnformati- | Value: 30
on2
SystemInfo30 Value: 31
SystemInfo31 Value: 32
SystemCrashDumplInformation | Value: 33
SystemExceptionInformation Value: 34
SystemCrashDumpStateInform- | Value: 35
ation
SystemDebuggerInformation Value: 36
SystemThreadSwitchInformati- | Value: 37
on
SystemRegistryQuotalnformati- | Value: 38
on
SystemLoadDriver Value: 39
SystemPrioritySeparationlnfor- | Value: 40
mation
SystemInfo40 Value: 41
SystemInfo41l Value: 42
SystemInfo42 Value: 43
SystemInfo43 Value: 44
SystemTimeZonelnformation Value: 45
SystemLookasideInformation Value: 46
SystemSetTimeSlipEvent Value: 47
SystemCreateSession Value: 48
SystemDeleteSession Value: 49
SystemInfo49 Value: 50
SystemRangeStartInformation Value: 51
System VerifierInformation Value: 52
SystemAddVerifier Value: 53
SystemSessionProcessesInform- | Value: 54
ation
ProcessBasicInformation Value: 0
ProcessQuotalimits Value: 1
ProcessloCounters Value: 2
ProcessVmCounters Value: 3
ProcessTimes Value: 4
ProcessBasePriority Value: 5
ProcessRaisePriority Value: 6
ProcessDebugPort Value: 7
ProcessExceptionPort Value: 8
ProcessAccessToken Value: 9

continued on next page
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Name Description
ProcessLdtInformation Value: 10
ProcessLdtSize Value: 11
ProcessDefaultHardErrorMode Value: 12
ProcessloPortHandlers Value: 13
ProcessPooledUsageAndLimits Value: 14
ProcessWorkingSet Watch Value: 15
ProcessUserModelOPL Value: 16
ProcessEnableAlignmentFault- | Value: 17
Fixup
ProcessPriorityClass Value: 18
ProcessWx86Information Value: 19
ProcessHandleCount Value: 20
ProcessAffinityMask Value: 21
ProcessPriorityBoost Value: 22
ProcessWow64Information Value: 26
ProcessImageFileName Value: 27
ProcessExecuteFlags Value: 34
ThreadBasicInformation Value: 0
ThreadTimes Value: 1
ThreadPriority Value: 2
ThreadBasePriority Value: 3
ThreadAffinityMask Value: 4
ThreadImpersonationToken Value: 5
ThreadDescriptorTableEntry Value: 6
ThreadEnableAlignmentFault- | Value: 7
Fixup
ThreadEventPair Value: 8
ThreadQuerySetWin32StartAd- | Value: 9
dress
ThreadZeroTIsCell Value: 10
ThreadPerformanceCount Value: 11
Thread AmILastThread Value: 12
ThreadIdealProcessor Value: 13
ThreadPriorityBoost Value: 14
ThreadSetTlsArrayAddress Value: 15
ThreadIsloPending Value: 16
ThreadHideFromDebugger Value: 17
ExceptionContinueExecution Value: 0
ExceptionContinueSearch Value: 1
ExceptionNestedException Value: 2
ExceptionCollidedUnwind Value: 3
ImageUsesLargePages Value: 1
IsProtectedProcess Value: 2
IsLegacyProcess Value: 4
IsImageDynamicallyRelocated Value: 8
SysDbgReadMsr Value: 16
SysDbgWriteMsr Value: 17

EXCEPTION_READ_FAULT Value: 0
EXCEPTION_WRITE_FAUL- | Value: 1
T
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45



Variables

Module winappdbg.win32

Name Description
EXCEPTION_EXECUTE_FA- Value: 8
ULT
SIZE_OF_80387_REGISTERS Value: 80
CONTEXT_i386 Value: 65536
CONTEXT_i486 Value: 65536
CONTEXT_CONTROL Value: 65537
CONTEXT_INTEGER Value: 65538
CONTEXT_SEGMENTS Value: 65540
CONTEXT_FLOATING_POI- Value: 65544
NT
CONTEXT_DEBUG_REGIST- | Value: 65552
ERS
CONTEXT_EXTENDED _RE- Value: 65568
GISTERS
CONTEXT_FULL Value: 65543
CONTEXT_ALL Value: 65599
MAXIMUM_SUPPORTED _E- Value: 512
XTENSION
TH32CS_SNAPHEAPLIST Value: 1
TH32CS_SNAPPROCESS Value: 2
TH32CS_SNAPTHREAD Value: 4
TH32CS_SNAPMODULE Value: 8
TH32CS_INHERIT Value: 2147483648
TH32CS_SNAPALL Value: 15
LIST_ MODULES_DEFAULT Value: 0
LIST_MODULES_32BIT Value: 1
LIST_MODULES_64BIT Value: 2
LIST_MODULES_ALL Value: 3
SYMOPT_ALLOW_ABSOLU- Value: 2048
TE_SYMBOLS
SYMOPT_ALLOW_ZERO_AD- | Value: 16777216
DRESS
SYMOPT_AUTO_PUBLICS Value: 65536
SYMOPT_CASE_INSENSITIV- | Value: 1
E
SYMOPT_DEBUG Value: 2147483648
SYMOPT_DEFERRED_LOAD- | Value: 4
S
SYMOPT_DISABLE_SYMSR- Value: 33554432
V_AUTODETECT
SYMOPT_EXACT_SYMBOLS | Value: 1024
SYMOPT_FAIL_CRITICAL_E- | Value: 512
RRORS
SYMOPT_FAVOR_COMPRE- | Value: 8388608
SSED
SYMOPT_FLAT_DIRECTOR- | Value: 4194304
Y
SYMOPT_IGNORE_CVREC Value: 128
SYMOPT_IGNORE_IMAGED- | Value: 2097152

IR
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Name Description
SYMOPT_IGNORE_NT_SYM- | Value: 4096
PATH
SYMOPT_INCLUDE_32BIT - Value: 8192
MODULES
SYMOPT_LOAD_ANYTHING | Value: 64
SYMOPT_LOAD_LINES Value: 16
SYMOPT_NO_CPP Value: 8
SYMOPT_NO_IMAGE_SEAR- | Value: 131072
CH
SYMOPT_NO_PROMPTS Value: 524288
SYMOPT_NO_PUBLICS Value: 32768
SYMOPT_NO_UNQUALIFIE- Value: 256
D_LOADS
SYMOPT_OVERWRITE Value: 1048576
SYMOPT_PUBLICS_ONLY Value: 16384
SYMOPT_SECURE Value: 262144
SYMOPT_UNDNAME Value: 2
SymNone Value: 0
SymCoff Value: 1
SymCv Value: 2
SymPdb Value: 3
SymExport Value: 4
SymDeferred Value: 5
SymSym Value: 6
SymDia Value: 7
SymVirtual Value: 8
NumSymTypes Value: 9
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9 Class winappdbg.breakpoint.ApiHook

object —‘

winappdbg.breakpoint. Hook
winappdbg.breakpoint.ApiHook

Used by EventHandler.

This class acts as an action callback for code breakpoints set at the beginning of a function. It automatically
retrieves the parameters from the stack, sets a breakpoint at the return address and retrieves the return
value from the function call.

See Also: EventHandler.apiHooks
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9.1 Methods

__init__(self, eventHandler, procName, paramCount=0)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
eventHandler: Event handler instance.

(type=EventHandler)

procName: Procedure name. The pre and post callbacks will be deduced
from it.

For example, if the procedure is ”LoadLibraryEx” the callback
routines will be ”pre_LoadLibraryEx” and
"post_LoadLibraryEx”.

The signature for the callbacks can be something like this:

def pre_LoadLibraryEx(event, *params):

ra = paranms[0] # return address
argv = params[1:] # function parameters
# (...

def post_LoadLibraryEx(event, return_value):

# (.0

But if you passed the right number of arguments, you can also
use a signature like this:

def pre_LoadLibraryEx(event, ra, lpFilename, hFile, dwFlags):
szFilename = event.get_process().peek_string(lpFilengme)

# (...
(type=str)
paramCount:  (Optional) Number of parameters for the callback. Parameters

are read from the stack and assumed to be DWORDs. The first
parameter of the pre callback is always the return address.

(type=int)

Overrides: object.__init__
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hook(self, debug, pid, modName)

Installs the API hook on a given process and module.

Parameters
debug: Debug object.

(type=Debug)
pid: Process ID.
(type=int)
modName: Module name.
(type=str)
Overrides: winappdbg.breakpoint.Hook.hook
Warning: Do not call from an API hook callback.

unhook(self, debug, pid, modName)

Removes the API hook from the given process and module.

Parameters
debug: Debug object.

(type=Debug)

pid: Process ID.
(type=int)

modName: Module name.
(type=str)

Overrides: winappdbg.breakpoint.Hook.unhook
Warning: Do not call from an API hook callback.

__call__(self, event)

Handles the breakpoint event on entry of the function.

Parameters
event: Breakpoint hit event.

(type=EzceptionEvent)

Raises
WindowsError An error occured.

Inherited from object

_delattr_(), __getattribute__(), __-hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()

9.2 Properties

Name Description
Inherited from object

continued on next page

50



Properties
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Name

Description

_class__
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10 Class winappdbg.breakpoint.Breakpoint

object
winappdbg.breakpoint.Breakpoint

Known Subclasses: winappdbg.breakpoint.CodeBreakpoint, winappdbg.breakpoint. HardwareBreakpoin
winappdbg.breakpoint.PageBreakpoint

Base class for breakpoints. Here’s the breakpoints state machine.

See Also: CodeBreakpoint, PageBreakpoint, HardwareBreakpoint
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10.1 Methods

__init__(self, address, size=1, condition=True, action=None)

Breakpoint object.

Parameters
address:  Memory address for breakpoint.
(type=int)
size: Size of breakpoint in bytes (defaults to 1).
(type=int)

condition: (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return value
is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)
Overrides: object._init__

_repr__(self)

repr(x)

Overrides: object._repr__ extit(inherited documentation)
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get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

_delattr_(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_setattr_(), _str_()

State machine

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)
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get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

enable(self, aProcess, aThread)

Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)
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one_shot(self, aProcess, aThread)

Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

running(self, aProcess, aThread)

Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

(type=Process)
aThread: Thread object.
(type=Thread)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one _shot, running

Information

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)
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get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

Conditional breakpoints

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__
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eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

Automatic breakpoints

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)
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run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

10.2 Properties

Name Description
Inherited from object
_class__

10.3 Class Variables

Name Description
typeName User friendly breakpoint type string.
Value: ’breakpoint’ (type=sir)
stateNames User-friendly names for each breakpoint state.

Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str})

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — Enabled, Disabled

Value: 3 (type=int)
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11 Class winappdbg.breakpoint.BreakpointContainer

object
winappdbg.breakpoint.BreakpointContainer
Known Subclasses: winappdbg.debug.Debug

Encapsulates the capability to contain Breakpoint objects.

11.1 Methods

__init__(self)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object._init__ extit(inherited documentation)

notify_unload_dll(self, event)
Notify the unloading of a DLL.

Parameters
event: Unload DLL event.

(type=UnloadDLLEvent)

Inherited from object

_delattr_(), __getattribute__(), _-hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), __str_()

Simple breakpoint use
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break_at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code_breakpoint for more details.
(type=function)
See Also: stalk_at, dont_break_at

dont_break_at(self, pid, address)

Clears a code breakpoint set by break_at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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paramCount=0)

hook_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (..
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

|le, dwFlags):
(1pFilename)
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dont_hook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

unhook_function(self, pid, address)

Removes a function hook set by hook function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

watch_variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch variable
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dont_watch_variable(self, tid, address)

Clears a hardware breakpoint set by watch_variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)

watch_buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define_page _breakpoint for more details.
(type=function)
See Also: dont_watch variable

dont_watch_buffer(self, pid, address, size)

Clears a page breakpoint set by watch buffer.

Parameters

pid: Process global ID.
(type=int)

address: Memory address of buffer to stop watching.
(type=int)

size: Size in bytes of buffer to stop watching.
(type=int)

Stalking
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stalk_at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code_breakpoint for more details.
(type=function)
See Also: break_at, dont_stalk_at

dont _stalk_at(self, pid, address)

Clears a code breakpoint set by stalk_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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paramCount=0)

stalk_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a one-shot function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (..
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

|le, dwFlags):
(1pFilename)
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dont _stalk_function(self, pid, address)

Removes a function hook set by stalk function.

Parameters
pid: Process global ID.

(type=int)
address: Function address.

(type=int)

stalk_variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define_hardware_breakpoint for more details.
(type=function)
See Also: dont watch variable

dont _stalk_variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)
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stalk_buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define page breakpoint for more details.
(type=function)
See Also: dont watch variable

dont_stalk _buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters

pid: Process global ID.
(type=int)

address: Memory address of buffer to stop watching.
(type=int)

size: Size in bytes of buffer to stop watching.
(type=int)

Symbols
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resolve_exported_function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters
pid: Process global ID.
(type=int)
modName: Name of the module that exports the function.
(type=str)
procName: Name of the exported function to resolve.
(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)

resolve_label(self, pid, label)

Resolves a label for the given process.

Parameters
pid:  Process global ID.

(type=int)
label: Label to resolve.
(type=str)

Return Value
Memory address pointed to by the label.

(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define_code_breakpoint(self, dwProcessld, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

See Also: has_code_breakpoint, get_code breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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define_page_breakpoint(self, dwProcessld, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.
(type=int)

pages: Number of pages to watch.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).
(type=function)

action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

See Also: has page breakpoint, get_page breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint
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define_hardware_breakpoint(self, dwThreadld, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address to watch.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BP BREAK ON_EXECUTION
Break on code execution.
e BP BREAK ON WRITE
Break on memory read or write.
e BP_BREAK_ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e BP WATCH_BYTE
One (1) byte in size.
e BP_WATCH_WORD
Two (2) bytes in size.
e BP_WATCH_DWORD
Four (4) bytes in size.
e BP_WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normadl%.2

The callback signature is:

def action_callback(event):
pass # no return value
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has_code_breakpoint(self, dwProcessld, address)

Checks if a code breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define_code_breakpoint, get_code_breakpoint,
erase_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

has_page_breakpoint(self, dwProcessld, address)

Checks if a page breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase_page_breakpoint, enable page breakpoint,
enable_one_shot_page_breakpoint, disable_page _breakpoint
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has_hardware_breakpoint(self, dwThreadld, address)

Checks if a hardware breakpoint is defined at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get_hardware breakpoint,
erase_hardware_breakpoint, enable hardware _breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware breakpoint

get_code_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define_code_breakpoint, has_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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get_page_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint

get_hardware_breakpoint(self, dwThreadld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has_hardware breakpoint,
get_code_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint,
erase_hardware_breakpoint
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enable_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

enable_one_shot_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint erase_page_breakpoint,

enable_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_one_shot_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,
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enable_one_shot_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_one_shot_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_page_breakpoint, disable_page_breakpoint
erase_page_breakpoint,

enable_one_shot_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address for only one shot.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,
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disable_code_breakpoint(self, dwProcessld, address)

Disables the code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define_code_breakpoint, has_code_breakpoint,
get_code_breakpoint, enable_code_breakpoint
enable_one_shot_code_breakpoint, erase_code_breakpoint,

disable_page_breakpoint(self, dwProcessld, address)

Disables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint
enable_one_shot_page_breakpoint, erase_page_breakpoint,

disable_hardware_breakpoint(self, dwThreadld, address)

Disables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint
enable_one_shot_hardware_breakpoint, erase_hardware_breakpoint,
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erase_code_breakpoint(self, dwProcessld, address)

Erases the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

erase_page_breakpoint(self, dwProcessld, address)

Erases the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint

erase_hardware_breakpoint(self, dwThreadld, address)

Erases the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint

Listing breakpoints
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get_all_breakpoints(self)

Returns all breakpoint objects as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Return Value
List of all breakpoints.
(type=list of tuple( pid, tid, bp ))
Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:
e get_all_code_breakpoints
e get_all page breakpoints

get_all _hardware_breakpoints
e get_process_code_breakpoints
e get_process_page_breakpoints

e get_process_hardware_breakpoints

get_thread_hardware_breakpoints

get_all_code_breakpoints(self)

Return Value
All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get_all_page_breakpoints(self)

Return Value
All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))

get_all hardware_breakpoints(self)

Return Value
All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
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get_process_breakpoints(self, dwProcessld)

Returns all breakpoint objects for the given process as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value
List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

e get_all _code_breakpoints

e get_all _page_breakpoints

e get_all hardware_breakpoints

e get_process_code_breakpoints

e get_process_page_breakpoints

e get_process_hardware_breakpoints

e get_thread_hardware_breakpoints

get_process_code_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get_process_page_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All page breakpoints for the given process.

(type=list of PageBreakpoint)

get_thread _hardware_breakpoints(self, dwThreadld)

Parameters
dwThreadId: Thread global ID.

(type=int)
Return Value
All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get _process_hardware breakpoints

get_process_hardware_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
See Also: get_thread hardware breakpoints

Batch operations on breakpoints

enable_all breakpoints(self)

Enables all disabled breakpoints in all processes.

See Also: enable_code_breakpoint, enable_page_breakpoint,
enable_hardware_breakpoint
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enable_one_shot_all_breakpoints(self)

Enables for one shot all disabled breakpoints in all processes.

See Also: enable_one_shot_code_breakpoint, enable_one_shot_page_breakpoint,
enable_one_shot_hardware_breakpoint

disable_all_breakpoints(self)

Disables all breakpoints in all processes.

See Also: disable_code_breakpoint, disable_page_breakpoint,
disable_hardware_breakpoint

erase_all_breakpoints(self)

Erases all breakpoints in all processes.

See Also: erase_code_breakpoint, erase_page_breakpoint,
erase_hardware_breakpoint

enable_process_breakpoints(self, dwProcessld)

Enables all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_one_shot_process_breakpoints(self, dwProcessld)

Enables for one shot all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

disable_process_breakpoints(self, dwProcessld)

Disables all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)
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erase_process_breakpoints(self, dwProcessld)

Erases all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

Event notifications (private)

notify_guard_page(self, event)

Notify breakpoints of a guard page exception event.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

notify_breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters
event: Breakpoint exception event.

(type=EzceptionEvent)

notify_single _step(self, event)

Notify breakpoints of a single step exception event.

Parameters
event: Single step exception event.

(type=EzceptionEvent)

notify_exit_thread(self, event)

Notify the termination of a thread.

Parameters
event: BExit thread event.

(type=EzitThreadEvent)
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notify_exit_process(self, event)

Notify the termination of a process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

11.2 Properties

Name

Description

Inherited from object
_class__

11.3 Class Variables

Name

Description

BP_BREAK_ON_IO_ACC-
ESS

Value: 2

Breakpoint types

BP_TYPE_ANY

To get all breakpoints
Value: 0 (type=int)

BP_TYPE_.CODE

To get code breakpoints only
Value: 1 (type=int)

BP_TYPE_PAGE

To get page breakpoints only
Value: 2 (type=int)

BP_TYPE_HARDWARE

To get hardware breakpoints only
Value: 3 (type=int)

Breakpoint states

BP_STATE_DISABLED

Breakpoint is disabled.
Value: 0 (type=int)

BP STATE_ENABLED

Breakpoint is enabled.
Value: 1 (type=int)

BP_STATE_ONESHOT

Breakpoint is enabled for one shot.
Value: 2 (type=int)

BP_STATE_RUNNING

Breakpoint is running (recently hit).
Value: 3 (type=int)

Memory breakpoint trigger flags

BP_BREAK_ON_EXECU-
TION

Break on code execution.
Value: 0 (type=int)

BP_BREAK_ON_WRITE

Break on memory write.
Value: 1 (type=int)

continued on next page
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Name Description
BP_BREAK_ON_ACCESS | Break on memory read or write.

Value: 3 (type=int)

Memory breakpoint size flags

BP_WATCH_BYTE Value: 0
BP_WATCH_WORD Value: 1
BP WATCH_QWORD Value: 2
BP_-WATCH_DWORD Value: 3
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12 Class winappdbg.breakpoint.BufferWatch

object
winappdbg.breakpoint.BufferWatch
Used by Debug.watch_buffer.

This class acts as a condition callback for page breakpoints. It emulates page breakpoints
that can overlap and/or take up less than a page’s size.

12.1 Methods

__init__(self)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

add(self, address, size, action=None)

Adds a buffer to the watch object.

Parameters
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.

See Debug.define _page breakpoint for more details.

(type=function)

remove(self, address, size)

Removes a buffer from the watch object.

Parameters
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)
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exists(self, address, size)

Parameters
address: Memory address of buffer being watched.
(type=int)
size: Size in bytes of buffer being watched.
(type=int)

Return Value
True if the buffer is being watched, False otherwise.

(type=bool)

span(self)

Return Value
Base address and size in pages required to watch all the buffers.

(type=tuple( int, int ))

count(self)

Return Value
Number of buffers being watched.

(type=int)

__call__(self, event)

Breakpoint condition callback.

This method will also call the action callbacks for each buffer being watched.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

Return Value
True if the address being accessed belongs to at least one of the
buffers that was being watched and had no action callback.

(type=bool)

Inherited from object

_delattr_(), __getattribute__(), __-hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _str__()
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12.2 Properties

Name

Description

__class__

Inherited from object
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13 Class winappdbg.breakpoint.CodeBreakpoint

object T
winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint. CodeBreakpoint
Code execution breakpoints (using an int3 opcode).

See Also: Debug.break at

13.1 Methods

__init__(self, address, condition=True, action=None)

Code breakpoint object.

Parameters
address:  Memory address for breakpoint.

(type=int)
condition: (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)
Overrides: object._init__

See Also: Breakpoint.__init__

__repr__(self)

repr(x)

Overrides: object.__repr__ extit(inherited documentation)

get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

90



Methods Class winappdbg.breakpoint. CodeBreakpoint

—delattr_(), _getattribute_(), -hash_(), ~new_(), _reduce_(), -reduce_ex_(),
_setattr (), _str_()

State machine

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)
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one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)

running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)
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hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)
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get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)
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set_condition(self, condition=True)

Class winappdbg.breakpoint. CodeBreakpoint

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)

See Also: __init__

Aut

omatic breakpoints

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)
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13.2 Properties
Name \ Description
Inherited from object
_class__
13.3 Class Variables
Name Description
typeName User friendly breakpoint type string.
Value: ’code breakpoint’ (type=str)
int3 Breakpoint instruction for Intel x86 processors.
Value: ’\xcc’ (type=str)
stateNames User-friendly names for each breakpoint state.

Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str })

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — Enabled, Disabled

Value: 3 (type=int)
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14 Class winappdbg.breakpoint.DebugRegister

object
winappdbg.breakpoint.DebugRegister

Class to manipulate debug registers. Used by HardwareBreakpoint.

14.1 Methods

clear_bp(cls, ctz, register)

Clears a hardware breakpoint.

Parameters
ctx: Thread context dictionary.

(type=dict( str — int ))
register: Slot (debug register) for hardware breakpoint.
(type=int)
See Also: find_slot, set_bp

set_bp(cls, ctz, register, address, trigger, watch)

Sets a hardware breakpoint.

Parameters
ctx: Thread context dictionary.

(type=dict( str — int ))
register: Slot (debug register).
(type=int)
address: Memory address.
(type=int)
trigger: 'Trigger flag. See HardwareBreakpoint.validTriggers.
(type=int)

watch: Watch flag. See
HardwareBreakpoint.validWatchSizes.

(type=int)
See Also: clear_bp, find_slot
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find slot(cls, ctx)

Parameters

Return Value

(type=int)
See Also: clear_bp, set_bp

Finds an empty slot to set a hardware breakpoint.

ctx: Thread context dictionary.

(type=dict( str — int ))

Slot (debug register) for hardware breakpoint.

Inherited from object

_delattr__(), __getattribute__(), _hash__(), __init_(), _new__(), __reduce__(), __reduce_ex_(),

_repr_(), _setattr__(), __str_()

14.2 Properties

Name Description
Inherited from object
__class__
14.3 Class Variables
Name Description

Trigger flags used by HardwareBreakpoint

BREAK_ON_EXECUTIO-
N

Break on execution.
Value: 0 (type=int)

BREAK_ON_WRITE

Break on write.
Value: 1 (type=int)

BREAK_ON_ACCESS

Break on read or write.
Value: 3 (type=int)

BREAK_ON_IO_ACCESS

Break on I/O port access.
Value: 2 (type=int)

Size flags used by HardwareBreakpoint

WATCH_BYTE

Watch a byte.
Value: 0 (type=int)

WATCH_-WORD

Watch a word.
Value: 1 (type=int)

WATCH_DWORD

Watch a double word.
Value: 3 (type=int)
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Name Description
WATCH_QWORD Watch one quad word.

Value: 2 (type=int)

Bitwise masks for Dr7
enableMask Enable bit on Dr7 for each slot. Works as a
bitwise-OR mask.

Value: (1, 4, 16, 64) (type=4-tuple of
integers)

disableMask Mask of the enable bit on Dr7 for each slot.
Works as a bitwise-AND mask.

Value: (4294967294, 4294967291,
4294967279, 4294967231) (type=/-tuple of
integers)

triggerMask Trigger bits on Dr7 for each trigger flag value.
Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.

Value: (((0, 4294770687), (65536,
4294770687), (131072, 42947706. ..
(type=4-tuple of 2-tuples of integers)
watchMask Watch bits on Dr7 for each watch flag value.
Each 2-tuple has the bitwise-OR mask and the
bitwise-AND mask.

Value: (((0, 4294180863), (262144,
4294180863), (524288, 4294180. ..
(type=4-tuple of 2-tuples of integers)
clearMask Mask of all important bits on Dr7 for each slot.
Works as a bitwise-AND mask.

Value: (4293984254, 4279238651,
4043309039, 268435391) (type=4-tuple of
integers)

Bitunse masks for Dr6
hitMask Hit bit on Dr6 for each slot. Works as a
bitwise-AND mask.

Value: (1, 2, 4, 8) (type=/-tuple of
integers)
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15 Class winappdbg.breakpoint.HardwareBreakpoint

object T
winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint.HardwareBreakpoint
Hardware breakpoint (using debug registers).

See Also: Debug.watch variable
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15.1 Methods

__init__(self, address, triggerFlag=3, sizeFlag=3, condition=True,
action=None)

Hardware breakpoint object.
Parameters
address: Memory address for breakpoint.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BREAK ON_EXECUTION
Break on code execution.
e BREAK ON_WRITE
Break on memory read or write.
e BREAK ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e WATCH BYTE
One (1) byte in size.
e WATCH_WORD
Two (2) bytes in size.
e WATCH_DWORD
Four (4) bytes in size.
e WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)

Overrides: object._init__

See Also: Breakpoint.__init__
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get_slot(self)

Return Value
The debug register number used by this breakpoint, or None if the
breakpoint is not active.

(type=int)

get_trigger(self)

Return Value
The breakpoint trigger flag.

(type=int)
See Also: validTriggers

get_watch(self)

Return Value
The breakpoint watch flag.

(type=int)
See Also: validWatchSizes

__repr__(self)

repr(x)
Overrides: object._repr__ extit(inherited documentation)

get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

_delattr_(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_setattr__(), _str__()

State machine
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disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)

enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)
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running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)

get_state(self)

Return Value
The current state of the breakpoint (DISABLED, ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)
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is_enabled(self)

Class winappdbg.breakpoint. HardwareBreakpoint

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)

is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints
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eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)

is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__

Automatic breakpoints

106



Class Variables Class winappdbg.breakpoint. HardwareBreakpoint

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)

run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)

15.2 Properties

Name \ Description
Inherited from object
_class__

15.3 Class Variables
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Name Description
typeName User friendly breakpoint type string.
Value: ’hardware breakpoint’ (type=str)
validTriggers Valid trigger flag values.
Value: (0, 1, 3, 2) (type=tuple)
validWatchSizes Valid watch flag values.
Value: (0, 1, 3, 2) (type=tuple)
stateNames User-friendly names for each breakpoint state.
Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str})
Trigger flags

BREAK_ON_EXECUTIO-
N

Break on execution.
Value: 0 (type=int)

BREAK_ON_WRITE

Break on write.
Value: 1 (type=int)

BREAK_ON_ACCESS

Break on read or write.
Value: 3 (type=int)

BREAK_ON_IO_ACCESS

Break on I/O port access.
Value: 2 (type=int)

Watch size flags

WATCH_BYTE

Watch a byte.
Value: 0 (type=int)

WATCH_-WORD

Watch a word.
Value: 1 (type=int)

WATCH_-DWORD

Watch a double word.
Value: 3 (type=int)

WATCH_QWORD

Watch one quad word.
Value: 2 (type=int)

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — FEnabled, Disabled

Value: 3 (type=int)
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16 Class winappdbg.breakpoint.Hook

object
winappdbg.breakpoint.Hook
Known Subclasses: winappdbg.breakpoint.ApiHook
Used by Debug.hook_function.

This class acts as an action callback for code breakpoints set at the beginning of a function.
It automatically retrieves the parameters from the stack, sets a breakpoint at the return
address and retrieves the return value from the function call.
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16.1 Methods

__init__(self, preCB=None, postCB=None, paramCount=0)

Parameters
preCB:

postCB:

paramCount:

X._init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre_LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...)

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get _process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post_LoadLibraryEx(event, return value):

# (..
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

|1le, dwFlags):
(1pFilename)
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__call__(self, event)

Handles the breakpoint event on entry of the function.

Parameters
event: Breakpoint hit event.

(type=EzceptionEvent)

Raises
WindowsError An error occured.

hook(self, debug, pid, address)

Installs the function hook at a given process and address.

Parameters
debug:  Debug object.

(type=Debug)

pid: Process ID.
(type=int)

address: Function address.
(type=int)

See Also: unhook

Warning: Do not call from an function hook callback.

unhook(self, debug, pid, address)

Removes the function hook at a given process and address.

Parameters
debug:  Debug object.

(type=Debug)

pid: Process ID.
(type=int)

address: Function address.
(type=int)

See Also: hook

Warning: Do not call from an function hook callback.

Inherited from object

_delattr_(), __getattribute__(), _-hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()
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16.2 Properties

Name

Description

__class__

Inherited from object
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17 Class winappdbg.breakpoint.PageBreakpoint

object T

winappdbg.breakpoint.Breakpoint
winappdbg.breakpoint.PageBreakpoint
Page access breakpoint (using guard pages).

See Also: Debug.watch buffer

17.1 Methods

__init__(self, address, pages=1, condition=True, action=None)

Page breakpoint object.

Parameters
address:  Memory address for breakpoint.
(type=int)
address:  Size of breakpoint in pages.
(type=int)

condition: (Optional) Condition callback function.
(type=function)
action: (Optional) Action callback function.
(type=function)
pages: (type=int)
Overrides: object.__init__

See Also: Breakpoint._ _init__

get_size_in_pages(self)

Return Value
The size in pages of the breakpoint.

(type=int)
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__repr__(self)

repr(x)
Overrides: object._repr__ extit(inherited documentation)

get_span(self)

Return Value
Starting and ending address of the memory range covered by the
breakpoint.

(type=tuple( int, int ))

Inherited from object

—delattr_(), _getattribute_(), -hash__(), —new_(), _reduce_(), _reduce_ex__(),
_setattr__(), _str__()

State machine

disable(self, aProcess, aThread)
Transition to DISABLED state.

e When hit: OneShot — Disabled
e Forced by user: Enabled, OneShot, Running — Disabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.disable extit(inherited
documentation)
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enable(self, aProcess, aThread)
Transition to ENABLED state.

e When hit: Running — Enabled
e Forced by user: Disabled, Running — Enabled

e Transition from running state may require special handling by the
breakpoint implementation class.

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.enable extit(inherited
documentation)

one_shot(self, aProcess, aThread)
Transition to ONESHOT state.

e Forced by user: Disabled — OneShot

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.one_shot extit(inherited
documentation)

running(self, aProcess, aThread)
Transition to RUNNING state.

e When hit: Enabled — Running

Parameters
aProcess: Process object.

aThread: Thread object.

Overrides: winappdbg.breakpoint.Breakpoint.running extit(inherited
documentation)
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get_state(self)

Return Value
The current state of the breakpoint (DISABLED7 ENABLED, ONESHOT,
RUNNING).

(type=int)

get_state_name(self)

Return Value
The name of the current state of the breakpoint.

(type=str)

hit(self, event)

Notify a breakpoint that it’s been hit. This triggers the corresponding state
transition.

Parameters
event: Debug event to handle (depends on the breakpoint type).

(type=Event)

Raises
AssertionError Disabled breakpoints can’t be hit.

See Also: disable, enable, one_shot, running

is_disabled(self)

Return Value
True if the breakpoint is in DISABLED state.

(type=bool)

is_enabled(self)

Return Value
True if the breakpoint is in ENABLED state.

(type=bool)

is_one_shot(self)

Return Value
True if the breakpoint is in ONESHOT state.

(type=bool)
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is_running(self)

Return Value
True if the breakpoint is in RUNNING state.

(type=bool)

Information

get_address(self)

Return Value
The target memory address for the breakpoint.

(type=int)

get_size(self)

Return Value
The size in bytes of the breakpoint.

(type=int)

is_here(self, address)

Return Value
True if the address is within the range of the breakpoint.

(type=bool)

Conditional breakpoints

eval_condition(self, event)

Evaluates the breakpoint condition, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

Return Value
True to dispatch the event, False otherwise.

(type=bool)

get_condition(self)

Return Value
Returns the condition callback for conditional breakpoints. Returns
True for unconditional breakpoints.

(type=bool, function)
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is_conditional(self)

Return Value
True if the breakpoint has a condition callback defined.

(type=bool)
See Also: __init__

is_unconditional(self)

Return Value
True if the breakpoint doesn’t have a condition callback defined.

(type=bool)

set_condition(self, condition=True)

Sets a new condition callback for the breakpoint.

Parameters
condition: (Optional) Condition callback function.

(type=function)
See Also: __init__

Automatic breakpoints

get_action(self)

Return Value
Returns the action callback for automatic breakpoints. Returns None
for interactive breakpoints.

(type=bool, function)

is_automatic(self)

Return Value
True if the breakpoint has an action callback defined.

(type=bool)

is_interactive(self)

Return Value
True if the breakpoint doesn’t have an action callback defined.

(type=bool)
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run_action(self, event)

Executes the breakpoint action callback, if any was set.

Parameters
event: Debug event triggered by the breakpoint.

(type=Event)

set_action(self, action=None)

Sets a new action callback for the breakpoint.

Parameters
action: (Optional) Action callback function.

(type=function)

17.2 Properties

Name \ Description
Inherited from object
_class__

17.3 Class Variables

Name Description
typeName User friendly breakpoint type string.
Value: ’page breakpoint’ (type=str)
stateNames User-friendly names for each breakpoint state.

Value: {0: ’disabled’, 1: ’enabled’,
2: ’one shot’, 3: ’running’} (type=dict
{ int — str})

Breakpoint states

DISABLED Disabled — Enabled, OneShot
Value: 0 (type=int)
ENABLED Enabled — Running, Disabled
Value: 1 (type=int)
ONESHOT OneShot — Disabled
Value: 2 (type=int)
RUNNING Running — FEnabled, Disabled

Value: 3 (type=int)
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18 Class winappdbg.crash.Crash

object
winappdbg.crash.Crash

Represents a crash, bug, or another interesting event in the debugee.

18.1 Methods

__init__(self, event)

x._.init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
event: Event object for crash.

(type=Event)

Overrides: object.__init__

__str__(self)

str(x)

Overrides: object.__str__ extit(inherited documentation)

Inherited from object

_delattr_(), __getattribute__(), _-hash__(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__()

Key

key (self)

Generates an approximately unique key for the Crash object.

This key can be used as an heuristic to determine if two crashes were caused
by the same software error. Ideally it should be treated as an opaque object.

Return Value
Crash unique key.

(type=(opaque))
See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/CrashKey

Report
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briefReport(self)

Return Value
Short description of the event.

(type=str)

fullReport(self)

Return Value
Long description of the event.

(type=str)

notesReport(self)

Return Value

All notes, merged and formatted for a report.

(type=str)

Notes

addNote(self, msg)

Add a note to the crash event.

Parameters
msg: Note text.

(type=str)

clearNotes(self)

Clear the notes of this crash event.

getNotes(self)

Get the list of notes of this crash event.

Return Value
List of notes.

(type=list( str ))

iterNotes(self)

Iterate the notes of this crash event.

Return Value
Tterator of the list of notes.

(type=listiterator)

121



Instance Variables Class winappdbg.crash.Crash

hasNotes(self)

Return Value
True if there are notes for this crash event.

(type=bool)

18.2 Properties

Name Description

pc Value of the program counter register.
(type=int)

Sp Value of the stack pointer register.
(type=int)

fp Value of the frame pointer register.
(type=int)

Inherited from object

_class__

18.3 Instance Variables

Name Description
debugString Debug string sent by the debugee.
None if unapplicable or unable to retrieve.
(type=None or str)

eventCode Event code as defined by the Win32 APIL.
(type=int)

eventName Event code user-friendly name.
(type=str)

exceptionAddress Memory address where the exception occured.

None if unapplicable or unable to retrieve.
(type=None or int)

exceptionCode Exception code as defined by the Win32 API.
None if unapplicable or unable to retrieve.
(type=None or int)

exceptionLabel Label pointing to the exception address.
None or invalid if unapplicable or unable to
retrieve.
(type=None or str)

exceptionName Exception code user-friendly name.

None if unapplicable or unable to retrieve.
(type=None or str)

continued on next page
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Name

Description

faultCode

Data pointed to by the program counter.
None or empty if unapplicable or unable to
retrieve.

(type=None or str)

faultDisasm

Dissassembly around the program counter.
None or empty if unapplicable or unable to
retrieve.

(type=None or tuple of tuple( long, int, str, str

)

faultMem

Data pointed to by the exception address.
None or empty if unapplicable or unable to
retrieve.

(type=None or str)

faultPeek

Dictionary mapping guessed pointers at
faultMem to the data they point to.

None or empty if unapplicable or unable to
retrieve.

(type=None or dict( int— str ))

firstChance

True for first chance exceptions, False for
second chance.

None if unapplicable or unable to retrieve.
(type=None or bool)

labelPC

Label pointing to the program counter.
None or invalid if unapplicable or unable to
retrieve.

(type=None or str)

IpBaseOfDIl

Base of module where the program counter
points to.

None if unapplicable or unable to retrieve.
(type=None or int)

modFileName

File name of module where the program
counter points to.

None or invalid if unapplicable or unable to
retrieve.

(type=None or str)

notes

List of strings, each string is a note.
(type=list( str ))

pid

Process global ID.
(type=int)

registers

Dictionary mapping register names to their
values.
(type=dict( str — int ))

continued on next page
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Name Description
registersPeek Dictionary mapping register names to the data
they point to.
(type=dict( str — str ))

stackFrame Data pointed to by the stack pointer.
None or empty if unapplicable or unable to
retrieve.
(type=None or str)

stackPeek Dictionary mapping stack offsets to the data

they point to.

None or empty if unapplicable or unable to
retrieve.

(type=None or dict( int — str ))

stackTrace Stack trace of the current thread as a tuple of (
return address, frame pointer, module filename
).

None or empty if unapplicable or unable to
retrieve.

(type=None or tuple of tuple( int, int, str ))
stackTraceLabels Tuple of labels pointing to the return addresses
in the stack trace.

None or empty if unapplicable or unable to

retrieve.
(type=None or tuple( str... ))
stackTracePC Tuple of return addresses in the stack trace.
None or empty if unapplicable or unable to
retrieve.
(type=None or tuple( int... ))
tid Thread global ID.
(type=int)
timeStamp Timestamp as returned by time.time().

(type=float)
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19 Class winappdbg.crash.CrashContainer

object
winappdbg.crash.CrashContainer

Manages a database of persistent Crash objects, trying to avoid duplicates.

See Also: Crash.key

19.1 Methods

__init__(self, filename=None)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
filename: (Optional) File name for crash database. If no filename
is specified, the container is be volatile.

Volatile containers are stored only in memory and
destroyed when they go out of scope.

(type=str)
Overrides: object.__init__

__del__(self)

__contains__(self, crash)

Parameters
crash: Crash object.

(type=Crash)

Return Value
True if the Crash object is in the container.

(type=bool)

__iter__(self)

Return Value
Iterator of the contained Crash objects.

(type=iterator)

See Also: itervalues
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_len__(self)

Return Value
Count of Crash elements in the container.

(type=int)

__bool__(self)

Return Value
False if the container is empty.

(type=bool)

has _key (self, key)

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
True if a matching Crash object is in the container.

(type=bool)

iterkeys(self)

Return Value
Iterator of the contained Crash object keys.

(type=iterator)
See Also: get

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.
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itervalues(self)

Return Value
[terator of the contained Crash objects.

(type=iterator)

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

add(self, crash)

Adds a new crash to the container. If the crash appears to be already known,
it’s ignored.

Parameters
crash: Crash object to add.

(type=Crash)
See Also: Crash.key

remove(self, crash)

Removes a crash from the container.

Parameters
crash: Crash object to remove.

(type=Crash)
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get(self, key)

Retrieves a crash from the container.

Parameters
key: Key of the crash to get.

(type=Crash unique key.)

Return Value
Crash matching the given key.

(type=Crash object.)
See Also: iterkeys

Warning: A copy of each object is returned, so any changes made to them
will be lost.

To preserve changes do the following:

1. Keep a reference to the object.
2. Delete the object from the set.
3. Modify the object and add it again.

Inherited from object

—delattr_(), _getattribute_(), -hash_(), —new_(), _reduce_(), -reduce_ex_(),
_repr__(), _setattr__(), _str_()

19.2 Properties

Name \ Description
Inherited from object
_class__
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20 Class winappdbg.debug.Debug

object T
winappdbg.event. EventDispatcher
object T

winappdbg.breakpoint.BreakpointContainer
winappdbg.debug.Debug
The main debugger class.

See Also: http://apps.sourceforge.net/trac/winappdbg/wiki/wiki/Debugging

20.1 Methods

__init__(self, eventHandler=None, bKillOnExit=False, bHostileCode=False)

Debugger object.

Parameters
eventHandler: (Optional, recommended) Custom event handler
object.

(type=EventHandler)

bKillOnExit: (Optional) Global kill on exit mode. True to kill the
process on exit, False to detach. Ignored under
Windows 2000 and below.

(type=bool)
bHostileCode: (Optional) Hostile code mode. Set to True to take

some basic precautions against anti-debug tricks.
Disabled by default.

(type=bool)
Raises
WindowsError Raises an exception on error.

Overrides: object._init__

Note: The eventHandler parameter may be any callable Python object (for
example a function, or an instance method). However you'll probably find it
more convenient to use an instance of a subclass of EventHandler here.

129


http://apps.sourceforge.net/trac/winappdbg/wiki/wiki/Debugging

Methods Class winappdbg.debug.Debug

__del__(self)

_len__(self)

Return Value
Number of processes being debugged.

(type=int)

Inherited from object

—delattr_(), _getattribute_(), -hash_(), ~new_(), _reduce_(), reduce_ex_(),
_repr_(), _setattr__(), __str__()

Debugging

attach(self, dwProcessld)

Attaches to an existing process for debugging.

Parameters
dwProcessId: Global ID of a process to attach to.

(type=int)
Return Value
A new Process object.

(type=Process)

Raises
WindowsError Raises an exception on error.

See Also: detach, execv, execl

detach(self, dwProcessld, blgnoreExceptions=False)

Detaches from a process currently being debugged.
Parameters
dwProcessId: Global ID of a process to detach from.
(type=int)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)
Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

See Also: attach, detach_from_all
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detach_from _all(self, blgnoreExceptions=False)

Detaches from all processes currently being debugged.

Parameters
bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)
Raises

WindowsError Raises an exception on error, unless
bIgnoreExceptions is True.

Note: To better handle last debugging event, call stop instead.

execv (self, argv, bConsole=False, bFollow=False, bSuspended=False)

Starts a new process for debugging.

This method uses a list of arguments. To use a command line string instead,

use execl.
Parameters
argv: List of command line arguments to pass to the
debugee. The first element must be the debugee
executable filename.
(type=list( str... ))
bConsole:  True to inherit the console of the debugger.
(type=bool)
bFollow: True to automatically attach to child processes.

(type=bool)

bSuspended: True to suspend the main thread before any code is
executed in the debugee.

(type=bool)
Return Value
A new Process object.

(type=Process)

Raises
WindowsError Raises an exception on error.

See Also: attach, detach
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execl(self, lpCmdLine, bConsole=False, bFollow=False, bSuspended=False)

use execv.

Parameters
1pCmdLine:

bConsole:

bFollow:

bSuspended:

Return Value

Raises

Starts a new process for debugging.

This method uses a command line string. To use a list of arguments instead,

A new Process object.

(type=Process)

WindowsError Raises an exception on error.

See Also: attach, detach

Command line string to execute. The first token must
be the debugee executable filename. Tokens with
spaces must be enclosed in double quotes. Tokens

including double quote characters must be escaped
with a backslash.

(type=str)

True to inherit the console of the debugger.
(type=bool)

True to automatically attach to child processes.
(type=bool)

True to suspend the main thread before any code is
executed in the debugee.

(type=bool)

get_debugee_count(self)

Return Value

(type=int)

Number of processes being debugged.

get_debugee_pids(self)

Return Value

Global IDs of processes being debugged.
(type=list( int... ))
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is_debugee(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)

Return Value
True if the given process is being debugged by this Debug instance.

(type=bool)

is_debugee_started(self, dwProcessld)

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value

True if the given process was started for debugging by this Debug
instance.

(type=bool)

is_debugee_attached(self, dwProcessId)

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value
True if the given process is attached to this Debug instance.

(type=bool)

clear(self)

Detach from all processes and clean up internal structures.

Raises
WindowsError Raises an exception on error.

See Also: System

Debugging loop
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wait(self, dwMilliseconds=None)

Waits for the next debug event and returns an Event object.

Parameters
dwMilliseconds: (Optional) Timeout in milliseconds. Use
INFINITE or None for no timeout.
(type=int)
Return Value
An event that occured in one of the debugees.

(type=Event)

Raises
WindowsError Raises an exception on error.

See Also: cont, dispatch, loop

dispatch(self, event)

Calls the debug event notify callbacks.

Parameters
event: Event object returned by wait.

(type=Event)

Raises
WindowsError Raises an exception on error.

Overrides: winappdbg.event.EventDispatcher.dispatch

See Also: cont, loop, wait

cont(self, event)

Resumes execution after processing a debug event.

Parameters
event: Event object returned by wait.

(type=Event)

Raises
WindowsError Raises an exception on error.

See Also: dispatch(), loop(), wait()
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stop(self, event=None, blgnoreExceptions=True)

Stops debugging all processes.

If bKill0nExit was set to True when instancing the Debug object, all
debugees are terminated. Otherwise, the debugger detaches from all debugees.
Parameters
event: (Optional) Event object returned by wait. By
passing this parameter, the last debugging
event may be continued gracefully.
(type=Event)

bIgnoreExceptions: True to ignore any exceptions that may be
raised when detaching.

(type=bool)
Note: This method is better than detach from all because it can gracefully
handle the last debugging event before detaching.

next(self)

Handles the next debug event.

Return Value
Handled debug event.
(type=Event)

Raises

WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: cont, dispatch, wait, stop
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loop(self)
Simple debugging loop.

This debugging loop is meant to be useful for most simple scripts. It iterates
as long as there is at least one debuguee, or an exception is raised. Multiple
calls are allowed.

This is a trivial example script:

import sys

debug = Debug()

debug.execv( sys.argv [ 1 : ] )
debug.loop()

Raises
WindowsError Raises an exception on error.

If the wait operation causes an error, debugging is stopped
(meaning all debugees are either killed or detached from).

If the event dispatching causes an error, the event is still
continued before returning. This may happen, for example, if
the event handler raises an exception nobody catches.

See Also: next, stop
http://msdn.microsoft.com/en-us/library/ms681675(VS.85).aspx

Event notifications (private)

notify_create_process(self, event)

Notify the creation of a new process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.
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notify_create_thread(self, event)

Notify the creation of a new thread.

Parameters
event: Create thread event.

(type=CreateThreadEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

notify load_dll(self, event)

Notify the load of a new module.

Parameters
event: Load DLL event.

(type=LoadDLLEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

notify _exit_process(self, event)

Notify the termination of a process.

Parameters
event: Exit process event.

(type=EzitProcessEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_exit_process

Warning: This method is meant to be used internally by the debugger.
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notify_exit_thread(self, event)

Notify the termination of a thread.

Parameters
event: Exit thread event.

(type=EzitThreadEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_exit_thread
Warning: This method is meant to be used internally by the debugger.

notify_unload_dll(self, event)

Notify the unload of a module.

Parameters
event: Unload DLL event.

(type=UnloadDLLEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Overrides: winappdbg.breakpoint.BreakpointContainer.notify_unload_dlIl
Warning: This method is meant to be used internally by the debugger.

notify_rip(self, event)
Notify of a RIP event.

Parameters
event: RIP event.

(type=RIPEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.
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notify_debug_control_c(self, event)

Notify of a Debug Ctrl-C exception.

Parameters
event: Debug Ctrl-C exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

Note: This exception is only raised when a debugger is attached, and
applications are not supposed to handle it, so we need to handle it ourselves or
the application may crash.

See Also: http://msdn.microsoft.com/en-us/library/aa363082(VS.85).aspx

notify_ms_vc_exception(self, event)

Notify of a Microsoft Visual C exception.

Parameters
event: Microsoft Visual C exception event.

(type=EzceptionEvent)

Return Value
True to call the user-defined handle, False otherwise.

(type=bool)
Warning: This method is meant to be used internally by the debugger.

Note: This allows the debugger to understand the Microsoft Visual C thread
naming convention.

See Also: http://msdn.microsoft.com/en-us/library/xcb2z8hs.aspx

notify_breakpoint(self, event)

Notify breakpoints of a breakpoint exception event.

Parameters
event: Breakpoint exception event.

(type=EzceptionEvent)
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notify_guard_page(self, event)

Notify breakpoints of a guard page exception event.

Parameters
event: Guard page exception event.

(type=EzceptionEvent)

notify_single_step(self, event)

Notify breakpoints of a single step exception event.

Parameters
event: Single step exception event.

(type=EzceptionEvent)

Simple breakpoint use

break_at(self, pid, address, action=None)

Sets a code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code_breakpoint for more details.
(type=function)
See Also: stalk_at, dont_break_at

dont_break_at(self, pid, address)

Clears a code breakpoint set by break_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)
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dont_hook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.

(type=int)
address: Function address.

(type=int)

dont_watch_buffer(self, pid, address, size)

Clears a page breakpoint set by watch_buffer.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)

dont_watch_variable(self, tid, address)

Clears a hardware breakpoint set by watch_variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)
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paramCount=0)

hook_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (..
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

|le, dwFlags):
(1pFilename)
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unhook_function(self, pid, address)

Removes a function hook set by hook_function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

watch_buffer(self, pid, address, size, action=None)

Sets a page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define_page _breakpoint for more details.
(type=function)
See Also: dont_watch variable
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watch_variable(self, tid, address, size, action=None)

Sets a hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch_variable

Stalking

dont_stalk_at(self, pid, address)

Clears a code breakpoint set by stalk_ at.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

dont _stalk_buffer(self, pid, address, size)

Clears a page breakpoint set by stalk buffer.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to stop watching.
(type=int)
size: Size in bytes of buffer to stop watching.
(type=int)
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dont _stalk_function(self, pid, address)

Removes a function hook set by stalk function.

Parameters
pid: Process global ID.
(type=int)
address: Function address.
(type=int)

dont _stalk_variable(self, tid, address)

Clears a hardware breakpoint set by stalk variable.

Parameters
tid: Thread global ID.
(type=int)
address: Memory address of variable to stop watching.
(type=int)

stalk_at(self, pid, address, action=None)

Sets a one shot code breakpoint at the given process and address.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of code instruction to break at.
(type=int)

action: (Optional) Action callback function.
See define_code_breakpoint for more details.
(type=function)
See Also: break_at, dont_stalk_at
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stalk_buffer(self, pid, address, size, action=None)

Sets a one-shot page breakpoint and notifies when the given buffer is accessed.

Parameters
pid: Process global ID.
(type=int)
address: Memory address of buffer to watch.
(type=int)
size: Size in bytes of buffer to watch.
(type=int)

action: (Optional) Action callback function.
See define page breakpoint for more details.
(type=function)
See Also: dont watch variable
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paramCount=0)

stalk_function(self, pid, address, preCB=None, postCB=None,

Parameters
pid:

address:

preCB:

postCB:

paramCount:

Sets a one-shot function hook at the given address.

Process global ID.

(type=int)

Function address.

(type=int)

(Optional) Callback triggered on function entry.

The signature for the callback can be something like
this:

def pre LoadLibraryEx(event, *params):

ra = params[0] # return address
argv = params[1:] # function paramete
# (...

But if you passed the right number of arguments, you
can also use a signature like this:

def pre_LoadlLibraryEx(event, ra, lpFilename, hF]
szFilename = event.get_process().peek_string

# (...)

In the above example, the value for paramCount would
be 3.

(type=function)
(Optional) Callback triggered on function exit.

The signature for the callback would be something like
this:

def post LoadLibraryEx(event, return value):

# (..
(type=function)
(Optional) Number of parameters for the preCB

callback, not counting the return address. Parameters
are read from the stack and assumed to be DWORD:s.

(type=int)

|le, dwFlags):
(1pFilename)
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stalk_variable(self, tid, address, size, action=None)

Sets a one-shot hardware breakpoint at the given thread, address and size.

Parameters

tid: Thread global ID.
(type=int)

address: Memory address of variable to watch.
(type=int)

size: Size of variable to watch. The only supported sizes are:
byte (1), word (2), dword (4) and qword (8).
(type=int)

action: (Optional) Action callback function.
See define hardware breakpoint for more details.
(type=function)
See Also: dont_watch_variable

Symbols

resolve_exported_function(self, pid, modName, procName)

Resolves the exported DLL function for the given process.

Parameters
pid: Process global ID.
(type=int)
modName: Name of the module that exports the function.
(type=str)
procName: Name of the exported function to resolve.
(type=str)

Return Value

On success, the address of the exported function. On failure, returns
None.

(type=int, None)
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resolve_label(self, pid, label)

Resolves a label for the given process.

Parameters
pid:  Process global ID.

(type=int)
label: Label to resolve.
(type=str)

Return Value
Memory address pointed to by the label.

(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Advanced breakpoint use
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define_code_breakpoint(self, dwProcessld, address, condition=True,
action=None)

Creates a disabled code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the code instruction to break at.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)
action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

See Also: has_code_breakpoint, get_code breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint
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define_hardware_breakpoint(self, dwThreadld, address, triggerFlag=3,
sizeFlag=3, condition=True, action=None)

Creates a disabled hardware breakpoint at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address to watch.
(type=int)
triggerFlag: Trigger of breakpoint. Must be one of the following:
e BP BREAK ON_EXECUTION
Break on code execution.
e BP BREAK ON WRITE
Break on memory read or write.
e BP_BREAK_ON_ACCESS
Break on memory write.
(type=int)
sizeFlag: Size of breakpoint. Must be one of the following:
e BP WATCH_BYTE
One (1) byte in size.
e BP_WATCH_WORD
Two (2) bytes in size.
e BP_WATCH_DWORD
Four (4) bytes in size.
e BP_WATCH_QWORD
Eight (8) bytes in size.
(type=int)
condition:  (Optional) Condition callback function.
The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).

(type=function)

action: (Optional) Action callback function. If specified, the
event is handled by this callback instead of being
dispatched normaull%%1

The callback signature is:

def action_callback(event):
pass # no return value
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define_page_breakpoint(self, dwProcessld, address, pages=1,
condition=True, action=None)

Creates a disabled page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)

address: Memory address of the first page to watch.
(type=int)

pages: Number of pages to watch.
(type=int)

condition:  (Optional) Condition callback function.

The callback signature is:

def condition_callback(event):
return True # returns True or False

Where event is an Event object, and the return
value is a boolean (True to dispatch the event, False
otherwise).
(type=function)

action: (Optional) Action callback function. If specified, the

event is handled by this callback instead of being
dispatched normally.

The callback signature is:

def action_callback(event):
pass # no return value

Where event is an Event object.
(type=function)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

See Also: has page breakpoint, get_page breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint
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disable_code_breakpoint(self, dwProcessld, address)

Disables the code breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define_code_breakpoint, has_code_breakpoint,
get_code_breakpoint, enable_code_breakpoint
enable_one_shot_code_breakpoint, erase_code_breakpoint,

disable_hardware_breakpoint(self, dwThreadld, address)

Disables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint
enable_one_shot_hardware_breakpoint, erase_hardware_breakpoint,

disable_page_breakpoint(self, dwProcessld, address)

Disables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint
enable_one_shot_page_breakpoint, erase_page_breakpoint,
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enable_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

enable_one_shot_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,

enable_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_one_shot_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,

enable_one_shot_code_breakpoint(self, dwProcessld, address)

Enables the code breakpoint at the given address for only one shot.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define code breakpoint, has_code _breakpoint,
get_code_breakpoint, enable_code_breakpoint, disable_code_breakpoint
erase_code_breakpoint,
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enable_one_shot_hardware_breakpoint(self, dwThreadld, address)

Enables the hardware breakpoint at the given address for only one shot.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define hardware breakpoint, has_hardware breakpoint,

get_hardware_breakpoint, enable_hardware_breakpoint,
disable_hardware_breakpoint erase_hardware_breakpoint,

enable_one_shot_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address for only one shot.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define page breakpoint, has page breakpoint,

get_page_breakpoint, enable_page_breakpoint, disable_page_breakpoint
erase_page_breakpoint,

enable_page_breakpoint(self, dwProcessld, address)

Enables the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint erase_page_breakpoint,
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erase_code_breakpoint(self, dwProcessld, address)

Erases the code breakpoint at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)
See Also: define_code_breakpoint, has_code_breakpoint,

get_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint

erase_hardware_breakpoint(self, dwThreadld, address)

Erases the hardware breakpoint at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define hardware breakpoint, has hardware breakpoint,
get_hardware_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint

erase_page_breakpoint(self, dwProcessld, address)

Erases the page breakpoint at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

See Also: define page breakpoint, has page breakpoint,
get_page_breakpoint, enable_page_breakpoint,
enable_one_shot_page_breakpoint, disable_page_breakpoint
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get_code_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.

(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The code breakpoint object.

(type=CodeBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define_code_breakpoint, has_code_breakpoint,
enable_code_breakpoint, enable_one_shot_code_breakpoint,
disable_code_breakpoint, erase_code_breakpoint

get_hardware_breakpoint(self, dwThreadld, address)

Returns the internally used breakpoint object, for the code breakpoint defined
at the given address.

Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The hardware breakpoint object.

(type=HardwareBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define hardware breakpoint, has_hardware breakpoint,
get_code_breakpoint, enable_hardware_breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware_breakpoint,
erase_hardware_breakpoint
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get_page_breakpoint(self, dwProcessld, address)

Returns the internally used breakpoint object, for the page breakpoint defined
at the given address.

Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address where the breakpoint is defined.
(type=int)

Return Value
The page breakpoint object.

(type=PageBreakpoint)

Warning: [t’s usually best to call the Debug methods instead of accessing the
breakpoint objects directly.

See Also: define page breakpoint, has_page_breakpoint,
enable_page_breakpoint, enable_one_shot_page_breakpoint,
disable_page_breakpoint, erase_page_breakpoint

has_code_breakpoint(self, dwProcessld, address)

Checks if a code breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define_code_breakpoint, get_code_breakpoint,
erase_code_breakpoint, enable_code_breakpoint,
enable_one_shot_code_breakpoint, disable_code_breakpoint
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has_hardware_breakpoint(self, dwThreadld, address)

Checks if a hardware breakpoint is defined at the given address.
Parameters
dwThreadId: Thread global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define hardware breakpoint, get_hardware breakpoint,
erase_hardware_breakpoint, enable hardware _breakpoint,
enable_one_shot_hardware_breakpoint, disable_hardware breakpoint

has_page_breakpoint(self, dwProcessld, address)

Checks if a page breakpoint is defined at the given address.
Parameters
dwProcessId: Process global ID.
(type=int)
address: Memory address of breakpoint.
(type=int)

Return Value
True if the breakpoint is defined, False otherwise.

(type=bool)

See Also: define page breakpoint, get page breakpoint,
erase_page_breakpoint, enable page breakpoint,
enable_one_shot_page_breakpoint, disable_page _breakpoint

Listing breakpoints
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get_all_breakpoints(self)

Returns all breakpoint objects as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Return Value
List of all breakpoints.
(type=list of tuple( pid, tid, bp ))
Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:
e get_all_code_breakpoints
e get_all page breakpoints

get_all _hardware_breakpoints
e get_process_code_breakpoints
e get_process_page_breakpoints

e get_process_hardware_breakpoints

get_thread_hardware_breakpoints

get_all_code_breakpoints(self)

Return Value
All code breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, CodeBreakpoint ))

get_all_hardware_breakpoints(self)

Return Value
All hardware breakpoints as a list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))

get_all page breakpoints(self)

Return Value
All page breakpoints as a list of tuples (pid, bp).

(type=list of tuple( int, PageBreakpoint ))
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get_process_breakpoints(self, dwProcessld)

Returns all breakpoint objects for the given process as a list of tuples.
Each tuple contains:

e Process global ID to which the breakpoint applies.
e Thread global ID to which the breakpoint applies, or None.
e The Breakpoint object itself.

Parameters
dwProcessId: Process global ID.
(type=int)
Return Value
List of all breakpoints for the given process.

(type=list of tuple( pid, tid, bp ))

Note: If you're only interested in a specific breakpoint type, or in breakpoints
for a specific process or thread, it’s probably faster to call one of the following
methods:

e get_all _code_breakpoints

e get_all _page_breakpoints

e get_all hardware_breakpoints

e get_process_code_breakpoints

e get_process_page_breakpoints

e get_process_hardware_breakpoints

e get_thread_hardware_breakpoints

get_process_code_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All code breakpoints for the given process.

(type=list of CodeBreakpoint)
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get_process_hardware_breakpoints(self, dwProcessId)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value

All hardware breakpoints for each thread in the given process as a
list of tuples (tid, bp).

(type=list of tuple( int, HardwareBreakpoint ))
See Also: get_thread hardware breakpoints

get_process_page_breakpoints(self, dwProcessld)

Parameters
dwProcessId: Process global ID.

(type=int)
Return Value
All page breakpoints for the given process.

(type=list of PageBreakpoint)

get_thread_hardware_breakpoints(self, dwThreadld)

Parameters
dwThreadId: Thread global ID.

(type=int)
Return Value
All hardware breakpoints for the given thread.

(type=list of HardwareBreakpoint)

See Also: get _process_hardware breakpoints

Batch operations on breakpoints

disable_all breakpoints(self)

Disables all breakpoints in all processes.

See Also: disable_code_breakpoint, disable_page_breakpoint,
disable_hardware_breakpoint
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disable_process_breakpoints(self, dwProcessld)

Disables all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_all_breakpoints(self)

Enables all disabled breakpoints in all processes.

See Also: enable_code_breakpoint, enable_page_breakpoint,
enable_hardware_breakpoint

enable_one_shot_all_breakpoints(self)

Enables for one shot all disabled breakpoints in all processes.

See Also: enable_one_shot_code_breakpoint, enable_one_shot_page_breakpoint,
enable_one_shot_hardware_breakpoint

enable_one_shot_process_breakpoints(self, dwProcessld)

Enables for one shot all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

enable_process_breakpoints(self, dwProcessld)

Enables all disabled breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

erase_all_breakpoints(self)

Erases all breakpoints in all processes.

See Also: erase_code_breakpoint, erase_page_breakpoint,
erase_hardware_breakpoint
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erase_process_breakpoints(self, dwProcessld)

Erases all breakpoints for the given process.

Parameters
dwProcessId: Process global ID.

(type=int)

20.2

Properties

Name Description

Inherited from object
_class__

20.3

Class Variables

Name Description

BP_BREAK_ON_IO_ACC- | Value: 2
ESS

Breakpoint types

BP_TYPE_ANY To get all breakpoints

Value: 0 (type=int)

BP_TYPE_CODE To get code breakpoints only

Value: 1 (type=int)

BP_TYPE_HARDWARE To get hardware breakpoints only

Value: 3 (type=int)

BP_TYPE_PAGE To get page breakpoints only

Value: 2 (type=int)

Breakpoint states

BP_STATE_DISABLED Breakpoint is disabled.

Value: 0 (type=int)

BP_STATE_ENABLED Breakpoint is enabled.

Value: 1 (type=int)

BP_STATE_ONESHOT Breakpoint is enabled for one shot.

Value: 2 (type=int)

BP_STATE_RUNNING Breakpoint is running (recently hit).

Value: 3 (type=int)

Memory breakpoint trigger flags

BP_BREAK_ON_ACCESS | Break on memory read or write.

Value: 3 (type=int)

BP_BREAK ON_EXECU- | Break on code execution.

TION Value: 0 (type=int)
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Name Description
BP_BREAK_ON_WRITE Break on memory write.
Value: 1 (type=int)

Memory breakpoint size flags

BP_WATCH_ BYTE Value: 0
BP_WATCH_DWORD Value: 3
BP WATCH_QWORD Value: 2
BP WATCH_WORD Value: 1
20.4 Instance Variables
Name Description
system A System snapshot that is automatically

updated for processes being debugged.
Processes not being debugged in this snapshot
may be outdated.

(type=System)
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21 Class winappdbg.event.Event

object
winappdbg.event.Event

Known Subclasses: winappdbg.event.NoEvent, winappdbg.event.CreateProcessEvent, winap-
pdbg.event.CreateThread Event, winappdbg.event.ExceptionEvent, winappdbg.event.ExitProcessEvent,
winappdbg.event.Exit Thread Event, winappdbg.event.Load DLLEvent, winappdbg.event.OutputDebugStri
winappdbg.event. RIPEvent, winappdbg.event.Unload DLLEvent

Event object.

21.1 Methods

__init__(self, debug, raw)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Overrides: object._init__

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

166



Properties

Class winappdbg.event. Event

get_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_pid(self)

Return Value
Process global ID where the event occured.

(type=int)
See Also: get_process

get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
See Also: get_thread

get_process(self)

Return Value
Process where the event occured.

(type=Process)
See Also: get_pid

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)
See Also: get_tid

Inherited from object

_delattr_(), __getattribute__(), __-hash__(), —new__(), __reduce__(), __reduce_ex__(),

_repr__(), _setattr__(), _str__()

21.2 Properties
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Name Description
Inherited from object
_class__
21.3 Class Variables
Name Description
eventName User-friendly name of the event.
Value: ’Unknown event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’A debug event of an unknown type
has occured.’ (type=str)
21.4 Instance Variables
Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 APIL.
(type=DEBUG_EVENT)
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22 Class winappdbg.event.EventFactory

object
winappdbg.event.EventFactory

Factory of Event objects.

22.1 Methods

get(cls, debug, raw)

Parameters
debug: Debug object that received the event.
(type=Debug)
raw: Raw DEBUG_EVENT structure as used by the Win32 API.
(type=DEBUG_EVENT)

Return Value
An Event object or one of it’s subclasses, depending on the event
type.
(type=Event)

__new__(typ, *args, **kwargs)

EventFactory is a singleton, you can’t really have multiple instances of it. To
create this effect, the __new__ operator was overriden to return always the class
object instead of new instances.

Return Value
EventFactory class (NOT an instance)

(type=EventFactory)

Overrides: object.__new__

Inherited from object

__delattr__(), __getattribute__(), __hash__(), __init__(), _reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()

22.2 Properties

Name \ Description
Inherited from object

continued on next page
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Name Description
_class__

22.3 Class Variables

Name Description
eventClasses Dictionary that maps event codes to Event
subclasses.
Value: {1: <class
’winappdbg.event.ExceptionEvent’>, 2:
<class ’... (type=dict( int — Event ))
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23 Class winappdbg.event.EventHandler

object
winappdbg.event.EventHandler
Base class for debug event handlers.
Your program should subclass it to implement it’s own event handling.
The signature for event handlers is the following:
def event_handler(self, event):
Where event is an Event object.

Each event handler is named after the event they handle. This is the list of all valid event
handler names:

e cvent

Receives an Event object or an object of any of it’s subclasses, and handles any event
for which no handler was defined.

e unknown_event

Receives an Event object or an object of any of it’s subclasses, and handles any event
unknown to the debugging engine. (This is not likely to happen unless the Win32
debugging API is changed in future versions of Windows).

e cxception

Receives an ExceptionEvent object and handles any exception for which no handler
was defined. See above for exception handlers.

e unknown_exception

Receives an ExceptionEvent object and handles any exception unknown to the debug-
ging engine. This usually happens for C++ exceptions, which are not standardized and
may change from one compiler to the next.

Currently we have partial support for C+-+ exceptions thrown by Microsoft compilers.
Also see: RaiseException()!
e create_thread
Receives a CreateThreadEvent object.
e create_process
Receives a CreateProcessEvent object.
e cxit_thread
Receives a ExitThreadEvent object.

e cxit_process

Thttp://msdn.microsoft.com /en-us/library /ms680552(VS.85).aspx
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Receives a ExitProcessEvent object.
e load_dll
Receives a LoadDLLEvent object.
e unload_dll
Receives an UnloadDLLEvent object.
e output_string
Receives an OutputDebugStringEvent object.
® 1ip

Receives a RIPEvent object.

This is the list of all valid exception handler names (they all receive an ExceptionEvent
object):
e access_violation
e array_bounds_exceeded
e breakpoint
e control_c_exit
e datatype_misalignment
e debug_control_c
e float_denormal_operand
e float_divide_by_zero
e float_inexact_result
e float_invalid_operation
e float_overflow
e float_stack_check
o float_underflow
e guard_page
e illegal_instruction
® In_page_error
e integer_divide_by_zero
e integer_overflow
e invalid_disposition
e snvalid_handle
e ms_vc_exception
e noncontinuable_exception
e possible_deadlock
e privileged_instruction
e single_step
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e stack_overflow

23.1 Methods

__init__(self)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

__call__(self, event)

Dispatch debug events.

Parameters
event: Event object.

(type=Event)

event(self, event)

Handler for events not handled by any other defined method.

Parameters
event: Event object.

(type=Event)

Inherited from object

_delattr_(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr__(), _setattr__(), _str__()

23.2 Properties

Name \ Description
Inherited from object
_class__

23.3 Class Variables
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continued on next page
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Class winappdbg.event. Event

Handler

Name

Description

Name

Description

apiHooks

Dictionary that maps module names to tuples
of ( procedure name, parameter count ).

All procedures listed here will be hooked for
calls from the debuguee. When this happens,
the corresponding event handler is notified both
when the procedure is entered and when it’s left
by the debugee.

For example, if the procedure name is
"LoadLibraryEx” the event handler routines
must be defined as "pre_LoadLibraryEx” and
"post_LoadLibraryEx” in your class.

The signature for the routines can be something
like this:

def pre_LoadLibraryEx(event, *params):

ra = params[0] # return 4
argv = params[1:] # function
# (...)

ddress
parameters

def post_LoadLibrary(event, return value):

# (...)
But since you can also specify the number of
arguments, this signature works too (four
arguments in this case):
def pre_LoadLibraryEx(event, ra, 1pFil
szFilename = event.get process().p

# (...)
Note that the number of parameters to pull
from the stack includes the return address. The
apiHooks dictionary for the example above
would look like this:
apiHook = {

"kernel32.d11l" : (

# Procedure name Parame
( "LoadLibraryEx", 4 ),

ename, hFile, dwF]
eek_string(lpFilen

ter count

# (more procedures can go here...)

),

# (more libraries can go here...)
} 175

For a more complete support of API hooking,
you can also check out Universal Hooker at

http://oss.coresecurity.com/projects /uhooker. htm
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Name Description
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24 Class winappdbg.event.NoEvent

object T

winappdbg.event.Event
winappdbg.event.NoEvent

No event.

Dummy Event object that can be used as a placeholder when no debug event has occured
yet. It’s never returned by the EventFactory.

24.1 Methods

__init__(self, debug, raw=None)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
debug: Debug object that received the event.

raw: Raw DEBUG_EVENT structure as used by the Win32 API.

Overrides: object._init__ extit(inherited documentation)

_len__(self)

Always returns 0, so when evaluating the object as a boolean it’s always
False. This prevents Debug. cont from trying to continue a dummy event.

get_event_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)
Overrides: winappdbg.event.Event.get_event_code extit(inherited
documentation)

get_pid(self)
Return Value
Process global ID where the event occured.

(type=int)
Overrides: winappdbg.event.Event.get_pid extit(inherited documentation)
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get_tid(self)

Return Value
Thread global ID where the event occured.

(type=int)
Overrides: winappdbg.event.Event.get_tid extit(inherited documentation)

get_process(self)

Return Value
Process where the event occured.

(type=Process)

Overrides: winappdbg.event.Event.get_process extit(inherited documentation)

get_thread(self)

Return Value
Thread where the event occured.

(type=Thread)

Overrides: winappdbg.event.Event.get_thread extit(inherited documentation)

get_code(self)

Return Value
Debug event code as defined in the Win32 API.

(type=int)

get_event_description(self)

Return Value
User-friendly description of the event.

(type=str)

get_event_name(self)

Return Value
User-friendly name of the event.

(type=str)

Inherited from object

—delattr_(), _getattribute_(), -hash__(), —new_(), _reduce_(), reduce_ex_(),
_repr__(), _setattr__(), __str__()
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24.2 Properties

Name Description
Inherited from object
_class__
24.3 Class Variables
Name Description
eventName User-friendly name of the event.
Value: ’No event’ (type=str)
eventDescription User-friendly description of the event.
Value: ’No debug event has occured.’
(type=str)
24.4 Instance Variables
Name Description
continueStatus Continue status to pass to
win32.ContinueDebugEvent.
(type=int)
debug Debug object that received the event.
(type=Dedbug)
raw Raw DEBUG_EVENT structure as used by the
Win32 API.
(type=DEBUG_EVENT)
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25 Class winappdbg.system.MemoryAddresses

object
winappdbg.system.MemoryAddresses

Class to manipulate memory addresses.

25.1 Methods

align_address_to_page start(address)

Align the given address to the start of the page it occupies.

Parameters
address: Memory address.

(type=int)
Return Value
Aligned memory address.

(type=int)

align_address_to_page_end(address)

Align the given address to the end of the page it occupies.

Parameters
address: Memory address.

(type=int)
Return Value
Aligned memory address.

(type=int)
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align_address_range(cls, begin, end)

Align the given address range to the start and end of the page(s) it occupies.

Parameters
begin: Memory address of the beginning of the buffer.
(type=int)
end: Memory address of the end of the buffer.
(type=int)

Return Value
Aligned memory addresses.

(type=tuple( int, int ))

get_buffer_size_in_pages(cls, address, size)

Get the number of pages in use by the given buffer.

Parameters
address: Aligned memory address.
(type=int)
size: Buffer size.
(type=int)

Return Value
Buffer size in number of pages.

(type=int)

do_ranges_intersect(begin, end, old_begin, old_end)

Inherited from object

_delattr_(), __getattribute__(), _-hash__(), __init__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _str_()

25.2 Properties

Name Description
Inherited from object
_class__
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26 Class winappdbg.system.Module

object T

winappdbg.system.SymbolContainer

winappdbg.system.Module

Interface to a DLL library loaded in the context of another process.

26.1 Methods

EntryPoint=None, process=None)

__init__(self, lpBaseOfDIl, hFile=None, fileName=None, SizeOflmage=None,

Parameters
1pBase0fD11: Base address of the module.

(type=Process)

Overrides: object.__init__

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

(type=str)

hFile: (Optional) Handle to the module file.
(type=FileHandle)

fileName: (Optional) Module filename.
(type=str)

SizeOfImage: (Optional) Size of the module.
(type=int)

EntryPoint: (Optional) Entry point of the module.
(type=int)

process: (Optional) Process where the module is loaded.

Inherited from object

—delattr_(), _getattribute_(), -hash__(), —mew_(), _reduce_(), -reduce_ex_(),

_repr_(), _setattr__(), __str__()

Properties
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get_base(self)

Return Value
Base address of the module. Returns None if unknown.

(type=int or None)

get_size(self)

Return Value
Base size of the module. Returns None if unknown.

(type=int or None)

get_entry_point(self)

Return Value
Entry point of the module. Returns None if unknown.

(type=int or None)

get_filename(self)

Return Value
Module filename. Returns None if unknown.

(type=str or None)

get_name(self)

Return Value
Module name, as used in labels.

(type=str)
Warning: Names are NOT guaranteed to be unique.

If you need unique identification for a loaded module, use the base address
instead.

See Also: get_label

get_process(self)

Return Value
Parent Process object. Returns None on error.

(type=Process or None)
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get_pid(self)

Return Value
Parent process global ID. Returns None on error.

(type=int or None)

Labels

match_name(self, name)

Return Value
True if the given name could refer to this module. It may not be
exactly the same returned by get_name.

(type=bool)

get_label(self, function=None, offset=None)

Retrieves the label for the given function of this module or the module base
address if no function name is given.

Parameters
function: (Optional) Exported function name.

(type=str)
offset:  (Optional) Offset from the module base address.
(type=int)

Return Value
Label for the module base address, plus the offset if given.

(type=str)
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get_label_at_address(self, address, offset=None)

Creates a label from the given memory address.
If the address belongs to the module, the label is made relative to it’s base
address.

Parameters
address: Memory address.

(type=int)
offset: (Optional) Offset value.
(type=None or int)

Return Value
Label pointing to the given address.

(type=str)

is_address_here(self, address)

Tries to determine if the given address belongs to this module.

Parameters
address: Memory address.
(type=int)
Return Value

True if the address belongs to the module, False if it doesn’t, and
None if it can’t be determined.

(type=bool or None)

resolve(self, function)

Resolves a function exported by this module.

Parameters
function: str: Name of the function. int: Ordinal of the function.

(type=str or int)

Return Value
Memory address of the exported function in the process. Returns
None on error.

(type=int)
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resolve_label(self, label)

Resolves a label for this module only. If the label refers to another module, an
exception is raised.

Parameters
label: Label to resolve.

(type=str)
Return Value
Memory address pointed to by the label.

(type=int)
Raises
ValueError The label is malformed or impossible to resolve.

RuntimeError Cannot resolve the module or function.

Handle

open_handle(self)

Opens a new handle to the module.

close_handle(self)
Closes the handle to the module.

get_handle(self)

Return Value
Handle to the module file.

(type=FileHandle)

Symbols
Inherited from winappdbg.system.SymbolContainer

get_symbol_at_address(), get_symbols(), iter_symbols(), load_symbols(), resolve_symbol(),
unload_symbols()

26.2 Properties

Name Description
Inherited from object
_class__
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26.3 Class Variables

Name Description
unknown Suggested tag for unknown modules.
Value: ’<unknown>’ (type=str)

26.4 Instance Variables

Name Description

EntryPoint Entry point of the module. Use
get_entry_point instead.
(type=int)

SizeOflmage Size of the module. Use get_size instead.
(type=int)

fileName Module filename. Use get_filename instead.
(type=str)

hFile Handle to the module file. Use get_handle
instead.
(type=FileHandle)

IpBaseOfDIl Base of DLL module. Use get_base instead.
(type=int)

process Process where the module is loaded. Use
get_process instead.
(type=Process)
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27 Class winappdbg.system.PathOperations

object
winappdbg.system.PathOperations

Static methods for filename and pathname manipulation.

27.1 Methods

pathname _to_filename(pathname)

Parameters
pathname: Absolute path.

(type=str)
Return Value
Relative path.

(type=str)

filename_to_pathname(filename)

Parameters
filename: Relative path.

(type=str)
Return Value
Absolute path.

(type=str)

path_is_relative(path)

Parameters
path: Absolute or relative path.

(type=str)
Return Value
True if the path is relative, False if it’s absolute.

(type=bool)
See Also: path_is_absolute
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path_is_absolute(path)

Parameters
path: Absolute or relative path.
(type=str)

Return Value
True if the path is absolute, False if it’s relative.

(type=bool)
See Also: path_is relative

split_extension(pathname)

Parameters
pathname: Absolute path.

(type=str)
Return Value
Tuple containing the file and extension components of the filename.

(type=tuple( str, str))

split_filename(pathname)

Parameters
pathname: Absolute path.

(type=str)
Return Value
Tuple containing the path to the file and the base filename.

(type=tuple( str, str))

split_path(path)

Parameters
path: Absolute or relative path.
(type=str)

Return Value
List of path components.

(type=list( str... ))
See Also: join path

189



Properties Class winappdbg.system.PathOperations

join_path(*components)

Parameters
components: Path components.

(type=tuple( str... ))
Return Value
Absolute or relative path.

(type=str)
See Also: split_path

native_to_win32_pathname(name)

Parameters
name: Native (NT) absolute pathname.
(type=str)

Return Value
Win32 absolute pathname.

(type=str)

Inherited from object

_delattr_(), __getattribute__(), _-hash__(), __init__(), _new__(), -_reduce__(), -_reduce_ex__(),
_repr_(), _setattr__(), _str__()

27.2 Properties

Name \ Description
Inherited from object
_class__
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28 Class winappdbg.system.Process

object T
winappdbg.system.MemoryOperations —
object T
winappdbg.system.ProcessDebugOperations T
object T
winappdbg.system.SymbolOperations T
object T
winappdbg.system.ThreadContainer T

object T

winappdbg.system.ModuleContainer

winappdbg.system.Process

Interface to a process. Contains threads and modules snapshots.

28.1 Methods

__init__(self, dwProcessld, hProcess=None, fileName=None)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
dwProcessId: Global process ID.
(type=int)
hProcess: Handle to the process.
(type=ProcessHandle)
fileName: (Optional) Filename of the main module.

(type=str)
Overrides: object._init__

Inherited from object
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—delattr_(), _getattribute_(), -hash_(), —new_(), _reduce_(), -reduce_ex_(),
_repr_(), _setattr__(), _str_()

Properties

get_pid(self)

Return Value
Process global ID.

(type=int)

get_filename(self)

Return Value
Filename of the main module of the process.

(type=str)

is_debugged(self)

Tries to determine if the process is being debugged by another process. It may
detect other debuggers besides WinAppDbg.

Return Value
True if the process has a debugger attached.

(type=bool)
Warning: May return inaccurate results when some anti-debug techniques
are used by the target process.

Note: To know if a process currently being debugged by a Debug object, call
Debug.is_debugee instead.

is_alive(self)

Return Value
True if the process is currently running.

(type=bool)
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get_exit_code(self)

Return Value
Process exit code, or STILL_ACTIVE if it’s still alive.

(type=int)
Warning: If a process returns STILL_ACTIVE as it’s exit code, you may not be
able to determine if it’s active or not with this method. Use is_alive to check
if the process is still active. Alternatively you can call get handle to get the
handle object and then ProcessHandle.wait on it to wait until the process
finishes running.

Inherited from winappdbg.system.ProcessDebugOperations
get_image_base(), get_image name(), get_main_module(), get_peb()

Instrumentation

wait(self, dwTimeout=None)

Waits for the process to finish executing.

Raises
WindowsError On error an exception is raised.

kill(self, dwEzitCode=0)

Terminates the execution of the process.

Raises
WindowsError On error an exception is raised.

suspend (self)

Suspends execution on all threads of the process.

Raises
WindowsError On error an exception is raised.

resume(self)

Resumes execution on all threads of the process.

Raises
WindowsError On error an exception is raised.
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inject_code(self, payload, lpParameter=0)

Injects relocatable code into the process memory and executes it.

Parameters
payload: Relocatable code to run in a new thread.
(type=str)
lpParameter: (Optional) Parameter to be pushed in the stack.
(type=int)

See Also: inject_dll

inject_dll(self, dllname, procname=None, [pParameter=0, dwTimeout=None)

Injects a DLL into the process memory.

Parameters

dllname: Name of the DLL module to load.
(type=str)

procname: (Optional) Procedure to call when the DLL is loaded.
(type=str)

lpParameter: (Optional) Parameter to the procname procedure.
(type=int)

dwTimeout: (Optional) Timeout value in milliseconds.
(type=int)

See Also: inject_code

Inherited from winappdbg.system. ThreadContainer
start_thread()

Processes snapshot
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__contains__(self, anObject)

The same as: self.has thread(anObject) or self.has module(anObject)

Parameters
anObject: Object to look for. Can be a Thread, Module, thread
global ID or module base address.

(type=Thread, Module or int)

Return Value
True if the requested object was found in the snapshot.

(type=bool)

Overrides: winappdbg.system.ModuleContainer.__contains__

_len__(self)

Return Value
Count of Thread and Module objects in this snapshot.

(type=int)
Overrides: winappdbg.system.ModuleContainer.__len__

See Also: get_thread_count, get module_count

__iter__(self)

Return Value
Iterator of Thread and Module objects in this snapshot. All threads
are iterated first, then all modules.

(type=iterator)
Overrides: winappdbg.system.ModuleContainer.__iter__

See Also: iter_threads, iter_ modules

scan(self)

Populates the snapshot of threads and modules.

clear(self)

Clears the snapshot of threads and modules.

Handle

open_handle(self)

Opens a new handle to the process.
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close_handle(self)
Closes the handle to the process.

get_handle(self)

Return Value
Handle to the process.

(type=ProcessHandle)

Memory mapping
Inherited from winappdbg.system.MemoryOperations

free(), get_memory map(), is_address_commited(), is_address_executable(), is_address_executable_and -
is_address_free(), is_address_readable(), is_address_reserved(), is_address_valid(), is_address_writeable()
malloc(), mprotect(), mquery()

Memory read
Inherited from winappdbg.system.MemoryOperations

peek(), peek_char(), peek_string(), peek_uint(), read(), read_char(), read _structure(),
read_uint|()

Memory write
Inherited from winappdbg.system.MemoryOperations
poke(), poke_char(), poke_uint(), write(), write_char(), write_uint()
Disassembly
Inherited from winappdbg.system.ProcessDebugOperations
disassemble(), disassemble_around(), disassemble_around_pc(), disassemble_string()
Debugging
Inherited from winappdbg.system.ProcessDebugOperations
debug_break(), flush_instruction_cache(), peek_pointers_in_data()
Inherited from winappdbg.system.SymbolOperations
get_system_breakpoint(), get_user_breakpoint/()
Labels
Inherited from winappdbg.system.SymbolOperations
get_label at_address(), parse_label(), resolve_label(), sanitize_label(), split_label(),
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split_label fuzzy(), split_label strict()
Symbols
Inherited from winappdbg.system.SymbolOperations

get_symbol_at_address(), get_symbols(), iter_symbols(), load_symbols(), resolve_symbol(),
unload_symbols()

Threads snapshot
Inherited from winappdbg.system. ThreadContainer

clear_dead_threads(), clear_threads(), close_thread_handles(), find_threads_by_name(),
get_thread(), get_thread_count(), get_thread_ids(), has_thread(), iter_thread_ids(),
iter_threads(), scan_threads()

Event notifications (private)

notify_create_process(self, event)

Notify the creation of a new process.

Parameters
event: Create process event.

(type=CreateProcessEvent)

Overrides: winappdbg.system.ModuleContainer.notify_create_process

Inherited from winappdbg.system. ThreadContainer
notify_create_thread(), notify_exit_thread|()

Inherited from winappdbg.system.ModuleContainer
notify_load_dll(), notify_unload_dll()

Modules snapshot

Inherited from winappdbg.system.ModuleContainer

clear_modules(), get_module(), get_module_at_address(), get_module_bases(), get_module_by_name(),
get_module_count(), has_module(), iter_module_addresses(), iter_modules(), scan_modules|()

28.2 Properties

Name Description
Inherited from object
_class__
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28.3 Instance Variables

Name Description
dwProcessld Global process ID. Use get_pid instead.
(type=int)
fileName Filename of the main module. Use
get_filename instead.
(type=str)
hProcess Handle to the process. Use get handle instead.
(type=ProcessHandle)

198



Class winappdbg.system.System

29 Class winappdbg.system.System

object T
winappdbg.system.ProcessContainer

winappdbg.system.System

Interface to a batch of processes, plus some system wide settings. Contains a snapshot of
processes.

29.1 Methods

Inherited from winappdbg.system.ProcessContainer
__contains__(), _init__(), _-iter__(), _len__()
Inherited from object

_delattr_(), __getattribute__(), __hash__(), _new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()

Global settings

request_debug_privileges(blgnoreFzceptions=False)

Requests debug privileges.

This may be needed to debug processes running as SYSTEM (such as services)
since Windows XP.
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set_kill_on_exit_mode(bKillOnEzit=False)

Automatically detach from processes when the current thread dies.
Works on the following platforms:

e Microsoft Windows XP and above.
e Wine (Windows Emulator).

Fails on the following platforms:

e Microsoft Windows 2000 and below.
e ReactOS.
Parameters
bKillOnExit: True to automatically kill processes when the
debugger thread dies. False to automatically detach
from processes when the debugger thread dies.
(type=bool)
Return Value
True on success, False on error.

(type=bool)

enable_step_on_branch_mode()

When tracing, call this on every single step event for step on branch mode.

Warning: This has a HARDCODED value for a machine specific register
(MSR). It could potentially brick your machine. It works on my machine, but
your mileage may vary.

set_symbol_options(options=None)

Set the options for the symbol support (dbghelp.dll).

Parameters
options: Option flags. Use None for the default options in
WinAppDbg.
(type=int)
Instrumentation

Inherited from winappdbg.system.ProcessContainer
argv_to_cmdline(), cmdline_to_argv(), start_process()

Processes snapshot
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Inherited from winappdbg.system.ProcessContainer

clear(), clear_dead _processes(), clear_processes(), clear_unattached_processes(), close_process_and_thre:
close_process_handles(), find_processes_by _filename(), get_process(), get_process_count(),
get_process_ids(), has_process(), iter_process_ids(), iter_processes(), scan(), scan_processes(),
scan_processes_fast()

Threads snapshots
Inherited from winappdbg.system.ProcessContainer
get_thread(), get_thread_count(), get_thread_ids(), has_thread(), scan_processes_and_threads()
Modules snapshots
Inherited from winappdbg.system.ProcessContainer

find_modules_by_address(), find_modules_by_base(), find_modules_by_name(), get_module_count(),
scan_modules|()

Event notifications (private)
Inherited from winappdbg.system.ProcessContainer

notify_create_process(), notify_exit_process()

29.2 Properties

Name \ Description
Inherited from object
_class__

29.3 Class Variables

Name \ Description
Global settings
pageSize Page size in bytes. Defaults to 0x1000 but it’s
automatically updated on runtime when
importing the module.
Value: 4096 (type=int)

201



Class winappdbg.system. Thread

30 Class winappdbg.system.Thread

object T

winappdbg.system.ThreadDebugOperations

winappdbg.system.Thread

Interface to a thread in another process.

30.1 Methods

__init__(self, dwThreadld, hThread=None, process=None)

X._-init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
dwThreadId: Global thread ID.
(type=int)
hThread: (Optional) Handle to the thread.
(type=ThreadHandle)
process: (Optional) Parent Process object.

(type=Process)

Overrides: object.__init__

Inherited from object

_delattr_(), __getattribute__(), __-hash_(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()

Properties

get_process(self)

Return Value
Parent Process object.

(type=Process)
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get_pid(self)

Return Value
Parent process global 1D.
(type=int)

Raises
WindowsError An error occured when calling a Win32 API function.

RuntimeError The parent process ID can’t be found.

get_tid(self)

Return Value
Thread global 1D.

(type=int)

get_name(self)

Return Value
Thread name, or None if the thread is nameless.

(type=str)

set_name(self, name=None)

Sets the thread’s name.

Parameters
name: Thread name, or None if the thread is nameless.
(type=str)

is_alive(self)

Return Value
True if the thread if currently running.

(type=bool)

get_exit_code(self)

Return Value
Thread exit code, or STILL_ACTIVE if it’s still alive.

(type=int)

Inherited from winappdbg.system. ThreadDebugOperations
get_teb()
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Instrumentation

wait(self, dwTimeout=None)

Waits for the thread to finish executing.

Parameters
dwTimeout: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

kill(self, dwEzitCode=0)

Terminates the thread execution.

Parameters
dwExitCode: (Optional) Thread exit code.
(type=int)
Note: If the 1pInjectedMemory member contains a valid pointer, the memory
is freed.
suspend (self)

Suspends the thread execution.

Return Value
Suspend count. If zero, the thread is running.

(type=int)

resume(self )

Resumes the thread execution.

Return Value
Suspend count. If zero, the thread is running.

(type=int)

Registers

get_context(self, ContertFlags=65599)

Return Value
Dictionary mapping register names to their values.

(type=dict( str — int ))

See Also: set_context
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set_context(self, context)

Sets the values of the registers.

Parameters
context: Dictionary mapping register names to their values.

(type=dict( str — int ))
See Also: get_context

get_pc(self)

Return Value
Value of the program counter register.

(type=int)

set_pc(self, pc)

Sets the value of the program counter register.

Parameters
pc: Value of the program counter register.
(type=int)

get_sp(self)

Return Value
Value of the stack pointer register.

(type=int)

set_sp(self, sp)

Sets the value of the stack pointer register.

Parameters
sp: Value of the stack pointer register.
(type=int)

get_fp(self)

Return Value
Value of the frame pointer register.

(type=int)
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set_fp(self, fp)

Sets the value of the frame pointer register.

Parameters
fp: Value of the frame pointer register.

(type=int)

get_register(self, register)

Parameters
register: Register name.

(type=str)
Return Value
Value of the requested register.

(type=int)

set_register(self, register, value)

Sets the value of a specific register.

Parameters
register: Register name.

(type=str)
Return Value
Register value.

(type=int)

get_flags(self, FlagMask=4294967295)

Parameters
FlagMask: (Optional) Bitwise-AND mask.

(type=int)
Return Value
Flags register contents, optionally masking out some bits.

(type=int)

206



Methods Class winappdbg.system. Thread

set_flags(self, eflags, FlagMask=4294967295)

Sets the flags register, optionally masking some bits.

Parameters
eflags:  Flags register contents.
(type=int)
FlagMask: (Optional) Bitwise-AND mask.
(type=int)

get_flag value(self, FlagBit)

Parameters
FlagBit: One of the Flags.
(type=int)
Return Value
Boolean value of the requested flag.

(type=bool)

set_flag value(self, FlagBit, FlagValue)

Sets a single flag, leaving the others intact.

Parameters
FlagBit:  One of the Flags.

(type=int)
FlagValue: Boolean value of the flag.

(type=bool)

get_zf (self)

Return Value
Boolean value of the Zero flag.

(type=bool)

get_cf(self)

Return Value
Boolean value of the Carry flag.

(type=bool)
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get_sf (self)

Return Value
Boolean value of the Sign flag.

(type=bool)

get_df (self)

Return Value
Boolean value of the Direction flag.

(type=bool)

get_tf(self)

Return Value
Boolean value of the Trap flag.

(type=bool)

clear_zf (self)
Clears the Zero flag.

clear_cf (self)
Clears the Carry flag.

clear_sf(self)
Clears the Sign flag.

clear_df(self)
Clears the Direction flag.

clear_tf(self)
Clears the Trap flag.

set_zf(self)
Sets the Zero flag.

set_cf(self)
Sets the Carry flag.
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set_sf(self)
Sets the Sign flag.

set_df (self)
Sets the Direction flag.

set_tf(self)
Sets the Trap flag.

Handle

open_handle(self, dwDesiredAccess=2035711)

Opens a new handle to the thread.

close_handle(self)
Closes the handle to the thread.

get_handle(self)

Return Value
Handle to the thread.

(type=ThreadHandle)

Disassembly
Inherited from winappdbg.system. ThreadDebugOperations
disassemble(), disassemble_around(), disassemble_around pc(), disassemble_string|()
Stack
Inherited from winappdbg.system. ThreadDebugOperations

get_stack_frame(), get_stack_frame_range(), get_stack range(), get_stack_trace(), get_stack_trace_with_l
peek_stack_data(), peek_stack_dwords(), read_stack_data(), read_stack_dwords|()

M:iscellaneous
Inherited from winappdbg.system. ThreadDebugOperations

peek_code_bytes(), peek_pointers_in_data(), peek_pointers_in_registers(), read_code_bytes()

30.2 Properties
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Name \ Description
Inherited from object
_class__

30.3 Instance Variables

Name Description
dwThreadld Global thread ID. Use get_tid instead.
(type=int)
hThread Handle to the thread. Use get_handle instead.
(type=ThreadHandle)
pInjectedMemory If the thread was created by

Process.inject_code, this member contains a
pointer to the memory buffer for the injected
code. Otherwise it’s None.

The kill method uses this member to free the
buffer when the injected thread is killed.
(type=int)

process Parent process object. Use get_process
instead.

(type=Process)
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31 Class winappdbg.system.Thread.Flags

object
winappdbg.system.Thread.Flags

Commonly used processor flags

31.1 Methods

Inherited from object

_delattr_(), __getattribute__(), _hash_(), __init_(), _new__(), __reduce__(), __reduce_ex_(),
_repr__(), _setattr__(), _str__()

31.2 Properties

Name \ Description
Inherited from object
_class__

31.3 Class Variables

Name Description

Overtlow Value: 2048

Direction Value: 1024

Interrupts Value: 512

Trap Value: 256

Sign Value: 128

Zero Value: 64

Auxiliary Value: 16

Parity Value: 4

Carry Value: 1
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32 Class winappdbg.textio.CrashDump

object
winappdbg.textio.CrashDump

Static functions for crash dumps.

32.1 Methods

dump flags(efi)

Dump the x86 processor flags. The output mimics that of the WinDBG
debugger.

Parameters
efl: Value of the eFlags register.

(type=int)
Return Value
Text suitable for logging.

(type=str)

dump _registers(cls, registers)

Dump the x86 processor register values. The output mimics that of the

WinDBG debugger.

Parameters
registers: Dictionary mapping register names to their values.

(type=dict( str — int ))

Return Value
Text suitable for logging.

(type=str)
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dump _registers_peek(registers, data, separator=> ", width=16)

Dump data pointed to by the given registers, if any.

Parameters
registers: Dictionary mapping register names to their values.

(type=dict( str — int ))

data: Dictionary mapping register names to the data they
point to.
(type=dict( str — str ))

Return Value
Text suitable for logging.

(type=str)
dump_data_peek(data, base=0, separator=> ", width=16)
Dump data from pointers guessed within the given binary data.
Parameters
data: Dictionary mapping offsets to the data they point to.
(type=str)

base: Base offset.

(type=int)
Return Value
Text suitable for logging.

(type=str)
dump _ stack _peek(data, separator=>"’, width=16)
Dump data from pointers guessed within the given stack dump.
Parameters
data: Dictionary mapping stack offsets to the data they point to.
(type=str)

Return Value
Text suitable for logging.

(type=str)
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dump _stack_trace(stack_trace)

Dump a stack trace, as returned by Thread.get_stack_trace with the
bUseLabels parameter set to False.

Parameters
stack_trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str ))

Return Value
Text suitable for logging.

(type=str)

dump _stack_trace with_labels(stack_trace)

Dump a stack trace, as returned by Thread.get_stack_trace with the
bUseLabels parameter set to True.

Parameters
stack trace: Stack trace as a list of tuples of ( return address,
frame pointer, module filename )

(type=list( int, int, str ))

Return Value
Text suitable for logging.

(type=str)

dump_code(disassembly, pc=None, bLowercase=True)

Dump a disassembly. Optionally mark where the program counter is.

Parameters
disassembly: Disassembly dump as returned by
Process.disassemble or
Thread.disassemble_around pc.

(type=list of tuple( int, int, str, str ))

pc: (Optional) Program counter.
(type=int)

bLowercase: (Optional) If True convert the code to lowercase.
(type=bool)

Return Value
Text suitable for logging.

(type=str)
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dump_code_line(disassembly_line, bShowAddress=True, bLowercase=True)

Dump a single line of code. To dump a block of code use dump_code.

Parameters
disassembly_line: Single item of the list returned by
Process.disassemble or
Thread.disassemble_around_pc.

(type=tuple( int, int, str, str ))

bShowAddress: (Optional) If True show the memory address.
(type=int)

bLowercase: (Optional) If True convert the code to
lowercase.

(type=bool)
Return Value
Text suitable for logging.

(type=str)

dump_memory_map(memoryMap)

Dump the memory map of a process.

Parameters
memoryMap: Memory map returned by Process.get _memory_map.

(type=list( MEMORY_BASIC_INFORMATION ))

Return Value
Text suitable for logging.

(type=str)

Inherited from object

_delattr__(), __getattribute__(), --hash__(), __init__(), ~new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), __str__()

32.2 Properties

Name \ Description
Inherited from object

_class__

32.3 Class Variables
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Name Description
reg_template Template for the dump registers method.
Value: ’eax=%(Eax) .8x ebx=% (Ebx) .8x
ecx=%(Ecx) .8x edx=%(Edx) .8x ...
(type=str)

216



Class winappdbg.textio.DebugLog

33 Class winappdbg.textio.DebuglLog

object
winappdbg.textio.DebuglLog
Static functions for debug logging.

33.1 Methods

log text(text)

Log lines of text, inserting a timestamp.

Parameters
text: Text to log.

(type=str)
Return Value
Log line.

(type=str)

log_event(cls, event, text)

Log lines of text associated with a debug event.

Parameters
event: Event object.

(type=Event)
text: Text to log.
(type=str)

Return Value
Log line.

(type=str)

Inherited from object

_delattr_(), __getattribute__(), __hash_ (), _init_(), _new__(), __reduce_(), __reduce_ex_(),
_repr__(), _setattr__(), _str__()

33.2 Properties
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Class winappdbg.textio.DebugLog

Name

Description

_class__

Inherited from object

218



Class winappdbg.textio.HexDump

34 Class winappdbg.textio.HexDump

object
winappdbg.textio.HexDump

Static functions for hexadecimal dumps.

34.1 Methods

printable(data)

Replace unprintable characters with dots.

Parameters
data: Binary data.

(type=str)
Return Value
Printable text.

(type=str)

hexadecimal(data, separator="")

Convert binary data to a string of hexadecimal numbers.

Parameters
data: Binary data.

(type=str)
separator: Separator between the hexadecimal representation of
each character.

(type=str)
Return Value
Hexadecimal representation.

(type=str)
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hexa_word(data, separator=>")

Convert binary data to a string of hexadecimal WORDs.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each WORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

hexa_dword(data, separator=> ")

Convert binary data to a string of hexadecimal DWORDs.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each DWORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

hexa_qword(data, separator=> ")

Convert binary data to a string of hexadecimal QWORDs.

Parameters
data: Binary data.
(type=str)
separator: Separator between the hexadecimal representation of
each QWORD.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

220



Methods Class winappdbg.textio.HexDump

hexline(cls, data, separator="", width=None)

Dump a line of hexadecimal numbers from binary data.

Parameters
data: Binary data.

(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)
width: (Optional) Maximum number of characters to convert
per text line. This value is also used for padding.

(type=int)
Return Value
Multiline output text.

(type=str)

hexblock(cls, data, address=None, separator=> ", width=8)

Dump a block of hexadecimal numbers from binary data. Also show a
printable text version of the data.

Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)

separator: Separator between the hexadecimal representation of
each character.

(type=str)

width: (Optional) Maximum number of characters to convert
per text line.

(type=int)
Return Value
Multiline output text.

(type=str)
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hexblock_cb(cls, callback, data, address=None, width=16, cb_args=(),
cb_kwargs={})

Dump a block of binary data using a callback function to convert each line of
text.

Parameters
callback: Callback function to convert each line of data.

(type=function)
data: Binary data.
(type=str)

address:  (Optional) Memory address where the data was read
from.

(type=str)
cb_args:  (Optional) Arguments to pass to the callback function.
(type=str)

cb_kwargs: (Optional) Keyword arguments to pass to the callback
function.

(type=str)

width: (Optional) Maximum number of bytes to convert per
text line.

(type=int)
Return Value
Multiline output text.

(type=str)
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hexblock_byte(cls, data, address=None, separator=" ", width=16)
Dump a block of hexadecimal BYTEs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each BYTE.
(type=str)
width: (Optional) Maximum number of BYTEs to convert per
text line.
(type=int)

Return Value
Multiline output text.

(type=str)
hexblock_word(cls, data, address=None, separator="", width==8)
Dump a block of hexadecimal WORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each WORD.
(type=str)
width: (Optional) Maximum number of WORDs to convert per
text line.
(type=int)

Return Value
Multiline output text.

(type=str)
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hexblock_dword(cls, data, address=None, separator="> ", width=4)
Dump a block of hexadecimal DWORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each DWORD.
(type=str)
width: (Optional) Maximum number of DWORDs to convert
per text line.
(type=int)

Return Value
Multiline output text.

(type=str)
hexblock_qword(cls, data, address=None, separator="", width=2)
Dump a block of hexadecimal QWORDs from binary data.
Parameters
data: Binary data.
(type=str)
address:  Memory address where the data was read from.
(type=str)
separator: Separator between the hexadecimal representation of
each QWORD.
(type=str)
width: (Optional) Maximum number of QWORDs to convert
per text line.
(type=int)

Return Value
Multiline output text.

(type=str)
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address(address)
Parameters
address: Memory address.
(type=int)

Return Value
Text output.

(type=str)

integer (integer)

Parameters
integer: Integer.

(type=int)
Return Value
Text output.

(type=str)

Inherited from object

_delattr_(), __getattribute__(), _hash__(), __init_(), _new__(), __reduce__(), __reduce_ex_(),
_repr__(), _setattr__(), _str__()

34.2 Properties

Name \ Description
Inherited from object
_class__
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35 Class winappdbg.textio.HexInput

object
winappdbg.textio.HexInput

Static functions for user input parsing.
HexOutput class.

35.1 Methods

The counterparts for each method are in the

integer(token)

Convert numeric strings into integers.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed integer value.

(type=int)

address(token)

Convert numeric strings into memory addresses.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed integer value.

(type=int)

hexadecimal(token)

Convert a strip of hexadecimal numbers into binary data.

Parameters
token: String to parse.

(type=str)
Return Value
Parsed string value.

(type=str)
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pattern(token)

Convert an hexadecimal search pattern into a POSIX regular expression.
For example, the following pattern:
"B8 07 7?0 77 77"

Would match the following data:

"B8 OD FO AD BA" # mov eax, OxBAADFOOD
Parameters
token: String to parse.
(type=str)

Return Value
Parsed string value.

(type=str)

integer _list_file(cls, filename)

Read a list of integers from a file.
The file format is:

e # anywhere in the line begins a comment

leading and trailing spaces are ignored

empty lines are ignored

integers can be specified as:
— decimal numbers (7100” is 100)
— hexadecimal numbers (”0x100” is 256)
— binary numbers (70b100” is 4)
— octal numbers (70100” is 64)

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers read from the file.

(type=list( int ))
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string _list_file(cls, filename)

Read a list of string values from a file.
The file format is:

e # anywhere in the line begins a comment
e leading and trailing spaces are ignored
e empty lines are ignored

e strings cannot span over a single line

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers and strings read from the file.

(type=list)

mixed_list_file(cls, filename)

Read a list of mixed values from a file.
The file format is:

e # anywhere in the line begins a comment

leading and trailing spaces are ignored

empty lines are ignored

strings cannot span over a single line

integers can be specified as:
— decimal numbers (7100” is 100)
— hexadecimal numbers (70x100” is 256)
— binary numbers (70b100” is 4)
— octal numbers (70100” is 64)

Parameters
filename: Name of the file to read.

(type=str)
Return Value
List of integers and strings read from the file.

(type=list)

Inherited from object
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_delattr_(), __getattribute__(), __hash_(), _init_(), _new__(), __reduce_(), __reduce_ex_(),
_repr_(), _setattr__(), _str_()

35.2 Properties

Name \ Description
Inherited from object
_class__
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36 Class winappdbg.textio.HexOutput

object
winappdbg.textio.HexOutput

Static functions for user output parsing. The counterparts for each method are in the

HexInput class.

36.1 Methods

integer (integer)

Parameters
integer: Integer.

(type=int)
Return Value
Text output.

(type=str)

address(address)

Parameters
address: Memory address.

(type=int)
Return Value
Text output.

(type=str)

hexadecimal(data)

Parameters
data: Binary data.
(type=str)

Return Value
Hexadecimal representation.

(type=str)

Convert binary data to a string of hexadecimal numbers.
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integer _list_file(cls, filename, values)

Write a list of integers to a file. If a file of the same name exists, it’s contents
are replaced.
See HexInput.integer_list_file for a description of the file format.

Parameters
filename: Name of the file to write.

(type=str)
values:  List of integers to write to the file.
(type=list( int ))

string _list_file(cls, filename, values)

Write a list of strings to a file. If a file of the same name exists, it’s contents
are replaced.

See HexInput.string list file for a description of the file format.

Parameters
filename: Name of the file to write.
(type=str)
values:  List of strings to write to the file.

(type=list( int ))

mixed _list_file(cls, filename, values)

Write a list of mixed values to a file. If a file of the same name exists, it’s
contents are replaced.

See HexInput.mixed_ list_file for a description of the file format.

Parameters
filename: Name of the file to write.
(type=str)
values: List of mixed values to write to the file.

(type=list( int ))

Inherited from object

_delattr_(), __getattribute__(), __hash__(), __init_(), _new__(), __reduce__(), __reduce_ex_(),
_repr_(), _setattr__(), __str__()
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36.2 Properties

Name

Description

__class__

Inherited from object
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37 Class winappdbg.win32.BY HANDLE _FILE INFORMATION

object T
77._CData T

_ctypes.Structure

winappdbg.win32.BY HANDLE FILE INFORMATION

37.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

37.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

37.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’dwFileAttributes’, <class
’ctypes.c_ulong’>), (’ftCrea...

dwFileAttributes Value: <Field type=c_ulong, ofs=0,
size=4>

dwVolumeSerialNumber Value: <Field type=c_ulong, ofs=28,
size=4>

continued on next page
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Class winappdbg.win32.BY_HANDLE_FILE_INFORMATION

Name Description

ftCreationTime Value: <Field type=FILETIME, ofs=4,
size=8>

ftLastAccessTime Value: <Field type=FILETIME, ofs=12,
size=8>

ftLastWriteTime Value: <Field type=FILETIME, ofs=20,
size=8>

nFileIndexHigh Value: <Field type=c_ulong, ofs=44,
size=4>

nkileIndexLow Value: <Field type=c_ulong, ofs=48,
size=4>

nFileSizeHigh Value: <Field type=c_ulong, ofs=32,
size=4>

nFileSizeLow Value: <Field type=c_ulong, ofs=36,
size=4>

nNumberOfLinks Value: <Field type=c_ulong, ofs=40,
size=4>
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38 Class winappdbg.win32.CLIENT 1D

object T

77._CData T

_ctypes.Structure

winappdbg.win32.CLIENT _ID

38.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),

_str_()

38.2 Properties

Name \ Description

Inherited from ?7._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

38.3 Class Variables

Name Description
fields_ Value: [(’UniqueProcess’, <class
’ctypes.c._void.p’>), (’UniqueTh...
UniqueProcess Value: <Field type=c_void.p, ofs=0,
size=4>
UniqueThread Value: <Field type=c_void.p, ofs=4,
size=4>
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39 Class winappdbg.win32.CONTEXT

object T

77._CData T

_ctypes.Structure

winappdbg.win32. CONTEXT

39.1 Methods

__iter__(self)

Inherited from _ctypes.Structure
_init_(), - new_()

Inherited from ?2%._ CData
__ctypes_from_outparam__(), _hash_()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), __repr__(), __setattr__(),

_str_()

39.2 Properties

Name \ Description

Inherited from ?¢._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

39.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’ContextFlags’, <class
’ctypes.c_ulong’>), (’Dr0’, <cla...
ContextFlags Value: <Field type=c_ulong, ofs=0,
size=4>
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Name Description

Dr0 Value: <Field type=c_ulong, ofs=4,
size=4>

Drl Value: <Field type=c_ulong, ofs=8,
size=4>

Dr2 Value: <Field type=c_ulong, ofs=12,
size=4>

Dr3 Value: <Field type=c_ulong, ofs=16,
size=4>

Dr6 Value: <Field type=c_ulong, ofs=20,
size=4>

Dr7 Value: <Field type=c_ulong, ofs=24,
size=4>

EFlags Value: <Field type=c_ulong, ofs=192,
size=4>

Bax Value: <Field type=c_ulong, ofs=176,
size=4>

Ebp Value: <Field type=c_ulong, ofs=180,
size=4>

Ebx Value: <Field type=c_ulong, ofs=164,
size=4>

Ecx Value: <Field type=c_ulong, ofs=172,
size=4>

Edi Value: <Field type=c_ulong, ofs=156,
size=4>

Edx Value: <Field type=c_ulong, ofs=168,
size=4>

Eip Value: <Field type=c_ulong, ofs=184,
size=4>

Esi Value: <Field type=c_ulong, ofs=160,
size=4>

Esp Value: <Field type=c_ulong, ofs=196,
size=4>

ExtendedRegisters Value: <Field type=c_ubyte Array 512,
0fs=204, size=512>

FloatSave Value: <Field type=FLOATING_SAVE_AREA,
ofs=28, size=112>

SegCs Value: <Field type=c_ulong, ofs=188,
size=4>

SegDs Value: <Field type=c_ulong, ofs=152,
size=4>

Segks Value: <Field type=c_ulong, ofs=148,
size=4>
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Name Description
Segk's Value: <Field type=c_ulong, ofs=144,
size=4>
SegGs Value: <Field type=c_ulong, ofs=140,
size=4>
SegSs Value: <Field type=c_ulong, ofs=200,
size=4>
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40 Class winappdbg.win32.CREATE PROCESS DEBUG _INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. CREATE PROCESS DEBUG _INFO

40.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

40.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

40.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(°’hFile’, <class
’ctypes.c_ulong’>), (’hProcess’,
<class...
dwDebuglnfoFileOffset Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

fUnicode Value: <Field type=c_ushort, ofs=36,
size=2>

hFile Value: <Field type=c_ulong, ofs=0,
size=4>

hProcess Value: <Field type=c_ulong, ofs=4,
size=4>

hThread Value: <Field type=c_ulong, ofs=8,
size=4>

IpBaseOflmage Value: <Field type=c_ulong, ofs=12,
size=4>

IpImageName Value: <Field type=c_ulong, ofs=32,
size=4>

IpStart Address Value: <Field type=c_ulong, ofs=28,
size=4>

IpThreadLocalBase Value: <Field type=c_ulong, ofs=24,
size=4>

nDebuglnfoSize Value: <Field type=c_ulong, ofs=20,
size=4>
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41 Class winappdbg.win32.CREATE THREAD DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.CREATE THREAD DEBUG_INFO

41.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

41.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

41.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’hThread’, <class
’ctypes.c_ulong’>),
(’1pThreadlocalBa. . .
hThread Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description
IpStart Address Value: <Field type=c_ulong, ofs=8,
size=4>
IpThreadLocalBase Value: <Field type=c_ulong, ofs=4,
size=4>
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42 Class winappdbg.win32.CURDIR

object T
77._CData T

_ctypes.Structure

winappdbg.win32. CURDIR

42.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),

_str_()

42.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
42.3 Class Variables
Name Description
fields_ Value: [(’DosPath’, <class
’winappdbg . win32.UNICODE_STRING’ >),
C...
DosPath Value: <Field type=UNICODE_STRING,
ofs=0, size=8>
Handle Value: <Field type=c_void.-p, ofs=8,
size=4>
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43 Class winappdbg.win32.DEBUG_EVENT

object T
77._CData T

_ctypes.Structure

winappdbg.win32. DEBUG_EVENT

43.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

43.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

43.3 Class Variables

Name Description

_pack_ Value: 1

fields_ Value: [(’dwDebugEventCode’, <class
’ctypes.c_ulong’>), (’dwProc...

dwDebugEventCode Value: <Field type=c_ulong, ofs=0,
size=4>

dwProcessld Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name Description
dwThreadld Value: <Field type=c_ulong, ofs=8,
size=4>
u Value: <Field type=_DEBUG_EVENT_UNION_,
ofs=12, size=84>
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44 Class winappdbg.win32. EXCEPTION_DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. EXCEPTION _DEBUG_INFO

44.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

44.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

44.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’ExceptionRecord’, <class
’winappdbg.win32.EXCEPTIONRE. ..

ExceptionRecord Value: <Field type=EXCEPTION_RECORD,
ofs=0, size=80>

dwFirstChance Value: <Field type=c_ulong, ofs=380,
size=4>
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45 Class winappdbg.win32. EXCEPTION_RECORD

object T
77._CData T

_ctypes.Structure

winappdbg.win32. EXCEPTION _RECORD

45.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

45.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

45.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’ExceptionCode’, <class
’ctypes.c_ulong’>), (’Exception..

ExceptionAddress Value: <Field type=c_void.p, ofs= 12
size=4>

ExceptionCode Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description

ExceptionFlags Value: <Field type=c_ulong, ofs=4,
size=4>

ExceptionInformation Value: <Field type=c_ulong Array 15,
ofs=20, size=60>

ExceptionRecord Value: <Field type=LP_EXCEPTION_RECORD,
ofs=8, size=4>

NumberParameters Value: <Field type=c_ulong, ofs=16,
size=4>
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46 Class winappdbg.win32. EXCEPTION_REGISTRATION_RECORD

object T
77._CData T

_ctypes.Structure

winappdbg.win32. EXCEPTION _REGISTRATION _RECORD

46.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

46.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

46.3 Class Variables

Name Description
fields_ Value: [(’Next’, <class
’ctypes.c_void_p’>), (’Handler’, <class

Handler Value: <Field type=c_void.p, ofs=4,
size=4>

Next Value: <Field type=c_void.-p, ofs=0,
size=4>
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47 Class winappdbg.win32.EXIT PROCESS DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. EXIT PROCESS DEBUG _INFO

47.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

47.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

47.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(°’dwExitCode’, <class
>ctypes.c_ulong’>)]
dwExitCode Value: <Field type=c_ulong, ofs=0,
size=4>
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48 Class winappdbg.win32.EXIT THREAD DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. EXIT THREAD DEBUG_INFO

48.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

48.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

48.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(°’dwExitCode’, <class
>ctypes.c_ulong’>)]
dwExitCode Value: <Field type=c_ulong, ofs=0,
size=4>
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49 Class winappdbg.win32.FILETIME

object T
77._CData T

_ctypes.Structure

winappdbg.win32. FILETIME

49.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),

_str_()

49.2 Properties

Name \ Description

Inherited from ?7._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

49.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’dwlLowDateTime’, <class
’ctypes.c_ulong’>), (’dwHighDat...

dwHighDateTime Value: <Field type=c_ulong, ofs=4,
size=4>

dwLowDateTime Value: <Field type=c_ulong, ofs=0,
size=4>
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50 Class winappdbg.win32.FILE_ INFO_BY _HANDLE _CLASS

50.1 Class Variables

Name Description
FileBasicInfo Value: 0
FileStandardInfo Value: 1
FileNamelnfo Value: 2
FileRenamelnfo Value: 3
FileDispositionInfo Value: 4
FileAllocationInfo Value: 5
FileEndOfFileInfo Value: 6
FileStreamInfo Value: 7
FileCompressionInfo Value: 8
FileAttributeTagInfo Value: 9
FileldBothDirectoryInfo Value: 10
FileldBothDirectoryResta- | Value: 11
rtInfo
FileloPriorityHintInfo Value: 12
MaximumFileInfoByHand- | Value: 13
lesClass
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51 Class winappdbg.win32.FLOATING_SAVE_AREA

object T
77._CData T

_ctypes.Structure

winappdbg.win32. FLOATING _SAVE_AREA

51.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

51.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

51.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’ControlWord’, <class
’ctypes.c_ulong’>), (’StatusWord’...

ControlWord Value: <Field type=c_ulong, ofs=0,
size=4>

CrONpxState Value: <Field type=c_ulong, ofs=108,
size=4>

continued on next page
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Name Description

DataOffset Value: <Field type=c_ulong, ofs=20,
size=4>

DataSelector Value: <Field type=c_ulong, ofs=24,
size=4>

ErrorOffset Value: <Field type=c_ulong, ofs=12,
size=4>

ErrorSelector Value: <Field type=c_ulong, ofs=16,
size=4>

RegisterArea Value: <Field type=c_ubyte_Array_80,
ofs=28, size=80>

StatusWord Value: <Field type=c_ulong, ofs=4,
size=4>

TagWord Value: <Field type=c_ulong, ofs=8,
size=4>
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52 Class winappdbg.win32.FileHandle

object T

winappdbg.win32.Handle
winappdbg.win32.FileHandle
Win32 file handle.

See Also: Handle

52.1 Methods

get_filename(self)

Return Value
Name of the open file, or None on error.

(type=str, None)

__copy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the win32 handle when the python object is destroyed.
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__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle object.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object.__init__

close(self)
Closes the win32 handle.

dup(self)

Return Value
A new handle to the same win32 object.

(type=Handle)

from_param(cls, value)

Compatibility with ctypes. Allows receiving transparently a Handle object
from an API call.

wait(self, dwMilliseconds=None)

Wait for the win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

—delattr_(), _getattribute_(), -hash_(), —new_(), _reduce_(), reduce_ex_(),
_repr__(), _setattr__(), _str__()

52.2 Properties
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Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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53 Class winappdbg.win32.GDI_TEB_BATCH

object T
77._CData T

_ctypes.Structure

winappdbg.win32.GDI_TEB _BATCH

53.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

53.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

53.3 Class Variables

Name Description
fields_ Value: [(’0Offset’, <class
’ctypes.c_ulong’>), (’HDC’, <class
ct. ..
Buffer Value: <Field type=c_ulong Array 310,
ofs=8, size=1240>
HDC Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name

Description

Offset

Value: <Field type=c_ulong, ofs=0,

size=4>
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54 Class winappdbg.win32.GUID

object T
77._CData T

_ctypes.Structure

winappdbg.win32.GUID

54.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

54.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

54.3 Class Variables

Name Description
fields_ Value: [(’Datal’, <class
’ctypes.c_ulong’>), (’Data2’, <class
c...
Datal Value: <Field type=c_ulong, ofs=0,
size=4>
Data2 Value: <Field type=c_ushort, ofs=4,
size=2>

continued on next page
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Name Description
Data3 Value: <Field type=c_ushort, ofs=6,
size=2>
Data4 Value: <Field type=c_ubyte_Array.8,

ofs=8, size=8>
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55 Class winappdbg.win32. HEAPENTRY 32

object T
77._CData T

_ctypes.Structure

winappdbg.win32. HEAPENTRY 32

55.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

55.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

55.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’hHandle’,
<class...
dwAddress Value: <Field type=c_void.p, ofs=8,
size=4>
dwBlockSize Value: <Field type=c_ulong, ofs=12,
size=4>

continued on next page
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Name Description

dwFlags Value: <Field type=c_ulong, ofs=16,
size=4>

dwLockCount Value: <Field type=c_ulong, ofs=20,
size=4>

dwResvd Value: <Field type=c_ulong, ofs=24,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

hHandle Value: <Field type=c_ulong, ofs=4,
size=4>

th32HeapID Value: <Field type=c_void_p, ofs=32,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=28,
size=4>
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56 Class winappdbg.win32. HEAPLIST32

object T
77._CData T

_ctypes.Structure

winappdbg.win32. HEAPLIST32

56.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

56.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

56.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’th32ProcessID’,

dwFlags Value: <Field type=c_ulong, ofs=12,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description
th32HeapID Value: <Field type=c_void_p, ofs=8,
size=4>
th32ProcessID Value: <Field type=c_ulong, ofs=4,
size=4>
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57 Class winappdbg.win32.Handle

object
winappdbg.win32.Handle

Known Subclasses: winappdbg.win32.FileHandle, winappdbg.win32.ProcessHandle, winap-
pdbg.win32.ThreadHandle

Encapsulates win32 handles to avoid leaking them.

See Also: ProcessHandle, ThreadHandle, FileHandle

57.1 Methods

__init__(self, aHandle=None, bOuwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature
Parameters
aHandle: Win32 handle object.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object._init__

__del__(self)
Closes the win32 handle when the python object is destroyed.

__copy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)
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__deepcopy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

from_param(cls, value)

Compatibility with ctypes. Allows receiving transparently a Handle object
from an API call.

close(self)
Closes the win32 handle.

dup(self)

Return Value
A new handle to the same win32 object.

(type=Handle)

wait(self, dwMilliseconds=None)

Wait for the win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

—delattr_(), _getattribute_(), _hash__(), —new_(), _reduce__(), _reduce_ex_(),
_repr_(), _setattr__(), _str_()

57.2 Properties

Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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58 Class winappdbg.win32.IMAGEHLP MODULE

object T
77._CData T

_ctypes.Structure

winappdbg.win32.IMAGEHLP MODULE

58.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

58.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

58.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulong, ofs=4,
size=4>
CheckSum Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

ImageName Value: <Field type=c_char_Array_256,
0fs=60, size=256>

ImageSize Value: <Field type=c_ulong, ofs=8,
size=4>

LoadedImageName Value: <Field type=c_char_Array 256,
ofs=316, size=256>

ModuleName Value: <Field type=c_char_Array_32,
ofs=28, size=32>

NumSyms Value: <Field type=c_ulong, ofs=20,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

SymType Value: <Field type=c_ulong, ofs=24,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=12,
size=4>
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59 Class winappdbg.win32.IMAGEHLP _MODULE64

object T
77._CData T

_ctypes.Structure

winappdbg.win32.IMAGEHLP MODULEG64

59.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

59.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

59.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulonglong, ofs=8,
size=8>
CVData Value: <Field type=c_char_Array_780,
0fs=840, size=780>
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Name Description

CVSig Value: <Field type=c_ulong, o0fs=836,
size=4>

CheckSum Value: <Field type=c_ulong, ofs=24,
size=4>

DbgUnmatched Value: <Field type=c_ulong, ofs=1648,
size=4>

GlobalSymbols Value: <Field type=c_ulong, ofs=1656,
size=4>

ImageName Value: <Field type=c_char_ Array 256,
ofs=68, size=256>

ImageSize Value: <Field type=c_ulong, ofs=16,
size=4>

LineNumbers Value: <Field type=c_ulong, ofs=1652,
size=4>

LoadedImageName Value: <Field type=c_char_ Array 256,
ofs=324, size=256>

LoadedPdbName Value: <Field type=c_char_ Array 256,
0ofs=580, size=256>

ModuleName Value: <Field type=c_char_Array_32,
0fs=36, size=32>

NumSyms Value: <Field type=c_ulong, ofs=28,
size=4>

PdbAge Value: <Field type=c_ulong, ofs=1640,
size=4>

PdbSig Value: <Field type=c_ulong, ofs=1620,
size=4>

PdbSig70 Value: <Field type=GUID, ofs=1624,
size=16>

PdbUnmatched Value: <Field type=c_ulong, ofs=1644,
size=4>

Publics Value: <Field type=c_ulong, ofs=1668,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Sourcelndexed Value: <Field type=c_ulong, ofs=1664,
size=4>

SymType Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=20,
size=4>

Typelnfo Value: <Field type=c_ulong, ofs=1660,
size=4>
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60 Class winappdbg.win32.IMAGEHLP MODULEW

object T
77._CData T

_ctypes.Structure

winappdbg.win32.IMAGEHLP MODULEW

60.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

60.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

60.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulong, ofs=4,
size=4>
CheckSum Value: <Field type=c_ulong, ofs=16,
size=4>
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Name Description

ImageName Value: <Field type=c_wchar_Array 256,
0fs=92, size=512>

ImageSize Value: <Field type=c_ulong, ofs=8,
size=4>

LoadedImageName Value: <Field type=c_wchar Array 256,
ofs=604, size=512>

ModuleName Value: <Field type=c_wchar_ Array 32,
ofs=28, size=64>

NumSyms Value: <Field type=c_ulong, ofs=20,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

SymType Value: <Field type=c_ulong, ofs=24,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=12,
size=4>
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61 Class winappdbg.win32.IMAGEHLP MODULEWG64

object T
77._CData T

_ctypes.Structure

winappdbg.win32.IMAGEHLP MODULEW64

61.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

61.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

61.3 Class Variables

Name Description
fields_ Value: [(’Size0fStruct’, <class
’ctypes.c_ulong’>), (’BaseOfImag...
BaseOflmage Value: <Field type=c_ulonglong, ofs=8,
size=8>
CVData Value: <Field type=c_wchar_Array_780,
0fs=1640, size=1560>
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275



Class Variables

Class winappdbg.win32.IMAGEHLP_MODULEW64

Name Description

CVSig Value: <Field type=c_ulong, ofs=1636,
size=4>

CheckSum Value: <Field type=c_ulong, ofs=24,
size=4>

DbgUnmatched Value: <Field type=c_ulong, ofs=3228,
size=4>

GlobalSymbols Value: <Field type=c_ulong, ofs=3236,
size=4>

ImageName Value: <Field type=c_wchar_Array 256,
0fs=100, size=512>

ImageSize Value: <Field type=c_ulong, ofs=16,
size=4>

LineNumbers Value: <Field type=c_ulong, ofs=3232,
size=4>

LoadedImageName Value: <Field type=c_wchar_Array 256,
ofs=612, size=512>

LoadedPdbName Value: <Field type=c_wchar_Array 256,
ofs=1124, size=512>

ModuleName Value: <Field type=c_wchar_Array 32,
0fs=36, size=64>

NumSyms Value: <Field type=c_ulong, ofs=28,
size=4>

PdbAge Value: <Field type=c_ulong, ofs=3220,
size=4>

PdbSig Value: <Field type=c_ulong, ofs=3200,
size=4>

PdbSig70 Value: <Field type=GUID, ofs=3204,
size=16>

PdbUnmatched Value: <Field type=c_ulong, ofs=3224,
size=4>

Publics Value: <Field type=c_ulong, ofs=3248,
size=4>

SizeOfStruct Value: <Field type=c_ulong, ofs=0,
size=4>

Sourcelndexed Value: <Field type=c_ulong, ofs=3244,
size=4>

SymType Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=20,
size=4>

Typelnfo Value: <Field type=c_ulong, ofs=3240,
size=4>
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62 Class winappdbg.win32.10_STATUS_BLOCK

object T
77._CData T

_ctypes.Structure

winappdbg.win32.I0_STATUS BLOCK

62.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

62.2 Properties

Name Description

Pointer

Inherited from ¢7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

62.3 Class Variables

Name Description
fields_ Value: [(’Status’, <class
>ctypes.c_ulong’>), (’Information’,
<C...
Information Value: <Field type=LP_c_ulong, ofs=4,
size=4>

continued on next page
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Name

Description

Status

Value: <Field type=c_ulong, ofs=0,

size=4>
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63 Class winappdbg.win32.LDR_MODULE

object T
77._CData T

_ctypes.Structure

winappdbg.win32.LDR_MODULE

63.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

63.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

63.3 Class Variables

Name Description

_pack_ Value: 1

fields_ Value: [(’InLoadOrderModulelList’,
<class ’winappdbg.win32.LIST.E...

BaseAddress Value: <Field type=c_void._p, ofs=24,
size=4>

BaseDIIName Value: <Field type=UNICODE_STRING,
ofs=44, size=8>

continued on next page
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Name Description

EntryPoint Value: <Field type=c_void_p, ofs=28,
size=4>

Flags Value: <Field type=c_ulong, ofs=52,
size=4>

FullDIIName Value: <Field type=UNICODE_STRING,
0fs=36, size=8>

HashTableEntry Value: <Field type=LIST_ENTRY, ofs=60,

size=8>

InInitializationOrderModu-
leList

Value: <Field type=LIST_ENTRY, ofs=16,
size=8>

InLoadOrderModulelist

Value: <Field type=LIST_ENTRY, ofs=0,
size=8>

InMemoryOrderModuleLis-
t

Value: <Field type=LIST_ENTRY, ofs=8,
size=8>

LoadCount Value: <Field type=c_short, ofs=56,
size=2>

SizeOflmage Value: <Field type=c_ulong, ofs=32,
size=4>

TimeDateStamp Value: <Field type=c_ulong, ofs=68,
size=4>

TlIsIndex Value: <Field type=c_short, ofs=58,
size=2>
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64 Class winappdbg.win32.LDT_ENTRY

object T
77._CData T

_ctypes.Structure

winappdbg.win32.LDT_ENTRY

64.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

64.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

64.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’LimitLow’, <class
’ctypes.c_ushort’>), (’Baselow’, <cl...

BaseLow Value: <Field type=c_ushort, ofs=2,
size=2>

HighWord Value: <Field type=_LDT_ENTRY HIGHWORD_,
ofs=4, size=4>

continued on next page
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Name

Description

LimitLow

Value: <Field type=c_ushort, ofs=0,

size=2>
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65 Class winappdbg.win32.LIST_ENTRY

object T
77._CData T

_ctypes.Structure

winappdbg.win32.LIST ENTRY

65.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

65.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

65.3 Class Variables

Name Description
_fields_ Value: [(’Flink’, <class
’ctypes.c_void_p’>), (’Blink’, <class

)

Blink Value: <Field type=c_void.p, ofs=4,
size=4>

Flink Value: <Field type=c_void.-p, ofs=0,
size=4>
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66 Class winappdbg.win32.LOAD _DLL DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.LOAD DLL DEBUG_INFO

66.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

66.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

66.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(°’hFile’, <class
’ctypes.c_ulong’>), (’1lpBase0fD1l’,
<cl...
dwDebuglnfoFileOffset Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description

fUnicode Value: <Field type=c_ushort, ofs=20,
size=2>

hFile Value: <Field type=c_ulong, ofs=0,
size=4>

IpBaseOfDIl Value: <Field type=c_ulong, ofs=4,
size=4>

IpImageName Value: <Field type=c_ulong, ofs=16,
size=4>

nDebuglnfoSize Value: <Field type=c_ulong, ofs=12,
size=4>
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67 Class winappdbg.win32.LUID

object T
77._CData T

_ctypes.Structure

winappdbg.win32.LUID

67.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

67.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

67.3 Class Variables

Name Description

fields_ Value: [(’LowPart’, <class
’ctypes.c_ulong’>), (’HighPart’,
<cla...

HighPart Value: <Field type=c_long, ofs=4,
size=4>

LowPart Value: <Field type=c_ulong, ofs=0,
size=4>
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68 Class winappdbg.win32.LUID _AND _ATTRIBUTES

object T

77._CData T

_ctypes.Structure

winappdbg.win32.LUID_AND_ATTRIBUTES

68.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

68.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

68.3 Class Variables

Name Description
fields_ Value: [(°Luid’, <class
>winappdbg.win32.LUID’ >),
(’Attributes’, ...

Attributes Value: <Field type=c_ulong, ofs=8,
size=4>
Luid Value: <Field type=LUID, ofs=0, size=8>
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69 Class winappdbg.win32.MEMORY _BASIC INFORMATION

object T
77._CData T

_ctypes.Structure

winappdbg.win32.MEMORY _BASIC_ INFORMATION

69.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

69.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

69.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’BaseAddress’, <class
’ctypes.c_ulong’>), (’AllocationB...

AllocationBase Value: <Field type=c_ulong, ofs=4,
size=4>

AllocationProtect Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description

BaseAddress Value: <Field type=c_ulong, ofs=0,
size=4>

Protect Value: <Field type=c_ulong, ofs=20,
size=4>

RegionSize Value: <Field type=c_ulong, ofs=12,
size=4>

State Value: <Field type=c_ulong, ofs=16,
size=4>

Type Value: <Field type=c_ulong, ofs=24,
size=4>
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70 Class winappdbg.win32.MODULEENTRY 32

object T
77._CData T

_ctypes.Structure

winappdbg.win32. MODULEENTRY 32

70.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

70.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

70.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
>ctypes.c_ulong’>), (’th32ModulelD’,
<...
GlblentUsage Value: <Field type=c_ulong, ofs=12,
size=4>
ProcentUsage Value: <Field type=c_ulong, ofs=16,
size=4>

continued on next page
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Name Description

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

hModule Value: <Field type=c_ulong, ofs=28,
size=4>

modBaseAddr Value: <Field type=c_void._p, ofs=20,
size=4>

modBaseSize Value: <Field type=c_ulong, ofs=24,
size=4>

szExePath Value: <Field type=c_char_Array_260,
0fs=288, size=260>

szModule Value: <Field type=c_char_ Array 256,
ofs=32, size=256>

th32ModuleID Value: <Field type=c_ulong, ofs=4,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=8,
size=4>
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71 Class winappdbg.win32.MODULEINFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. MODULEINFO

71.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

71.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

71.3 Class Variables

Name Description
fields_ Value: [(’1pBase0fD11’, <class
’ctypes.c_void.p’>), (’SizeOfImag...
EntryPoint Value: <Field type=c_void_p, ofs=8,
size=4>
SizeOflmage Value: <Field type=c_ulong, ofs=4,
size=4>

continued on next page
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Name

Description

IpBaseO1DIl

Value: <Field type=c_void.p, ofs=0,

size=4>
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72 Class winappdbg.win32.NT_TIB

object T
77._CData T

_ctypes.Structure

winappdbg.win32.NT_TIB

72.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),

_str_()

72.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__
72.3 Class Variables
Name Description
_fields_ Value: [(’StackBase’, <class
’ctypes.c_void_p’>), (’StackLimit’,...
ArbitraryUserPointer Value: <Field type=c_void.p, ofs=16,
size=4>
Self Value: <Field type=c_void._p, ofs=20,
size=4>
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Name Description

StackBase Value: <Field type=c_void.p, ofs=0,
size=4>

StackLimit Value: <Field type=c_void.-p, ofs=4,
size=4>

SubSystemTib Value: <Field type=c_void p, ofs=8,
size=4>

u Value: <Field type=_NT_TIB_UNION,
ofs=12, size=4>
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73 Class winappdbg.win32.0UTPUT_DEBUG_STRING_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.O0UTPUT DEBUG_STRING_INFO

73.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

73.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

73.3 Class Variables

Name Description

_pack_ Value: 1

fields_ Value: [(’1lpDebugStringData’, <class
’ctypes.c_ulong’>), (’fUnic...

fUnicode Value: <Field type=c_ushort, ofs=4,
size=2>

IpDebugStringData Value: <Field type=c_ulong, ofs=0,
size=4>
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Name Description
nDebugStringLength Value: <Field type=c_ushort, ofs=6,
size=2>
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74 Class winappdbg.win32.PEB

object T
77._CData T

_ctypes.Structure

winappdbg.win32.PEB

74.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

74.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

74.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’InheritedAddressSpace’,
<class ’ctypes.c_ubyte’>), (’R...

ActivationContextData Value: <Field type=c_void._p, ofs=504,
size=4>

AnsiCodePageData Value: <Field type=c_void._p, ofs=88,
size=4>
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Name Description

AppCompatFlags Value: <Field type=c_ulonglong,
ofs=472, size=8>

AppCompatFlagsUser Value: <Field type=c_ulonglong,
0fs=480, size=8>

AppCompatInfo Value: <Field type=c_void._p, ofs=492,
size=4>

BeingDebugged Value: <Field type=c_ubyte, ofs=2,
size=1>

BitField Value: <Field type=c_ubyte, ofs=3,
size=1>

CSDVersion Value: <Field type=UNICODE_STRING,

ofs=496, size=8>

CriticalSectionTimeout

Value: <Field type=c_longlong, ofs=112,
size=8>

EnvironmentUpdateCount

Value: <Field type=c_ulong, ofs=40,
size=4>

EventLog Value: <Field type=c_void p, ofs=52,
size=4>

EventLogSection Value: <Field type=c_void_p, ofs=48,
size=4>

FastPebLock Value: <Field type=c_void._p, ofs=28,
size=4>

FastPebLockRoutine Value: <Field type=c_void.p, ofs=32,
size=4>

FastPebUnlockRoutine Value: <Field type=c_void p, ofs=36,
size=4>

FlsBitmap Value: <Field type=c_void_p, ofs=536,
size=4>

FlsBitmapBits Value: <Field type=c_ulong Array. 4,
0fs=540, size=16>

FlsCallback Value: <Field type=c_void.p, ofs=524,
size=4>

FlsHighIndex Value: <Field type=c_ulong, ofs=556,
size=4>

FlsListHead Value: <Field type=LIST_ENTRY, ofs=528,
size=8>

FreeList Value: <Field type=c_void_p, ofs=56,
size=4>

GdiDCAttributeList Value: <Field type=c_void._p, ofs=156,
size=4>

GdiHandleBuffer Value: <Field type=c_ulong Array_34,

0fs=196, size=136>

continued on next page

299




Class Variables

Class winappdbg.win32.PEB

Name Description

GdiSharedHandleTable Value: <Field type=c_void._p, ofs=148,
size=4>

HeapDeCommitFreeBlock- | Value: <Field type=c_ulong, ofs=132,

Threshold size=4>

HeapDeCommitTotalFree- | Value: <Field type=c_ulong, ofs=128,

Threshold size=4>

HeapSegmentCommit Value: <Field type=c_ulong, ofs=124,
size=4>

HeapSegmentReserve Value: <Field type=c_ulong, ofs=120,
size=4>

ImageBaseAddress Value: <Field type=c_void.p, ofs=8,
size=4>

ImageProcessAffinityMask | Value: <Field type=c_ulong, ofs=192,
size=4>

ImageSubSystem Value: <Field type=c_ulong, ofs=180,
size=4>

ImageSubSystemMajorVer- | Value: <Field type=c_ulong, ofs=184,

sion size=4>

ImageSubSystemMinorVe- | Value: <Field type=c_ulong, ofs=188,

rsion size=4>

InheritedAddressSpace Value: <Field type=c_ubyte, ofs=0,
size=1>

KernelCallbackTable Value: <Field type=LP_c_void p, ofs=44,
size=4>

Ldr Value: <Field type=c_void_p, ofs=12,
size=4>

LoaderLock Value: <Field type=c_void._p, ofs=160,
size=4>

MaximumNumberOfHeap- | Value: <Field type=c_ulong, ofs=140,

S size=4>

MinimumStackCommit Value: <Field type=c_ulong, ofs=520,
size=4>

Mutant Value: <Field type=c_ulong, ofs=4,
size=4>

NtGlobalFlag Value: <Field type=c_ulong, ofs=104,
size=4>

NumberOfHeaps Value: <Field type=c_ulong, ofs=136,
size=4>

NumberOfProcessors Value: <Field type=c_ulong, ofs=100,
size=4>

OSBuildNumber Value: <Field type=c_ulong, ofs=172,
size=4>
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Name Description

OSMajorVersion Value: <Field type=c_ulong, ofs=164,
size=4>

OSMinorVersion Value: <Field type=c_ulong, ofs=168,
size=4>

OSPlatformId Value: <Field type=c_ulong, ofs=176,
size=4>

OemCodePageData Value: <Field type=c_void p, ofs=92,
size=4>

PostProcessInitRoutine Value: <Field type=c_ulong, ofs=332,
size=4>

ProcessAssemblyStorageM- | Value: <Field type=c_void_p, ofs=508,

ap size=4>

ProcessHeap Value: <Field type=c_void p, ofs=24,
size=4>

ProcessHeaps Value: <Field type=LP_c_void p, ofs=144,
size=4>

ProcessParameters Value: <Field type=c_void_p, ofs=16,
size=4>

ProcessStarterHelper Value: <Field type=c_void.p, ofs=152,
size=4>

ReadlmageFileExecOptio- | Value: <Field type=c_ubyte, ofs=1,

ns size=1>

ReadOnlySharedMemory- | Value: <Field type=c_void p, ofs=76,

Base size=4>

ReadOnlySharedMemory- Value: <Field type=c_void p, ofs=80,

Heap size=4>

ReadOnlyStaticServerDat- | Value: <Field type=LP_c_void_p, ofs=84,

a size=4>

Sessionld Value: <Field type=c_ulong, ofs=468,
size=4>

Spare2 Value: <Field type=c_ubyte Array 4,
0fs=108, size=4>

SubSystemData Value: <Field type=c_void p, ofs=20,
size=4>

SystemAssemblyStorageM- | Value: <Field type=c_void p, ofs=516,

ap size=4>

SystemDefaultActivation- | Value: <Field type=c_void._p, ofs=512,

ContextData size=4>

TlsBitmap Value: <Field type=c_void p, ofs=64,
size=4>

TlsBitmapBits Value: <Field type=c_ulong Array 2,

ofs=68, size=8>
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Name Description

TlsExpansionBitmap Value: <Field type=c_ulong, o0fs=336,
size=4>

TlsExpansionBitmapBits Value: <Field type=c_ubyte_Array_128,
0fs=340, size=128>

TlsExpansionCounter Value: <Field type=c_ulong, ofs=60,
size=4>

UnicodeCaseTableData Value: <Field type=c_void_p, ofs=96,
size=4>

WerRegistrationData Value: <Field type=c_void._p, ofs=560,
size=4>

WerShipAssertPtr Value: <Field type=c_void.p, ofs=564,
size=4>

pShimData Value: <Field type=c_void p, ofs=488,
size=4>
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75 Class winappdbg.win32.PEB_ FREE BLOCK

object T
77._CData T

_ctypes.Structure

winappdbg.win32.PEB_ FREE BLOCK

75.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

75.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

75.3 Class Variables

Name Description
fields_ Value: [(’Next’, <class
’ctypes.c_void.p’>), (’Size’, <class
ct. ..
Next Value: <Field type=c_void.-p, ofs=0,
size=4>
Size Value: <Field type=c_ulong, ofs=4,
size=4>
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76 Class winappdbg.win32.PEB_LDR_DATA

object T
77._CData T

_ctypes.Structure

winappdbg.win32.PEB_LDR _DATA

76.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

76.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

76.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’Length’, <class
’ctypes.c_ulong’>), (’Initialized’,
<C...
InInitializationOrderModu- | Value: <Field type=LIST_ENTRY, ofs=25,
leList size=8>

continued on next page
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size=4>

Name Description

InLoadOrderModuleList Value: <Field type=LIST_ENTRY, ofs=9,
size=8>

InMemoryOrderModuleLis- | Value: <Field type=LIST_ENTRY, ofs=17,

t size=8>

Initialized Value: <Field type=c_ubyte, ofs=4,
size=1>

Length Value: <Field type=c_ulong, ofs=0,
size=4>

SsHandle Value: <Field type=c_void.p, ofs=5,
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77 Class winappdbg.win32.PROCESSENTRY 32

object T
77._CData T

_ctypes.Structure

winappdbg.win32. PROCESSENTRY 32

77.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

77.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

77.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’cntUsage’,
<clas...
cntThreads Value: <Field type=c_ulong, ofs=20,
size=4>
cntUsage Value: <Field type=c_ulong, ofs=4,
size=4>
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Name Description

dwFlags Value: <Field type=c_ulong, ofs=32,
size=4>

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

pcPriClassBase Value: <Field type=c_long, ofs=28,
size=4>

szExeFile Value: <Field type=c_char_Array 260,
ofs=36, size=260>

th32DefaultHeapID Value: <Field type=c_void_p, ofs=12,
size=4>

th32ModulelD Value: <Field type=c_ulong, ofs=16,
size=4>

th32ParentProcessID Value: <Field type=c_ulong, ofs=24,
size=4>

th32ProcessID Value: <Field type=c_ulong, ofs=8,
size=4>
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78 Class winappdbg.win32.PROCESS_BASIC_INFORMATION

object T
77._CData T

_ctypes.Structure

winappdbg.win32. PROCESS_BASIC_ INFORMATION

78.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

78.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

78.3 Class Variables

Name Description
fields_ Value: [(’ExitStatus’, <class
’ctypes.c_ulong’>), (’PebBaseAddre...
AffinityMask Value: <Field type=c_ulong, ofs=8,
size=4>
BasePriority Value: <Field type=c_ulong, ofs=12,
size=4>
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Name Description

ExitStatus Value: <Field type=c_ulong, ofs=0,
size=4>

InheritedFromUniqueProc- | Value: <Field type=LP_c_ulong, ofs=20,

essld size=4>

PebBaseAddress Value: <Field type=c_void p, ofs=4,
size=4>

UniqueProcessld Value: <Field type=LP_c_ulong, ofs=16,
size=4>

309



Class Variables Class winappdbg.win32.PROCESS_INFORMATION

79 Class winappdbg.win32.PROCESS_INFORMATION

object T
77._CData T

_ctypes.Structure

winappdbg.win32. PROCESS_ INFORMATION

79.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

79.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

79.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’hProcess’, <class
>ctypes.c_ulong’>), (’hThread’, <cla...

dwProcessld Value: <Field type=c_ulong, ofs=8,
size=4>

dwThreadld Value: <Field type=c_ulong, ofs=12,
size=4>
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Name Description
hProcess Value: <Field type=c_ulong, ofs=0,
size=4>
hThread Value: <Field type=c_ulong, ofs=4,
size=4>
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80 Class winappdbg.win32.ProcessHandle

object T

winappdbg.win32.Handle
winappdbg.win32.ProcessHandle
Win32 process handle.

See Also: Handle

80.1 Methods

get_pid(self)

Return Value
Process global ID.

(type=int)

__copy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the win32 handle when the python object is destroyed.
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__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle object.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object.__init__

close(self)
Closes the win32 handle.

dup(self)

Return Value
A new handle to the same win32 object.

(type=Handle)

from_param(cls, value)

Compatibility with ctypes. Allows receiving transparently a Handle object
from an API call.

wait(self, dwMilliseconds=None)

Wait for the win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

—delattr_(), _getattribute_(), -hash_(), —new_(), _reduce_(), reduce_ex_(),
_repr__(), _setattr__(), _str__()

80.2 Properties
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Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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81 Class winappdbg.win32.ProcessInformation

object
winappdbg.win32.ProcessInformation

Process information object returned by CreateProcess.

81.1 Methods

__init__(self, pi)

x.__init__(...) initializes x; see x.__class__.__doc__ for signature

Overrides: object.__init__ extit(inherited documentation)

Inherited from object

_delattr_(), __getattribute__(), __-hash_(), —new__(), __reduce__(), __reduce_ex__(),
_repr_(), _setattr__(), _str__()

81.2 Properties

Name \ Description
Inherited from object
_class__
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82 Class winappdbg.win32.RIP _INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.RIP_INFO

82.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),

_str_()

82.2 Properties

Name \ Description

Inherited from ?¢._CData
_b_base_, _b_needsfree_

Inherited from object
_class__

82.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’dwError’, <class
>ctypes.c_ulong’>), (’dwType’,
<class...
dwError Value: <Field type=c_ulong, ofs=0,
size=4>
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Name

Description

dwType

Value: <Field type=c_ulong, ofs=4,

size=4>
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83 Class winappdbg.win32.RTL _CRITICAL_SECTION

object T
77._CData T

_ctypes.Structure

winappdbg.win32. RTL_CRITICAL_SECTION

83.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

83.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

83.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’DebugInfo’, <class
’ctypes.c_void_p’>), (’LockCount’,

Debuglnfo Value: <Field type=c_void.-p, ofs=0,
size=4>

LockCount Value: <Field type=c_long, ofs=4,
size=4>

continued on next page
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Name Description

LockSemaphore Value: <Field type=c_void_p, ofs=16,
size=4>

OwningThread Value: <Field type=c_void_p, ofs=12,
size=4>

RecursionCount Value: <Field type=c_long, ofs=8,
size=4>

SpinCount Value: <Field type=c_ulong, ofs=20,
size=4>
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84 Class winappdbg.win32.RTL_CRITICAL_SECTION _DEBUG

object T
77._CData T

_ctypes.Structure

winappdbg.win32.RTL_CRITICAL SECTION_DEBUG

84.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

84.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

84.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’Type’, <class
>ctypes.c_ushort’>),
(’CreatorBackTracel. ..
ContentionCount Value: <Field type=c_ulong, ofs=20,
size=4>
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Name Description

CreatorBackTracelndex Value: <Field type=c_ushort, ofs=2,
size=2>

CreatorBackTracelndexHi- | Value: <Field type=c_ushort, ofs=28,

gh size=2>

CriticalSection Value: <Field type=c_void p, ofs=4,
size=4>

EntryCount Value: <Field type=c_ulong, ofs=16,
size=4>

Flags Value: <Field type=c_ulong, ofs=24,
size=4>

ProcessLocksList Value: <Field type=LIST_ENTRY, ofs=8,
size=8>

SpareUSHOR'T Value: <Field type=c_ushort, ofs=30,
size=2>

Type Value: <Field type=c_ushort, ofs=0,
size=2>
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85 Class winappdbg.win32.RTL_DRIVE_LETTER_CURDIR

object T
77._CData T

_ctypes.Structure

winappdbg.win32.RTL_ DRIVE LETTER _CURDIR

85.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

85.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

85.3 Class Variables

Name Description
_fields_ Value: [(°Flags’, <class
’ctypes.c_ushort’>), (’Length’, <class

DosPath Value: <Field type=UNICODE_STRING,
0ofs=8, size=8>

Flags Value: <Field type=c_ushort, ofs=0,
size=2>
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Name Description
Length Value: <Field type=c_ushort, ofs=2,
size=2>
TimeStamp Value: <Field type=c_ulong, ofs=4,
size=4>
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86 Class winappdbg.win32.RTL_USER_PROCESS_PARAMETERS

object T
77._CData T

_ctypes.Structure

winappdbg.win32. RTL_USER_PROCESS PARAMETERS

86.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

86.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

86.3 Class Variables

Name Description
fields_ Value: [(’Reservedl’, <class
’winappdbg.win32.c_ubyte_Array 16°>...
CommandLine Value: <Field type=UNICODE_STRING,
ofs=64, size=8>
ImagePathName Value: <Field type=UNICODE_STRING,
ofs=56, size=8>
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Name Description
Reservedl Value: <Field type=c_ubyte_Array_16,
ofs=0, size=16>
Reserved2 Value: <Field type=c_void_p_Array 10,
ofs=16, size=40>
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87 Class winappdbg.win32.SECURITY _ATTRIBUTES

object T
77._CData T

_ctypes.Structure

winappdbg.win32.SECURITY _ATTRIBUTES

87.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

87.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

87.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’nLength’, <class
’ctypes.c_ulong’>),
(’1pSecurityDescr. ..
bInheritHandle Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page

326



Class Variables Class winappdbg.win32.SECURITY_ATTRIBUTES

Name Description
IpSecurityDescriptor Value: <Field type=c_void.p, ofs=4,
size=4>
nLength Value: <Field type=c_ulong, ofs=0,
size=4>
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88 Class winappdbg.win32.STARTUPINFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.STARTUPINFO

88.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

88.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

88.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’cb’, <class
>ctypes.c_ulong’>), (’1lpReserved’,
<class ...
cb Value: <Field type=c_ulong, ofs=0,
size=4>

continued on next page
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Name Description

cbReserved? Value: <Field type=c_ushort, ofs=50,
size=2>

dwFillAttribute Value: <Field type=c_ulong, ofs=40,
size=4>

dwFlags Value: <Field type=c_ulong, ofs=44,
size=4>

dwX Value: <Field type=c_ulong, ofs=16,
size=4>

dwXCountChars Value: <Field type=c_ulong, ofs=32,
size=4>

dwXSize Value: <Field type=c_ulong, ofs=24,
size=4>

dwyY Value: <Field type=c_ulong, ofs=20,
size=4>

dwY CountChars Value: <Field type=c_ulong, ofs=36,
size=4>

dwYSize Value: <Field type=c_ulong, ofs=28,
size=4>

hStdError Value: <Field type=c_ulong, ofs=64,
size=4>

hStdInput Value: <Field type=c_ulong, ofs=56,
size=4>

hStdOutput Value: <Field type=c_ulong, ofs=60,
size=4>

IpDesktop Value: <Field type=c_char_p, ofs=8,
size=4>

IpReserved Value: <Field type=c_ulong, ofs=4,
size=4>

IpReserved2 Value: <Field type=c_ulong, ofs=52,
size=4>

IpTitle Value: <Field type=c_char p, ofs=12,
size=4>

wShowWindow Value: <Field type=c_ushort, ofs=48,
size=2>
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89 Class winappdbg.win32.STARTUPINFOEX

object T
77._CData T

_ctypes.Structure

winappdbg.win32.STARTUPINFOEX

89.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

89.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

89.3 Class Variables

Name Description

_pack_ Value: 1

_fields_ Value: [(’StartupInfo’, <class
’winappdbg.win32.STARTUPINFO’>),

Startuplnfo Value: <Field type=STARTUPINFO, ofs=0,
size=68>

IpAttributeList Value: <Field type=c_void._p, ofs=68,
size=4>
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90 Class winappdbg.win32.SYSDBG_MSR

object T
77._CData T

_ctypes.Structure

winappdbg.win32.SYSDBG_MSR

90.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

90.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

90.3 Class Variables

Name Description
fields_ Value: [(’Address’, <class
’ctypes.c_ulong’>), (’Data’, <class

)

Address Value: <Field type=c_ulong, ofs=0,
size=4>

Data Value: <Field type=c_ulonglong, ofs=8,
size=8>
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91 Class winappdbg.win32.SYSTEM _INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.SYSTEM _INFO

91.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

91.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

91.3 Class Variables

Name Description

_fields_ Value: [(°id’, <class
>winappdbg.win32. SYSTEM_INFO_OEM_ID’>),
(...

dwActiveProcessorMask Value: <Field type=LP_c_ulong, ofs=16,
size=4>

dwAllocationGranularity Value: <Field type=c_ulong, ofs=28,
size=4>

continued on next page
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Name Description

dwNumberOfProcessors Value: <Field type=c_ulong, ofs=20,
size=4>

dwPageSize Value: <Field type=c_ulong, ofs=4,
size=4>

dwProcessorType Value: <Field type=c_ulong, ofs=24,
size=4>

id Value: <Field type=_SYSTEM INFO_OEM_ID,

ofs=0, size=4>
IpMaximumApplicationA- | Value: <Field type=c_void p, ofs=12,

ddress size=4>

IpMinimumApplicationAd- | Value: <Field type=c_void p, ofs=8,

dress size=4>

wProcessorLevel Value: <Field type=c_ushort, ofs=32,
size=2>

wProcessorRevision Value: <Field type=c_ushort, ofs=34,
size=2>
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92 Class winappdbg.win32. TEB

object T
77._CData T

_ctypes.Structure

winappdbg.win32. TEB

92.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

92.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

92.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(°NtTib’, <class
’winappdbg.win32.NT_TIB’>),
(’Environme. ..
ActivationContextStackP- | Value: <Field type=c_void._p, ofs=424,
ointer size=4>

continued on next page
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Name Description

ActiveRpcHandle Value: <Field type=c_void_p, ofs=36,
size=4>

Activityld Value: <Field type=GUID, ofs=4026,
size=16>

Clientld Value: <Field type=CLIENT_ID, ofs=28,
size=8>

CountOfOwnedCriticalSec- | Value: <Field type=c_ulong, ofs=52,

tions size=4>

CsrClient Thread Value: <Field type=c_void._p, ofs=56,
size=4>

CurrentLocale Value: <Field type=c_ulong, ofs=192,
size=4>

DbgSsReserved Value: <Field type=c_void p_Array 2,
0fs=3978, size=8>

DeallocationStack Value: <Field type=c_void p, 0fs=3702,
size=4>

EnvironmentPointer Value: <Field type=c_void.p, ofs=24,
size=4>

EtwLocalData Value: <Field type=c_void_p, ofs=4046,
size=4>

EtwTraceData Value: <Field type=c_void p, o0fs=4050,
size=4>

ExceptionCode Value: <Field type=c_ulong, ofs=420,
size=4>

FpSoftwareStatusRegister | Value: <Field type=c_ulong, ofs=196,
size=4>

GdiBatchCount Value: <Field type=c_ulong, ofs=4058,
size=4>

GdiCachedProcessHandle Value: <Field type=c_void._p, ofs=1832,
size=4>

GdiClientPID Value: <Field type=c_ulong, ofs=1836,
size=4>

GdiClientTID Value: <Field type=c_ulong, ofs=1840,
size=4>

GdiTebBatch Value: <Field type=GDI_TEB_BATCH,
ofs=576, size=1248>

GdiThreadLocallnfo Value: <Field type=c_void._p, ofs=1844,
size=4>

GuaranteedStackBytes Value: <Field type=c_ulong, ofs=4066,
size=4>

HardErrorDisabled Value: <Field type=c_ulong, ofs=3986,
size=4>
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Name Description

IdealProcessor Value: <Field type=c_ubyte, ofs=4065,
size=1>

Instrumentation Value: <Field type=c_void_p_Array.9,
0fs=3990, size=36>

LastErrorValue Value: <Field type=c_ulong, ofs=48,
size=4>

LastStatusValue Value: <Field type=c_ulong, ofs=3168,

size=4>

NtTib Value: <Field type=NT_TIB, ofs=0,
size=24>

ProcessEnvironmentBlock | Value: <Field type=c_void_p, ofs=44,
size=4>

RealClientld Value: <Field type=CLIENT_ID, ofs=1824,
size=8>

ReservedForNtRpc Value: <Field type=c_void_p, ofs=3974,
size=4>

ReservedForOle Value: <Field type=c_void.p, ofs=4074,
size=4>

ReservedForPerf Value: <Field type=c_void_p, o0fs=4070,
size=4>

Sparel Value: <Field type=c_void p, ofs=416,
size=4>

SpareBool0 Value: <Field type=c_ubyte, ofs=4062,
size=1>

SpareBooll Value: <Field type=c_ubyte, ofs=4063,
size=1>

SpareBool2 Value: <Field type=c_ubyte, ofs=4064,
size=1>

SpareBytesl Value: <Field type=c_ulong Array_36,
0fs=428, size=144>

StaticUnicodeBuffer Value: <Field type=c_wchar Array 261,
0fs=3180, size=522>

StaticUnicodeString Value: <Field type=UNICODE_STRING,
ofs=3172, size=8>

SubProcessTag Value: <Field type=c_void._p, ofs=4042,
size=4>

SystemReserved1 Value: <Field type=c_void_p_Array_ 54,

0fs=200, size=216>

ThreadLocalStoragePointe-
r

Value: <Field type=c_void p, ofs=40,
size=4>

TlsLinks

Value: <Field type=LIST_ENTRY,
0fs=3962, size=8>

continued on next page
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Name Description

TlsSlots Value: <Field type=c_void_p_Array_ 64,
0fs=3706, size=256>

TxFsContext Value: <Field type=c_ulong, ofs=572,
size=4>

User32Reserved Value: <Field type=c_ulong Array 26,
ofs=64, size=104>

UserReserved Value: <Field type=c_ulong Array.5,
ofs=168, size=20>

Vdm Value: <Field type=c_void_p, 0fs=3970,
size=4>

WOW32Reserved Value: <Field type=c_void.p, ofs=188,
size=4>

WaitingOnLoaderLock Value: <Field type=c_ulong, ofs=4078,
size=4>

Win32ClientInfo Value: <Field type=c_void_p_Array 62,
0fs=1848, size=248>

Win32ThreadInfo Value: <Field type=c_void p, ofs=60,
size=4>

WinSockData Value: <Field type=c_void._p, ofs=4054,
size=4>

glContext Value: <Field type=c_void p, ofs=3164,
size=4>

glCurrentRC Value: <Field type=c_void_p, ofs=3160,
size=4>

glDispatchTable Value: <Field type=c_void_p_Array 233,
0fs=2096, size=932>

glReservedl Value: <Field type=c_ulong Array 29,
0fs=3028, size=116>

glReserved2 Value: <Field type=c_void._p, ofs=3144,
size=4>

glSection Value: <Field type=c_void p, ofs=3152,
size=4>

glSectionInfo Value: <Field type=c_void p, ofs=3148,
size=4>

glTable Value: <Field type=c_void_p, ofs=3156,
size=4>
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93 Class winappdbg.win32. THREADENTRY 32

object T
77._CData T

_ctypes.Structure

winappdbg.win32. THREADENTRY 32

93.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

93.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

93.3 Class Variables

Name Description
_fields_ Value: [(’dwSize’, <class
’ctypes.c_ulong’>), (’cntUsage’,
<clas...
cntUsage Value: <Field type=c_ulong, ofs=4,
size=4>
dwFlags Value: <Field type=c_ulong, ofs=24,
size=4>
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Name Description

dwSize Value: <Field type=c_ulong, ofs=0,
size=4>

th320wnerProcessID Value: <Field type=c_ulong, ofs=12,
size=4>

th32ThreadlID Value: <Field type=c_ulong, ofs=8,
size=4>

tpBasePri Value: <Field type=c_long, ofs=16,
size=4>

tpDeltaPri Value: <Field type=c_long, ofs=20,
size=4>
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94 Class winappdbg.win32. THREADNAME_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32. THREADNAME _INFO

94.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

94.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

94.3 Class Variables

Name Description
_fields_ Value: [(’dwType’, <class
’ctypes.c_ulong’>), (’szName’, <class

dwFlags Value: <Field type=c_ulong, ofs=12,
size=4>

dwThreadID Value: <Field type=c_ulong, ofs=8,
size=4>

continued on next page
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Name Description
dwType Value: <Field type=c_ulong, ofs=0,
size=4>
szZName Value: <Field type=c_void.p, ofs=4,
size=4>

341



Class Variables Class winappdbg.win32. THREAD_BASIC_.INFORMATION

95 Class winappdbg.win32. THREAD _BASIC INFORMATION

object T
77._CData T

_ctypes.Structure

winappdbg.win32. THREAD BASIC INFORMATION

95.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

95.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

95.3 Class Variables

Name Description
fields_ Value: [(’ExitStatus’, <class
’ctypes.c_ulong’>), (’TebBaseAddre...
AffinityMask Value: <Field type=c_long, ofs=16,
size=4>
BasePriority Value: <Field type=c_long, ofs=24,
size=4>
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Name Description

ClientId Value: <Field type=CLIENT_ID, ofs=8,
size=8>

ExitStatus Value: <Field type=c_ulong, ofs=0,
size=4>

Priority Value: <Field type=c_long, ofs=20,
size=4>

TebBaseAddress Value: <Field type=c_void_p, ofs=4,
size=4>
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96 Class winappdbg.win32. TOKEN _PRIVILEGES

object T
77._CData T

_ctypes.Structure

winappdbg.win32. TOKEN_PRIVILEGES

96.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

96.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

96.3 Class Variables

Name Description
fields_ Value: [(’PrivilegeCount’, <class
’ctypes.c_ulong’>), (’Privileg...
PrivilegeCount Value: <Field type=c_ulong, ofs=0,
size=4>
Privileges Value: <Field type=LUID_AND_ATTRIBUTES,
ofs=4, size=12>
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97 Class winappdbg.win32.ThreadHandle

object T

winappdbg.win32.Handle
winappdbg.win32.ThreadHandle
Win32 thread handle.

See Also: Handle

97.1 Methods

get_tid(self)

Return Value
Thread global ID.

(type=int)

__copy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__deepcopy__(self)
Duplicates the win32 handle when copying the python object.

Return Value
A new handle to the same win32 object.

(type=Handle)

__del__(self)
Closes the win32 handle when the python object is destroyed.
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__init__(self, aHandle=None, bOwnership=True)

X.__init__(...) initializes x; see x.__class__.__doc__ for signature

Parameters
aHandle: Win32 handle object.
(type=int)
bOwnership: True if we own the handle and we need to close it.
False if someone else will be calling CloseHandle.

(type=bool)
Overrides: object.__init__

close(self)
Closes the win32 handle.

dup(self)

Return Value
A new handle to the same win32 object.

(type=Handle)

from_param(cls, value)

Compatibility with ctypes. Allows receiving transparently a Handle object
from an API call.

wait(self, dwMilliseconds=None)

Wait for the win32 object to be signaled.

Parameters
dwMilliseconds: (Optional) Timeout value in milliseconds. Use
INFINITE or None for no timeout.

(type=int)

Inherited from object

—delattr_(), _getattribute_(), -hash_(), —new_(), _reduce_(), reduce_ex_(),
_repr__(), _setattr__(), _str__()

97.2 Properties
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Name Description
_as_parameter_ Compatibility with ctypes. Allows passing
transparently a Handle object to an API call.

Inherited from object
_class__
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98 Class winappdbg.win32.UNICODE_STRING

object T
77._CData T

_ctypes.Structure

winappdbg.win32.UNICODE_STRING

98.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

98.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

98.3 Class Variables

Name Description
fields_ Value: [(°Length’, <class
’ctypes.c_ushort’>),
(’MaximumLength’, ...

Buffer Value: <Field type=c_void.p, ofs=4,
size=4>

Length Value: <Field type=c_ushort, ofs=0,
size=2>

continued on next page
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Name

Description

MaximumLength

Value: <Field type=c_ushort, ofs=2,

size=2>
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99 Class winappdbg.win32.UNLOAD DLL DEBUG_INFO

object T
77._CData T

_ctypes.Structure

winappdbg.win32.UNLOAD DLL DEBUG _INFO

99.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

99.2 Properties

Name \ Description
Inherited from ?7._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

99.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’1pBase0fD11’, <class
>ctypes.c_ulong’>)]
IpBaseOfDIl Value: <Field type=c_ulong, ofs=0,
size=4>

350



Class Variables Class winappdbg.win32._ DEBUG_EVENT_UNION_

100 Class winappdbg.win32. DEBUG_EVENT UNION _

object T
77._CData T

_ctypes.Union
winappdbg.win32. DEBUG _EVENT _UNION_

100.1 Methods

Inherited from _ctypes.Union
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

100.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

100.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’Exception’, <class
'winappdbg.win32.EXCEPTION_DEBUG_IN. . .
CreateProcessInfo Value: <Field
type=CREATE_PROCESS_DEBUG_INFO, ofs=0,
size=38>

continued on next page
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Name Description
CreateThread Value: <Field
type=CREATE_THREAD_DEBUG_INFO, ofs=0,
size=12>
DebugString Value: <Field
type=0UTPUT_DEBUG_STRING_INFO, ofs=0,
size=8>
Exception Value: <Field type=EXCEPTION_DEBUG_INFO,
ofs=0, size=84>
ExitProcess Value: <Field
type=EXIT_PROCESS_DEBUG_INFO, ofs=0,
size=4>
ExitThread Value: <Field
type=EXIT_THREAD DEBUG_INFO, ofs=0,
size=4>
LoadDll Value: <Field type=LOAD_DLL_DEBUG_INFO,
ofs=0, size=22>
RiplInfo Value: <Field type=RIP_INFO, ofs=0,
size=8>
UnloadDIl Value: <Field
type=UNLOAD_DLL_DEBUG_INFO, ofs=0,
size=4>
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101 Class winappdbg.win32. LDT _ENTRY BITS_

object T
77._CData T

_ctypes.Structure

winappdbg.win32. LDT _ENTRY BITS_

101.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

101.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

101.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ulong’>, 8), (’Type’,
<clas...
BaseHi Value: <Field type=c_ulong, ofs=0:24,
bits=8>
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Class winappdbg.win32._LDT_ENTRY_BITS_

Name Description

BaseMid Value: <Field type=c_ulong, o0fs=0:0,
bits=8>

Default_Big Value: <Field type=c_ulong, ofs=0:22,
bits=1>

Dpl Value: <Field type=c_ulong, ofs=0:13,
bits=2>

Granularity Value: <Field type=c_ulong, ofs=0:23,
bits=1>

LimitHi Value: <Field type=c_ulong, ofs=0:16,
bits=4>

Pres Value: <Field type=c_ulong, ofs=0:15,
bits=1>

Reserved_0 Value: <Field type=c_ulong, ofs=0:21,
bits=1>

Sys Value: <Field type=c_ulong, ofs=0:20,
bits=1>

Type Value: <Field type=c_ulong, ofs=0:8,
bits=b>
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102 Class winappdbg.win32. LDT _ENTRY BYTES_

object T
77._CData T

_ctypes.Structure

winappdbg.win32. LDT _ENTRY BYTES_

102.1 Methods

Inherited from _ctypes.Structure
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

102.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

102.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’BaseMid’, <class
’ctypes.c_ubyte’>), (’Flagsl’,
<class...
BaseHi Value: <Field type=c_ubyte, ofs=3,
size=1>

continued on next page
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Class winappdbg.win32._LDT_ENTRY_BYTES_

Name Description
BaseMid Value: <Field type=c_ubyte, ofs=0,
size=1>
Flagsl Value: <Field type=c_ubyte, ofs=1,
size=1>
Flags?2 Value: <Field type=c_ubyte, ofs=2,
size=1>
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103 Class winappdbg.win32. LDT_ENTRY HIGHWORD _

object T
77._CData T

_ctypes.Union
winappdbg.win32. LDT ENTRY HIGHWORD_

103.1 Methods

Inherited from _ctypes.Union
_init__(), -new_-()

Inherited from ?2%._CData
__ctypes_from_outparam__(), __hash__()

Inherited from object

_delattr__(), __getattribute__(), __reduce__(), _reduce_ex__(), _repr__(), __setattr__(),
_str_()

103.2 Properties

Name \ Description
Inherited from ?¢._CData
_b_base_, _b_needsfree_
Inherited from object
_class__

103.3 Class Variables

Name Description
_pack_ Value: 1
_fields_ Value: [(’Bytes’, <class
'winappdbg.win32. LDT_ENTRY_BYTES_’>),

Bits Value: <Field type=_LDT_ENTRY BITS_,
ofs=0, size=4>

continued on next page
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Name Description
Bytes Value: <Field type=_LDT_ENTRY BYTES_,
ofs=0, size=4>
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